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ABSTRACT the more willingthey might be to engage in security and privacy
We scoped, designed, produced, and evaluated the effectivenesB&haviors that require time effort.
of a recreational tabletop card garuesated to raise awareness cyrrent and Future Developers The more developers prioritize

ofd and alter perceptions regardihgomputer security.We  gecurity, the more willing they might be to take action. This might
discuss our processhe challenges that arose, and the decisions meantaking securitytraining, refreshing their knowledge bést
we made to address those challendesof May 2013, w have security practices, taking more care with their goodie simply

shipped appndmately 800 free copies to 150 educators. We  thinking to reach out ttheiri nst i t uti onds secur it
analyze and report on feedback from 22 of these educators about

their experiences usingontrolAlt-Hack with over 450 students ~ Current and Future Management. If management prioritizes

in classroom and neclassroom contextd.he responses from the ~ Security, they might dedicate more resources to developing and

14 educators whreported on their use dfie game in a classroom  Maintaining secure products and systems, or reward security
context variously indicatedhat t heir student Bf@nohivBEBehebaviogrs via the institdt
computer security as a complex and interesting field was
increased (11/D4 they would use the game again in their
classroom(10/14) andthey wauld recommend the game to others
(13/14. Of note, 2 of the 14&lassroom educators reported that
they would not have otherwise covered the matehiddlitionally, There a e many avenues to increase
we present results from user studies with 11 individuals and find security publicity campaigns, integration into popular culture,

that their responses indieathat 8 of the 11 had an increased and education and training are just a few. Inwark, our desire
awareness of computer security or a changed perception;to create an artifact that exposes people to thinking about security
furthermore, all of our intended goals are touched upon in their and hat facilitates ad hoc, social interactions led us to design

Future Technologists We encourage as many peoptepmssible
to consider computersecurity and computer science as a
profession, in order to increase the strength of the field as a whole.

responses. ControtAlt-Hack®: White Hat Hacking for Fun and Praofia
. . . recreational, tabletop card game about computer secAstyof
Categories and Subject Descriptors May 2013, gproximately 800 requested copies @bntrolAlt-

K.3.2 [COMPUTERS AND EDUCATION]: Computer and Hackhave ben shipped to 150 educators.

Information Science Education )
We sent these educators surveys, and 22 educators representing

Keywords over 450 students submitted feedback about their experiences

Card game computer science educatiocomputer security and ~ Using ControtAlt-Hack inside and outside of the classroom.

privacy, computer security educatiogame outreach privacy; Analysis of the evaluation data has indicated that we have had

security security awareness secury education security some success meeting our deS|_gn goals. Of the educators who

outreachtabletop securitytabletop games. reported usingthe game in their classrooms: 11 out of 14
indicated in their responses that tgame played a role in

1. INTRODUCTION increasing their studentsd awarer

We believe that there is vast benefit to be offered from raising Of 14 indicated that the game was engaging or filled a social role
peopl eds awareness of c o mp u tirethe clagsgoemy A3 outyof 14 indigaled that they woutlaskggest
different kinds of individuals to ideas that make them think about the game to others; and 10 out df daid that they would use the

computer securi@y however brieflyy could potentially benefit game in their class again. In terms of reaching new audiences, 2 of

the stats of computersecurity as whole: the classroom educators reported that they would not have
o ] otherwise covered the security material @ontrolAlt-Hack

Current and Future Users.The morepeopleprioritize security, Furthermorejn a user study we condiecd with 11 participants8

the more they mighexpress it with their purchasing power, and of the 11provided evidence that they were thinkingniew ways

about computer securidfter playing the game
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with one or more of the characters in order to envision
themselves in the field.

— oY ! (2) To highlight the variety of professional and personal
| y & opportunities available to people with these skills.

tnml]l-ﬂllﬂ_m

Exposure Goal. We seek to have as wide an impact with our

wane g HACKS,OS i / Awareness and Perception Goals as possitie more people

FaFU

that play this game, the more opportunities our game has to
increase awareness or oge perception.

2.2 Why a Game?

We believe that games are well positioned to address our specific
project goals. If designed well, we argue that games can be an
appropriate tool for seeding a large audience of people with a
modest amount of security informai. Briefly:

Figure 1. A photo of the game box and contents. T Gamescan befun, which gets people engaged.

Photo Credit: Juliet Fiss. © University of Washington 1 Gamescan give you permission t@xploreideas and ask

. . ) . questions.
1 Explicateand critiqueour design process, the constraints that

arose throughout its course, and tiegleoffs that we made to 1~ Games are intended to have intrinsic entertainment value,
further our project goals; which gets people to pick them up and use them on their own

time.

i Present our analysis evaluating the success of our tool inGjyen e subject matter, it may seem natural to have created a
reaching its desired audience and achieving its 'me”dedcomputer game, rather than a physical tabletop gaBogh
goals; formats have their merits and their limitations, and in creating our

tool we chose to explore the problem space via a physical game.

M Based on our knowledge and our evaluatioiscuks the N .
Part ofour reasoning in doing so was to take advantage of some

contexts in which the game is less suitable, andt&keaway - )
lessons regarding how this reflects the design tradeoffs that©f the following factors:
we made to meet our goals; 1 Physical games may appeal to people who do not enjoy

1 Contribute to the knowledge foundation for those interested computer games.

in creating tools thattilize unconventional methoas reach 1 Aside from requiring a surface on which to play, physical

new audiences, in order to ultimatéiyprove the state of games generally do not require extensive setuphave
computer security as a whole. resource dependencies.
2. PROJECT GOALS 1 Having a game lying around in a physical space prowde_s the
opportunity to read through some of the cards, even if the
2.1 Goals game is not being actively played.
Awareness GoalsAs motivated by Section 1, our primary goal is  while the following properties are not exclusive to physical
to increase peopleds awarenesgmedf computer security needs
challenges, so that they can be more informed technology builders ) ) ) )
and consumers. This includes: 1 Physical games can create social environments, which can

. . . foster interaction and discussion of ideas encountered.
(1) Increasing understanding of the importance of aatewp

security, and the potential risks with inadequate security 1 ~Because physical games can create interaction between
safeguards. players, they are suitable for use in social gatherings.

(2) Conveyingthe breadth of technologies for which computer 2.3 Target Audience
security is relevant, including not only conventional No game stronglappeals to everyone. While we sought to make
computing platforms like laptops and Web servers, but also our game as broadly appealing as possible to raise security
emeging platforms like pervasive technologies and cyber awareness within a very large audience, it is most practical to
physical systems. target a specific demographic.

(3) Improving understanding of the diversity of potential threats Primary Education Audience. Our primary target audience is
that security designers must consider and the creativity of people with an affinity for computer science and engineering but
attackers. without requiring significant computer security education,

training, or experience. We target in particular those who are early

in their careers, including cqmter science and engineering
undergraduate students, high school students, and recent

n graduates. For example, a high school student in AP Computer

Science might play this game, as might a recent hire in software

development, test, or management. This goalans that our

primary target audience is technically inclined and consists of
(1) To work against negative, dissuasive, or niche stereotypesroyghly 15 to 30-yearolds.

about people in these fields, and to allow players to identify

Perception Goals (Secondary Goal) We additionally seek to
show that the information technology community and its
professions are open to people of diverse backgrolmadsiding
even fictional rolemodels could help encourage interest i
computer science and computer security. More specifically, we
aim:

Secondary Education Audiences: High school and
undergraduate students in the Science, Technology, Engineering,

anec



Figure22The character art from the portrait side of 12 of

and Math (STEM) disciplines; softwamdevelopers; gamers; and We licensed theNinja Burger mechanic from Steve Jackson
the broader public. Games 28], best known for theiMunchkincard game and the
GURPSroleplaying system. Ninja Burger met our above criteria,

Security Community: As a vector for increasetissemination. ; )
y y and we transformethe game intaControlAlt-Hack White Hat

3. GAME DESIGN Hacking for Fun and Profitinstead of delivering burgers fan
In this section we give #rief, high-level tour of our game  scenariosn the questo become the next branch manager, our
development process. players tackle a range of technicathemed scenarios with the

. . oal of becoming theaxt company CEO.
3.1 Choosing Game Mechanics g ? pany

A gameds fmec h anredcsand ldgicatldmentse s 3.21 reedback Process

of the game that contribute to game playr exampleag a me 6 sWe solicitedfeedback on iterations of th@ontrolAlt-Hack card

mechanics might consist of its rules, the number and type of gamedeck to gather suggestions itnprove the gameand assess its

decks, and the numbers or gameplay actions on those ttards ability to meet our goalsThese formative evaluations took the

be challenging to design mechanics that lead to-mafinced form of playsédsosw sasisitendd d6orselsi
games Variablesinclude the number of players; thente it takes conducted with a variety of parties, including: undergraduates in

to learn the rules; the time it takes to play; replay value; an introductory computer science course (n=10); undergraduates

cooperative versus competitive paradigms; the abilityelmund involved in a computer security competition (n=5); graduate
from a losing streak; and the variety of winning strategies. The students affiliated with a comprt security lab (n=8); graduate
story, flavor text, and art rest on top of the meatsn students (unaffiliated with a security lab) who have an interest in

gaming (n=2); computer science professors (n=2); a computer
§cience lecturer (n=1); a formbigh schoolteacherof computer
science, now an undergraduageturer (n=1); outreach officers
?n:3); and assorted naxperts (n=14).In response to this
evaluation feedback, we: changed specific card text, modified art,
and added new cards to help keep track of gameplay decisions.

We initially explored creating game mechanics from scratch.
However, since we are computer security researchers and no
experts in game mechanics, we chose to license a system from
preexisting game and then create all new game content. This
approzh allowed us to forgo playtesting the mechahies
necessary, timeonsuming step to ensure game balaacel
enjoyment We did do playtesting to review our game catite 3.3 Brief Overview of Control-Alt -Hack
which we discuss in Section 3.2. The following is the premise of the game:

We explored the rules and mechanics of a number ofega You and your fellow players work fetackers, Inc.a small,
available for sale in gaming stores for a game that would support  elite computer security company of ethical (a.k.a., white hat)
our desired design goals. For example, we wanted a game where a hackers who perform security audits and provide consultation

player took on the role of a character, so that they could identify  services. Their mottof?YouPay Us b Hack Youw
with someone in the computer security field (Percep@oals);

we immediately gravitated towards games whose characters | hack kil d a bit of luck) i d
featured a variety of skills, in order to highlight the somewhat (© @PPly your hacker skills (and a bit of luck) in order to

eclectic specializations that can help imp@we breald a Succ_eed' Use your Social Englnee_nng and Networ_k N'nlaA
systemds security. We also wa nﬁ]alirad'vc\iléréa'_s'ac%taorneb repaek. grid, reapply @ PiL gl 0 g | |

supprt a variety of textualheavy scenarios or encounters. ng and Software Wizardry to convert your

Your job is centered around Missiéntasksthat require you



