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SUMMARY

Many modern extensible systems, such as Java
and the SPIN oper ating system, depend on type safety
for memory protection. Unfortunately, current type-
safelanguagesdo not support systemsprogramming
well, becausethey do not give programmer sthe abil-
ity to deal with untyped data easily. In particular,
they do not support the ability to cast between un-
typed data and language-level types. We describe
a powerful, type-safe cast operator that helps pro-
grammer swrite low-level systems codesin type-safe
languages. We have implemented this operator in
M odula-3for the SPIN oper ating system, and wegive
specific examples of how we useit in SPIN.
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INTRODUCTION

An extensible system allows application-provided code
to be linked in at runtime. The ability to extend a sys-
tem at runtime enablesagreat deal of system flexibility,
since the system can be dynamically customized to the
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performance and functionality requirements of the ap-
plication. Examples of extensible systems include Web
browsers®, operating systems?2, embedded systems?,
and databases®. Such systems must be protected from
imported code, which may by buggy or even malicious.
Many modern extensible systems provide that protec-
tion through type-safe programming languages.

Type safety makesit possiblefor asystemto provide
strong guarantees of protection from imported code. In
particular, a program cannot access arbitrary memory
locations, and cannot use valuesin ways not prescribed
by thelanguage. Nevertheless, type-safelanguageshave
not been designed to support efficient, low-level, “sys-
tems’ code. For example, a network packet arrives as
an uninterpreted array of bytes. In order to handle
the packet, a network stack interprets the bytes in a
packet as protocol headers, which contain fields of dif-
ferent lengths. For good performance, thisinterpretation
should occur “in place” — that is, without copying®. In
order to interpret untyped data in place, a cast operator
is necessary. Unfortunately, type-safe languages do not
traditionally provide non-trivial cast operators.

We describe a powerful, type-safe casting operator
that makes type-safe languages more suitable for writ-
ing systems code. The design of the operator is based
on the observation that if types haveidentical represen-
tations, the programmer can be allowed to cast between
them. Our research has been donein the SPIN operating
system 2, an extensible operating system that requires
system extensions to be written in the type-safe subset
of Modula-3 8. We have implemented this cast operator
in Modula-3 for SPIN, and we give several examples of
how we use it to improve readability and performance.
We discussalso how a safe cast operator could beintro-
duced into other type-safe languages aimed at systems
programming, such as Ada95 ’, Oberon & or Java.

TYPE REPRESENTATIONS

Our cast operator allows a programmer to cast an lvalue
(an expression that denotesa memory location) of some
type to another type if the representations of the types
allow doing so safely. For expository purposes we will

not discussthe casting of rvalues, which is subsumed by
Ivalue casting. Casting makessenseif the typesinvolved
are visible types. A type is visible if it is non-abstract,
i.e, itsrepresentationisexposedtoitsclients. In general,
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SHORT COMMUNICATIONS 1

abstract types cannot be cast, because their representa-
tions are unknown.

We can cast an Ivalue from a visible type 77 to an-
other visibletype T, when all of thefollowing conditions
hold:

¢ Every bit pattern that represents a legal value in
T representsalegal valuein 7.

o |f thelvalueiswritable, every bit pattern that rep-
resentsalegal valuein 7> must represent alegal
valueinT;.

e Theuse of thelvalue must satisfy the constraints
of the underlying architecture. For example, we
disallow casts between floating point and integer
Ivalues. Such casts might not preserve sharing
if the Ivalues were assigned to registers because
theinteger and floating point register setsaredis-
joint.

e The use of the Ivalue must satisfy the code gen-
eration constraints of the compiler and architec-
ture. For example, the alignment of the Ivalue
may have to satisfy the alignment required for
Ts.

Reasoning about the bit representation of types
is straightforward (although compiler- and language-
dependent):

e For a base non-pointer type, the set of legal bit
representationsis defined by the languageimple-
mentation.

e For apointer type, the set of legal representations
isdistinct from al other types.

e For arecord or array type, the set of legal rep-
resentationsis acombination of the bit represen-
tations of the types of the fields (which must in-
clude any padding). This definition assumesthat
the constituentsof arecord or array aswell asany
padding are laid out according to a well-known,
deterministic algorithm (as defined by the lan-
guage or compiler).

Our casting operator is type-safe for two reasons.
First, the conditions for legal casting guarantee that our
cast does not create any illegal representations. Second,
there is no harm in allowing application-provided code
to “create” new instancesof avisibletypeT viacasting.
Since T isavisible type, a client can allocate and mod-
ify its own instances the type anyway, so no protection
islost.

For the sake of exposition, we have assumed that the
Ivalue has the same size as T». Nevertheless, the lvalue
can belarger than 7>, inwhich caseit is effectively trun-
cated by the cast. (Our notion of representation equiva-
lence can be easily modified to account for truncation.)
This feature is useful for looking at network packets,
where networking code needs to examine only the first
few bytes of a packet. For a dynamically sized Ivalue,

such as an array, the size of the lvalue must be checked
at runtime to guaranteethat the lvalue is at least aslarge
asTs.

EXAMPLE

We have implemented this cast operator, which we call
VIEW, in Modula-3 . Modula-3is atype-safe systems
programming language that we have used to build the
SPIN operating system, which runs on Alpha ® and x86
processors °. SPIN and itsextensionsarewritten almost
entirely in Modula-3; VIEW lets us efficiently imple-
ment the codethat interprets otherwise unstructured and
untyped data, such as bytes coming from 1/O devices.
VIEW also enables safe interaction, without copying,
between Modula-3 code and the portions of SPIN (such
as the device drivers) that are written in C or assembly
language.

The code in Figure 1 illustrates the difference be-
tween code that uses VIEW and code that does not.
Thefigure contains three possible versions of packet fil-
ters. The actual packet filter used in the SPIN network
subsystem™* would use VIEW: that is, it would be the
procedurecalled Vi ewFi | t er .

The first filter, CopyFi | t er, is representative of
a naive implementation of the packet filter in a type-
safe language. In order to manipulate the packet as a
packet header record, the filter must invoke a system-
provided routine that copies the packet (as an ar-
ray of bytes) into a record. It is important that to
note that the system must provide the trusted routine
I p. Convert ByCopyi ngPacket , which performs
the copy. The routine must be trusted, becauseit is not
type-safe. If we required the use of CopyFi | t er, we
would have to ensure that the system provided suffi-
cient copying routines (in order to cover al anticipated
extensions), which would be difficult.

The secondfilter, Byt eFi | t er , isrepresentative of
asecond, more effi cient implementation of the packet fil-
ter in atype-safe language that does not support VIEW.
In order to avoid copying the packet, thefilter explicitly
manipulates the bytes of the packet. The first problem
with this codeisthat it is hard to write, read, and main-
tain. Semantic information about the packet fieldsis not
present, because the packet is an array of bytes. The
second problem is that it could be inefficient on some
architectures. For example, the Alpha does not provide
instructions that operate on bytes: without afairly smart
compiler, the code that is generated could contain a
number of useless mask operations.

Thethird filter, Vi ewFi | t er , istheimplementation
of the packet filter using VIEW. Inside the body of the
WITH statement, the variable | pHeader is a typed
alias for the packet's header. VIEW enables program-
mers to write code that is simpler to understand and
that executes more efficiently than using explicit byte
manipulations.
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2 SHORT COMMUNICATIONS

MODULE Ip;
IMPORT Word,

(* IP address of www-spin.cs.washington.edu *)
CONST SourceAddr = 16_805f02DE;

(* type-safe, readable, but has a copy *)

PROCEDURE CopyFilter(READONLY m: ARRAY [0..255] OF Byte) : BOOLEAN =
VAR ipHeader:lp.Header := Ip.ConvertByCopyingPacket (m); (* calls bcopy *)

BEGIN

RETURN ipHeader.protocol = Ip.protocol. UDP AND
ipHeader.version = Ip.version4 AND
ipHeader.sourceAddr = SourceAddr;

END CopyFilter;

(* type-safe, but unreadable; inefficient on machines without byte operations *)
PROCEDURE ByteFilter(READONLY m: ARRAY [0..255] OF Byte) : BOOLEAN =

BEGIN
RETURN a[9] = Ip.protocol.UDP AND

Word.And (m.packet[0], 16_F) = Ip.version4 AND
Word.Or(Word.LeftShift(m.packet[15], 24),
Word.Or(Word.LeftShift(m.packet[14], 16),
Word.Or(Word.LeftShift(m.packet[13], 8),
m.packet[12]))) = SourceAddr;

END ByteFilter;

(* type-safe, readable, and efficient *)

PROCEDURE ViewFilterf(READONLY m: ARRAY [0..255] OF Byte) : BOOLEAN =

BEGIN

WITH ipHeader = VIEW(m, Ip.T) DO (* no copying *)
RETURN ipHeader.protocol = Ip.protocol.UDP AND
ipHeader.version = Ip.version4 AND
ipHeader.sourceAddr = SourceAddr;

END;
END ViewfFilter;

BEGIN
END Ip.

Figure 1. Implementation of packet filters using VIEW and byte operations. The filters accept unfragmented UDP/IP packets
with a particular source address. The WITH operator createsan alias to theipHeader for the VIEW expression.

Table | illustrates the low-level performance of us-
ing VIEW, measured on a DEC Alpha AXP 3000/700.
Instructions were hand-counted, and cycles were mea-
sured using the Alphacycle counter. The cycle measure-
ments were taken with a warm data cache (the packet
being examined), and a cold instruction cache. Thefirst
three filters are the ones shown in Figure 1, and were
compiled with our version of the DEC SRC Modula-
3 compiler. The filter Cfil t er is the equivalent filter
written in C, and compiled using Digital cc. Note that
Cfil t er isnot type-safe. The performance of Cfil t er
merely serves as a reference point for our performance

comparison.

CopyFi | t er isthe slowest filter, becauseit incurs
the cost of copying the packet header. Byt eFi | t er
is significantly faster, but it is harder to write, read,
and maintain. Vi ewFi | ter is as easy to read as
CopyFi | t er, and its performance is actualy better
than Byt eFi | t er . The performance improvement is
due to the fact that the Alpha architecture does not sup-
port byteinstructions, and the compiler cannot recognize
that no shifts and masks are necessary.
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| [ instructions | time (in cycles) |

CopyFilter 170 250
ByteFilter 37 71
ViewFilter 25 65

[ CRilter ] 15 | 53 |

Table |. Comparison of different packet filters. on aDEC
Alpha AXP 3000/700 running at 225 MHz, with 160M B of
memory. Thefirst threefilters are written in Modula-3, and

aretype-safe. Cfil t er iswritten in C, and is not type-safe; it
serves asa reference point.

Out of the three type-safe filters, the performance
of Viewri|ter is the closest to that of Cfil ter.
Chil t er isdlightly faster than Vi ewFi | t er for three
reasons:

¢ VIEW performsan alignment check, whichtakes
two instructions. A C cast does not perform any
checks.
On a system where the operating system, com-
piler, or hardware supports unaligned memory
operations, the alignment check is unnecessary.
For example, the x86 architecture directly sup-
ports unaligned loads and stores, so, the x86 ver-
sion of our Modula-3 compiler does not generate
an alignment check.

¢ Because of the alignment check, the Modula-3
compiler generates a potential call to a generic
error-reporting procedure. Ignoring this proce-
dure, the filters are all leaf procedures. The C
compiler treats Cfil t er as a leaf, which saves
fiveinstructions.

e The DEC C compiler generates better code,
which saves three instructions.

Over half of the extra instructions come from the align-
ment check. It should be noted that we have also added
tighter control over the alignment of typesin Modula-
3 for SPIN, so this alignment check can be eliminated
when the device driver only returns correctly aligned
packets.

DISCUSSION

Since 1995 we have used Modula-3 © to devel op operat-
ing system services for the SPIN operating system. To
date we have implemented a variety of operating sys-
tem extensionsin Modula-3, such asuser-level threads, a
complete TCP/IP protocol stack, transaction servicesfor
databases, a log-structure file system, NFS and HTTP
servers, and aUnix emulation library that is binary com-
patiblewith Digital UNIX and FreeBSD. We havefound
Modula-3 to be an effective type safe programming lan-
guageto develop a high-performance, modular system.

The type-safe cast operator is quite useful to other
operating system services that operate on data created
outside of the language. The most common use, similar
to its use in the network stack, is to interpret I/O data
as arecord. Several examples of this type of use are as
follows:

e VIEW isusedto interpret file data as COFF ob-
ject file headers 2.

e VIEW isusedtointerpret disk dataasfile system
structures, such asinodes.

e VIEW isusedtointerpret blocksof dataasUNIX
socket structures.

e VIEW is used to interpret untyped system call
arguments as more structured types.

The code for these uses looks similar to the use in the
network stack.

VIEW is also used in SPIN for reasons other than
interpreting external data such as to overcome inter-
face mismatcheswithin the SPIN system. For example,
VIEW is used to translate data between formats that
are logically eguivalent, such as integers and arrays of
bytes. Certain interfaces are written to useintegers, and
others are written to use arrays of bytes. Both sets of
interfaces are correct by themselves, and VIEW allows
them to be used together without havingto rewrite them.

Finally, VIEW is used for some minor operations,
such as converting pointers to integers for the sake of
error reporting or debugging. Readonly pointers can be
safely cast to integersusing VI EW, as described earlier.

The ability to safely cast with VIEW supports other
low-level data manipulations, which are not directly
used in SPIN currently. First, a programmer can use
casting to implement record subtyping by hand. Such
afeature is useful in languages where record types are
insufficiently flexible. For example, VIEW can be used
to truncate anetwork packetto just its header, sothat the
header can be passed to a networking routine. Second, a
programmer can also use casting to get around restric-
tive typeequivalencerules. For example, Modula-3 does
not allow record types whose field names are different
to betype-equivalent. VIEW canbeusedto treat avalue
of one such type as an instance of the other type.

In general, type-safe casting is useful in languages
that have a type system with a rich set of Ivalue types.
For example, Ada95 and Oberon are systemslanguages
that have a rich set of Ivalue types and both lack a
type-safe cast operator. These languages would bene-
fit from the addition of atype-safe cast operator. In pure
object-oriented languages without “manifest” records
and arrays, the ability to cast would not be as useful.
In languages such as Java* and Theta™® the only Ivalue
types are pointers (object instances), and the integral
and floating-point types. VI EW would not bethat useful
in these languages, becausethey provide neither visible
recordsnor arrayssuchasC provides. (VIEW cannotbe
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4

used to cast between sibling object types, because such
casts would break the type system.) From our experi-
ence in building an operating system, such high-level
type systems are unacceptable, because of the need to
directly access I/O data as well as C-style data struc-
tures in a mixed language environment. The need for
suchvisibletypesis proven by the need for native meth-
ods in Java: Modula-3 can be efficiently implemented
in itself, whereas Java must resort to C code for its low
level runtime and I/0.

Finally, we note that any use of our cast operator re-
sults in unportable (but type-safe) code. For example,
the endianness of a machine affects the meaning of a
cast. Nevertheless, the use of our cast operator is no
more unportable than the use of cast operations in C.
Given that the purpose of casting isto allow usto write
low-level systemscode, unportability is not a defect.

RELATED WORK

Mechanisms similar to VIEW have been provided in
other languages. The Modula-2+¢ ** language allows
the Modula-2 LOOPHOL E construct to be used in re-
stricted ways within safe modules. The safe LOOP-
HOLE in Modula-2+¢ is much weaker than VIEW,
asit only can be used to cast rvalues (expressions that
denote values).

The Fox project at CMU has been investigating the
construction of system softwarein ML. To support func-
tionality similar to that provided by VIEW, the Fox
group has defined aset of generic interfacesfor sequence
types . These interfaces support operations such asiit-
eration over homogeneous aggregate types (lists and
arrays). For example, an array of bytes can be traversed
asan array of words. These sequenceinterfaces support
both little-endian and big-endian access to sequences,
whereas VIEW does not. VIEW supports more of the
manipulations that we desire, though; it allows byte ar-
raysto beinterpreted as heterogeneousaggregates, such
as record types. Such a feature is useful in networking,
where packet headers contain fields of different sizes.
The Fox sequenceinterfacesonly allow “ casts” between
homogeneous aggregates.

CONCLUSIONS

We have described a powerful type-safe cast operator.
This operator allows programmers to write efficient and
clear low-level systems programs, and we have used it
extensively in SPIN. Although we have motivated our
cast operator in terms of extensibility, it is useful in any
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type-safe language where the ability to write low-level
systemsprogramsis desired. Type-safe casting supports
various kinds of data manipulation that could otherwise
be performed only by going outside of the language. We
have given a detailed example of how the cast opera-
tor is used in the network stack in SPIN, as well as a
description of how we have used it elsewherein SPIN.
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