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Abstract

In this paper we describe how object-oriented language design interacts with access control
in extensible systems, based on our experience in building the SPIN extensible operating
system. Several modern extensible systems, such as Java-enabled web browsers and SPIN,
use object-oriented languages for extensibility. These systems allow extension programs
written in their languages (Java and Modula-3, respectively) to be linked in at run time. This
paper presents a case study of the object-oriented language design issues that we encountered
in building SPIN. First, we describe how access control in SPIN is affected by the language
design choices made in Modula-3, and how we changed Modula-3 to satisfy our access control
requirements. Second, we compare the access control mechanisms we chose in SPIN, which
are mostly link-time, with those in Java, which are mostly compile-time.
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1: Introduction

Java-enabled Web browsers [13] and the SPIN operating system [3] are two examples
of modern extensible systems, which allow untrusted users to directly link extension code
into them at run time. Both systems use object-oriented extension languages: Java [1]
and Modula-3 [21], respectively. The systems rely on the type safety of their extension
languages to guarantee memory safety [2], and they depend on access control to protect
code and data from unprivileged users. In this paper we describe what we have learned
about using an object-oriented language, Modula-3, as the extension language in SPIN:
that access control over name spaces requires access control over class operations.



Access control mechanisms allow the system to decide what principals may access which
resources in a system. In an extensible system, trusted clients must be granted access to
certain system resources, whereas untrusted clients must be denied access to them. For
example, a user should have access to the cryptographic key in his Web browser, but
an untrusted applet should not. In this paper we focus on the effects of object-oriented
language design on access control, and on the mechanisms that can be used to control access
to classes.

In this paper we make the following contributions:

e We describe how object-oriented language design interacts with access control in
extensible systems, based on our experience with SPIN. SPIN is an extensible system
that uses name space control to encapsulate extensions. We explain how language
design choices in Modula-3 affected our ability to provide access control in SPIN,
and how we had to add access controls over classes in Modula-3. These lessons show
that if the language is not explicitly designed for an extensible system, the use of that
language may lead to access control problems over classes.

e We describe how we modified Modula-3 for SPIN in order to deal with the access
control problems that we encountered. These modifications were subject to the real-
life constraint that we had to remain as backward-compatible as possible with the
Modula-3 libraries that we use.

e We provide examples of how these problems are dealt with in Java, a language that
was explicitly designed as an extension language. We compare our solutions in SPIN
to those in Java, and also compare the different language and system design choices
that were made in the two systems. This comparison is performed in the context of
the SPIN protection model, which uses access control over name spaces to protect
resources.

Section 2 provides some background on extensible systems in general, and SPIN and
Java in particular. Section 3 compares the access control mechanisms over classes that we
provide in SPIN to the mechanisms provided in Java. Finally, Section 4 describes related
work and summarizes our conclusions.

2: Background

Type safety has been used as the basis for protection in many extensible systems, in-
cluding Cedar [25], SPIN [3], Thor [14], Inferno [9], Juice [11], and Java [12]. In these
systems, extension code can be directly loaded and linked with the system, which enables
low-overhead access to the system’s data and code. That is, extensions can invoke services
through direct procedure calls (instead of through system calls), and can directly access
data. We use two such systems, Java and SPIN, as examples in the rest of the paper.

2.1: Java

Java has become widely used for writing portable Web applications. At a high level, Java
and SPIN are similar in design. Systems that support Java allow users to download, link,
and run untrusted extensions that are called applets or servlets. Java programs are shipped
as Java Virtual Machine bytecodes [13], and can be written in any language that compiles



to those bytecodes, including the Java programming language. A bytecode verifier is used
to verify the type safety of applets at load time.

Java is a pure class-based, object-oriented language. The class is both the unit of program
structure, as well as the unit of linkage. Linkage is accomplished during loading, which is
performed by a class loader. The class loader loads a class, and the Java Virtual Machine
links the class into the system.

Because extension code is downloaded as high-level bytecodes, some semantic checks can
occur when code is linked. For example, bytecodes are type-checked when they are linked
into the system. As a result, the distinction between “compile-time” and “link-time” is not
a matter of the point in time at which the checks occur: some of the compile-time checks
on the Java language can (and do) occur at link-time. The primary distinction between our
use of “compile-time” and “link-time” checks is that the latter can depend on the identity
of the principal that is requesting linkage: compile-time restrictions cannot.

It should be noted that package-level access control is weak in Java. Any class can be de-
clared to be in any package (except for pre-defined system packages, such as java.lang.x).
Therefore, package-level access controls (through the use of public and protected) do not
provide any real protection.

Wallach et al. [27] have explored several protection models within Java. One of the models
that they examine (name space management) is very similar to the model used in SPIN.
They compare such a model against two other models: capability-based protection, and
stack introspection. They show that each model has its own advantages and disadvantages,
and that none is clearly superior. In this paper we explore the specific language design
issues that are involved with using the name space model.

2.2: SPIN and Modula-3

SPIN [3] is an extensible operating system that allows untrusted applications to safely
extend system services. Extension code in SPIN must be written in the type-safe subset
of Modula-3 [21]. Applications, which run in their own address spaces, can dynamically
link extension code into the kernel’s address space. Applications can also install upcalls to
extension code through event-based dynamic interposition [23].

In Modula-3 the primary program structuring units are interfaces and modules. Inter-
faces and modules are compile-time units. In order to provide a flexible linkage and access
control to code, SPIN provides domains [24], which are name spaces of program symbols.
A domain is a collection of interfaces and modules that is created at dynamic link-time.
The most important features of domains for this paper are the following: a domain is a
name space, and linkage against a domain is controlled by an access control list.

SPIN uses access control over domains to protect the system from extensions, and ex-
tensions from each other. Extensions, which are themselves loaded as domains, are only
allowed to link against domains for which they have the appropriate permission. Linkage
means the resolution of undefined symbols in a domain, such as type names and interface
names. In SPIN, every extension must acquire permission to link against Dgpiy, the public
system domain that exports all of SPIN’s public interfaces. If an extension wants to use
symbols in any other domain, it must link against that domain. After an extension has
linked against a domain, it is allowed to access any of the symbols that have been resolved
from that domain. This protection model is less flexible than capability-based systems, but
involves fewer run-time checks.



Access Control Mechanisms
Class Operations Compile-time ‘ Link-time
Definition unique abstract types check identity
Subtype or subclass | final classes or methods check identity
Member access public, private, protected multiple interfaces
Instantiation constructors multiple interfaces
Method extraction | super check identity
restrict extraction to subclasses

Table 1. Compile-time vs. link-time access control mechanisms over class opera-
tions. By “check identity”, we mean that the linker checks the identity of whoever
is linking against the controlled code.

Extension code in SPIN is downloaded in binary form. SPIN assumes that digital
signatures can be used to ensure that binaries come from a trusted source, as in the Inferno
system [9]. In the future, it may be possible to use proof-carrying code [20] to ensure
that binaries are type-safe. In either case, a dynamic check is necessary to ensure that
compile-time restrictions (such as type safety) are obeyed by object code.

3: Class operations

We describe a framework for reasoning about access control for object-oriented extension
languages. This framework is based on access control over class operations. In typical, stat-
ically typed, class-oriented languages, such as Java and Modula-3, there are five operations
that can be performed on classes:

e Definition. A class can be created.
e Subclassing. A class can be subclassed.

e Member access. An instance of a class can have its methods and fields accessed by
clients.

e Instantiation. An instance of a class can be created.

e Method extraction. Some languages allow methods to be extracted from classes
as procedures.

Each of these operations must have access controls on them, in order to prevent untrusted
extension code from performing illegal operations. In each of the following sections, we ex-
plain why the operation must have access control, how access control is (or is not) provided
in Modula-3 and Java, how the designs of Modula-3 and Java interact with access control,
and any changes we made to Modula-3 for SPIN.

Table 1 summarizes the class operations that we examine, and the compile-time and
link-time mechanisms that can be used to control access to them. Run-time mechanisms to
check each operation in ways analogous to link-time mechanisms can also be used to achieve
greater flexibility. In SPIN we have generally chosen to use link-time mechanisms: they are
more flexible than compile-time mechanisms, and less costly than run-time mechanisms.



(* System Code *)

INTERFACE Thread;

IMPORT CPU;

TYPE T <: ROOT;

TYPE Regs = CPU.RegisterFile;
END Thread.

MODULE Thread;
(* Make the type Thread.T unique *)
REVEAL T = BRANDED OBJECT
machineState : Regs;
(x ... %)
END;

(* Extension Code *)

MODULE Untrusted;
IMPORT Thread, CPU;
TYPE ExposedThread = 0BJECT
machineState : Thread.Regs;
(x ... %)
END;

VAR thread := NEW (Thread.T);
eth : ExposedThread;
BEGIN
(* the following statement is illegal,
because Thread.T is a unique type

*)

eth := NARROW (thread,ExposedThread);
eth.machineState[CPU.PC] := 16_dead;
END Untrusted.

END ThreadPrivate.

Figure 1. Class uniqueness in Modula-3. The factthat  Thread.T is unique prevents
it from being spoofed. If Thread.T were not unique, the extension code could cre-
ate an equivalent class, which would enable it to manipulate the thread’s program
counter. For example, the extension could set the program counter to an invalid
address.

3.1: Class definition

In order to protect a class, a programmer must be able to make its definition unique.
Otherwise, a malicious client could define an equivalent class. With that equivalent class,
the client could access the internals of the class, as well as create his own instances of the
class.

Our experience in SPIN is that structural equivalence creates uniqueness problems, be-
cause it does not allow for a notion of uniqueness. Fortunately, Modula-3 supports both
structural equivalence and a form of name equivalence, as illustrated in Figure 1. A class can
be declared unique using the BRANDED keyword. In Figure 1, Thread.T is unique; if it
were not, a client could guess the structure of Thread.T, and duplicate it in the declaration
of the ExposedThread class. The ExposedThread class would be the same as Thread.T,
and the client could create illegal threads, or modify the internal fields of legal threads. In
order to enforce protection in SPIN, every class that can be used by an untrusted client
must be BRANDED.

Java uses name equivalence, except for array types. As a result, all classes except arrays
are unique, so a programmer cannot easily make the mistake of not making a class unique.
In order to make an array class unique, it must be wrapped inside an object.

Modula-3 is more flexible than Java because it supports both structural and name equiv-
alence. Therefore, classes that do not need to be protected need not be declared as abstract
data types. The flip side of this flexibility is that programmers in SPIN must remember to
brand their types when necessary.

A dynamic means for protecting classes would be to check all structurally equivalent
classes at link-time, to see if the programmers who defined them trust each other. Such
a link-time mechanism would have the advantage of more flexibility over compile-time



(x Extension Code *)
(* System Code *)
MODULE Untrusted;

INTERFACE Thread; IMPORT Thread, CPU;
IMPORT CPU; (* ExposedThread is a subclass of
TYPE T <: ROOT; Thread.T, so it can access the
TYPE Regs = CPU.RegisterFile; internal state of Thread.T.
END Thread. *)
TYPE ExposedThread = Thread.T OBJECT

MODULE Thread; (* extra fields and methods *)
(* Thread.T is unique, but... *) END;
REVEAL T = BRANDED OBJECT

machineState : Regs; VAR thread : Thread.T;

(x ... %) BEGIN

END; thread := NEW (ExposedThread);

END ThreadPrivate. eth.machineState[CPU.PC] := 16_dead;

END Untrusted.

Figure 2. Subclassing in Modula-3. An extension can spoof the system’s Thread.T
by subclassing it. Similar to the example in Figure 1, the extension could then
manipulate the thread’s program counter.

mechanisms. For example, certain clients would be allowed to define equivalent classes,
and have greater access to class internals. Such flexibility seems of limited use, because
other mechanisms (which we describe in the following sections) can be used to expose class
internals to clients.

3.2: Subclassing

The ability to create abstract data types does not fully protect classes against spoofing.
A malicious extension could use subclassing to create its “own” instances of a class, as well
as gain access to the class’s internals. Therefore, a mechanism to restrict subclassing is
necessary. At compile-time, a mechanism could be used to forbid subclassing of a class. At
link-time, an access control check can be used to only allow trusted clients to subclass.

In SPIN, domains can deny linkage based on subclassing. In Figure 2, a client attempts
to subtype the system Thread.T class. At dynamic link time, the client must ask to link its
domain Dgjient against the system domain Dgpin. The dynamic linker will not link D jient
against Dgpin unless the client has permission to create a thread subclass. For example,
a superuser should be able to create a thread subclass that has different-sized stacks; a
normal user should not be able to do so.

Java allows programmers to control most forms of subclassing only at compile-time. A
non-abstract class that is declared as final cannot be subclassed. Because final is a compile-
time mechanism, it does not allow programmers to say who is allowed to create subclasses.
As a result, final does not support different protection policies, which prevents the pro-
grammer from allowing different extensions to subclass different classes. For instance, in
our thread example, SPIN can prevent the D jent from subclassing the Thread. T class, but
allow a privileged extension to do so.

Java does not provide any mechanism for controlling the subclassing of interfaces.!
Compile-time mechanisms are not possible, because it would not make sense to have final

! Java does provide a compile-time mechanism for controlling the visibility of interfaces.



interfaces: the whole point of interfaces and abstract classes is to allow multiple implemen-
tations. Nevertheless, access control over subclassing is necessary, in order to allow clients
to use but not instantiate an interface. For example, an example similar to that in Figure 2
can be constructed, where the system code uses an interface to capture several of its own
thread implementations: the system might want to prevent an extension from providing its
own thread implementation.

The subclassing of non-interface classes in Java can only be controlled at run time, by
putting access control inside constructors. For example, subclassing of class loaders is
protected at run time in Java: the class loader constructor calls the security manager to
check if the creation of a class loader is allowed. Such a mechanism has the disadvantage of
imposing higher overhead than link-time mechanisms: a security check must happen upon
every constructor call. In addition, although run-time checks are more flexible, they do not
raise any errors until run time.

The primary advantage of using final is that it allows optimization of method dispatch
to happen at compile-time. Without final, method dispatch optimization can only occur
at link-time [7] or run-time [8]. In addition, Java also allows class members to be declared
as final, in which case they cannot be redefined by subclasses. As a result, Java provides
a finer grain of control over methods than Modula-3 in SPIN.

3.3: Member access

Class members (static methods and fields) must have their own access controls, in order
to support flexible protection policies. Flexible control over access to members is necessary
in order to distinguish between different levels of trust: it requires the ability to expose
certain members to some clients, and hide them from other clients. Class members are
usually protected using the same mechanisms (usually access control declarations) that are
used to protect instance members.

In order to support flexible protection policies, SPIN depends on Modula-3’s support for
multiple revelations (object class interfaces). Modula-3 allows classes to export a number
of different revelations, all of which must be strictly linearizable in terms of the members
that they reveal. In SPIN, a class can export different revelations in different interfaces.
Each interface can be exported from a different domain; different domains can then be
given different access control lists. As a result, different clients can be given different views
of class members.

Java provides a compile-time mechanism for controlling the views of a class through the
member modifiers: public, private, and protected. These modifiers can be applied to
methods and fields, and control visibility with respect to packages. The ability to declare
members protected can be used to control the effects of subclassing (which was discussed
in Section 3.2) to a limited extent, since protected members are only visible to subclasses.
Nonetheless, member modifiers in Java can only enforce static restrictions, which limits the
flexibility of the protection model.

3.4: Class instantiation

Default constructors can cause access control problems in extensible systems. Several
languages, such as Modula-3, Oberon [19], and C++ [6] provide such constructors. Because
these languages provide default constructors for every object class, any client can create
an instance of the class without the possibility to prevent such creation. Although default



constructors are a convenience for programmers, we show that they can leave access control
holes if they are not properly designed.

Modula-3 is an example of a language that does not allow class implementors to control
constructors at compile-time. In Modula-3, clients can call the default NEW operator
on any object class — Nelson discusses the design rationale for this decision in a short
article [22]. As a result, calls to NEW can only be enforced at link-time, or at run-time.

Ideally, we would fix Modula-3 for SPIN by removing NEW as a default constructor.
Unfortunately, such a solution would requires us to change a great deal of existing Modula-
3 code. For example, all Modula-3 code that creates MUTEX objects uses NEW to do
s0. Another possible solution would be to add initializers, which would be called whenever
NEW is called. Such a language change would be rather drastic, as it would change
the basic semantics of objects in Modula-3. A third possible solution would be to allow
programmers to override default constructors (as in C++). Such a change would also
require us to change a great deal of existing Modula-3 code. Our solution, which was
chosen primarily for simplicity, is to require the programmer to check in object methods
whether the object was properly created. This solution is somewhat unsatisfactory, but we
chose it because all of the solutions had drawbacks.

Java allows programmers to guarantee object initialization at compile-time, because a
programmer can specify exactly what constructors a class exports. Initialization is guaran-
teed because clients can only create objects by calling these constructors. Java also requires
that subclasses call superclass constructors, which helps to reduce the likelihood of errors
in initialization.

Note that constructors, except for the presence of default constructors, are simply class
members. Therefore, the link-time mechanisms described in Section 3.3 can be used to
protect access to constructors.

3.5: Method extraction

Some languages allow a client can “un-override” methods in a subclass: a client of a
subclass can call superclass methods on an instance of the subclass, even if the subclass
overrides those methods. For example, in Modula-3, C++, and Oberon, the explicit use
of the syntax T.write refers to the procedure that implements write in the class T. The
resulting procedure can be called on any subclass of T. Allowing clients to invoke superclass
methods on a subclass instance effectively leaks the superclass implementation into the
subclass, which violates protection.

In SPIN this problem is addressed by restricting the ability to explicitly extract methods
at compile-time. First, only a module that implements a subclass can explicitly name a
method in the superclass. Concretely, T.write can only be called within a module that
defines a subclass Tioca1 Of T. Second, the explicitly named method can only be called
on instances of the subclass Ti,ca1 defined in the given module. That is, the subclass
implementor can only call the method on his subclass, not on a sibling class. Finally,
an explicitly named method may only be called: that is, it cannot be used as a value.
Otherwise, a malicious programmer could circumvent the first two restrictions.

Figure 3 illustrates the first two restrictions on method extraction. The CompressedDisk
module may extract methods on the CompressedDisk.T class, since it is a subclass of
Disk.T and it is in the same scope of the subclass definition. On the other hand, the
CompressedDiskClient module is incorrect. It may not extract the write method from



(* System Code *)

INTERFACE Disk;
TYPE Data = REF ARRAY OF CHAR;
TYPE T = BRANDED OBJECT METHODS
write(data: Data);
read() : Data;
END;
END Disk. (* Extension Code %)
INTERFACE CompressedDisk;
IMPORT Disk;
TYPE T <: Disk.T;
END CompressedDisk.

MODULE CompressedDiskClient;
IMPORT CompressedDisk;
VAR
cdisk := NEW(CompressedDisk.T);
data : Disk.Data;
BEGIN
(* improper usage of method extraction
write uncompressed data to cdisk
*)
Disk.T.write(cdisk, data);
END CompressedDiskClient.

MODULE CompressedDisk;
IMPORT Disk;
REVEAL T = Disk.T BRANDED OBJECT
(* write compressed data to disk *)
OVERRIDES write : Write;
END;

PROCEDURE Write(self:T; data:Disk.Data) =

BEGIN
(* compress the user provided data *)
data := Compress(data);
(* proper Type.method extraction

call supertype’s method *)

Disk.T.write(self, data);

END Write;

Figure 3. Method extraction in Modula-3. The extension code uses method extrac-

tion to invoke the write method of the cdisk object’s supertype, which writes
uncompressed data to the compressed disk object. As a result, subsequent
cdisk.read() invocations will fail to read the data properly. The cdisk.write
method (implemented by the CompressedDisk.Write procedure) makes legal use
of method extraction to invoke its supertype’s write method.

the cdisk object, because it does not define a subclass of CompressedDisk.T.

The two disadvantages of our language change are incompatibility and greater fragility.
First, although this change to Modula-3 is incompatible, the practical effect was negligible.
Of the three standard Modula-3 libraries that are used in SPIN, only one file out of nearly
600 had to be updated. Second, although directly invoking grandparent methods makes the
class hierarchy more fragile, we do not consider the fragility unacceptable. Inheritance is a
relation on implementations, and adding another implementation constraint is not overly
restrictive. In a language where such fragility is unacceptable, the restrictions on method
extraction could be strengthened so as to be equivalent to super.

Java does not allow methods to be extracted. super is used to allow subclasses to
invoke supertype methods. super is strictly less expressive than our modified Modula-3.
It is not clear that this lack of expressiveness is important. Note that super could not be
used in Modula-3, because it can only be used inside a method: in Modula-3, methods are



Class Operations

System

SPIN

| Java

Definition

BRANDED types

name equivalence

Subclass

link-time check

final classes
constructor checks

Member access

multiple revelations

multiple interfaces

public, private, protected
no default constructors

link-time check

Instantiation check at method invocation

Method extraction | restrict extraction to subclasses | no method extraction, super

Table 2. SPIN vs. Java mechanisms for access control over classes.

syntactically indistinguishable from procedures.

The use of method extraction could be controlled at link-time. Any piece of code that
used method extraction would have to be checked at link-time; trusted principals would
be allowed to link code that uses method extraction. We did not implement such a so-
lution, because it seems unlikely that the extra flexibility gained by providing a link-time
mechanism would be useful.

3.6: Comparison

Table 2 summarizes the differences between SPIN and Java with respect to access control
over classes. In SPIN, we have generally chosen to use link-time mechanisms to provide
access control over classes. These mechanisms are external to Modula-3, and are provided
by SPIN domains. Java, on the other hand, generally uses compile-time restrictions based
on language mechanisms to control access to classes.

4: Conclusions

As object-oriented programming languages become widely used in extensible systems,
a better understanding of the interaction between object-oriented language design and
protection issues is necessary. Many object-oriented languages are not immediately suitable
for use in an extensible system, because of features that were not designed to be used in
less trusted environments. We have presented a case study of access control in an object-
oriented extension language for a system that uses name spaces for protection, and have
used Modula-3 and Java as examples.

Telescript [26] is an object-oriented language designed by General Magic for writing
mobile agents. The most interesting feature of Telescript is it directly supports the notion
of a location at which a program executes. Otherwise, it is not significantly different in its
features from other object-oriented languages.

Other object-oriented languages support different kinds of operations on classes. Obliq [4]
is an prototype-based object-oriented language that preserves the notion of scope across a
distributed system. In other words, the internal state of an object is protected, even if its
state is distributed. Obliq allows object implementors to protect objects at compile-time
from cloning by clients. Cloning in Obliq corresponds to subtyping in class-based languages,
so Oblig’s mechanism corresponds to final in Java.



The Theta language [15] is used to write safe extensions in the Thor object-oriented
database [14]. Theta is an object-oriented language that supports separate subtyping and
inheritance hierarchies: a subclass need not be a subtype of its superclass. Theta allows a
class to forbid subclassing at compile-time; as we have discussed, dynamic access control
mechanisms are more flexible. Theta also supports special methods called makers that
allow a superclass to isolate itself from a subclass: a subclass uses a maker to initialize
superclass fields, but cannot use the maker to create an instance of the superclass.

The notion of controlling subclassing points out a formal aspect of linkage that should be
examined more carefully. Liskov and Wing defined the notion of behavioral subtyping [16].
Several researchers have described how behavioral subtyping could be enforced by forcing
supertype specifications to be inherited by subtypes [5, 17]. A client can be allowed to
subtype a type if its subtype can be verified to be a behavioral subtype. Ideally, clients at
different trust levels could have different behaviors to satisfy. It is possible that a form of
proof-carrying code could be used for automatically verifying that superclass specifications
are inherited. It would be valuable to formalize this relationship between linkage, classes,
and behavior specifications.

ML [18] is a functional language that allows programs to manipulate structures (code
environments) as values through the use of functors. Functor application in ML corresponds
to linkage in more traditional environments. In order to use ML in an extensible system,
it would be necessary to provide access control over structures. For example, the ability
to prevent functors from being applied to a structure would be necessary. In addition, it
would be interesting to examine the relationship between access control over types and type
inference.

Jones and Liskov proposed a mechanism for statically controlling fine-grained access
rights by typing variables and expressions with <type,access right> pairs [10]. Their mech-
anism removes some of the run-time overhead for fine-grain access control. The use of such
a mechanism has never gained popularity, probably because static, fine-grain access control
is insufficiently flexible. In dynamically extensible systems, the ability to specify access
rights should be dynamic.

In this paper we have presented a case study of using an object-oriented language in an
extensible system: SPIN, an operating system that uses access control over name spaces
for protection. In SPIN, we have chosen to use dynamic link-time mechanisms to provide
access control in SPIN. These link-time mechanisms are generally more flexible than those
in Java, and represent an interesting set of design choices for languages for extensible
systems.
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