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Abstract

Distributed shared memory (DSM) systems are central to our advancement
in terms of high-performance computing. The complexity of DSM protocol
design stems both from the complexity of the high-level notion of correctness—
conformance to a modern weak shared memory model—and the degree to which
these protocols are aggressive. Many similar issues are faced in the design of
related protocols such as in input/output subsystems. In this paper we provide
a glimpse of the complexity faced, and our work in progress in addressing these
issues through model-checking and synthesis using recently proposed challenge
problems to drive our research.

1 Introduction

The computer industry has consistently delivered increasing performance with
each new generation of processors. To sustain the current level of growth,
system design and verification complexity must be kept in check. Design and
verification complexity can be minimized through modular design principles
that allow design and verification results to be reused, and through provably
correct automation that allows verification to be done at higher levels. The
problem addressed in this paper is how to significantly elevate the level of
modularity and automation in the design of distributed shared memory (DSM)
systems, where the verification complexity has grown out of proportion with
raw transistor count.

The DSM discipline continues to be a dominant organizational paradigm
for computers. DSM machines may be as simple as a dual-processor desktop
computer or as sophisticated as the 512-node ASCI White [1] of Lawrence Liv-
ermore. The inherent verification complexity of these DSM machines will be
exacerbated by the fact that they will be integrated on single chips. Examples
of chip level multiprocessors include the IBM Power4 [2], the Compaq Piranha
[10], and the SUN microsystems MAJC 5200 [3]. These chips consist of ensem-
bles of processors, instruction and data level 1 (L1) caches, L2 caches, memory
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controllers, packet switchers, DSM protocol engines, and router hubs. For ex-
ample, the Piranha has all this functionality available within a single 100+
million transistor die. All these processors face a common set of issues when it
comes to their DSM protocol design:

• Given the growing computation to communication delays, ownership mi-
grations and invalidations must be handled inexpensively.

• Given the finiteness of resources such as buffer locations, transaction iden-
tifiers, etc, deadlock avoidance and buffer reservation schemes must be
built into protocols.

• Given the ever widening gap between CPU speeds and memory system
speeds, read latencies must be hidden at every possible opportunity. In
particular, as many operations must be allowed to happen out of order,
implying that weak memory consistency models [8] be employed.

The above mentioned problems pertaining to DSM protocol design are, to a
large measure, shared by emerging I/O system standards such as 3GIO [4],
Infiniband [38], as well as protocols used in networked embedded systems such
as Bluetooth [18]. While many implementation methods provide the ability to
correct mistakes late in the design cycle (software implementations of DSM pro-
tocol engines [11, 23], and software [24] or microcode [31, 10] implementations
of hardware DSM protocol engines, for example), the extent of error recovery
possible is limited, and the debugging costs are high.

In this paper, we report on our research in progress at the University of
Utah which is addressing some of the above issues. The overall goals of our
research are as follows. First, we aim to develop techniques that apply to real
industrial-scale protocols. Second, we aim to capture recurring design situations
as “idioms” and develop reusable verification or synthesis techniques. Last
but not least, we aim to have “brute force” verification techniques available
to designers so that they can deploy them on new designs that break past
patterns, while a formal understanding is being obtained for them. In this
paper, we present our specific efforts to achieve the above goals:

• We briefly summarize some of the issues that make DSM protocols com-
plex. To shed more light on these issues, we examine the Wildfire [26]
protocol in some detail.

• We survey some of our past efforts in capturing design patterns and
setting up a derivational-style synthesis process. We provide a prelim-
inary evaluation of the success of this approach on the Wildfire protocol.
This preliminary evaluation reveals how far we can go with respect to an
industrial-scale protocol, and what remains to be done.

• We summarize our efforts so far in using “brute force” model-checking,
and present our plans to make this process more efficient.

In the remainder of this section, we review some basic terminology and
briefly survey related work. In Section 2, we summarize some of the general
difficulties of DSM protocol design, and specific issues that come up in the
Wildfire protocol. In Section 3, we present the approaches we have tried in the
past, as well as plan to try in the near future. Section 4 concludes the paper.

Basic Terminology

DSM protocols have one purpose: manage the ownership of cache lines so that
maximal concurrency of access is permitted, and the values returned by the
reads are according to the desired shared memory model [8]. To understand
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shared memory models, consider a simple example. In a multiprocessor, a pro-
gram write(A,1); read(B) running on processor P1 and another program
write(B,2); read(A) running on processor P2 interleave, producing different
execution results for the read depending on how weak the memory model is:
under a strong model such as sequential consistency, one of the reads must
return1either 1 or 2, while in a weak model such as Total Store Ordering [39],
both the reads can return 0. To drive home the connection between memory
models and synchronization code, consider one simple example, namely Peter-
son’s algorithm for mutual exclusion [35]. This mutual exclusion protocol fails
to work under TSO, but works under sequential consistency.

In general, modern weak shared memory models are far more intricate than
either sequential consistency or cache coherence. They support ordinary- as
well as special reads and writes that obey different ordering properties. Fur-
thermore, these orderings depend on which address locations - coherent, non-
coherent, or I/O - these reads and writes fall on. While the weak ordering rules
impose a burden on writers of synchronization libraries, they provide consid-
erably more opportunities for compiler writers and hardware designers to gain
performance through re-orderings.

The correctness problem that we allude to in this paper is one of showing
that all executions generated by a DSM multiprocessor for any given concurrent
program are also allowed by the shared memory consistency model. This goes
far beyond the scope of what is traditionally known as “cache coherence verifi-
cation” where the correctness is only with respect to a single address appearing
coherent (consistent) for all processors. In this sense, both sequential consis-
tency and TSO obey coherence; however, as the Peterson protocol example
shows, they are not equivalent shared memory consistency protocols.

Related Work

The area of shared memory consistency models is vast. We do not attempt a
survey; for details, please see [8, 5]. In [19], Grahn studied many contemporary
DSM protocols in a unified setting. He also compared the implementation
details of achieving synchronization. The use of formal operational models of
memory consistency to verify assembly code synchronization routines is studied
in [16]. In [34], several protocols, including Stanford FLASH [24, 20] are shown
to be sequentially consistent, using theorem proving. Additional related works
in specification and verification of DSM protocols include [29, 5, 14, 36, 7, 9].

2 Complexity of DSM protocols

2.1 General issues contributing to complexity

To provide a concrete context for our discussions, we now take-up one commonly
occurring design scenario from DSM protocol design: the ‘three-way handoff’
scenario of handling a missed write at a processor, say P1. In this scenario,
processor P1 requests the directory controller of a cache line for an exclusive
copy of the cache line before it can proceed with the write. The directory
controller, in turn, requests the current owner (another processor, say P2) of
the line to forward the line directly to P1. Completely unawares, P2 may have
already decided to evict the line, which is in flight in the form of a line relinquish

1We assume an initial memory value of 0 at all locations.
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message towards the directory. In this case, the directory controller receives
an “unexpected” line relinquish from P2 when it was expecting a “forwarding
to P1 done” acknowledgement. In most designs, the directory controller would
recover from such a state by giving priority to the cache controller’s attempt
over its own attempt. Consequently the directory controller acts as if it has
been implicitly nacked2. It collects P2’s relinquished line and hands it over to
P1. Over and above these correctness considerations, one must also take into
account the other crucial factors, such as the following:

• Message ordering properties of the interconnect medium: usually several
priority lanes are employed to allow messages to re-order, partly to im-
prove performance, and partly to avoid deadlocks. Each message above
must be sent on the ‘correct’ priority lane.

• Buffer capacities: Usually, before sending a request, a requester, X, must
reserve a spare location in its input queue to be able to receive an ac-
knowledgement from its requestee, Y. However, sometimes a single spare
location may not suffice, as the following scenario of ‘tail of buffer livelock’
illustrates. In this scenario, when the acknowledgement is outstanding,
another requester, Z, may send a request to X. This may happen precisely
when Y is about to respond. Since the only available buffer slot is oc-
cupied by Z’s request, X is forced to send back Y’s acknowledgement. It
then examines Z’s request which, it usually cannot process, as X is “in
the middle of a request itself.” X, thereby, ends up nacking Z’s request
also. This scenario can repeat indefinitely.

• Respect the memory ordering semantics: The above protocol actions de-
scribe how coherence - strong ordering with respect to a single cache-line
- is attempted to be maintained. It is unclear whether the ordering con-
straints for multiple addresses as dictated by sequential consistency or
weaker memory models are being met.

The Wildfire protocol involves virtually all the above issues plus some, as de-
scribed in the next section.

2.2 Additional complexities of the Wildfire protocol

We first describe briefly the Alpha memory model and the Wildfire cache co-
herence protocol, which we are using as a driving example in our research. We
then give some example scenarios that show the complexity of the protocol.

2.2.1 The Alpha Memory Model

In the Alpha memory model we consider [26], a processor can issue five different
kinds of memory requests, which are named Rd, Wr, LL, SC and MB. A Rd is a
read of a memory address, and the memory responds with a data value. A Wr is
a write to a memory address. The memory responds with an acknowledgement
that the write has been performed. An LL is a ‘Load Locked.’ This is a read
of a memory address that ‘locks’ the address for the processor, unlocking any
other address that might be locked for that processor. The memory responds
with a data value. An SC is a ‘Store Conditional.’ This is a conditional write
of a memory address which succeeds if the specified address is locked, and fails
otherwise. If it fails, it does not update memory. An SC always (successful or

2nack stands for negative acknowledgement.
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not) unlocks any address that is locked by the processor. A memory address is
also unlocked when a different processor performs a Wr or a successful SC to
an address locked by the processor. The memory responds to an SC with an
acknowledgement indicating whether the request succeeded or not. An MB is a
‘Memory Barrier.’ Two requests from the same processor to the same address
must always be performed in the order in which they were requested. Two
requests to different addresses from the same processor must be performed in
the order they were requested if an MB request was issued after the first and
before the second. The memory does not respond to an MB. The source of a
memory operation is the most recent write to the memory address involved in
the operation (see ordering rules below).

The orderings that the Alpha memory model imposes on the above five
operations are as follows:

• A request r1 precedes another request r2 if r1 is the source of r2.

• r1 precedes r2 if r1 and r2 are requests from the same processor, r1 pre-
cedes r2 in the request queue, and either at least one of them is an MB,
or they are requests to the same address.

• Writes and successful SCs to the same location that have issued responses
are totally ordered.

• LL’s and successful SC’s are properly paired, without intervening writes
by another processor to the same address.

2.2.2 The Wildfire Protocol

The Wildfire cache coherence protocol was designed to implement the Alpha
memory model. It models a NUMA shared memory system, and consists of a
network of processors and memory connected to local switches, which are all in
turn connected to a single global switch. An example is shown in Fig 1. The
global space of memory addresses is partitioned among the local switches, with
each address belonging to exactly one local switch, which is the home node for
that address. Each processor has a cache that contains local copies of some
addresses. Wildfire is a directory based cache coherence protocol where each
local switch maintains a directory with entries for each address that belongs to
it. Each entry has information on which processors currently have a copy of
that address in their local cache.

Processors communicate with each other and with local switches through
messages. If a processor needs to send a message to a local switch other than
the one it is attached to, it sends the message to its local switch, which relays
it to the global switch, which in turn relays it to the correct local switch.

Processors are connected to their local switch by two unidirectional queues.
The same is true for local switches and the global switch. Messages in the
queues are allowed to reorder, subject to certain constraints. All request and
control messages travel along this set of queues. There is also a separate network
of queues that connect processors directly to one another. These queues are
used only to send actual data values by the owner of an address.

An entry in the processor’s cache is in one of the following states :

• Exclusive: This is the primary copy of the data. The processor can read
or write it.

• SharedClean: The copy is a secondary, read-only copy.

• SharedDirty : This is the primary copy of the data, but it is read-only (The
state was Exclusive, and then some other processor requested a read-only
copy).
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Figure 1: Example of a Wildfire multiprocessor system

• Invalid : The cache does not contain a copy of this address.

The state of a cache line changes as a result of the various requests that
processors issue, and the responses to those requests. As mentioned earlier,
these communications are carried out through messages. An indication of the
complexity of the protocol is that there are 13 different types of messages in
the protocol, and there can of course be multiple messages of each type at
any given time in the system. Completing a single memory operation (such
as a Wr or a Rd) can require exchanging as many as seven messages among
three different components of the system, all of which can be interleaved and
reordered with other messages in the system. There are many other subtleties
about the protocol that lead to its complexity, but are beyond the scope of this
paper. Please see the full Wildfire documentation at [26] for more information.

2.2.3 Scenarios of the Wildfire protocol

We now discuss some scenarios that illustrate the complexity of the Wildfire
protocol. First, we describe how Wildfire handles the situation described in
Section 2.1. A processor maintains multiple versions of the same cache line,
each with a possibly different data value. Thus, when a processor evicts a cache
line, it does not delete the version of the cache entry until an ack for the eviction
has been received. So when its evict message crosses over with the request from
the directory to forward the line, it can handle the forwarding request, since it
has kept the version around. This data is then directly sent to the requesting
processor via a separate ‘fill channel.’

Our second scenario describes what is known as the shadow mode in the
Wildfire protocol. For this scenario, suppose that processors p1 and p3 and
address a1 are on local switch ls1, and processors p2 and p4, and address a2

are on local switch ls2. Also, assume that p1 has the primary copy of a2 in it’s
cache, and similarly p2 has the primary copy of a1. Now, the following events
occur [26]:

− p1 requests a copy of a1.
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− p1’s request reaches ls1, which sends a request towards p2 to forward the
data to p1, and updates it’s directory entry for a1 to record p1 as the new
owner.

− p2 requests a copy of a2.

− p2’s request reaches ls2, which sends a request towards p1 to forward the
data to p2, and updates it’s directory entry for a2 to record p2 as the new
owner.

− p3 requests a copy of a1.

− p3’s request reaches ls1, which directly puts a request to forward the data
in p1’s queue.

− p4 requests a copy of a2.

− p4’s request reaches ls2, which directly puts a request to forward the data
in p2’s queue.

− Lots of other unrelated messages enter the queues for p1 and p2

− The forward request for p1 to send the line a2 to p2 reaches ls1

− The forward request for p2 to send the line a1 to p1 reaches ls2

Now, the request for p1 to forward the line a1 to p3 is at the head of p1’s
queue, but it cannot handle it yet, since it does not have the line a1 (though the
directory ls1 thinks it does). Similarly, the request for p2 to forward the line
a2 to p4 is at the head of its queue, but p2 cannot handle it either, since it does
not have the line a2. The request for p2 to forward the line a1 to p1 is stuck
at ls2, since p2’s queue is full with the other unrelated messages. Similarly, the
request for p1 to forward the line a2 to p2 is stuck at ls1, since p1’s queue is
full with the other unrelated messages too. We have now reached a deadlock,
essentially due to the fact that p3’s (p4’s) request for line a1 (a2) gets directly
inserted into p1’s (p2’s) queue.

This situation is avoided in Wildfire by the use of ‘shadowing’. What this
says is that whenever an address that is owned by a directory is in the cache of
a processor not directly connected to that directory (local switch), all messages
related to that address must go through the global switch, even if both the
source and destination of a message are on the same local switch. In the above
situation, this condition will result in p3’s (p4’s) request for line a1 (a2) to be
routed through the global switch, ensuring that either p3’s request for a1 will
end up behind p2’s request for a2 in p1’s queue, or p4’s request for a2 will end
up behind p1’s request for a1 in p2’s queue, thus eliminating the deadlock.

It is nontrivial to prove that the above solution works in general, and actu-
ally involves proving that Wildfire satisfies the liveness property of the Alpha
memory model.

Hopefully, the above scenarios will serve to convince the reader that today’s
memory consistency protocols are highly complex systems, and hence verifying
their correctness is commensurately hard.

3 Verification Effort

In this section, we describe our efforts at verifying the Wildfire protocol. We
discuss our attempts at using the TLC model-checker[25] (3.1), the Murϕ sys-
tem [15] (3.2), and an experimental synthesis technique [30] (3.3).
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3.1 Verification using TLC

Both the Alpha memory model specification and the Wildfire protocol are writ-
ten in TLA[27], which is a logic for specifying and reasoning about concurrent
systems. Hence, our initial attempt to verify the Wildfire protocol focussed
on using TLC, which is an explicit state enumeration based model checker for
specifications written in TLA. We soon realized, however, that TLC would not
be adequate, for two reasons. For technical reasons that are beyond the scope
of this paper, TLC cannot handle specifications that are not machine closed,
which is the case with the Alpha specification. A specification is said to be
machine closed if it’s liveness property does not introduce additional safety
properties into the system [6]. The second, practical reason is that TLC is
written in Java, making it extremely slow. The Wildfire model was allowed to
run for seven days, and TLC had only explored around 15 million states, for
a rate of around 1400 states/minute. This was unacceptable for any practical
verification to be done. The TLC verification run did find a ’bug’, but that
turned out to be a bug in TLC itself, and not the protocol. This was reported
to the authors of TLC, who have said that TLC will be fixed to remove this
bug. This bug has to do with the way TLC handles conjunctions.

3.2 Verification using Murϕ

We next decided to code up the Wildfire protocol in a different modeling lan-
guage, so we could carry out the verification with another tool. We debated on
whether to use a symbolic state representation based tool such as SMV [28],
or an explicit state enumeration based tool like Murϕ or Spin. SMV was ruled
out as its input language is too low level for coding the protocol at the required
level of abstraction. Also, based on the experience of Hu [22], it seemed likely
that there would be a considerable blow-up in the BDD size. In the end, we
decided to go with Murϕ, as it has a reasonably expressive input language, and
is also quite efficient. The Murϕ coding effort took about a month. During
this time [37] adapted an existing parallel version of Murϕ to run using MPI
libraries, so it could be run on a network testbed at the University of Utah
which provides up to 172 networked workstations to run experiments on. The
sequential version of Murϕ soon consumed all the memory resources of the
largest single machine at our disposal, which is an SGI with 4 GB of RAM.
We then started a run of the parallel version on the network testbed. Each
machine in the testbed has 512 MB of RAM. Our initial experiment with 15
such nodes explored about 3.3 million states in 4 minutes before crashing the
system. This crash is thought to be due to a bug either in the MPI libraries, or
the port of Murϕ to MPI, and is being investigated. But the important lesson
we learned is that even for the small instantiation of the problem we chose,
with two processors, one address, and queue sizes of three, the theoretical total
state space is around 48 million (using hashing of the state vector to 40 bits),
suggesting that for a realistic instantiation, the state space might be beyond
the capabilities of conventional model checking. This has lead us to explore a
completely different technique for deriving such protocols, which we discuss in
the next section.

3.3 DSM Protocol Synthesis

There have been very few attempts at developing formal approaches to DSM
protocol design that take higher level protocol specifications and generate effi-
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Figure 2: Directory and Cache controller Protocols of Migratory Scheme

cient protocols. We call the higher level protocols atomic transaction protocols
and the lower level protocols split transaction protocols. In all the approaches
we have seen, it is assumed that protocol designers must take charge of creating
the split transaction protocols manually for obtaining maximally efficient imple-
mentations. However, this approach is highly error-prone. The main difficulty
is the huge semantic gap between shared memory models and split transac-
tion protocols. Protocol synthesis is feasible because the techniques employed
by designers for handling ownership transfers, performing invalidations, and
speculative protocol execution in real protocols tend to recur quite frequently.
Protocol synthesis will allow verification to be employed at a higher level of
protocol representation. This, in addition to reducing the state space, will ren-
der DSM protocol behavior semantically closer to human intuition, unlike in
today’s approaches where the low level state-space mixes the important (e.g.,
synchronization completing) with the mundane (how one message overtakes
another inside a buffer).

Previous work in our group [30] has demonstrated the feasibility of protocol
refinement. We defined a formal refinement relation, and showed, using the
theorem prover PVS [32], that the protocols synthesized by our rules stand in
this relation with respect to the atomic transaction protocols. It was shown
there that the atomic transaction protocol for a two processor Avalanche system
[13] had only 54 states, whereas the split transaction protocol had 23,000 states.
Since our aim is to do the verification on the atomic transaction protocol, this
has the potential to significantly reduce the state space. We briefly summarize
our past work in the next section.

3.3.1 A brief overview of protocol synthesis through refinement

We adopt the CSP notation of Hoare [21] and model ownership transfers as
atomic transaction steps (using the rendezvous construct of CSP). In Figure 2,
we illustrate such a protocol description. In this description, the ownership
of a cache line is managed under a migratory-style protocol: the line access
rights migrate from node to node. As a specific example, assume that there
are two cache controllers C1 and C2 executing a cache node protocol begin-
ning in state I (invalid), and one directory controller D executing the directory
protocol beginning in state F (the line is ‘free’). When C1 suffers a cache miss
(the rw transition), it attains state T1, and sends a request to the directory
controller. We show the act of sending this request through the rendezvous
statement h!req. This statement is jointly executed with the matching state-
ment r(i)?req of D. Note that we do not mention how this rendezvous is
realized. All that the specification writer needs to think about is that the state
of D and C1 (viewed as a pair) advances from (F,T1) to (T1,T2) atomically.
D then executes the r(j)!gr(data), granting the data and line ownership to
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C1. This again causes an atomic advancement of the state from (T1,T2) to
(E,V). Suppose C2 now suffers a miss, attains state T1, and sends a request to
D. The joint moves of D and C2 will now be from (E,T1) to (I1,T2), the state
where D is preparing to invalidate C1 (which is, recall, in state V). Then, D
and C1 execute the joint move (I1,V) to (I2,T4) to (I3,I), completing the
invalidation of C1. Then, D and C2 execute the joint move (I3,T2) to (E,V),
where D now records the ownership of C2.

Notice that while D and C2 were in state (I1,T2), C1 could have decided
to autonomously evict the cache line, attaining state T3. Unfortunately, if D
now initiates the rendezvous r(o)!inv, instead of a matching action occurring,
what occurs is a rendezvous initiation by C1 for another statement, namely
h!LR(data). This is quite akin to situations that have been faced by past re-
searchers when they studied the problem of implementing CSP on a distributed
platform using generalized input- and output guards [12]. Unfortunately, their
solutions are too “heavy weight” for our purposes. Our solution to handle the
above “apparent deadlock” situation is to somehow make D aware that it has
been nacked (in our static priority scheme, it is D that always backs-off in such
situations). We then make D bounce back to state I1, and participate in the
LR rendezvous which can now succeed.

Synthesis into split transactions

Split transactions (handshakes) consist of asynchronous (non-blocking) sends
and receives. A rendezvous construct h!req is initiated through an asyn-
chronous send, denoted h!!req. The handshake completes when a reply mes-
sage h??req is received back. For simplicity, in our past work we disallowed
a cache controller process from having a generalized guard (input and output
actions present). In fact, if a cache controller process has an active rendezvous
(of the kind ‘p!E’), then it must be the only guard in a communication state3.
Thus, the rendezvous of a cache controller must not fail - while that of the

directory controller can be nacked. (This decision stems from what is really
practical: a directory controller can be nacked; however, if a CPU misses on
a cache line, and its cache controller sends a request for that line, there is no
option but to supply that line.) We also imposed the discipline that a cache
controller may not communicate directly with another cache controller. While
this decision simplified our algorithm, it prevented certain advanced types of
refinements to be elaborated shortly. We will revise these decisions in our future
work.

A brief overview of our synthesis procedure is as follows. The cache con-
troller is either in an ‘internal’ (non-communication) state or a communication
state 4. Assume that it is in the latter. It must then reserve a buffer location
to receive a reply, and then send out a request for rendezvous. If this request is
nacked (say, because of buffer capacity running out at the directory controller),
it must retry its request. The directory controller, on the other hand, must
reserve two free locations before it initiates a rendezvous. The extra location
is to prevent the ‘tail of buffer livelock’ scenario illustrated earlier. It must try
to engage in one of the rendezvous allowed by its communication state. Un-
like a cache controller, a directory controller can be written with generalized
guards. It can try these guards in turn. Figure 3 illustrates the refined (split

3A communication state is one where one of the guards is a communication action.
4Notice that as in CSP 1978, we named processes directly and did not use channel names. We

may revise this decision in the present work.
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Figure 3: Refined Directory and Cache controller Migratory Protocols

transaction) protocols of the directory and cache controllers. While space pre-
cludes a full explanation, the asynchronous handshaking and details of nack
handling are highlighted by this figure. We argued, using paper-and-pencil,
that our algorithm ensures forward progress. Our algorithm can also elegantly
handle the earlier mentioned ‘unexpected’ situation’ of P2 relinquishing a line
concurrently with the directory controller requesting it.

We showed, using the PVS theorem prover [33], that the split transaction
protocol provides all (and only) those executions that are allowed by the atomic
transaction protocol. In other words, the sequence of completed rendezvous
in the implementation is one of the ones allowed by the specification, and
furthermore, all the ones in the specification are realized by the implementation.
Thus, if a designer writes code to performs cache- and directory update activities
around such as ‘synchronization skeleton’ at the atomic level, the same activities
will manifest at the split transaction level. The biggest advantage of the split
transaction level is, of course, that it is implementable! The atomic transaction
level is easier to understand and verify, but cannot be implemented directly.

An Assessment

We applied the technique described in [30] by hand to the Wildfire protocol.
We found that if we had the following three synthesis rules in our algorithm,
we could have synthesized all high-level aspects of the Wildfire protocol:

− The three-way handoff scenario, as described above in Section 2.1.

− A scenario that stems from three-way handoff. In this scenario, P2 must
keep a copy of the cache line around, should the directory be allowed to
sending “forward” requests from other nodes towards P2. This capabil-
ity is, actually, necessary whenever three-way handoff is used because of
the arbitrary delay between when P2 relinquishes ownership to when the
directory becomes aware of that.

− A still more intricate scenario found in Wildfire. This scenario must be
supported only if the designer is (as in Wildfire) extremely aggressive,
and allows P2 to re-acquire as well as relinquish the very same cache
line multiple times, while it is waiting for the directory to receive and
acknowledge its very first relinquish! (In Wildfire, this forces P2 to keep
multiple versions of the line - “one for itself” and the others for “forward
requests”.)

These results have encouraged us to pursue the goal of protocol synthesis
further. We discuss our plans for enhancing current techniques, and other
future work, in the next section.
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3.4 Future Work

We plan to attack the problem of verifying the correctness of DSM protocols
from two different directions. One approach will be to try and develop better
techniques for verifying existing split transaction protocols. Towards this end,
we are in the process of developing a partial order reduction algorithm to be
implemented in Murϕ. This will be a reformulation of the classical partial order
reduction algorithm [17], without the notion of processes. All implementations
we have seen use heuristics based on partitioning the transition relation based
on processes. We plan to use a different technique to partition the transition
relation. The advantage is that this technique can then be used on systems
that are modeled directly as transition systems, without any clear distinction
of processes. We also believe that in some cases, this may result in more partial
order reductions than in the classical algorithm.

Our other angle of attack is to further develop the idea of DSM protocol
synthesis, by adding rules to the synthesis algorithm that exploit re-orderings
permitted by the underlying memory model. This will result in more efficient
synthesized protocols, that will be competitive with hand-designed protocols.
Even if the synthesized protocols are not as efficient as the latter, the big advan-
tage will be that they can be designed quickly (and, we hope, automatically),
and verified more easily, since the synthesis algorithm has to be verified only
once, and then, whenever a protocol is synthesized, it will be correct by design,
as long as we verify the atomic transaction protocol separately.

4 Concluding Remarks

This paper reports work in progress in our group at the University of Utah
on distributed shared memory protocol verification. We report our specific
efforts relating to a recently proposed challenge problem by Lamport called
the Wildfire challenge [26]. We are very impressed that the bug seeded in this
protocol was recently discovered by one individual simply through inspection!
No other success, either using inspection or verification tools, has, hitherto been
reported. Even if one were to have luck verifying this particular protocol using
today’s tools, the state of the art of designing and verifying such protocols is
nowhere close to being routine. Our long-term goals are to understand how
such protocols are created, and to base design on refinement, as in our group’s
past work reported in [30]. Ultimately, we feel, the complexity of verification
must be addressed at design time.
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