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Abstract

Resource-constrainedembeddedandmobiledevicesare
becomingincreasinglycommon.Cyberforaging, which al-
lows such devicesto of�oad computationto lessresource-
constrainedsurrogatemachines,enablesnew and interest-
ing applicationsfor thesedevices.In thispaperwedescribe
a surrogate infrastructure basedon virtual machine tech-
nology that allows resource-constrainteddevicesto utilize
a surrogate'scompute, network,andstorage resources.Af-
ter describingthedesignof our surrogateinfrastructure, we
demonstratehowit canbeusedto supportreal-timespeech
recognitionanda syntheticwebservicesapplication.Using
a surrogatereducestheresponsetimeof speech recognition
by a factor of 200 while reducingthe energy drain on the
client deviceby a factor of 60. Using a surrogatereduces
theresponsetimeandenergy drain on theclient by factors
of 21and25, respectively, for thewebservicesapplication.

1. Intr oduction

In recentyears, there hasbeenan explosion of small
computingdevices,e.g., PDAs, cell phones,sensors,and
a plethora of embeddeddevices. At the same time,
network connectivity has becomeubiquitous, even for
thesesmall devices. Suchdevices are typically resource-
constrained,with limited energy, computation,memory,
storage,and/or network resources. However, theselim-
itations can be masked by utilizing the resourcesof less
resource-constrainedcomputers,aconceptcalledsurrogate
computingor cyberforaging [15]. In a cyberforagingsys-
tem, a surrogatemachinemakesits resourcesavailable to
client devicesto performtaskson their behalf.We propose
to usecyberforagingto let resource-constraineddevicesrun
applicationsandservicesthatcannotberunonthesmallde-
vicesthemselvesdueto lack of someresource(s).This pa-

perdescribesasurrogateinfrastructurethatwe arebuilding
to supportthis kind of cyberforaging.

Cyberforagingenablesresource-constraineddevicesto
“run” interestingresource-intensiveapplicationsthatarebe-
yond their own capabilities. For example, supposeyou
wantedto usespeechor gesturerecognitionas inputs to
a future PDA. Unfortunately, speechandgesturerecogni-
tion arecompute-andpower-intensive operations,running
far slower thanreal time on low-power devices[11]. Us-
ing cyber foraging,a PDA could capturethe voice or ges-
turedataandsendit to apowerful surrogatecomputerto do
therecognition.Alternatively, considerafuturesmarthome
environment,wheretiny special-purposeembeddeddevices
canutilize theresourcesof powerful desktopcomputersto
performinterestingtasksthatthedevicesthemselvesarein-
capableof performing.In additionto enablingnew applica-
tions,cyber foragingcandecreasethestorage,battery, and
computationrequirementsof embeddedor mobiledevices,
therebydecreasingtheir size, complexity, andcost. Such
deviceswouldneedonly enoughlocal resourcesto perform
their commontasks,andcould usesurrogateresourcesto
performmorecomplex or lesscommontasks.

Utilizing theideaof cyberforagingrequiresseveralchal-
lengesto beovercome,including:

1. developingmechanismswherebyapotentialsurrogate
canmake someof its resourcesavailableto resource-
constrainedclients,

2. providing a meansfor surrogatesto advertise their
availability andclientsto locatesurrogateswith appro-
priateavailableresources,

3. developinga mechanismwherebyclientscantransfer
tasksto thesurrogate,

4. making the remote execution of surrogatetasks be
(largely) transparentandeasyto program,and



5. developingsecurityandtrustmechanismssothatsur-
rogatescanbeassuredthat they (andtheir neighbors)
will notbeabusedby surrogatecomputations.

We envision cyber foraging being usedas follows. A
PDA userclicks on the icon associatedwith anapplication
con�guredto run,at leastpartially, onasurrogatemachine.
If the OS hasnot alreadyobtainedaccessto a surrogate,
it invokesa surrogateacquisitionmodule,which locatesan
appropriatesurrogate,establishesaservicecontractwith the
surrogatefor a particularamountof resources,andestab-
lishesa securitycontext so that only the client canaccess
the surrogate.In our system,the client is given root ac-
cessto a virtual machineinstance,andcandownload, in-
stall, andexecutearbitraryapplicationsor services,subject
to negotiatedresourcelimits. To invoke an applicationon
thesurrogate,theclient shipsa smallprogramto a daemon
listeningat a known port on the surrogate,which runsthe
programon behalfof theclient. Typically, this programis
a shell script that downloadsthe real applicationover the
Internet,installsit, andrunsit. Oncethesurrogateportion
of the applicationis installedon the surrogate,the appli-
cation launchesthe client interfaceon the device (if any),
transparentlyshipsinputdatato thesurrogateportionof the
application,collectsresponses,and outputsthem through
the client userinterface. We provide more detailson the
executionenvironmentin Section3.

A majorgoalof ourwork is to supportcyberforagingon
a conventionalplatform,without a largemiddlewarelayer,
anddemonstrateits useonrealapplicationsandsystems.To
do so,we build our surrogateframework on top of widely
availabletechnology. We usemachinevirtualizationtech-
nology (VServer [1] and Xen [4]) to provide basicisola-
tion. We usepublicly available encryptiontechnologies,
bothpublic andprivatekey, asthe foundationof our secu-
rity andauthenticationinfrastructure.We usea lightweight
discoveryprotocolto locatepotentialsurrogates.

To demonstratethe valueof our cyber foragingframe-
work, we evaluateit usinga SharpZaurusPDA asa client
anda RedHatLinux PC asa surrogate.We usecyber for-
aging to enablethe Zaurusto perform continuousspeech
recognitionusing the sphinx2[8] systemfrom CMU and
to performasyntheticwebservicesapplicationwhereinthe
surrogatesifts through19 megabytesof dataon behalfof
the client. We �nd that usinga surrogatereducesthe re-
sponsetime of thecompute-intensivespeechrecognizerby
a factorof 200,while reducingtheenergy drainon theZa-
urusby a factorof 60. For thenetwork-intensivesynthetic
web services,usinga surrogatereducesthe responsetime
by a factorof 21, while reducingthe energy drain on the
Zaurusby a factorof 25.

Ourmaincontributionsareasfollows:

� We build a practicalsystemto supportcyber foraging

with realisticnotionsof trust,security, andusability.

� We demonstratethe value of using virtual machine
technologyasthebasisfor building asurrogateinfras-
tructure.

� We show that interestingapplicationscanbe enabled
evenusingonly trustedcomputersavailableto us(e.g.,
ourhomePCor nearbyof�ce PC).

� We demonstrateexperimentallythe performanceand
energy saving potentialof cyberforagingfor a simple
systeminvolving aSharpZaurusclientandaLinux PC
surrogate.

2. RelatedWork

The basicideaof usingsurrogatesto supportpervasive
computingwasintroducedin Satyanarayanan'spaperonthe
challengesof pervasivecomputing[15]. To supportthis vi-
sion,Flinn et.al.built Spectra[5, 6], a remoteexecutionen-
vironmentthatallowsamobiledeviceto usetheprocessing
power of a nearbysurrogatecomputer. Spectrarunson top
of Coda[9] andOdyssey [13]. Spectramonitorsapplication
resourceusageandtheavailability of resourcesin thelocal
environmentto decidewhenandwhereto utilize cyberfor-
aging.Balanet.al. [3] extendedSpectrato supportapplica-
tion partitioning,andshow thatapplication-speci�cknowl-
edgeregardinghow to partition an applicationbetweena
clientandasurrogatecanbecapturedin acompactform.

Our work is orthogonalto theseefforts. Our focusis on
building a cyber foraginginfrastructureout of commodity
systemsandestablishingsecuresurrogatesessionsdynam-
ically. We do not requireclientsandsurrogatesto sharea
�le system(e.g., Coda)or requirethe client to run a rel-
atively heavyweight middleware system. Our clients and
surrogatesdonotshareacommon�le system,sowerely on
thesurrogatebeingconnectedto the Internetto locateand
downloadclient applicationcode.We alsoaddresssecurity
issuesto allow only authorizedusersto utilize theservices
of thesurrogates.

Messer[12] developeda systemfor dynamicallyparti-
tioningJavaprogramsandof�oading piecesof themto sur-
rogatesbasedonmemoryandprocessingconstraints.How-
ever, their approachentails signi�cant networking over-
head,andthusenergy consumption,becausetheclient and
surrogateportionsof programarehighly coupled.

In contrastto prior work on automaticapplicationparti-
tioning, we rely on applicationwriters to partitionapplica-
tionsat developmenttime andassumethatapplicationsare
split in a way that mitigatesclient-surrogatecommunica-
tion. Thin clientshave limited resourcesandIO interfaces,
sodeveloperswriting applicationsfor thesedevicesalready
tune themcarefully. Using our simplesurrogate-enabling



library, developerscaneasilybuild two versionsof theirap-
plications,a low-�delity option for when no surrogateis
available and a high-�delity one that exploits surrogates.
We expectthata commonstrategy will entail runningmost
of theapplicationon thesurrogateandusingtheclient for
input-output.Cyberforagingis mostusefulfor applications
thatcanbedividedinto loosely-coupledcomponents;other-
wisethecostof communicationbetweentheclient andthe
surrogatewill offset theperformanceor energy bene�ts of
usingasurrogate.Conveniently, many applicationsfall into
this category, includingperceptionprocessing(e.g.,speech
andgesturerecognition),datamining (e.g., semanticweb
andweb servicesoperations),sensoraggregation,distilla-
tion proxies,andmany smarthomeapplications.

3. SystemDesign

Our goal is to createa systemthat canbe deployed in
existing computingenvironmentsto enablecyber foraging
without requiringa heavyweightmiddlewaresystem.

3.1. Overview

In our system,thereareclientsandsurrogates. Clients
aretypically resource-constraineddeviceswith someform
of networking capability, e.g.,a PDA, mote,or cell phone.
Potentiallyconstrainedresourcesincludeenergy, compute
power, storage,and network bandwidth. Note that while
the examplesin this paperassumeclientswith limited ca-
pabilities,a client couldbea desktopcomputerthatwishes
to harnessthe computecapabilitiesof hundredsof other
desktopcomputers,ala the “Grid.” Surrogatesare typi-
cally resource-richdevicesthatarewilling to run programs
and/or provide storageon behalf of clients. Surrogates
mightbeadesktopPCavailablevia thelocalwirelessLAN
(e.g.,in a smarthome,of�ce, or commercialhotspotenvi-
ronment)or might be your homePC or a commercialsur-
rogateconnectedvia theInternet.For ourwork, weassume
that the surrogateis connectedto the Internetvia a high-
speednetwork. Figure 1 shows a simple cyber foraging
scenariowherea PDA client movessomesubtaskto a lo-
cal surrogatemachine.

For this designto be usefulandgain wide acceptance,
many challengesmustbeovercome,including:

1. Clientsshouldbeableto specifytheirrequirementsfor
asurrogateservereasilyandlocateasuitablesurrogate
in realtime.

2. Surrogatesmust be able to limit the useof their re-
sources(e.g.,cputime, memory, �le storage,andnet-
work bandwidth)by clientapplications.

3. Clientsshouldbe ableto install andexecutearbitrary
applicationsandservices.

Figure 1. A cyber foraging scenario

4. Theapplicationinterfacesfor cyberforagingshouldbe
simpleandeasyto use.

5. Theremustbe suf�cient securityandprivacy guaran-
teesthatbothclientsandsurrogateswill bewilling to
takepartin theinfrastructure.

Wediscussoursolutionsto thesechallengesthroughoutthe
remainderof this section.We areinvestigatingsolutionsto
otherchallenges,suchasdevelopinga trust modelthat al-
lows entitiesto decidehow to operatebasedon how much
they trusteachotheranddevelopingacostmodelto support
resourcemanagementand enablecommercialsurrogates,
but this work is beyondthescopeof this paper.

3.2. SurrogateDesign

Surrogatescan be implementedin multiple ways. We
chooseto use virtual machine technology. Virtual ma-
chinetechnologyallows a singlesurrogatemachineto run
a con�gurablenumberof independentvirtual servers with
greatergreaterisolation, �exibility, resource control, and
easeof cleanupthansimplyrunningsurrogateprocessesdi-
rectly on top of a standardUnix box. In termsof isolation,
client applicationsrunning on different virtual machines
cannotdirectly interferewith oneanother, nor canthey ac-
cessresourcesreservedfor thesurrogatemachine.Different
clientscaninstallarbitraryapplications,packages,andeven
kernelpatches,without interferingwith otherclientsor the
basesurrogate.Lettingclientsinstallarbitrarycodeontheir
virtual machineprovidestremendous�e xibility – whatthey
cando is not limited by whatsomemiddlewarelayer sup-
ports. The virtual machinemonitor can enforceresource
controls(e.g.,disk quota,cpushare,andphysicalmemory



allocation)onaper-VM basis,whichallowsallowsindivid-
ualclientsto sharethesurrogatemachinefairly. Thisdesign
allowsnormalwork to proceedonthesurrogatewithoutun-
dueimpactby surrogateclients. Finally, it is easyto clean
up after a client – the surrogatehostsystemsimply shuts
down thevirtual server instanceandrestorestheassociated
diskpartitionto its original (clean)state.

Currently we support two types of virtual machines:
Linux-Vserver[1] andXen[4]. Virtual serversunderLinux-
Vservershareasinglekernelinstance.Isolationis provided
by OS modi�cations that encapsulategroupsof processes
called contexts. Eachvirtual server runs in its own root
�le system(chroot 'ed), is provided its own IP address,
andcanonly accessthe�les, processes,andIPC primitives
ownedby it. Xen para-virtualizesan x86 platform, which
allowsmultiple independentOSkernels(currentlyLinux or
BSD1) to run on a singlemachine. EachOS instanceac-
cesseshardwarethroughvirtualizeddevicedrivers.

In general,Xenprovidesahigherdegreeof isolationand
security than Vserver, at the cost of additional run time
overheadanda slower startup. The Xen VM monitor al-
lows us to allocatephysicalmemorybetweenvariousvir-
tual serversandsupportsCPU schedulersthat fairly share
the CPU cycles. Vserver currently provides only basic
hard limit controlsfor CPU and memorysharing,but ef-
forts are underway to add functionality developedaspart
of the class-basedkernel resourcemanagement(CKRM)
project[2]. Weplanto useXenwhenclientsandsurrogates
do not fully trustoneanotheror we requiremorecompre-
hensive resourcecontrolsandto useVserver for mutually
trustingclientsandsurrogates.

Languagebasedvirtual machines,e.g.Java,canprovide
someof thesamefeatures,but restrictsthe�e xibility of the
systemto useprogramswritten in thatlanguageonly.

3.3. ServiceDiscovery

To utilize the surrogateinfrastructure,clientsmust�rst
locateasuitablesurrogatewith thehelpof aservicediscov-
ery system. We employ a simpleservicediscovery server
thatallowssurrogatesto registerthemselvesusinganXML-
likedescriptionof their capabilities,e.g.,

<service> surrogate
<OS> Linux

<distribution> Redhat
<version> 9.0 </version>

</distribution>
<distribution> Debian

<version> 3.0 </version>
</distribution>

</OS>
</service>

1A Windows XP versionexists,but is notpublicly available.

In thisexample,thesurrogateoffersclientsinstancesof two
Linux distributions, Redhat9.0 and Debian 3.0. Clients
locatesurrogatesby queryingthe servicediscovery server
usinga similar XML-lik e notation. The servicediscovery
server matchsrequestsagainstregisteredsurrogates.In the
future,weplanto adoptanexistingservicediscoverymech-
anism,e.g., the ServiceLocationProtocol[7] andextend
our lookupmechanismto considerissuessuchassurrogate
load.

Currentlywe expectprogrammersto make conservative
estimatesof applicationresourcerequirementsbasedonap-
plication knowledgeor simplepro�ling. For example,for
the speechrecognitionapplicationa coarseestimatecould
beobtainedby runningtop andobservingtypicalCPUand
memoryusagepatterns,andthena modestmargin of error
(e.g., 25-50%)could be addedto the request. In the fu-
ture,we planto investigatethevalueof moresophisticated
pro�ling andhistory-basedtools.Accuratelypredictingthe
resourcerequirementsof anapplicationis anareaof active
ongoingresearchareain both theembeddedandcomputa-
tionalgrid domainthatwe planto follow closely.

3.4. Control Flow

Figure2 showsa typical client-surrogatecontrol�o w:

1. Service Discovery Request: The client sendsa mes-
sageto the servicediscovery server to �nd an appro-
priatesurrogate.

2. Service Discovery Reply: The service discovery
server respondswith the IP Addressandport number
of the surrogate's surrogatemanager process, which
listensfor client connectionrequests.

3. Service Start Request: theclient connectsto thesur-
rogatemanagerprocessand requestsa virtual server
with speci�c resourceguarantees.Thesurrogateman-
ager �rst authenticatesthe client (seeSection4). If
theclient is authorizedto usethis surrogate,thesurro-
gatemanagerprocessestheclientresourcerequest(de-
scribedvia anXML-lik enotation)and,if adequatere-
sourcesareavailable,establishesa contractto provide
servicefor a �x edduration.Themaximumnumberof
virtual server instancesandthemaximummachinere-
sourcesthata surrogateis willing to provide to clients
arecon�gurable.

4. Virtual Server Start: The surrogatemanagermain-
tainsroot partitionimagesfor eachavailableOS(e.g.,
Linux Redhat9 or BSD). In responseto anauthorized
client request,it dynamicallyinitializesa preallocated
rootpartitionwith theappropriaterootimageandstarts
anew virtual server. It takesmorethanaminuteto ini-
tialize a oneGB root partition. To reducethis setup



Figure 2. A typical client­surr ogate contr ol �o w

overhead,we maintaina pool of preinitializedparti-
tionsto hidetheroot imagecopy time in thecommon
case. Eachvirtual server is allocatedits own IP ad-
dress.

5. Service Start Response: Oncethenew virtual server
is running, the surrogatemanagerreturnsthe IP ad-
dressof thevirtual server to client.

6. SubTaskCon�guration Request: Eachvirtual server
is con�gured to run a virtual servermanager (VSM)
thathandlesrequestsfor surrogateoperationsfrom its
client. To invoke an operationon a surrogate,the
client sendsa SubTaskCon�guration Requestto the
virtual server manager. Client requestsconsistof a
URL that points to a programthat the client wants
theVSM to run on its behalf. Typically, theprogram
is a shell script that downloadsthe necessarysoft-
ware/packages,installs them,andtheninvokesthem.
For example,in Section5 we describean experiment
that installing a Sphinx2voice recognitionserver on
thesurrogateandhaving it acceptclientvoicerecogni-
tion requestson a well known port. In addition the
VSM, the virtual server runs a secureshell daemon
(sshd ) setup so that the client can log on asroot
and manually install and invoke any operationsthey
wish.

7. Service Termination: Whenthe client explicitly ter-
minatesthesurrogateor whenthereservedinterval ex-
pires, we cleanup the virtual server by reinstalling
its root �le systemwith a cleanimage. Wiping the
partition removes any changesmade by the surro-
gate,therebypreservingprivacy andprotectingfuture
clients from any malicioussoftware installedby the
client.

We anticipatethat someclients will usethe samesur-
rogateto performthe sameoperationmultiple times,e.g.,
a mobileusermayusetheir homePC asa surrogatewhen
traveling. To improvetheperformanceof thiscommonsce-
nario,welet trusteduserssavecustomizedrootpartitionim-
ageswith all necessarypackages,applications,andsystem
boot up scriptson the surrogate.We allow the sameuser
(identi�ed by their public key) to userequestthis imagebe
installedwhenthey requestavirtual server. Weareplanning
to add a surrogatecachewherebysurrogatescachepack-
agesthatareoftendownloadedsothatthey canberetrieved
locally. Bothof theseoptimizationsreducethestartupover-
headof instantiatinga surrogatevirtual server.

3.5. Client Interface

To supportthefunctionalitydescribedabove,weprovide
a simple client library that supportsthe following opera-
tions:

� get surrogate(): TakesasinputtheIP addressof asur-
rogateserver anda servicedescriptionstring. Returns
asuccesscode.If successful,theIP addressof thevir-
tual server is alsoreturned.If theclient hasan active
surrogateserver, its IP addressis returned.Otherwise,
a new virtual server is allocatedasdescribedin Sec-
tion 3.4andits IP addressis returned.

� subtask conf request: Takesasinput theURL where
a programthat the client wishesto run canbe found,
which is sentasa subtaskcon�gurationrequestto ap-
propriatevirtual server manager. Returnsa success
code.

� get virtual server ip: Returnsthe IP addressof the
activesurrogatevirtual server, if any.



To enableclient-sidescripting, thesefunctionsarealso
provided as programsand the con�guration information
(e.g., IP addressof current surrogateserver) is available
via environmentvariables.In addition,asdescribedin Sec-
tion 3.4, userscan usessh to login to the active virtual
serverasroot andinvokeoperationsdirectly.

If the client wishes,a singlevirtual server cansupport
multiple clientsor multiple users.Themultiple clientscan
sharethesameprivatekey (e.g.,usingthecerti�cate mech-
anismdescribedin Section4), or the �rst client caninstall
addition public keys in the databaseof authorizedclients
for this virtual server. Similarly, multiple userscanbesup-
portedby having the �rst user, who hasroot access,cre-
ateadditionalaccountsfor additionalusers.This capability
lets clients instantiateserverson the surrogatethat canbe
accessedby multiple users,e.g., a gameserver that other
peoplecancontactanduse.

4. Security

Two basicproblemsthat mustbe addressedin a surro-
gateinfrastructureare(i) how to ensurethatonly authorized
clientscanallocatea virtual server and(ii) how to ensure
thatasurrogatevirtual serveris usableonly by theclientfor
which it wascreated.Currentlywe assumea pre-existing
trust relation betweenclients and surrogates,e.g. a user
usinghis home/of�ce computersassurrogatesor a univer-
sity/company providing surrogateservicesto its employees.
Commercialdeploymentof surrogateservices,e.g.,allow-
ing a roaminguserto acquiresurrogateservicesfrom onan
untrustedfor-paysurrogatesituatedat a nearbycybercafe,
would requirefeatureslike trust modelsandpaymentsys-
temsthatwe do not currentlyaddress.We plan to explore
suchmechanismsasfuturework. Weenvisionawidediver-
sity of deviceswith differentoperatingsystemsusingour
infrastructure,so we employ widely availableandveri�ed
cryptographyandauthenticationsolutionswhenever possi-
ble

Insteadof selectingany speci�c authenticationmecha-
nism,weprovideasimplebut �e xible authenticationframe-
work that can supportmultiple mechanisms.Clients can
specify their preferredauthenticationmechanism(auth-
type ) aspartof theServiceStartRequestsentto thesur-
rogatemanager. Currentlywesupportonly asingleauthen-
tication mechanism,but plan to addsupportfor additional
mechanismsasfuturework. For example,we areconsider-
ing addingsupportfor authenticationbasedonsharedsecret
keys to supportdevicesfor which public key encryptionis
too compute-intensive,e.g.,motes.In this section,we dis-
cussthe authenticationmechanismthat we employ in the
currentprototype.

4.1. Public KeybasedAuthorization

Our currentprototypesupportsa simpleauthentication
mechanismwherebysurrogatesmaintainan authorization
list containingthe public keys of authorizedclients. We
choseto employ a public key basesystembecauseit is
easyto distributepublickeyswithoutworryingaboutcon�-
dentiality. Our currentprotocolutilizesSSL/TLSandSSH
for communicationwith thesurrogatemanagerandthevir-
tual server respectively, becausethey are well understood
andwidely availablesecureprotocols. Also, we envision
many end-usersusing ssh for interactive surrogateses-
sions,becauseit allows themto manuallycon�gure thevir-
tual serversvia awell understoodshellinterface.

To initiate a surrogaterequest,the client establishesa
SSL/TLSsessionwith thesurrogatemanager. Weemploy a
low overheadTLS cipher(TLS RSA WITH NULL MD5)
and and client side authenticationto provide endpoint
authenticationand to ensure the integrity of data ex-
changed[14]. We do not encryptthedatasentin this ses-
sion,becausecon�dentiality is not necessaryandbulk en-
cryption would imposea signi�cant performanceanden-
ergy loadon resourceconstrainedclients.

Oncethe sessionis established,the surrogatemanager
checksto seeif the client's public key is in its list of au-
thorizedclients. If it is, the surrogatemanagerallocatesa
new virtual server for theclient. Beforestartingthevirtual
server, thesurrogatemanageraddstheclient'spublickey to
the/root/.ssh/authorized keys �le in thevirtual
server'srootdirectory. Thispublickey is usedby thevirtual
serverto determinewhichclientsareauthorizedto useit. In
addition,by placingthe client's public key in this �le, the
client canlogin to the server directly usinga normalssh
client, without a password, andmanuallyinstall andstart
servicesusingnormalcommandline tools. Theclient uses
the sameRSA key pair for TLS sessionswith the surro-
gatemanagerandsubsequentssh sessionswith thevirtual
server, becauseit allows theclient to manageonly onekey
pair insteadof two. For TLS sessions,the client canuse
a self-signedcerti�cate without compromisingsecuritybe-
causethesurrogatemanagerensuresthattheclient'spublic
key is in its authorizedlist.

After allocatingthenew virtual server instance,thesur-
rogatemanagersendsthe IP addressof the virtual server
alongwith its publichostkey to theclient,whichstoresthe
public key in its known hosts �le. Transferringthepub-
lic hostkey of the virtual server to the client ensuresthat
subsequentssh sessionsestablishedfrom theclient to the
virtual server aresecure.Currentlyclientsdo not authenti-
cateservers. For the surrogateserver to authenticateitself
to the client, the server musthave its certi�cate signedby
a known authority, e.g.,a certi�cate authority, whichwedo
not currentlysupport.In thefuturewe planto have theser-



vicediscoveryserverprovidethepublickey of thesurrogate
alongwith its IP addressto eliminatethepotentialproblem
of surrogatemasquerading.In sucha case,the surrogate
servercanalsouseaself-signedcerti�cate.

To performaSubTaskCon�gurationRequest,theclient
usesssh to remotelyexecutethe virtual server manager
(VSM) onthesurrogatevirtual server. Theargumentsto the
VSM areaURL andtheMD5 checksumof the�le speci�ed
by theURL. In response,theVSM downloadstheprogram
from theURL andveri�es theMD5 checksumbeforerun-
ning it. In practice,theprogramusuallyconsistsof a shell
script thatdownloadsthenecessarysoftware/packages,in-
stallsthemandtheninvokesthem.

4.2. User Certi�ed Client Devices

The simple public key authorizationmechanismde-
scribedaboveis effective,but it requiresthateachsurrogate
server be con�gured with a list of all authorizedclients'
public keys. As the numberof serversandclient devices
grows, maintainingtheselists will becomea nuisanceor
coulddrivepeopleto reducesecurityby usingthesamekeys
onall devices.

To addressthis problem,we supportusercerti�ed client
deviceswhereineachuserhasasingleglobalpublic/private
key pair thatis usedto identify themto potentialsurrogates.
Surrogateserversmaintaina list of the public keys of au-
thorizedusers, not authorizedclient devices. Whena user
installsa new device, the usersignsthe new device's cer-
ti�cate. Subsequentlywhenthe device contactsthe surro-
gatemanager, it usestheuser-signedcerti�cate insteadof a
self-signedcerti�cate to provethatthedevicebelongsto the
user. As a result,thesurrogateserver needonly becon�g-
uredwith a list of thepublic keysof authorizedusers,nota
separatekey for eachauthorizedclient device.

5. Experimental Evaluation

In thissectionweevaluateourcyberforaginginfrastruc-
tureusingtwo applications,thesphinx2 speechrecogni-
tion systemanda syntheticweb servicesapplication. We
chosethesetwo applicationsto investigatethevalueof of-
�oading work to surrogatesfor bothcompute-intensiveap-
plications(sphinx2 ) and network-intensive applications
(thesyntheticwebservicesapplication).

5.1. Experimental Setup

For ourexperiments,oursurrogateplatformis aDell Di-
mension4550SeriesComputerwith a 2.40-GHzP4 pro-
cessorand 512MB of RAM. The client is a SharpZau-
rusSL-5500PDA runningLinux 2.4.6-rmk1-np2-embedix
(OpenZaurusdistribution 3.2). TheZaurushasa 206-MHz

SA1110 processor, 16MB of FlashRAM, and 64MB of
DRAM, 24MB of which is dedicatedto �le storage. It
connectsto its LAN via a Linksys WCF12compact�ash
802.11bwirelesscard. For all experiments,the surrogate
machineis connecteddirectly to the CS departmentLAN.
To test the importanceof physicalproximity betweenthe
clientandsurrogate,wemovetheclientbetweentheCSde-
partmentLAN andthe �rst author's homeLAN, which is
connectedto theInternetvia a cablemodem.WhentheZa-
urusis connectedto theCSdepartmentLAN, theRTT be-
tweentheclient andsurrogatevariesfrom 2-3ms,whereas
whenthe Zaurusis connectedto the homeLAN, the RTT
betweentheclient andsurrogatevariesfrom 72-73ms.

For eachof our two applications,we run two setsof ex-
periments,onein whichtheapplicationis run in its entirety
onthePDA andonein whichtheresource-intensiveportion
of theapplicationis dynamicallyinstantiatedon thesurro-
gatenode.We �rst reportthetime requiredto initialize the
surrogateservice,includingthetimeto performservicedis-
covery, instantiatea new virtual server, andinstall andstart
thetestapplication.Wethenreporttheruntimesandenergy
consumedby the PDA to run the applicationboth locally
andwith thehelpof asurrogate.For experimentswherewe
run theapplicationentirelyon thePDA, wedisablethenet-
work cardandLCD backlightto minimizeenergy drain. In
contrast,whenwe executethe resource-intensive portions
of the applicationon the surrogate,we leave the network
cardenabled,whichresultsin aconservativeestimateof the
energyrequirement.In bothsituations,thePDA is idleother
thanthe testapplicationandan instanceof top , a system
managementtool thatwe useto extract CPU andmemory
utilization.

To determinethe amountof energy consumedby each
experimentby the PDA, we use its power management
interfacesto extract coarse-grainedbatterymeasurements
(e.g.,startat100%batterylife andendat 85%batterylife).
Becausethe battery appearsto discharge in a non-linear
fashion,we fully chargethebatterybeforeeachexperiment
andrun theexperimentenoughtimesto drainat least15%
of totalbatterycapacity. Wethenreporttheaverageamount
of energy consumedby a singlerun.

5.2. Sphinx SpeechRecognition

Sphinx2 [8] is a real-time,large-vocabulary, speaker-
independentspeechrecognitionsystemdevelopedatCMU.
It usespre-madeacousticmodelsfor American English:
an acousticmodel, a pronunciationdictionary, and a lan-
guagemodel. Thesemodelsarestoredin several �les that
in aggregateareroughly 23MB in size. Whensphinx2
is loadedandrun completelyon theZaurus,storing23MB
worth of model �les requiresdeletingmostotherapplica-
tions and user�les from the Zaurus's tiny �le server. In



contrast,the client stub requiredto run sphinx2 on the
surrogateserver is only 12KB in size.

To performthis experiment,we createdtwo versionsof
sphinx2 , onethat ranentirelyon theZaurusandanother
thatsplit thefunctionalitybetweentheZaurusandthesurro-
gate.For both,we usedthesphinx-2.0.4 sourcecode
from sourceforge. Porting sphinx2 to run on the Zau-
rus requirednon-trivial effort becauseit usesnon-standard
sounddriver settingsand the Zaurussounddriver did not
supportmany of theioctl callsusedby sphinx2 . Once
ported, it was relatively straightforward to divide the ap-
plication into two componentsfor usein our surrogatein-
frastructure. The client portion usesthe systemcalls de-
scribedin Section3.5to allocateavirtual serverandinstan-
tiate andinstanceof the sphinx2 server. It thenrecords
what the usersaysandsendsthe raw digitized sounddata
to thesurrogatefor analysis.We believe this development
experiencewill betypical for surrogates– mostof thework
is involvedin portingyour applicationto thesmall device,
whereassplitting the applicationto exploit cyber foraging
is straightforward.

Client Location Linux-Vserver Xen
Univ 4.22(0.44)s 12.43(1.78)s
Home 4.41(0.35)s 12.57(1.57)s

Table 1. Average response time for allocating
and initializing a vir tual server. Standar d de­
viations are in parentheses.

Client Location Linux-Vserver Xen
Univ .37(.043)s .30(.021)s
Home .78(.027)s .74(.025)s

Table 2. Average response time for instan­
tiating sphinx2 speec h recognition engine .
Standar d deviations are in parentheses.

5.2.1. Experiments For our �rst set of experiments,we
measurehow long it takesto acquirea new virtual server
andhow long it takesto loadandinstantiatethesphinx2
surrogateonthenewly allocatedvirtual server. Weusepub-
lic key authenticationfor theseexperiments.Prior to theex-
periment,weentertheuser'spublickey in thesurrogatema-
chine'slist of allowedclients.For all experiments,theinput
utterancewasa pre-recordedsoundsampleof the phrase,
“`GoForward 10meters”.

Table1 showsthetimeneededto acquireavirtual server
for both �a vors of surrogate(Vserver andXen). The time

to allocateandinitialize a new virtual server is largely in-
dependentof whetherthe client is co-locatedon the same
LAN or connectingremotely, becausemostof the time is
due to virtual server startup. It takes about three times
as long to allocateand initialize a virtual server on Xen
comparedto Vserver (12.4-12.6secsversus4.2-4.4secs),
becauseXen needsto boot a new kernel whereasvirtual
serverson Vserversharea singlekernel.Thevirtual server
acquisitionis doneonly onceduring a session,so this 4-
12 secondoverheadis largely transparentto theuser. The
startupoverheadcouldbereducedby keepingapoolof pre-
bootedvirtual serversonthesurrogate,readyfor allocation.

Table 2 shows the time to download and instantiate
a sphinx2 surrogate, which entails downloading the
sphinx2 server software(6.3MB) andstartingtheserver.
For this experiment,the server softwarewasstoredon on
thesameLAN asthesurrogatecomputer. It takeswell un-
dera secondin all circumstances- theslightly higherover-
headof instantiatingsphinx2 whenthePDA is remoteis
dueto thehigherlatency betweentheclientandsurrogate.

Table3 comparesthe resultsof runningthespeechrec-
ognizeron the Zaurusandon the surrogatemachine.The
performancedifferencesarestriking. Whenrun on theZa-
urus, it takesalmosttwo minutesto recognizethe 4-word
utterance,far slower than real time. In contrast,the sur-
rogateversioncanrecognizethe phrasein undera second
when the client andsurrogatesharethe sameLAN, or in
just over two secondswheninvokedremotely. Theslower
responsetime whenthe operationis invoked from a home
LAN is duealmostentirelyto thelow uploadbandwidthcap
imposedby the cablemodemserver (roughly 25 KB/sec).
Theraw audiodata�le is 44KB in sizeandrequiresjustun-
der two secondsto transferto the remotesurrogate,which
closelymatchesthedifferencein responsetimes.

In addition to dramatically reducing the recognition
time, usinga surrogatealsodramaticallyreducesresource
consumptionon the Zaurus. As mentionedabove, simply
storing the sphinx2 applicationand model �les on the
Zaurusrequireddeletingmostof theotherapplicationsand
datafrom the Zaurus. Also, whenrun locally, sphinx2
utilized morethan95%of theZaurus'CPUthroughoutthe
experiment,spiking ashigh as98.8%,andoccupiedmore
than50%of its memory. Thisleft thePDA unusablefor any
otheractivity, andresultedin a popupwarning,“TheMem-
ory is very low, Pleaseendthis applicationimmediately!”.
In contrast,usingasurrogatereducedtheCPUandmemory
overheadsto 0.3-0.5%and1.1%, respectively, leaving the
Zaurusfreeto performothertasks.

When we comparethe energy cost of invoking the
speechrecognizerlocally versuson the surrogate,the re-
sults againstrongly favor using a surrogate. Performing
speechrecognitionatalocalsurrogateconsumesroughly60
timeslessPDA energywhile performingspeechrecognition



Type Client - Server ResponseTime CPUUtil MemoryUtil App Size BatteryUtil
local - 117.49(0.96)s � 95% 51.6-55.9% 23MB 1.1(0.08)%

Univ-Xen 0.69(0.017)s .018(0.001)%
cyberforaged Univ-Vserver 0.59(0.021)s 0.3-0.5% 1.1% 12KB

Home-Xen 2.24(0.018)s
Home-Vserver 2.31(0.024)s .083(0.006)%

Table 3. Sphinx2 speec h recognition on the Zaurus. Standar d deviations are in parentheses.

at a remotesurrogaterequiresroughly 13 times lessPDA
energy. Theseresultscomedespitethefactthattransferring
dataacrossthewirelesslink requiresanon-trivial amountof
energy. In addition,we do not useany power saving mode
for wirelesscardduring the surrogateexperiments,which
introducesenergy drain not directly relatedto the experi-
ment.On the�ip side,thePDA consumesroughly0.3%of
its batterypower when idle for two minutes,so a portion
of the1.1%consumedby the local speechrecognitionex-
perimentconstitutesa �x ed cost. Nevertheless,it is clear
that for compute-intensive operationslike speechrecogni-
tion, cyberforaginghasthepotentialto generatesigni�cant
energy savings.

In summary, theseresults clearly show that using a
surrogatecan lead to dramaticimprovementsin both re-
sponsetime and energy consumptionfor compute-and
storage-intensiveapplicationslikesphinx2 . Cyberforag-
ing shouldbeevenmoreeffectiveat reducingclient energy
consumptionif usedin combinationwith a wirelessLAN
driver optimized for energy consumption,e.g., by using
power saving modesto reduceenergy consumptionwhile
thenetwork is idle [10].

5.3. Data Mining

Data mining or web services, which entail sifting
through potentially large amountsof data acquiredfrom
oneor morestorageservers,arealsowell suitedto cyber
foraging. In contrastwith speechrecognition,thesetypes
of applicationstend to be bandwidth-intensive ratherthan
compute-intensive. The amountof computationdoneper-
byte of data is much lower than for speechrecognition.
Thus,thepotentialbene�tsof usinga surrogateto perform
thedata�ltering includeboth the reducedprocessingtime
andalso reducingthe amountof datatransferredover the
energy-hungrywirelessLAN.

To evaluatetheimpactof usinga surrogateon this class
of applications,wedesignedthefollowing syntheticbench-
mark. The benchmarkentailsdownloadingthree6.3 MB
�les, performinganMD5 messagedigestoperationoneach
�le, andoutputtingtheresultingthreechecksumvalues.For
this experiment,theZaurusandsurrogaterun on thesame
LAN. Whena surrogateis used,the client sendsit URLs

for the three�les, the surrogatedownloadsthe three�les
and computestheir MD5 checksums,and then the surro-
gatereturnsthe resultingvaluesto the client. When the
surrogateis notused,we disablethewirelessLAN cardaf-
ter the �les have beendownloadedto conserve energy, and
thenperformtheMD5 calculationslocally.

Type ResponseTime Battery
local 61.47(1.29)s 1.5(0.109)%

cyberforaged 2.9(0.066)s 0.06(0.003)%
cyberforaged

(20ssleep) 24.4(0.648)s 0.1(0.008)%

Table 4. Synthetic Benc hmark Results. Stan­
dard deviations are in parentheses.

Table4 presentstheresultsof theseexperiments.In the
defaultcon�guration,thewebsitehostingthethree�les re-
sideson thesameLAN. In this case,downloadingthe�les
to the Zaurusandperformingthe MD5 checksumslocally
takes21 times as long and consumes25 times more bat-
tery energy. We thenmodi�ed thesurrogateexperimentto
modelthesituationwherethe�les arelocatedacrosstheIn-
ternetandanon-trivial amountof time is requiredto down-
loadthem.For this experiment,theclient disablesits wire-
lessLAN cardandsleepsfor 20 secondsafter makingthe
requestto thesurrogateto conserve energy. After it wakes
up, it queriesthe surrogatefor the resultsof the message
digestoperations.In thiscase,theclientconsumes15times
lessenergy thanif it hadperformedthe checksumlocally,
andhalf of that energy is the baselineenergy drain for 24
secondsof operation.Again, despitethis applicationhav-
ing a very different computationto communicationratio,
cyberforagingprovesto beveryvaluablein termsof reduc-
ing responsetimeandclientenergy consumption.

6. Conclusionsand Future Work

In this paper, we have describedthe designandimple-
mentationof a lightweight securecyber foraging infras-
tructurebasedon virtual machinetechnology. Our system



allows us to forage compute,memory, storage,and net-
work resourcessecurelyfrom a surrogatePC. The surro-
gatemechanismswe proposeare lightweight, do not re-
quire clients to run any specialmiddlewaresoftware,and
generic. The preliminaryexperimentalanalysisshow that
cyberforaginghasgreatpotentialfor reducingtheresponse
time andenergy requirementsof runningcomplex applica-
tionson(or for) resource-constraineddevices.In particular,
cyberforagingenableda PDA to performreal-timespeech
recognition,whichwasimpossibleusingonly thePDA'sre-
sources.The growing interestin virtual machinetechnol-
ogywill likely reducetheperformanceoverheadsandcould
leadto future Linux distributionswheresurrogatesupport
(in theform of asimpledaemon)is standard.

Weareworkingonwaysto extendourwork to untrusted
andwideareaenvironments.For example,commercialwi�
hotspotscouldbeaugmentedto supportsurrogatecomput-
ing, enablinguserswith small deviceslike cell phonesac-
cessto signi�cant computeandstorageresources.Perhaps
moreinteresting,wideareadeploymentof acyberforaging
infrastructurecouldgiveclientsaccessto eitheramultitude
of serversonwhich they couldperformGrid-likecomputa-
tions,or let clientsinvokesigni�cant computationnearlarge
datarepositorieslike theSkyServeror TerraServer.

Usingvirtual serversand�e xible authenticationpolicies
addressessome,but notall, of theissuesthatarisein anun-
trustedor wide areaenvironment.Currentvirtual machine
monitorsdo not provideadministratorswith suf�cient con-
trol overtheirsurrogateresources,especiallyin termsof the
network– withoutadequatecontrols,runningasurrogateon
yoursitecouldletattackerscircumventyour�re wall protec-
tion or let themsetupspamzombies.To supportpervasive
(andespeciallycommercial)deploymentof surrogates,we
needto developacostmodelthatenablesclientsandservers
to negotiatea “cost” for allocatinga virtual server, e.g.,as
partof apeeringagreementor amicropayment.In addition,
theauthenticationandcostmodelswill needto incorporate
the notion of varying degreesof trust, rangingfrom fully
trusted(auser'shomeor of�ce PC)to semi-trusted(asurro-
gateprovidedby acompany with which theuserhasabusi-
nessrelationship)to untrusted(arandomuseror surrogate).
Ultimately, we envisiona systemwhere,in additionto pro-
viding clientsaccessto a user'spersonalsurrogates,clients
can negotiatevery speci�c resourceand location require-
ments(e.g.,“I needaccessto a200MFLOP/sof computing
on a machinewith sub-20mseclatency andat least30Mb/s
throughputconnectivity of Google.com,andamwilling to
payup to $0.03perminutefor thisservice.”)

Althoughmany challengesmustbeovercomebeforeour
longtermvisionwill cometo fruition, ourwork hasdemon-
stratedthebasicvalueof cyber foragingandshown how it
canbeusedto enableinterestingapplicationsonsmall(po-
tentially embedded)devices.Evenrestrictingsurrogatesto

thesmall setof fully trustedcomputersavailableto a user
or device, e.g.,their homeandof�ce PC,enablesinterest-
ing applicationsandserviceswithoutany new investmentin
hardwareor new securityrisks.
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