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Abstract

Resouce-constainedembedde@nd mobiledevicesare
becomingncreasinglycommon.Cyberforaging, which al-
lows sudh devicesto of oad computationto lessresouce-
constainedsurrogate macines,enablesnew and interest-
ing applicationsfor thesedevices.In thispaperwedescribe
a surrogate infrastructue basedon virtual madine tech-
nology that allows resouce-constainted devicesto utilize
a surrogate's computenetwork,and storage resouces. Af-
ter describingthedesignof our surrogateinfrastructue, we
demonstatehowit canbeusedto supportreal-timespeeb
recaynitionanda synthetiavebservicesapplication.Using
a surrogatereducesheresponséimeof speeb recaynition
by a factor of 200 while reducingthe enegy drain on the
client device by a factor of 60. Using a surrogatereduces
theresponsegime and enegy drain on the client by factors
of 21 and 25, respectivelyfor thewebservicesapplication.

1. Intr oduction

In recentyears,there hasbeenan explosion of small
computingdevices, e.g., PDAs, cell phones,sensorsand
a plethora of embeddeddevices. At the sametime,
network connectity has become ubiquitous, even for
thesesmall devices. Suchdevices are typically resource-
constrained,with limited enegy, computation,memory
storage,and/or network resources. However, theselim-
itations can be masled by utilizing the resourcef less
resource-constrainemmputersa conceptalledsurrogate
computingor cyberforaging [15]. In a cyberforagingsys-
tem, a surrogatemachinemakesits resourcesvailable to
client devicesto performtaskson their behalf. We propose
to usecyberforagingto let resource-constrainetvicesrun
applicationsandserviceghatcannoterunonthesmallde-
vicesthemselesdueto lack of someresource(s)This pa-

perdescribes surrogatanfrastructureghatwe arebuilding
to supportthis kind of cyberforaging.

Cyberforagingenablegesource-constrainetkbvicesto
“run” interestingeesource-intenseapplicationghatarebe-
yond their own capabilities. For example, supposeyou
wantedto use speechor gesturerecognitionas inputs to
a future PDA. Unfortunately speechand gesturerecogni-
tion arecompute-and power-intensie operationsyunning
far slower thanreal time on low-power devices[11]. Us-
ing cyberforaging,a PDA could capturethe voice or ges-
turedataandsendit to a powerful surrogatecomputerto do
therecognition.Alternatively, consideafuturesmarthome
ervironment,wheretiny special-purposembeddedievices
canutilize theresource®f powerful desktopcomputerdo
performinterestingasksthatthedevicesthemselesarein-
capableof performing.In additionto enablingnew applica-
tions, cyberforagingcandecreas¢he storage pattery and
computatiorrequirement®f embeddedr mobile devices,
therebydecreasingheir size, compleity, and cost. Such
deviceswould needonly enoughocal resourceso perform
their commontasks,and could use surrogateresourcego
performmorecomple or lesscommontasks.

Utilizing theideaof cyberforagingrequiresseveralchal-
lengesto beovercomejncluding:

1. developingmechanismsvherebya potentialsurrogate
canmake someof its resourceswvailableto resource-
constrainedlients,

2. providing a meansfor surrogateso adwertise their
availability andclientsto locatesurrogatesvith appro-
priateavailableresources,

3. developinga mechanisnwherebyclientscantransfer
tasksto the surrogate,

4. making the remote execution of surrogatetasks be
(largely) transparenandeasyto program,and



5. developingsecurityandtrust mechanismsothat sur
rogatescanbe assuredhatthey (andtheir neighbors)
will notbeahusedby surrogatecomputations.

We ervision cyber foraging being usedas follows. A
PDA userclicks on theicon associatedvith anapplication
con guredto run, atleastpartially, on a surrogatenachine.
If the OS hasnot alreadyobtainedaccesgo a surrogate,
it invokesa surrogateacquisitionmodule,which locatesan
appropriatesurrogateestablisheaservicecontractwith the
surrogatefor a particularamountof resourcesand estab-
lishesa securitycontext so thatonly the client canaccess
the surrogate.In our system theclientis givenroot ac-
cessto a virtual machineinstance,and can download, in-
stall, andexecutearbitraryapplicationsor servicessubject
to negotiatedresourcdimits. To invoke an applicationon
the surrogatethe client shipsa small programto adaemon
listeningat a known port on the surrogatewhich runsthe
programon behalfof the client. Typically, this programis
a shell script that downloadsthe real applicationover the
Internet,installsit, andrunsit. Oncethe surrogateportion
of the applicationis installedon the surrogate the appli-
cationlauncheghe client interfaceon the device (if ary),
transparentlghipsinputdatato the surrogateortionof the
application,collectsresponsesand outputsthem through
the client userinterface. We provide more detailson the
executionervironmentin Section3.

A majorgoalof ourwork is to supportcyberforagingon
a corventionalplatform, without a large middlewarelayer,
anddemonstratés useonrealapplicationsandsystemsTo
do so, we build our surrogatdramework on top of widely
availabletechnology We usemachinevirtualizationtech-
nology (VSener [1] and Xen [4]) to provide basicisola-
tion. We use publicly available encryptiontechnologies,
both public and privatekey, asthe foundationof our secu-
rity andauthenticationnfrastructure We usea lightweight
discovery protocolto locatepotentialsurrogates.

To demonstratehe value of our cyber foraging frame-
work, we evaluateit usinga SharpZaurusPDA asa client
anda RedHatLinux PC asa surrogate.We usecyberfor-
agingto enablethe Zaurusto perform continuousspeech
recognitionusing the sphinx2[8] systemfrom CMU and
to performasyntheticwebservicesapplicationwhereinthe
surrogatesifts through19 megabytesof dataon behalf of
the client. We nd thatusinga surrogatereducesthe re-
sponsdime of the compute-intensie speechrecognizeby
afactorof 200, while reducingthe enegy drainon the Za-
urusby afactorof 60. For the network-intensve synthetic
web services,usinga surrogatereduceghe responsdime
by a factorof 21, while reducingthe enegy drain on the
Zaurusby afactorof 25.

Ourmaincontritutionsareasfollows:

We build a practicalsystemto supportcyberforaging

with realisticnotionsof trust,security andusability.

We demonstratehe value of using virtual machine
technologyasthebasisfor building a surrogatenfras-
tructure.

We shaw thatinterestingapplicationscanbe enabled
evenusingonly trustedcomputersvailableto us(e.g.,
ourhomePCor nearbyof ce PC).

We demonstratexperimentallythe performanceand
enegy saving potentialof cyberforagingfor a simple
systeminvolving a SharpZaurusclientandaLinux PC
surrogate.

2. RelatedWork

The basicideaof usingsurrogateso supportpenasve
computingwasintroducedn Satyanarayanaspaperonthe
challenge®f penasive computing[15]. To supportthis vi-
sion,Flinn et.al. built Spectrd5, 6], aremoteexecutionen-
vironmentthatallows amobiledevice to usethe processing
power of a nearbysurrogatecomputer Spectraunson top
of Coda[9] andOdyss# [13]. Spectramonitorsapplication
resourcausageandthe availability of resourceén thelocal
ervironmentto decidewhenandwhereto utilize cyberfor-
aging.Balanet.al.[3] extendedSpectrao supportapplica-
tion partitioning,andshav thatapplication-speci cknowl-
edgeregardinghow to partition an applicationbetweena
clientanda surrogatecanbe capturedn acompactorm.

Ourwork is orthogonalto theseefforts. Our focusis on
building a cyber foraginginfrastructureout of commodity
systemsandestablishingsecuresurrogatesessionglynam-
ically. We do not requireclientsandsurrogatedo sharea

le system(e.g., Coda)or requirethe client to run arel-

atively hearyweight middlewvare system. Our clients and
surrogateslonotshareacommonle systemsowerelyon

the surrogatebeingconnectedo the Internetto locateand
downloadclient applicationcode.We alsoaddressecurity
issuedo allow only authorizedusersto utilize the services
of thesurrogates.

Messer[12] developeda systemfor dynamicallyparti-
tioning Java programsandof oading piecesof themto sur
rogatesdhasecdn memoryandprocessingonstraintsHow-
ever, their approachentails signi cant networking over-
head,andthusenegy consumptionpbecausehe client and
surrogatgportionsof programarehighly coupled.

In contrastto prior work on automaticapplicationparti-
tioning, we rely on applicationwritersto partition applica-
tions at developmentime andassumehatapplicationsare
split in a way that mitigatesclient-surrogatecommunica-
tion. Thin clientshave limited resourcegndIO interfaces,
sodeveloperswriting applicationdor thesedevicesalready
tunethemcarefully Using our simple surrogate-enabling



library, developerscaneasilybuild two versionsof their ap-
plications, a low- delity option for when no surrogateis
available and a high- delity one that exploits surrogates.
We expectthata commonstrateyy will entailrunningmost
of the applicationon the surrogateand usingthe client for
input-output.Cyberforagingis mostusefulfor applications
thatcanbedividedinto loosely-coupledtomponentspther
wisethe costof communicatiorbetweerthe clientandthe
surrogatewill offsetthe performanceor enegy bene ts of
usinga surrogateCorveniently mary applicationdall into
this category, including perceptiorprocessinde.g.,speech
and gesturerecognition),datamining (e.g., semanticweb
andweb servicesoperations) sensoraggreyation, distilla-
tion proxies,andmary smarthomeapplications.

3. SystemDesign

Our goalis to createa systemthat canbe deployed in
existing computingervironmentsto enablecyberforaging
withoutrequiringa hearyweightmiddlewaresystem.

3.1. Overview

In our system thereareclientsandsurrogates Clients
aretypically resource-constrainetbviceswith someform
of networking capability e.g.,a PDA, mote,or cell phone.
Potentiallyconstrainedesourcesnclude enegy, compute
power, storage,and network bandwidth. Note that while
the examplesin this paperassumeclientswith limited ca-
pabilities,a client could be a desktopcomputerthatwishes
to harnesshe computecapabilitiesof hundredsof other
desktopcomputers,ala the “Grid.” Surrogatesare typi-
cally resource-rictdevicesthatarewilling to run programs
and/or provide storageon behalf of clients. Surrogates
mightbea desktopPCavailablevia thelocal wirelessLAN
(e.g.,in asmarthome,of ce, or commercialhotspotenvi-
ronment)or might be your homePC or a commercialsur
rogateconnectedia the Internet.For our work, we assume
that the surrogateis connectedo the Internetvia a high-
speednetwork. Figure 1 shows a simple cyber foraging
scenariovherea PDA client movessomesubtaskto a lo-
cal surrogatemachine.

For this designto be useful and gain wide acceptance,
mary challengesnustbeovercomejncluding:

1. Clientsshouldbeableto specifytheirrequirements$or
asurrogatesenereasilyandlocateasuitablesurrogate
in realtime.

2. Surrogatesnust be ableto limit the useof their re-
sourcede.g.,cputime, memory le storageandnet-
work bandwidth)by client applications.

3. Clientsshouldbe ableto install and executearbitrary
applicationsandservices.

Wireless sensor

Wallpowered
embedded device
(inside a box)

Figure 1. A cyber foraging scenario

4. Theapplicationinterfacedor cyberforagingshouldbe
simpleandeasyto use.

5. Theremustbe sufcient securityand privacy guaran-
teesthatbothclientsandsurrogatesill be willing to
take partin theinfrastructure.

We discussour solutionsto thesechallengeshroughouthe
remainderof this section.We areinvestigatingsolutionsto
otherchallengessuchasdevelopinga trust modelthat al-
lows entitiesto decidehow to operatebasedon how much
they trusteachotheranddevelopinga costmodelto support
resourcemanagemenand enablecommercialsurrogates,
but thiswork is beyondthe scopeof this paper

3.2. SurrogateDesign

Surrogatesan be implementedin multiple ways. We
chooseto use virtual madine technology Virtual ma-
chinetechnologyallows a single surrogatemachineto run
a con gurable numberof independentirtual serves with
greatergreaterisolation, e xibility, resouce control, and
easeof cleanupthansimply runningsurrogateprocessedi-
rectly on top of a standardJnix box. In termsof isolation,
client applicationsrunning on different virtual machines
cannotdirectly interferewith oneanotheynor canthey ac-
cesgesourcesesenedfor thesurrogatanachine Different
clientscaninstall arbitraryapplicationspackagesandeven
kernelpatcheswithout interferingwith otherclientsor the
basesurrogatel etting clientsinstall arbitrarycodeontheir
virtual machineprovidestremendouse xibility —whatthey
cando is not limited by what somemiddlewvarelayer sup-
ports. The virtual machinemonitor can enforceresource
controls(e.g.,disk quota,cpu share andphysicalmemory



allocation)onaperVM basiswhichallows allows individ-
ualclientsto sharghesurrogatenachineairly. Thisdesign
allowsnormalwork to proceednthesurrogatevithoutun-
dueimpactby surrogateclients. Finally, it is easyto clean
up after a client — the surrogatehost systemsimply shuts
down thevirtual senerinstanceandrestoreshe associated
disk partitionto its original (clean)state.

Currently we supporttwo types of virtual machines:
Linux-Vservefl] andXen[4]. Virtual senersunderLinux-
Vsenershareasinglekernelinstancelsolationis provided
by OS modi cations that encapsulatgroupsof processes
called contexts. Eachvirtual sener runsin its own root
le system(chroot ‘ed), is provided its own IP address,
andcanonly accesshe les, processesandIPC primitives
ownedby it. Xen para-virtualizesan x86 platform, which
allows multipleindependen®©Skernels(currentlyLinux or
BSD') to run on a single machine. EachOS instanceac-
cessehardwarethroughvirtualizeddevice drivers.

In general Xen providesa higherdegreeof isolationand
security than Vsener, at the cost of additional run time
overheadand a slower startup. The Xen VM monitor al-
lows us to allocatephysicalmemorybetweenvariousvir-
tual senersand supportsCPU schedulerghat fairly share
the CPU cycles. Vsener currently provides only basic
hardlimit controlsfor CPU and memorysharing,but ef-
forts are undervay to add functionality developedas part
of the class-basedkernel resourcemanagemen{CKRM)
project[2]. We planto useXenwhenclientsandsurrogates
do not fully trustoneanotheror we requiremore compre-
hensve resourcecontrolsandto useVsener for mutually
trustingclientsandsurrogates.

Languagebasedvirtual machinese.g. Java, canprovide
someof the samefeatureshput restrictsthe e xibility of the
systemto useprogramswritten in thatlanguageonly.

3.3. SewiceDiscovery

To utilize the surrogatenfrastructure clientsmust rst
locatea suitablesurrogatevith the helpof a servicediscor-
ery system. We employ a simpleservicediscovery sener
thatallows surrogates$o registerthemselesusingan XML-
like descriptionof their capabilitiesge.g.,

<service>  surrogate
<0OS> Linux
<distribution> Redhat
<version> 9.0 </version>
</distribution>
<distribution> Debian
<version> 3.0 </version>
</distribution>
</0S>
</service>

1A Windows XP versionexists, but is not publicly available.

In this example the surrogateffersclientsinstance®f two
Linux distributions, Redhat9.0 and Debian 3.0. Clients
locatesurrogatedy queryingthe servicediscovery sener
usinga similar XML-lik e notation. The servicediscosery
sener matchsrequestagainstregisteredsurrogatesin the
future,we planto adoptanexisting servicediscovery mech-
anism, e.g., the ServiceLocation Protocol[7] and extend
our lookup mechanisnto considerissuessuchassurrogate
load.

Currentlywe expectprogrammers$o make conserative
estimate®f applicationresourceequirementbasedn ap-
plication knowledgeor simplepro ling. For example,for
the speechrecognitionapplicationa coarseestimatecould
beobtainedby runningtop andobservingypical CPUand
memoryusagepatternsandthena modestmamin of error
(e.g., 25-50%) could be addedto the request. In the fu-
ture,we planto investigatethe valueof moresophisticated
pro ling andhistory-basedools. Accuratelypredictingthe
resourcaequirement®f anapplicationis anareaof active
ongoingresearctareain boththe embeddedndcomputa-
tional grid domainthatwe planto follow closely

3.4. Control Flow

Figure2 shavs atypical client-surrogateontrol o w:

1. Sewice Discovery Request The client sendsa mes-
sageto the servicediscovery senerto nd anappro-
priatesurrogate.

2. Sewice Discovery Reply: The service discovery
sener respondswith the IP Addressand port number
of the surrogates surrogate manaer process which
listensfor clientconnectiorrequests.

3. Sewice Start Request the client connectgo the sur
rogatemanagerprocessand requestsa virtual sener
with speci ¢ resourceguaranteesThe surrogatenan-
ager rst authenticateshe client (seeSection4). If
theclientis authorizedo usethis surrogatethe surro-
gatemanageprocessetheclientresourceeques{de-
scribedvia an XML-lik e notation)and,if adequatee-
sourcesareavailable,establishes contractto provide
servicefor a x edduration. The maximumnumberof
virtual sener instancegndthe maximummachinere-
sourceghata surrogatas willing to provideto clients
arecon gurable.

4. Virtual Sewer Start: The surrogatemanagemain-
tainsroot partitionimagesfor eachavailableOS (e.g.,
Linux Redhatd or BSD). In responseo anauthorized
clientrequestjt dynamicallyinitializesa preallocated
rootpartitionwith theappropriateootimageandstarts
anew virtual sener. It takesmorethanaminuteto ini-
tialize a one GB root partition. To reducethis setup



Figure 2. A typical client-surr ogate control o w

overhead we maintaina pool of preinitialized parti-
tionsto hidetherootimagecopy timein thecommon
case. Eachvirtual sener is allocatedits own IP ad-
dress.

. Sewice Start Response Oncethe new virtual sener
is running, the surrogatemanageneturnsthe IP ad-
dressof thevirtual senerto client.

. SubTaskCon guration Request Eachvirtual sener
is con gured to run a virtual servermanaer (VSM)
thathandlesrequestdor surrogateoperationdrom its
client. To invoke an operationon a surrogate,the
client sendsa Sub Task Con guration Requesto the
virtual sener manager Client requestsconsistof a
URL that points to a programthat the client wants
the VSM to run onits behalf. Typically, the program
is a shell script that downloadsthe necessarysoft-
ware/packagednstallsthem, and theninvokesthem.
For example,in Section5 we describean experiment
that installing a Sphinx2voice recognitionsener on
thesurrogateandhaving it acceptlientvoicerecogni-
tion requestson a well known port. In additionthe
VSM, the virtual sener runs a secureshell daemon
(sshd ) setup sothatthe client canlog on asroot
and manuallyinstall and invoke ary operationsthey
wish.

. Sewice Termination: Whenthe client explicitly ter
minateshesurrogater whentheresenedinterval ex-
pires, we cleanup the virtual sener by reinstalling
its root le systemwith a cleanimage. Wiping the
partition removes ary changesmade by the surro-
gate,therebypreservingprivacy andprotectingfuture
clients from ary malicious software installed by the
client.

We anticipatethat someclients will usethe samesur
rogateto performthe sameoperationmultiple times, e.g.,
a mobile usermay usetheir homePC asa surrogatevhen
traveling. To improve the performancef thiscommonsce-
nario,welet trusteduserssave customizedoot partitionim-
ageswith all necessarpackagesapplicationsandsystem
boot up scriptson the surrogate.We allow the sameuser
(identi ed by their public key) to userequesthis imagebe
installedwhenthey requestvirtual sener. We areplanning
to add a surrogatecachewherebysurrogatesachepack-
ageghatareoftendownloadedsothatthey canberetrieved
locally. Both of theseoptimizationseducethestartupover
headof instantiatinga surrogatevirtual sener.

3.5. Client Interface

To supporthefunctionalitydescribedibore, we provide
a simple client library that supportsthe following opera-
tions:

getsurrogate(} TakesasinputthelP addres®f asur

rogatesener anda servicedescriptionstring. Returns
asuccessode.If successfulthe P addres®f thevir-

tual seneris alsoreturned.If the client hasan active

surrogatesener, its IP addresss returned.Otherwise,
a new virtual sener is allocatedas describedn Sec-
tion 3.4andits IP addresss returned.

subtask conf_request Takesasinputthe URL where
a programthat the client wishesto run canbe found,
whichis sentasa subtaskcon gurationrequesto ap-
propriatevirtual sener manager Returnsa success
code.

getvirtual _sewer_ip: Returnsthe IP addressof the
active surrogatevirtual sener, if any.



To enableclient-sidescripting, thesefunctionsare also
provided as programsand the con guration information
(e.g., IP addressof currentsurrogatesener) is available
via ervironmentvariables.In addition,asdescribedn Sec-
tion 3.4, userscanusessh to login to the active virtual
senerasroot andinvoke operationglirectly.

If the client wishes,a single virtual sener can support
multiple clientsor multiple users.The multiple clientscan
sharethe sameprivatekey (e.g.,usingthe certi cate mech-
anismdescribedn Section4), or the rst client caninstall
addition public keys in the databaseof authorizedclients
for this virtual sener. Similarly, multiple userscanbe sup-
portedby having the rst user who hasroot accesscre-
ateadditionalaccountdor additionalusers.This capability
lets clientsinstantiatesenerson the surrogatethat canbe
accessedby multiple users,e.g.,a gamesener that other
peoplecancontactanduse.

4. Security

Two basicproblemsthat mustbe addressedh a surro-
gateinfrastructureare(i) how to ensurghatonly authorized
clientscanallocatea virtual sener and (ii) how to ensure
thatasurrogatevirtual seneris usableonly by theclientfor
which it was created. Currentlywe assumea pre-eisting
trust relation betweenclients and surrogatesge.g. a user
usinghis home/ofce computersaassurrogate®r a univer
sity/compary providing surrogateservicedo its employees.
Commercialdeploymentof surrogateservicesg.g.,allow-
ing aroaminguserto acquiresurrogateservicesrom onan
untrustedor-pay surrogatesituatedat a nearbycyber cafe,
would requirefeaturedik e trust modelsand paymentsys-
temsthatwe do not currentlyaddress We planto explore
suchmechanismasfuturework. We ervisionawide diver-
sity of deviceswith differentoperatingsystemsusing our
infrastructure so we employ widely availableandveri ed
cryptographyandauthenticatiorsolutionswhenever possi-
ble

Insteadof selectingary speci ¢ authenticatiormecha-
nism,we provideasimplebut e xible authenticatiofirame-
work that can supportmultiple mechanisms.Clients can
specify their preferredauthenticatiormechanism(auth-
type ) aspartof the ServiceStartRequestentto the sur
rogatemanagerCurrentlywe supportonly asingleauthen-
tication mechanismbput planto addsupportfor additional
mechanismasfuturework. For example,we areconsider
ing addingsupporffor authenticatiobasedn sharedsecret
keys to supportdevicesfor which public key encryptionis
too compute-intensie, e.g.,motes. In this section,we dis-
cussthe authenticatiormechanisnthat we emplgy in the
currentprototype.

4.1. Public KeybasedAuthorization

Our currentprototypesupportsa simple authentication
mechanismwherebysurrogatesnaintainan authorization
list containingthe public keys of authorizedclients. We
choseto employ a public key basesystembecauset is
easyto distribute public keyswithoutworrying aboutcon -
dentiality. Our currentprotocolutilizes SSL/TLSandSSH
for communicatiorwith the surrogatenanagerandthevir-
tual sener respectiely, becausehey are well understood
andwidely available secureprotocols. Also, we ervision
mary end-userausing ssh for interactive surrogateses-
sions,becauséd allowsthemto manuallycon gure thevir-
tual senersvia awell understoodhellinterface.

To initiate a surrogaterequest,the client establishesa
SSL/TLSsessiomwith the surrogatananagerWe employ a
low overheadTLS cipher(TLS_RSA'WITH_NULL _MD5)
and and client side authenticationto provide endpoint
authenticationand to ensurethe integrity of data ex-
changed14]. We do not encryptthe datasentin this ses-
sion, because&on dentiality is not necessanandbulk en-
cryption would imposea signi cant performanceand en-
ergy loadonresourceconstraineclients.

Oncethe sessionis establishedthe surrogatemanager
checksto seeif the client's public key is in its list of au-
thorizedclients. If it is, the surrogatenanagemllocatesa
new virtual sener for the client. Beforestartingthe virtual
sener, thesurrogatananageaddstheclient's publickey to
the/root/.ssh/authorized Kkeys le in thevirtual
sener'srootdirectory Thispublickey is usedby thevirtual
senerto determinevhich clientsareauthorizedo useit. In
addition, by placingthe client's public key in this le, the
client canlogin to the sener directly usinga normalssh
client, without a passwerd, and manuallyinstall and start
servicesusingnormalcommandine tools. Theclient uses
the sameRSA key pair for TLS sessionswith the surro-
gatemanageandsubsequerdsh sessionsvith thevirtual
sener, becausét allows the clientto manageonly onekey
pair insteadof two. For TLS sessionsthe client canuse
a self-signedcerti cate without compromisingsecuritybe-
causehe surrogatananageensureshatthe client's public
key isin its authorizedist.

After allocatingthe new virtual sener instancethe sur
rogatemanagersendsthe IP addressf the virtual sener
alongwith its public hostkey to the client, which storesthe
publickey in its known _hosts le. Transferringhe pub-
lic hostkey of the virtual sener to the client ensureghat
subsequergsh sessiongstablishedrom the client to the
virtual sener aresecure.Currentlyclientsdo not authenti-
cateseners. For the surrogatesener to authenticatatself
to the client, the sener musthave its certi cate signedby
aknown authority e.g.,a certi cate authority whichwe do
not currentlysupport.Iin thefuturewe planto have theser



vicediscoverysener providethepublickey of thesurrogate
alongwith its IP addresgo eliminatethe potentialproblem
of surrogatemasquerading.In sucha case,the surrogate
sener canalsousea self-signecterti cate.

To performa SubTaskCon gurationRequestthe client
usesssh to remotely executethe virtual sener manager
(VSM) onthesurrogatesirtual sener. Theargumentgo the
VSM areaURL andtheMD5 checksunof the le speci ed
by the URL. In responsethe VSM downloadsthe program
from the URL andveri es the MD5 checksumbeforerun-
ningit. In practice the programusuallyconsistsof a shell
scriptthat downloadsthe necessargoftware/packagesn-
stallsthemandtheninvokesthem.

4.2. UserCertied Client Devices

The simple public key authorizationmechanismde-
scribedaboveis effective, but it requireshateachsurrogate
sener be con gured with a list of all authorizedclients'
public keys. As the numberof senersandclient devices
grows, maintainingtheselists will becomea nuisanceor
coulddrive peopleto reducesecurityby usingthesamekeys
onall devices.

To addresshis problem,we supportusercerti ed client
deviceswhereineachuserhasasingleglobalpublic/private

key pairthatis usedto identify themto potentialsurrogates.

Surrogateseners maintaina list of the public keys of au-
thorizeduses, not authorizedclient devices. Whena user
installsa new device, the usersignsthe new device's cer

ti cate. Subsequentlyvhenthe device contactsthe surro-
gatemanageyit usesthe usersignedcerti cate insteadof a
self-signecterti cate to prove thatthedevice belonggo the
user As aresult,the surrogatesener needonly be con g-

uredwith alist of thepublic keys of authorizedusersnota
separatéey for eachauthorizedtlient device.

5. Experimental Evaluation

In this sectionwe evaluateour cyberforaginginfrastruc-
ture usingtwo applicationsthe sphinx2  speechrecogni-
tion systemand a syntheticweb servicesapplication. We
chosethesetwo applicationgo investigatethe valueof of-

oading work to surrogategor both compute-intensie ap-
plications(sphinx2 ) and network-intensve applications
(thesyntheticwebservicesapplication).

5.1. Experimental Setup

For our experimentspur surrogateplatformis a Dell Di-
mension4550 SeriesComputerwith a 2.40-GHzP4 pro-
cessorand 512MB of RAM. The client is a SharpZau-
rus SL-5500PDA runningLinux 2.4.6-rmk1-np2emkbedix
(OpenZauruslistribution 3.2). The Zaurushasa 206-MHz

SA1110 processar 16MB of FlashRAM, and 64MB of
DRAM, 24MB of which is dedicatedto le storage. It
connectdo its LAN via a Linksys WCF12 compact ash
802.11bwirelesscard. For all experiments the surrogate
machineis connectedlirectly to the CS department AN.
To testthe importanceof physicalproximity betweenthe
clientandsurrogateywe movetheclientbetweerthe CSde-
partmentLAN andthe rst authors homeLAN, whichis
connectedo theInternetvia a cablemodem.Whenthe Za-
urusis connectedo the CSdepartment. AN, the RTT be-
tweenthe client andsurrogatevariesfrom 2-3ms,whereas
whenthe Zaurusis connectedo the homeLAN, the RTT
betweertheclientandsurrogatevariesfrom 72-73ms.

For eachof our two applicationswe run two setsof ex-
perimentspnein whichtheapplicationis runin its entirety
onthePDA andonein whichtheresource-intense portion
of the applicationis dynamicallyinstantiatedbn the surro-
gatenode.We rst reportthetime requiredto initialize the
surrogateservice includingthetime to performservicedis-
covery, instantiatea new virtual sener, andinstall andstart
thetestapplication.We thenreporttheruntimesandenegy
consumedoy the PDA to run the applicationboth locally
andwith thehelp of asurrogate For experimentsvherewe
runtheapplicationentirelyonthe PDA, we disablethe net-
work cardandLCD backlightto minimize enegy drain. In
contrast,whenwe executethe resource-intense portions
of the applicationon the surrogatewe leave the network
cardenabledwhich resultsin aconserative estimateof the
enegy requirementln bothsituationsthePDA isidle other
thanthe testapplicationandan instanceof top , a system
managemernitool thatwe useto extract CPU andmemory
utilization.

To determinethe amountof enegy consumedy each
experimentby the PDA, we use its power management
interfacesto extract coarse-grainedbattery measurements
(e.g.,startat 100%batterylife andendat 85%batterylife).
Becausethe battery appearsto dischage in a non-linear
fashionwe fully chagethebatterybeforeeachexperiment
andrun the experimentenoughtimesto drain at least15%
of total batterycapacity We thenreportthe averageamount
of enegy consumedy asinglerun.

5.2. Sphinx SpeechRecognition

Sphinx2 [8] is a real-time,large-vocalulary, spealer-
independenspeechrecognitionsystemdevelopedat CMU.
It usespre-madeacousticmodelsfor American English:
an acousticmodel, a pronunciationdictionary and a lan-
guagemodel. Thesemodelsarestoredin several les that
in aggregateareroughly 23MB in size. When sphinx2
is loadedandrun completelyon the Zaurus,storing23MB
worth of model les requiresdeletingmostotherapplica-
tions and user les from the Zauruss tiny le sener. In



contrast,the client stubrequiredto run sphinx2 on the
surrogateseneris only 12KB in size.

To performthis experiment,we createdwo versionsof
sphinx2 , onethatranentirely on the Zaurusandanother
thatsplitthefunctionalitybetweertheZaurusandthesurro-
gate. For both, we usedthe sphinx-2.0.4 sourcecode
from sourcefoge. Porting sphinx2 to run on the Zau-
rusrequirednon-trivial effort becauset usesnon-standard
sounddriver settingsand the Zaurussounddriver did not
supportmary of theioctl  callsusedby sphinx2 . Once
ported, it was relatively straightforvard to divide the ap-
plicationinto two componentdor usein our surrogaten-
frastructure. The client portion usesthe systemcalls de-
scribedin Section3.5to allocatea virtual senerandinstan-
tiate andinstanceof the sphinx2 sener. It thenrecords
whatthe usersaysand sendsthe raw digitized sounddata
to the surrogatefor analysis.We believe this development
experiencewill betypical for surrogates- mostof thework
is involvedin porting your applicationto the small device,
whereassplitting the applicationto exploit cyber foraging
is straightforvard.

ClientLocation | Linux-Vserwer Xen
Univ 4.22(0.44)s | 12.43(1.78)s
Home 4.41(0.35)s | 12.57(1.57)s

Table 1. Average response time for allocating

and initializing a virtual server. Standard de-

viations are in parentheses.

ClientLocation | Linux-Vserver Xen
Univ .37(.043)s | .30(.021)s
Home .78(.027)s | .74(.025)s

Table 2. Average response time for instan-
tiating sphinx2 speech recognition engine .
Standar d deviations are in parentheses.

5.2.1. Experiments For our rst setof experiments,we
measurehow long it takesto acquirea new virtual sener
andhow long it takesto load andinstantiatethe sphinx2
surrogat@nthenewly allocatedvirtual sener. We usepub-
lic key authenticatiorior theseexperimentsPriorto theex-
perimentwe entertheuserspublickey in thesurrogatena-
chinesslist of allowedclients. For all experimentstheinput
utterancewas a pre-recordedsoundsampleof the phrase,
“*GoForward 10 metes’.

Tablel shawvsthetime neededo acquireavirtual sener
for both avors of surrogatgVsener and Xen). Thetime

to allocateandinitialize a new virtual sener is largely in-
dependenbf whetherthe client is co-locatedon the same
LAN or connectingremotely becausanostof the time is
due to virtual sener startup. It takes aboutthree times
aslong to allocateand initialize a virtual sener on Xen
comparedo Vsener (12.4-12.6secsversus4.2-4.4secs),
becauseXen needsto boot a new kernel whereasvirtual
senerson Vsener sharea singlekernel. Thevirtual sener
acquisitionis doneonly onceduring a sessionso this 4-
12 secondoverheads largely transparento the user The
startupoverheadtouldbereduceddy keepingapool of pre-
bootedvirtual senersonthesurrogatereadyfor allocation.
Table 2 shaws the time to download and instantiate
a sphinx2  surrogate, which entails downloading the
sphinx2 sener software(6.3MB) andstartingthe sener.
For this experiment,the sener software was storedon on
thesamelL AN asthe surrogatecomputer It takeswell un-
derasecondn all circumstancestheslightly higherover-
headof instantiatingsphinx2 whenthe PDA is remoteis
dueto the higherlateng betweerthe clientandsurrogate.

Table3 compareghe resultsof runningthe speechrec-
ognizeron the Zaurusand on the surrogatemachine. The
performancalifferencesarestriking. Whenrun on the Za-
urus, it takesalmosttwo minutesto recognizethe 4-word
utterance far slower thanreal time. In contrast,the sur
rogateversioncanrecognizethe phrasein undera second
whenthe client and surrogatesharethe samelLAN, or in
just over two secondsvheninvoked remotely The slower
responsdime whenthe operationis invoked from a home
LAN is duealmostentirelyto thelow uploadbandwidthcap
imposedby the cablemodemsener (roughly 25 KB/sec).
Theraw audiodatale is44KB in sizeandrequiregustun-
dertwo secondgo transferto the remotesurrogatewhich
closelymatcheghedifferencein responsdimes.

In addition to dramatically reducing the recognition
time, usinga surrogatealsodramaticallyreducesesource
consumptioron the Zaurus. As mentionedabove, simply
storing the sphinx2 applicationand model les on the
Zaurusrequireddeletingmostof the otherapplicationsand
datafrom the Zaurus. Also, whenrun locally, sphinx2
utilized morethan95% of the Zaurus' CPUthroughouthe
experiment,spiking as high as 98.8%,and occupiedmore
than50%of its memory Thisleft thePDA unusabldor ary
otheractvity, andresultedin a popupwarning,“TheMem-
ory is very low, Pleaseendthis applicationimmediately’.
In contrastusingasurrogateeducedhe CPUandmemory
overheadgo 0.3-0.5%and 1.1%, respectiely, leaving the
Zaurusfreeto performothertasks.

When we comparethe enegy cost of invoking the
speechrecognizerocally versuson the surrogate the re-
sults again strongly favor using a surrogate. Performing
speechiecognitionatalocal surrogateeonsumesoughly60
timeslessPDA enegy while performingspeechiecognition



Type Client- Sener | Responsdime | CPUULl | MemoryUtil | App Size | BatteryUtil
local - 117.49(0.96)s 95% | 51.6-55.9% | 23MB 1.1(0.08)%
Univ-Xen 0.69(0.017)s .018(0.001)%
cyberforaged| Univ-Vsener | 0.59(0.021)s | 0.3-0.5% 1.1% 12KB
Home-Xen 2.24(0.018)s
Home-Vserer | 2.31(0.024)s .083(0.006)%

Table 3. Sphinx2 speech recognition on the Zaurus. Standar d deviations are in parentheses.

at a remotesurrogaterequiresroughly 13 timesless PDA

enegy. Theseesultscomedespitehefactthattransferring
dataacrosghewirelesdink requiresanon-trivial amountof

enegy. In addition,we do not useary power saving mode
for wirelesscard during the surrogateexperimentswhich

introducesenepy drain not directly relatedto the experi-

ment.Onthe ip side,the PDA consumesoughly0.3%of

its batterypower whenidle for two minutes,so a portion
of the 1.1% consumedy the local speechrecognitionex-

perimentconstitutesa x ed cost. Neverthelessit is clear
that for compute-intensie operationdik e speechrecogni-
tion, cyberforaginghasthe potentialto generatesigni cant

enegy sasings.

In summary theseresults clearly shav that using a
surrogatecan lead to dramaticimprovementsin both re-
sponsetime and enegy consumptionfor compute-and
storage-intensie applicationdike sphinx2 . Cyberforag-
ing shouldbe even moreeffective at reducingclientenegy
consumptionf usedin combinationwith a wirelessLAN
driver optimized for enegy consumption,e.g., by using
power saving modesto reduceenegy consumptiorwhile
thenetwork is idle [10].

5.3. Data Mining

Data mining or web services, which entail sifting
through potentially large amountsof data acquiredfrom
oneor more storageseners, are alsowell suitedto cyber
foraging. In contrastwith speechrecognition,thesetypes
of applicationstendto be bandwidth-intensie ratherthan
compute-intensie. The amountof computationdoneper
byte of datais much lower than for speechrecognition.
Thus,the potentialbene ts of usinga surrogateto perform
the data Itering includeboththe reducedprocessingime
and alsoreducingthe amountof datatransferredover the
enegy-hungrywirelessLAN.

To evaluatethe impactof usinga surrogateon this class
of applicationsye designedhefollowing syntheticbench-
mark. The benchmarkentailsdownloadingthree6.3 MB
les, performinganMD5 messageligestoperationoneach
le, andoutputtingtheresultingthreechecksunvalues.For
this experiment,the Zaurusand surrogateun on the same
LAN. Whena surrogates used,the client sendsit URLs

for the three les, the surrogatedownloadsthe three les

and computestheir MD5 checksumsand thenthe surro-
gatereturnsthe resulting valuesto the client. Whenthe
surrogatas notusedwe disablethewirelessLAN cardaf-
terthe les have beendownloadedo consere enegy, and
thenperformthe MD5 calculationdocally.

Type Responsdime Battery
local 61.47(1.29)s | 1.5(0.109)%
cyberforaged| 2.9(0.066)s | 0.06(0.003)%
cyberforaged
(20ssleep) 24.4(0.648)s | 0.1(0.008)%

Table 4. Synthetic Benchmark Results. Stan-
dard deviations are in parentheses.

Table4 presentghe resultsof theseexperiments.In the
defaultcon guration,thewebsite hostingthethree les re-
sideson the samelLAN. In this case downloadingthe les
to the Zaurusand performingthe MD5 checksumdocally
takes 21 times aslong and consume®5 times more bat-
tery enegy. We thenmodi ed the surrogateexperimentto
modelthesituationwherethe les arelocatedacrosgheln-
ternetanda non-trivial amountof time is requiredto down-
loadthem. For this experiment the client disablests wire-
lessLAN cardandsleepsfor 20 secondsafter makingthe
requesto the surrogateo consere enegy. After it wakes
up, it queriesthe surrogatefor the resultsof the message
digestoperationsIn this casetheclientconsumed5times
lessenegy thanif it had performedthe checksumocally,
and half of that enegy is the baselineenegy drain for 24
secondof operation. Again, despitethis applicationhav-
ing a very different computationto communicationratio,
cyberforagingprovesto beveryvaluablein termsof reduc-
ing responséime andclientenegy consumption.

6. Conclusionsand Futur e Work

In this paper we have describedhe designandimple-
mentationof a lightweight securecyber foraging infras-
tructurebasedon virtual machinetechnology Our system



allows us to forage compute,memory storage,and net-

work resourcessecurelyfrom a surrogatePC. The surro-

gate mechanismsve proposeare lightweight, do not re-

quire clientsto run ary specialmiddlevare software, and

generic. The preliminary experimentalanalysisshowv that

cyberforaginghasgreatpotentialfor reducingtheresponse
time andenegy requirement®f runningcomplex applica-

tionson (or for) resource-constrainatbvices.In particular

cyberforagingenableda PDA to performreal-timespeech
recognitionwhichwasimpossibleusingonly the PDA'sre-

sources.The growing interestin virtual machinetechnol-

ogywill likely reducethe performanceverheadsindcould

leadto future Linux distributionswheresurrogatesupport
(in theform of a simpledaemonjs standard.

We areworking on waysto extendourwork to untrusted
andwide areaervironments.For example,commercialwi
hotspotscould be augmentedo supportsurrogatecomput-
ing, enablinguserswith small deviceslike cell phonesac-
cessto signi cant computeandstorageresourcesPerhaps
moreinterestingwide areadeploymentof a cyberforaging
infrastructurecouldgive clientsaccesgo eitheramultitude
of senersonwhich they could performGrid-like computa-
tions,or let clientsinvoke signi cant computatiomeararge
datarepositoriedik e the SkySeneror TerraSerer.

Usingvirtual senersand e xible authenticatiorpolicies
addressesome but notall, of theissueghatarisein anun-
trustedor wide areaervironment. Currentvirtual machine
monitorsdo not provide administratorsith sufcient con-
trol overtheir surrogateesourcesgspeciallyin termsof the
network—withoutadequateontrols,runningasurrogaten
yoursitecouldlet attaclerscircumventyour re wall protec-
tion or let themsetup spamzombies.To supportpenasie
(andespeciallycommercial)deploymentof surrogatesywe
needo developacostmodelthatenableglientsandseners
to negotiatea “cost” for allocatinga virtual sener, e.g.,as
partof apeeringagreementr amicropaymentin addition,
theauthenticatiorandcostmodelswill needto incorporate
the notion of varying degreesof trust, rangingfrom fully
trusted(ausershomeor of ce PC)to semi-trustedasurro-
gateprovidedby acompary with which theuserhasa busi-
nesgelationshipto untrustedarandomuseror surrogate).
Ultimately, we ervision a systemwhere,in additionto pro-
viding clientsaccesgo a users personabkurrogatesclients
can negotiatevery speci ¢ resourceand location require-
ments(e.g.,"l needacces$o a200MFLOP/sof computing
on amachinewith sub-20msetateny andatleast30Mb/s
throughputconnectvity of Google.comandamwilling to
payup to $0.03perminutefor this service’)

Althoughmary challengesnustbe overcomebeforeour
longtermvisionwill cometo fruition, ourwork hasdemon-
stratedthe basicvalueof cyberforagingandshowvn how it
canbeusedto enableinterestingapplicationson small (po-
tentially embeddedlevices. Evenrestrictingsurrogateso

the small setof fully trustedcomputersavailableto a user
or device, e.g.,theirhomeandof ce PC, enablesnterest-
ing applicationsaandservicesvithoutary new investmentn
hardwareor new securityrisks.
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