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ABSTRACT 

Management of agent platforms is an inherently difficult problem given the 

flexibility and ambiguity associated with autonomous mobile agents. Their distributed 

nature, however, draws an analogy to distributed networks, an area in which 

management has been well researched. This research applies a network management 

solution using the Simple Network Management Protocol (SNMP) to managing agent 

platforms. 

Utilizing the flexibility of SNMP, a formal interface is defined for management of a 

FIPA-compliant agent platform. A specific proxy agent implementation of this interface 

for the JADE agent platform implementation is also developed. The resulting 

management system, AgentSNMP, is integrated with an off-the-shelf enterprise 

management system, HP Openview, as a proof of concept. The result is an efficient, 

flexible means of managing agent platforms. 
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1. INTRODUCTION 

Agent systems are quickly becoming a popular means of implementing complex 

distributed systems. Their ability to communicate independently without a central 

control mechanism and their ease of implementation make them an attractive software 

solution to many scenarios. 

The need to manage these systems is already becoming increasingly important. 

Details of agent communication and overload conditions are difficult to find in such a 

distributed environment, and general software debugging tools fail to provide adequate 

context of the system as a whole. Agent-based systems have an inherent tradeoff in that, 

while being extremely flexible, the entire system is often difficult to manage.  

This research shows that network management techniques, coupled with SNMP 

(Simple Network Management Protocol) [1], provide a solution to this problem. The 

flexibility of the protocol as well as the availability of powerful, off-the-shelf enterprise 

management packages that already support SNMP makes it an ideal fit for managing 

agent-based systems.



 

 

 

2. M OTIVATION 

The motivation behind this research stems from the following areas: 

·  Complexity of agent platforms 

·  Lack of a formal management specification  

2.1 Complexi ty of  Agent Platforms 

Although software systems that utilize agent-based technology benefit from its 

flexibility, they quickly become extremely complex. The need to manage these systems 

both during development and use is a requirement. 

The idea of formally managing an agent system is relatively new. Since agent-based 

systems are used most often in research (so far), management needs arise from the 

software developers themselves, who are interested in watching the interactions 

between agents as well as the system load. Developers often find that a traditional 

debugger does not have the context necessary to show them the information they need. 

The result is typically a custom management implementation that is tied closely to their 

specific agent system as well as the specific information they need to manage. While this 

might solve the individual developer’s needs, other developers will undoubtedly 

encounter the same scenario in other systems, but they will not be able to easily reuse 

the same management software. 
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2.2 Lack  of  Formal  M anagement Speci f i cation 

FIPA (Foundation for Intelligent Physical Agents) does not define any formal 

external management scheme for an agent platform. In fact, FIPA specifies that issues of 

management are implementation-specific and thus are not addressed in the high-level 

architecture of the system [2], [3]. 

The Agent Management System (AMS), a central component of each agent platform, 

provides supervisory control over the system, providing methods for registering new 

agents, naming agents, etc. However, the AMS does not expose any management 

functionality to external clients. (For instance, there is no standardized means of 

querying a platform for its current state.) This has led to the development of platform-

specific mechanisms to access this type of information. The JADE agent platform 

implementation [4], for example, has developed an Introspector agent that provides 

feedback on platform events and agent communication. However, this type of 

functionality is only available via platform-specific additions to the AMS standard, 

which cannot be easily generalized to a standard management scheme. 

While the FIPA architecture is correct in assuming that managing an agent platform 

is dependent on implementation details, the lack of a standard has led to inconsistent 

management techniques. This research formalizes the concept of managing an agent 

platform and provides a standard solution that will work for all FIPA implementations.



 

 

 

3. M ANAGEM ENT REQUIREM ENTS 

In order to be effective, the system must meet the basic requirements of managing 

an agent platform and be flexible enough to allow more specific management scenarios 

to be easily adapted. The following requirements are essential to managing an agent 

platform, regardless of its implementation.1 

3.1 Standard M anagement Tasks 

A manager should be able to perform some basic operations on agents within a 

platform: 

·  Obtain the configuration of a platform, including information about the number 

of host machines that exist on the platform and a list of agents living on each 

machine. 

·  Create new agents. 

·  Destroy agents. 

·  Change the state of an agent, such as pause execution. 

·  Add/ remove host machines from a platform. 

·  Move agents between hosts. 

                                                   
1 FIPA-compliance is assumed in this research. 
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Other basic operations are mentioned in the sections below as part of other 

management concepts. In the current FIPA specification, only the first operation listed 

above is supported directly by the AMS, and even then in very limited form. Other 

operations are implementation dependent, and most platforms do not provide a 

complete set of these operations to an outside software client. 

3.2 Load Balancing 

A management system needs to be able to identify agents within a platform that are 

degrading the performance of the platform and make changes to achieve balance within 

the system. This abstract idea is defined as load balancing in this research. 

3.2.1 Def ining Agent Load 

Agents that fit the characteristic above are overloaded, meaning they are stressing 

some inherent limitations of the agent platform. Potential limitations can be partitioned 

into the following categories: 

3.2.1.1 Physical Resources 

Normally, the abstract design of an agent platform will be logically mapped to 

either one computer or a set of computers. It is likely that at some point during the agent 

platform’s lifetime, agents within a particular host machine will begin to push the 

machine’s physical resources in terms of memory usage, CPU usage, or network 

bandwidth. 
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Consider, for example, an e-service provider that has an agent platform running on 

a web server. As new customers arrive to query the service for information (in the form 

of agents), e-service agents are dispatched to communicate with customers and answer 

questions as well as to collect sales information. For ease of organization, the company 

has set up host machines to logically map to geographic regions. For example, upon 

arrival, each customer agent is moved to the machine that represents the geographic 

area where the customer lives. 

At any given time, a large number of customers from a particular region may use 

the e-service, causing a sudden increase in the number of agents running on the same 

machine. Together, these agents will undoubtedly exhaust the machine's physical 

resources. 

3.2.1.2 Programmatic Resources 

Despite their ease of implementation, distributed agents are difficult to debug in a 

distributed environment. Agents that are developed and tested in a small, controlled 

agent platform may function incorrectly when placed in a much larger, complex agent 

community. They may begin to exhibit much higher response times compared to the 

controlled environment due to internal data structures getting much larger. In this sense, 

agents can exhaust the programmatic resources allotted to them at the time of 

development. 

As an example, consider a case where a relatively slow dictionary data structure 

was chosen during development of an agent to maintain state during the agent's 

lifetime. The agent functioned perfectly during testing on a small agent platform, since 
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the dictionary never grew very large. However, when placed in a complex agent 

community, the agent exhibited poor performance due to excessive usage of the 

dictionary. While the physical resources allocated for the agent might remain relatively 

small, the agent is programmatically stressing the system due to decisions made in the 

development process. 

A management system needs to be able to identify either of the situations above on 

a per-agent basis and react to them in a way that balances out the system. This might 

involve redistributing agents to other machines and/ or creating new agents to 

accommodate some of the load. 

This research will assume the following characteristics are sufficient to identify 

overloaded agents within a platform: 

1. Communication level of the agent (type/ number/ size of messages 

sent/ received) 

2. Resources being used on the host machine (CPU time, memory usage, etc.) 

3. Agent response time (how long agents take to respond to requests, if applicable) 

Knowledge by the management system is then necessary to combine these factors 

and determine if a particular agent is overloaded and what action should be taken. This 

research provides access to the necessary data so that a manager can make this decision 

effectively. 

3.3 Agent M obi l i ty 

Agents have the ability to move between machines and even between entire 

platforms. Managers must be knowledgeable about the location of agents at all times 
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and must be informed when they change locations. New agents that arrive from other 

locations should be recognized by the management system and added to the set of 

managed agents. 

In the e-service example above, customer agents that are moved to their 

corresponding regional e-service machine should be immediately within the 

management system's domain, allowing the manager to keep track of customer agents'  

resource usage on the system and their interactions with e-service agents. 

3.4 Agent Communication 

An effective agent management system must have the ability to analyze 

communication between agents on a platform. This might mean watching individual 

messages passed between agents on a platform or merely analyzing the number of 

messages that have been processed by a particular agent. 

Consider again the e-service example described above. A manager of this system 

might want to know characteristics of conversations that take place between e-service 

agents and arriving customers. For instance, the manager might want to know how 

many messages are required on average to finish a transaction with a customer or how 

many customers leave without making use of the service (due to high prices, 

unavailable merchandise, etc.) 

Note that analyzing agent communication in this context is a more involved form of 

agent communication analysis than what was necessary for load balancing discussed 

above. The intent here is to capture not only the level of communication and the 

response time of agents but also the patterns underlying the communication. 
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3.5 Unresolved Requi rements 

The following aspects of agent system management are yet to be resolved and have 

not been examined in this research. 

3.5.1 Securi ty 

Should a manager have complete access to every agent on a platform (i.e., the ability 

to change agent state, destroy agents, etc.)? In an e-service scenario, customers would 

probably not want a manager of the e-service to be able to inspect all aspects of their 

agent, especially if their agent contains sensitive information like an address, phone 

number, or credit card numbers. 

3.5.2 Advanced M obi l i ty (Agent Scope) 

When an agent leaves a platform, is it out of the management domain? Does the 

manager need to have some record that the agent left the system? Does the manager 

need to “ follow”  the agent to its new location?



 

 

 

4. NETWORK M ANAGEM ENT BACKGROUND 

Network management is a key analogy used during this research. Since the 

fundamentals of network management are very similar to agent management, it is 

important to understand some background of managing networks and the types of 

systems available. 

Network management has been a topic of research for many years. Researchers in 

both academic projects and in industry are continually trying to find the most flexible, 

scalable, and easy-to-use network management system to match growing industry 

requirements. 

The following sections describe some aspects of network management that provide 

background for this research. They describe the basic components of a typical network 

management system, all of which will have corresponding roles in this research. 

4.1 Proxy Agents 

Proxy agents2 are commonly used in network management as monitors for 

resources. These “ agents”  are typically pieces of software distributed around the 

network to act as representatives for the resources that need to be managed. (Managed 

                                                   
2 Network management uses the term “ agent”  to describe a software process that monitors a 
particular resource and provides information to a network manager. To avoid confusion with 
agent-based systems that are the focus of this research, the term “ proxy agent”  will be used 
where possible to describe these agents. 
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resources are devices such as printers, routers, hubs, or machines, but they can also be 

other software applications.) 

Proxy agents hide the often-complex details of the device being monitored and 

expose a standard interface to it. This interface is used by management systems to query 

and change attributes of the device. Proxy agents are generally also capable of 

broadcasting events, called notifications or traps, to any listening management systems. 

For instance, a printer is a commonly managed network resource. A typical 

interface for a printer that a proxy agent might expose would look something like the 

follow ing (written as a pseudo C-style API): 

[ met hods]  
i nt  get Paper Count ( ) ;  / /  r et ur ns paper  r emai ni ng i n pr i nt er  
i nt  get Toner Level ( ) ;  / /  r et ur ns t he amount  of  t oner  l ef t  
i nt  get JobQueueSi ze( ) ;  / /  r et ur ns t he number  of  j obs wai t i ng 
 
voi d pur geJob( i nt  j ob) ;  / /  pur ges a j ob f r om t he queue 
voi d r eset ( ) ;  / /  r eset s t he pr i nt er  t o i t s def aul t  st at e 
 
[ t r aps]  
Out Of Paper Er r or  / /  t hr own when t he pr i nt er  i s out  of  paper  
Out Of Toner Er r or  / /  t hr own when t he pr i nt er  i s out  of  t oner  

 
Using this interface, a management system could manipulate attributes for almost 

any type of printer without knowing the details of the printer itself. It can also receive 

well-defined traps from the proxy agent when errors occur. Intuitively, proxy agent 

interfaces provide the same level of abstraction as any software API; the means of calling 

the functions in the API are somewhat different, however. 
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4.2 Protocols 

Protocols provide the core communication between managers and proxy agents. 

These protocols are simply the language that the management devices use to 

communicate in a precise and meaningful way. SNMP (Simple Network Management 

Protocol) [1] was one of the first of these to be developed and continues to be the 

standard protocol for network management in the industry. SNMP has the following 

important properties that explain its popularity in network management: 

1. Easy to Use: SNMP is, by definition, simple (relative to other network 

management protocols). It is fairly intuitive and does not provide sophisticated 

management support in its base implementation. By combining this with 

flexibility (mentioned below), this makes SNMP an intuitive and scalable 

protocol. 

2. Flexible: SNMP can be easily modified to communicate with new proxy agent 

interfaces and can be used to manage almost any device. 

3. Widely Used: Because SNMP was one of the first protocols developed for 

network management, it tends to be widely accepted and thus readily available 

in many different tools on the market. 

4.3 M anagement Techniques 

With proxy agents and a standard protocol in place, management systems are ready 

to begin analyzing the information available to them. Network management systems 

(sometimes called enterprise management systems) range anywhere from a single 

application to a complete software suite - from shareware to tens of thousands of dollars 
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in software and consulting fees. Despite the wide range of choices, however, there are 

two basic ideas that pervade all of these systems. 

4.3.1 Central ized M anagement 

Centralized network management has long been the standard technique for 

managing large, distributed network systems consisting of a variety of components. As 

discussed above, proxy agents are responsible for providing information via a standard 

protocol about the devices on the network. Management systems typically poll proxy 

agents at some regular interval for data and then analyze and display the data based on 

user preferences. This scheme is centralized because the manager is the center of all 

management information for the network. The manager is responsible for all data 

collection, analysis, and reporting in the system. Sophisticated managers allow 

thresholds to be set based on the data, which can trigger alarms when values go out of 

range. (For instance, an alarm can be triggered when a resource is not responding.) 

Figure 1 gives a general example of a centralized management system. 

4.3.2 Decentral ized M anagement 

Recently, research has been conducted to improve on some of the issues that arise 

with centralized network management [5], [6]. Network bandwidth issues that arise 

with constant polling for values on proxy agents, as well as a lack of support for 

sophisticated data analysis, has led network administrators to look to decentralized 

management schemes, where the proxy agents themselves actually perform some level 

of analysis. 
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This decentralized method has inherent tradeoffs. On one hand, the proxy agents 

have the context necessary to analyze the data they are retrieving from the resource 

more effectively than a generic manager application. However, they lack the context of 

the entire system to make decisions on a global scale. (A management decision made by 

a proxy agent based on an isolated node in the network might let an underlying 

widespread problem continue.) 

Database

Display / Graphs / Reports

Management System

Analysis / Threshold Monitors

Proxy Agent Proxy Agent Proxy Agent

 

Figure 1. Standard central ized network management scheme. Managers poll proxy 
agents at regular intervals to retrieve information. This information is then 1) analyzed 
and displayed to the administrator or 2) used to trigger an alarm based on some 
administrator-defined threshold. 
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The result of these different approaches is that either or both work depending on 

the application. For instance, bandwidth-constrained networks that require some level 

of centralization may benefit from a ªpartially centralizedº  management scheme [7]. 

4.4 M anagement Software 

Various software packages are available that perform common network 

management functionality. Generally, these packages can be divided into the following 

two categories. 

4.4.1 M IB Browsers 

A MIB browser is a simple piece of software that can be used to exercise the 

fundamental operations of proxy agent interface. MIB browsers are used to get/ set 

variables exposed through the interface and poll for various values. Traps can also be 

caught in most MIB browser implementations. 

4.4.2 Enterprise M anagement Systems 

While MIB browsers are simple, easy-to-use diagnostic tools, they are too small for 

network management tasks. Enterprise management systems provide a standard 

solution for more sophisticated management needs. These systems normally provide the 

follow ing: 

·  Polling support to gather temporal data from proxy agents. 

·  User-defined thresholds that can trigger events based on trends in the data. 
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·  Hierarchical maps of the management domain as well as connections between 

components, allowing managers to visualize devices relative to their physical or 

logical locations. 

·  Full customization of event handling and visual display through an API.



 

 

 

5. COM PARING AGENT PLATFORM S TO 

NETWORKS 

The above description of network management used the context of a system of 

hardware connections, but thinking of a ªnetworkº  in the abstract sense as just a 

connection of nodes does not break the management paradigms described above. This 

abstraction of managing networks is the fundamental motivation behind this research. 

Because agent systems are distributed, they inherently have some similarities to 

traditional computer networks. If we consider agents to be nodes in a network, some of 

the problems common to network management become very similar as well. For 

instance, an agent overloaded with messages is analogous to a server overloaded with 

requests by clients. Agents can get caught in infinite loops or even crash due to defective 

software, causing them to hang a piece of the system or leave other agents indefinitely 

waiting for a response. This is analogous to a particular node in a network going down 

due to a power failure, server crash, etc. Other problems, such as the load of agents on 

the platform itself (which eventually translates to a machine or set of machines), apply 

directly to network management problems. 

Obviously, the analogy can only go so far. Concepts like agent mobility do not 

correlate well to computer networks, where the network configuration itself is not 

changing dynamically.  However, enough basic similarities exist to argue that applying 

a network management solution to this problem is certainly reasonable. 
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Since SNMP is a standard protocol for network management, sophisticated 

enterprise management products like Hewlett Packard's Openview [8] software provide 

off-the-shelf, customizable, SNMP-compliant solutions. At a minimum, these products 

provide the ability to browse through the interface of a proxy agent and manipulate the 

values associated with it, as well as visualize temporal views of the data. More complex 

systems provide the ability to set thresholds on values which trigger events when 

crossed. These events can be received by customizable plugins that provide custom 

behavior. 

While many of these SNMP products are targeted for computer networks, they 

must remain flexible, given the nature of SNMP and the variety of network components 

that exist. Most products advertise the ability for customers to write custom proxy 

agents that manage their own resources in the way they choose. They also provide a 

means to customize the management system itself, giving customers complete control 

over how the system looks and reacts to events. 

This flexibility makes SNMP and products like Openview an ideal fit for agent 

management. Most of the underlying ideas of managing resources are the same for 

network management as they are for agent platforms, and these similarities can be 

exploited for managing agent systems.



 

 

 

6. SNM P BACKGROUND 

Before delving into the details of the design of the agent management system 

developed in this research, it is important to have some background information about 

SNMP. The following sections provide background information on SNMP that is 

relevant to this research. 

6.1 M anagement Information Bases (M IBs) 

As described earlier, managers communicate with proxy agents through an 

interface that hides the implementation details of the device being managed. This 

interface is called a MIB, or Management Information Base. The SNMP specification 

includes a standard set of MIBs that are designed to fit most network devices, providing 

such information as the elapsed time since the device has been powered on and whether 

or not the device is functioning correctly. Manufacturers normally support these generic 

properties as well as provide custom MIBs with their devices that expose additional 

properties specific to that device. 

A ll MIBs form a tree structure that is organized by types of devices or interfaces. 

This standard MIB tree structure is maintained by two organizations, the International 

Telegraph and Telephone Consultative Committee (CCITT) and the International 
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Electrotechnical Committee (ISO), which are responsible for approving new additions to 

the MIB tree structure to represent management interfaces for devices. 

A MIB is just an ASCII file that defines a set of objects available for manipulation by 

managers on a device. These object definitions are written in ASN.1 notation (Abstract 

Syntax Notation) [9], a simple but somewhat limited language for defining generic data 

types. SNMP only utilizes a subset of the ASN.1 language. 

Each object defined in a MIB is identified by an object identifier, or OID, that locates 

the object within the standard MIB tree. An OID is normally written in dot notation 

beginning with the root of the MIB tree. Each branch of the tree is assigned a unique 

numeric value as well as a name, so both are commonly seen when representing OIDs. 

Figure 2 gives an example of a MIB tree structure and this naming scheme. 

root

iso(1)ccitt(0) joint-iso-ccitt(2)

object(5)

ibr(10)

 

Figure 2. Standard M IB tree structure. The ISO and CCITT organizations each manage 
one branch of the tree, and the third branch is jointly administrated. The OID of the 
object in bold above is written as ª iso.ibr. … .objectº , or ª1.10. … .5º  
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6.1.1 Object Def ini tions 

Each object defined in a MIB contains a mandatory set of properties, enumerated in 

Table 1. Note that more attributes may exist depending on the version of SNMP being 

used. 

Below is an example of a typical MIB object definition in ASN.1 syntax: 

sysCont act  OBJECT- TYPE 
SYNTAX Di spl aySt r i ng ( SI ZE ( 0. . 255) )  
ACCESS r ead- wr i t e 
STATUS mandat or y 
DESCRI PTI ON 

" The t ext ual  i dent i f i cat i on of  t he cont act  per son 
 f or  t hi s managed node,  t oget her  wi t h i nf or mat i on 
 on how t o cont act  t hi s per son. "  

: : = {  syst em 4 }  

MIB object definitions can also contain sequences of nested objects, allowing more 

complex data structures to be created. 

6.1.2 M IB Usage 

Once a MIB file has been defined for a device, it has two distinct uses which are 

illustrated in Figure 3. Most management packages include a MIB compiler, which 

Table 1. M IB object def ini tion properties. 

Name Description 

Name A name that identifies the object among its siblings in the overall MIB tree. 

Type 
The data type of the value represented by the object. The SNMP standard 
supports a number of standard data types, including integer, string, 
counter, etc. 

Access 
The access privileges of the value. Possibilities include read-only, read-
write, write-only, etc. 

Description A user-readable description of the object. 

Parent The parent of the object in the MIB tree structure. 
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converts an ASN.1 syntax MIB file into the internal format used by the management 

system. Thus, a MIB file is normally imported into any number of management systems 

to make it available for use. 

The MIB must also be closely correlated with the proxy agent implementation for 

the device. Since managers use the object identifiers found in the MIB to query and set 

values, these exact object identifiers must be made available by the proxy agent. The 

most effective way to maintain this correlation is to use another form of MIB compiler to 

generate stub functions that can be implemented by the proxy agent developer. This 

Management System

Internal MIB FormatMIB Compiler

MIB Stub Generator

MIB

Stubs / Base Classes

Device-Specific Derived
Classes

Device

 
Figure 3. M IB usage in SNM P. A MIB is normally compiled into both an internal format 
for management software, as well as a set of base classes for proxy agent 
implementations. 
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insures that the object identifiers, types, and access rules found in the MIB will exactly 

match those in the proxy agent. 

A  common means of generating functional stubs for the MIB is to create a set of 

base classes based on the objects in the MIB. These base classes contain get/ set methods 

for each object's data type based on the access privileges in the object definition. Proxy 

agent developers can then derive from these base classes to implement device-specific 

functionality. This method is employed by the JAX architecture [10] used in this 

research, which provides an abstraction of the details of SNMP. 

6.2 Protocol  Speci f i cs 

Using the object definitions found in the MIB, the proxy agent for a device has the 

ability to create instances of these objects. For instance, in the printer example described 

earlier, a MIB might contain an object definition for a media tray. Once the proxy agent 

is online, it might instance one of these objects for each media tray found on the device. 

Managers work with instances of MIB objects. These instances are referenced by the 

OID of the object in the MIB followed by an index number identifying the instance. 

The SNMP protocol supports only a small set of commands (hence keeping the 

protocol ª simpleº  as the name suggests). The following is a representative list of the 

commands found in the protocol: 

·  GET [oid] 

·  GET-NEXT [oid] 

·  SET [oid] [value] 

·  TRAP /  NOTIFY 
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The GET and SET commands are straightforward, allowing simple access to 

variables based on an object identifier. The GET-NEXT command is provided so that 

managers can easily iterate through a sequence of object instances without knowing a 

priori how many instances exist. A  manager can issue a GET command on instance 0 of 

an object and continue issuing GET-NEXT requests until an appropriate error code is 

returned from the proxy agent. A TRAP or NOTIFICATION provides a means for 

agents to send messages back to listening managers. 

6.3 M IB Data Structures 

Tables are the most common form of complex data structure found in a MIB. 

A lthough much more complicated data structures are allowed (implementations of hash 

tables exist), management packages rarely support them. In general, device 

manufacturers tend to define only what common management packages support by 

default, since this makes their device easier to manage in the most software. 

Tables are defined by constructing a table entry object that contains a sequence of 

other objects. Each table entry object corresponds to a row in the table, while each object 

in the table entry's sequence corresponds to a column. By instancing multiple table entry 

objects, a table can be created. Managers can then issue GET-NEXT requests over the 

table entries to gather data for the entire table. Figure 4 illustrates this process. 

Tables are generally used in MIB definitions for a static set of elements that have 

related values. For instance, a routing table would be common in network management 

(and is, in fact, defined in the SNMP standard MIB). 
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From a software perspective, building a hierarchy of tables seems like a useful 

technique for MIBs to support. However, although the structure itself is not precluded in 

SNMP, nesting of tables is not commonly supported by management software. The best 

alternative is an indexing scheme similar to relational database implementations [11]. 

Consider representing the components of an agent platform with nested tables. At 

the highest level might be a table of host machines, where each host machine contains a 

table of agents running on that machine, and each agent contains a list of behaviors that 

are currently running on each agent. 

TableEntry
Instance1

ColumnarObject1 ColumnarObject2 ColumnarObject3

TableEntry
Instance2 ColumnarObject1 ColumnarObject2 ColumnarObject3

TableEntry
Instance3

ColumnarObject1 ColumnarObject2 ColumnarObject3 End

TableGroup
Instance

 

Figure 4. Table structure in SNM P. Tables are created by instancing multiple tableEntry 
objects to create rows of the table. Managers can iterate through the table by starting at 
the first row object and issuing GET-NEXT requests until the last object in the last row is 
reached. Dashed lines indicate the sequence of GET-NEXT requests, and solid lines 
indicate the actual connections between objects. 
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Figure 5 shows the ideal representation for this structure, and Figure 6 shows the 

alternative structure that would be used in an SNMP MIB. 

Due to the lack of management software support for such a structure, however, this 

definition is not reasonable. Tables, in general, are meant to display a static set of 

information where only the values in the table change from time to time. Polling takes 

place on the values within the table, not on the rows of the table itself. Managers are 

typically not equipped to deal with tables that add and remove rows constantly. (Much 

of this is likely historical – in network management, routers do not appear and 

disappear from a network at a high frequency.) 

6.4 Noti f i cations 

Notifications are just another object definition within a MIB, except that they are 

flagged as a notification so that management software is prepared to receive 

asynchronous broadcasts of these objects. Notifications are generally a sequence of 

Host Machine Agents

m1

m2

Agent Behaviors

a1

a2

Agent Behaviors

a3 ...

a4 ...

Behavior Description

b1 ...

b2 ...

b3 ...

Behavior Description

b4 ...

b5 ...

b6 ...

b7 ...  

Figure 5. Nesting of  tables in a M IB structure. Intuitively, this structure makes sense 
for some sets of data, but it is generally not supported in management software that 
interprets SNMP MIBs. 
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objects providing more detailed information about the event. A  specific port on the 

management machine is dedicated to listening for notifications from proxy agents. 

6.5 Trigger Variables 

Often, it is necessary for a manager to signal a proxy agent to perform some action 

that is more complex than just setting a new value for a variable. For example, a printer 

might need to have its queue flushed after some error occurred. For this purpose, this 

research defines trigger variables to be variables that, when set to a specific value, signal 

the proxy agent to perform a given task. These variables are normally either Boolean or 

numeric variables where the values have special meaning. For instance, a printer MIB 

might have a printerFlushQueue variable that defaults to 0, but when set to 1 triggers the 

printer proxy agent to flush the print queue.

Index

0

1

Index Agent

0 a1

1 a2

Behavior Description

b1 ...

b2 ...

b3 ...

Machine

m1

m2

Machine

0

0

2 a3

3 a4

1

1

Agent

0

0

0

b4 ...

b5 ...

1

1

b6 ...

b7 ...

1

1  

Figure 6. A f lat table representation in a M IB structure. 



 

 

 

7. THE AGENTSNM P SYSTEM  

The goal of this research is to provide a formal method of managing agent platforms 

using a network management paradigm. This solution can then be used in currently 

available industry-standard enterprise management products to test its viability. 

With this goal in mind, the AgentSNMP management system is developed in this 

work. With the similarities between networks and agent platforms described above, a 

centralized network management scheme can be applied to manage the agent platform. 

In this case, the managed resource is the agent platform itself (and all of the host 

machines that it encompasses), and proxy agent(s) provide a standardized view of the 

agent platform to management systems. SNMP is used as the management protocol in 

the system. 

A lthough decentralized management has some advantages, centralization is still the 

industry standard, and many sophisticated management systems are available that 

support it. Thus, a centralized scheme has been chosen for this research. 

This research is based on the FIPA agent platform specification [1]. The FIPA 

specification is the most popular in terms of agent platform specifications, and it 

provides a solid agent platform definition that can be easily used to form a management 

solution. The research uses the JADE implementation of this specification as a prototype 

for the management system. 
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The following steps were taken in development of AgentSNMP: 

·  Definition of a standard management interface that meets the basic requirements 

listed earlier for managing FIPA-compliant agent platforms. 

·  Implementation of a proxy agent that exposes this interface and can 

communicate via SNMP. 

·  Integration of the proxy agent with a number of management systems, including 

customization where necessary to take advantage of application-specific 

management capabilities. 

·  Testing the system with generalized, pattern-based agent scenarios. 

The result of this research is an agent-platform independent, extensible agent 

management system that can be used with currently existing, widely used management 

software.



 

 

 

8. ARCHITECTURE OVERVIEW 

This section gives a high-level overview of the AgentSNMP architecture. Each of the 

components' designs will be described at length below. 

The management system can be logically partitioned into three layers: 

·  Agent platform-specific proxy agent layer 

·  AgentX SNMP layer 

·  Management system layer 

Figure 7 shows the high-level architecture for the JADE agent platform 

implementation of the AgentSNMP system. 

8.1 Agent Platform Layer 

Beginning with the lowest layer in Figure 7, the agent platform layer provides the 

core management functionality of the system. The main component is the proxy agent 

framework, which provides the central communication mechanism between the agent 

platform and any listening managers.  
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Enterprise Management
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Figure 7. Archi tecture of AgentSNM P. 
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For the JADE implementation of AgentSNMP, the proxy agent is an actual FIPA-

compliant agent living in the platform, allowing it to have full access to platform events. 

Agents in the JADE platform can register themselves as ª toolsº  and are thus given 

access to more diagnostic information than other agents. Subscribing as a tool agent as 

well as using the introspection ontology allows most important system events to be 

received. 

The proxy agent is responsible for communicating with both the AgentX [12] master 

agent, which hides details of SNMP from the proxy agent, as well as the agent platform 

itself. In JADE, since the proxy agent is registered as a tool, it receives events from the 

AMS when various actions occur within the platform. The proxy agent must maintain 

some amount of state to be able to return information to managers asynchronously from 

these events. This agent will also send traps to the master agent when agents are created, 

destroyed, etc. 

Note that this part of the implementation is extremely platform-specific. The means 

by which a proxy agent obtains information from its resource depend almost completely 

on how the resource makes that information available. For instance, in the JADE 

implementation, tool agents can receive platform-level events, but the concept of a tool 

agent might not even exist in another platform (since it is not a FIPA concept). A  key 

element to this design is the layering structure that allows for completely different 

internal implementations to exist provided that they expose the interface defined by the 

MIB. 
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8.2 AgentX M aster Agent Layer 

The AgentX [12] layer of the architecture is very thin and requires little effort. It is 

meant to hide the SNMP details from the proxy agent implementation and is essentially 

an off-the-shelf solution. The AgentX specification is well specified and used throughout 

the industry as an technique for writing custom SNMP-based proxy agents. 

Obviously, this layer could be avoided by pushing the SNMP implementation into 

the proxy agent itself. However, this unnecessarily complicates the proxy agent and 

leaves the proxy agent implementation prone to errors. The AgentX design hides a large 

of amount of SNMP details that are not wise to reimplement when a proven 

implementation exists. 

8.3 M anagement Layer 

The top layer in the system is the management system. In the simple case, the 

management system will be a standard MIB browser that can be used to manipulate 

variables exposed through the proxy agent. 

As discussed earlier, an enterprise management system provides more sophisticated 

management support as well as customization capabilities. The management system 

connects to the AgentX master agent and polls for values over time, checking user-

defined thresholds. A plugin component will be written for the management system that 

allows more effective visualization of the agent platform when these thresholds occur.



 

 

 

9. FIPA M IB DESIGN 

The first step in designing an SNMP management solution for agent platforms is to 

design a MIB that facilitates all of the management requirements described earlier. This 

section discusses the design and structure of the FIPA MIB in detail. 

9.1 Design Considerations 

The FIPA MIB acts as an interface for managers to the agent platform and thus 

controls all access to information and functionality within the platform itself. A lthough 

it is not reasonable to provide all possible information about the platform such that 

every management need is satisfied, the interface serves as a baseline for the most 

common management information. Specific implementations can add more platform or 

agent -specific information as needed. 

In addition to the set of management requirements discussed earlier, a few main 

goals were kept in mind when designing the MIB for an agent platform: 

·  The MIB must allow easy and efficient access to core agent platform information, 

meeting the requirements listed above for managing an agent platform. 

·  The MIB must allow managers to track changes in the platform. 
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·  The MIB must follow traditional MIB structures so that current network 

management software can interpret and analyze it without major changes [13], 

[14], [15]. 

The second bullet in this list presents the biggest challenge in designing the MIB for 

FIPA agent platforms. Traditional network management is not a very dynamic problem 

in terms of the structure of the nodes to be managed. Network components may change 

over time, but generally not at a high frequency. Typically, a network management 

package runs a ªdiscoveryº  phase on initialization that queries the network extensively 

to search for new nodes. (This search can take many hours for a large network.) Once a 

logical map of the network is constructed, proxy agents make the values for each node 

available that can be polled/ changed. If new nodes are added to the network, this 

ªdiscoveryº  step must be run again to pick up the change, which can be another long 

delay depending on the package used. Nodes can also be added manually for quick 

access without running the discovery phase again, but the user must know the specific 

address or location of the node. Normally, a large discovery update would be run at 

night to pick up large topological changes in the network. 

On agent platforms, however, the situation is quite different. Agents can be created, 

destroyed, and migrated at rapid rates. This implies that a traditional discovery 

technique is not a suitable approach. 

9.2 M IB Speci f i cation 

Given these constraints, the FIPA MIB consists of the following general structure: 
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·  A small set of singleton objects giving general, global information about the 

platform. 

·  A  set of tables providing information about elements in the platform. 

·  A  set of notifications used to inform managers about changes to the tables 

asynchronously. 

This MIB design uses notifications to inform managers asynchronously of 

topological changes in the agent platform (i.e., agent creation, deletion, etc.) Each 

notification contains a small set of core information about the change. Managers that are 

interested in a particular change can use the corresponding table that relates to the 

notification to retrieve more extensive information about any change that occurred. 

Theoretically, notifications are not necessary for the management goals to be met. 

Managers could poll the contents of each table and keep track of changes, but this strays 

from the traditional network management approach greatly. It would also generate a 

large amount of needless network traffic involved in retrieving the entire contents of 

each table at an intermittent rate. 

Table 2 shows the high-level format of the FIPA MIB. Each of the individual MIB 

objects is described in detail in the Appendix. 

9.3 Levels of  Analysis 

In addition to the basic set of information about each agent, each row of the agent 

table described above introduces the concept of analysis levels for an agent. These 

variables allow a manager to set the management granularity of individual components 

of an agent. For instance, if a manager is not interested in the behaviors running on a 
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particular agent, it can set the behaviorAnalysisLevel to 0, indicating that no extra time will 

be spent keeping track of behaviors running on that agent. Reducing analysis levels 

reduces the number of notifications sent by the proxy agent and hence the amount of 

memory and processing time needed by the proxy agent to keep track of information. 

One of the most common reasons for reducing the analysis level on an agent is to 

reduce the number of notifications that a manager will receive. There are numerous 

reasons for doing so, including the following: 

·  The management software is not capable of supporting user feedback for the 

notifications. For instance, consider a simple MIB browser application that allows 

basic get/ set operations on MIB values. It would not make sense to notify this 

application every time a message is sent from one agent to another. 

Table 2. FIPA M IB high-level description. 

M IB Group Description 

PlatformGroup A set of global information about the platform, such as agent count, host 
count, etc. 

AgentTable A table of agents running on the platform. Each row in the table represents 
an agent and the attributes available for getting/ setting values associated 
with that agent. 

BehaviorTable A table of behaviors currently running on the platform. Each row in the table 
represents a behavior running on an agent in the agent table. 

MessageTable A table of recent messages transmitted on the platform. Each row contains 
information such as the sender, recipient, content size, etc. 

ChannelTable A table of channels currently active on the platform. Channels are an 
abstraction of individual messages that aid in communication pattern 
analysis. Each row in the table contains information such as the number of 
messages transmitted through the channel in each direction, the rate of 
messages being transmitted, and the most common performative used in 
each direction. 

CreatorGroup A set of objects used to create new elements on the platform, such as new 
agents. 

Notifications The set of notifications that can be sent from the proxy agent to listening 
managers. This includes such events as agentCreate, agentDelete, etc. 
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·  The number of notifications would overwhelm the network itself. For a 

particularly busy agent, notifications of behavior state changes and messages 

might consume not only the management software but potentially the proxy 

agent and the agent platform itself. (This point is discussed in more detail in 

section 13). 

In general, the analysis levels on an agent should be set to the minimum level 

possible. Reducing the analysis levels on an agent can significantly improve the 

performance of both the management system and the agent platform. 

9.4 Channels 

One of the requirements in managing an agent platform discussed previously was 

the ability to analyze patterns of agent communication. Even though individual message 

tracking provides a low-level means of meeting this requirement, a higher-level method 

seems appropriate. 

9.4.1 Def ini tion 

A channel is defined in this research as an abstraction over the set of messages sent 

between two agents. A channel exists between every pair of agents that is 

communicating and contains information such as the number of messages sent from one 

agent to the other and the rate at which those messages were sent. Thus, channels 

provide a higher-level means of tracking communication between agents. 

Conceptually, think of a channel as a pipe through which agents can communicate. 

One agent sits at each end of the pipe, and messages pass through the pipe in both 
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directions. The channel keeps track of what messages are passing through the pipe, 

which direction they are going, and how often then are being sent. Figure 8 illustrates 

this idea. 

The FIPA MIB contains a table of channels currently active within the platform. A 

new channel is created between two agents as soon as a message is sent between them in 

either direction. If either agent is destroyed, the channel is destroyed as well. 

9.4.2 Channel  Example 

By analyzing channels instead of individual messages, a manager can more easily 

observe the patterns underlying the individual messages being sent in the platform. 

For instance, consider a communication pattern in which a message originates from 

a host agent (agent 0) and is passed from one agent to another until the host receives the 

message back. Once this happens, the host sends a new message following the same 

pattern. Analyzing the low-level message traffic after two iterations of this pattern, the 

message table would appear as shown in Table 3. 

It is not immediately obvious what is happening from this table. After closer 

inspection, the pattern becomes clear. However, it is easy to see how a more complex 

pattern would make this method of communication analysis difficult to use. Consider 

the same information presented in a channel table as in Table 4. 

Agent0 Agent1Channel
Message Message

 

Figure 8. Conceptual  view of a channel  between two agents. 
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Table 3. M essage table entries for message routing scenario. 

Index Sender Recipient Performative Content 

0 0 1 request ¼  

1 1 0 agree ¼  

2 1 2 request ¼  

3 2 1 agree ¼  

4 2 3 request ¼  

5 3 2 agree ¼  

6 3 0 request ¼  

7 0 3 agree ¼  

8 0 1 request ¼  

9 1 0 agree ¼  

10 1 2 request ¼  

11 2 1 agree ¼  

12 2 3 request ¼  

13 3 2 agree ¼  

14 3 0 request ¼  

15 0 3 agree ¼  

Table 4. Channel  table entries for message routing scenario. 

Index Agent1 Agent2 Perform12 Perform21 Count12 Count21 

0 0 1 request agree 2 2 

1 1 2 request agree 2 2 

2 2 3 request agree 2 2 

3 3 0 request agree 2 2 
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This shows the communication pattern more clearly. Notice that agent 0 (the host 

agent) has two channels defined: one between itself and agent 1 and another between 

itself and agent 3. The other agents each have a channel defined with the agent logically 

next to them in the platform. 

Ideally, a manager would present this information visually as in Figure 9. 

Here, channels are represented by lines between agents, and the most common 

performatives used in each direction through the channel are shown. The number of 

messages is also shown next to the performative. (The performative closest to an agent 

implies that the performative was used in messages originating from that agent.) 

Obviously, channels are only meaningful in some situations where there is a clear 

pattern. In fact, they can be deceiving if relied upon too heavily. A user should make use 

1
request(2)

agree(2)

agree(2)

request(2
)

0 2

3

agree(2)

request(2)

request(
2)

agree(2)

 

Figure 9. Graphical  representation of  channels between agents. Performatives are 
shown next to the agent that originated messages with that performative most. 
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of both channels and lower-level message tracking to fully analyze communication 

between agents. 

9.5 Use of  Noti f i cations 

The FIPA MIB relies heavily on notifications to inform managers of changes to table 

content. The intent of the majority of these notifications is to encapsulate the minimum 

context for a listening manager to respond appropriately. In many cases, this may mean 

a manager must query a table in the MIB for additional information after receiving a 

notification. (For instance, if a manager receives a behaviorAdd notification, it may need 

to query the table of behaviors to find more information about the particular behavior 

that was added, since not all information about the behavior is included in the 

notification.) This reduces the size of the notifications and allows managers full 

flexibility in retrieving only the information they require for each type of notification. 

9.6 Creation Groups 

To facilitate basic object creation on an agent platform, a number of creator objects 

are defined in the MIB. These function as extensions to the basic trigger variable 

functionality described earlier. In the case of agent creation, for example, one variable 

cannot provide all of the information necessary to create a new agent of a given class. 

Thus, the MIB assumes that the necessary dependent variables are set before the trigger 

variable is set. In the case of agent creation, the display name, class name, and host index 

must all be set before the trigger variable is set. 
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9.7 FIPA Speci f i cation Adherence 

Although the FIPA specification is clear about the ways in which agents 

communicate and their state, it is purposely vague about the environment on which the 

agents run. It does not specify if an agent platform should be one machine or many, how 

to design concurrent activity among agents, etc. These issues are left to the designer of 

the implementation. 

However, from a management perspective, many of these implementation details 

need to be exposed. Since the MIB definition above is meant to be compliant with any 

FIPA implementation, these ªdetailsº  are presented in the most generic means possible. 

It is up to the proxy agent designer to correctly map these generic attributes of agent 

platforms to the implementation being used. 

For instance, a host table exists in the MIB to present managers with a view of how 

many host machines are being used on the platform. This is necessary to ensure that one 

machine's resources do not become overloaded. 

Mapping this host table interface to the specific implementation of an agent 

platform may not be direct. For example, the JADE implementation uses the concept of a 

container, which normally maps to a host machine but does not have to. Multiple 

containers may exist on one host machine, meaning that the proxy agent for JADE will 

need to take this into account when entering values into the host table. Other 

implementations might only use one machine, in which case the host table would only 

have one entry. 

Overall, these generic additions should be straightforward to implement in proxy 

agents, but care should be taken to map them properly to specific implementations.



 

 

 

10. PROXY AGENT DESIGN 

As mentioned earlier, the proxy agent is responsible for implementing a set of 

interfaces defined in the MIB and accepting requests from management software. This 

chapter describes the design and implementation of the proxy agent for the JADE agent 

platform implementation, the prototype agent platform for AgentSNMP. 

JADE provides a number of mechanisms for retrieving platform events, but almost 

all of them require that the recipient of those events be an agent living in the platform. 

Thus, the proxy agent is in this case a mobile agent running on the platform itself (as 

opposed to an external process that is watching activity on the platform). This design 

choice may not be necessary on other FIPA-compliant agent platforms. 

10.1 Implementation Overview 

The implementation of the proxy agent for the JADE platform is fairly 

straightforward. Upon initialization, the following actions occur: 

·  The proxy agent registers itself with the AMS as a ª tool,º  allowing it to receive 

information about platform-specific events. It also registers several management 

ontologies so that it can request platform changes and communicate with the 

AMS correctly. 
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·  The proxy agent connects to an AgentX master proxy agent and registers the MIB 

objects defined in the FIPA MIB with the master agent. Initially, most of the 

tables found in the FIPA MIB will be empty, assuming the proxy agent was 

started when the platform was initialized. 

Following initialization, the proxy agent waits for either SNMP requests coming 

from the master agent or platform events from the AMS. Responding to these two types 

of events makes up the core functionality of the proxy agent. 

Figure 10 shows the class structure of the proxy agent implementation. The 

SnmpAgent and FipaSnmpPeer classes are the central components of this structure. 

Additional classes are summarized in Table 5. 

10.1.1 SnmpAgent 

The SnmpAgent class is an actual FIPA-compliant agent living on the platform that 

is being managed. Creating an SnmpAgent enables SNMP management capabilities on 

the platform where the agent is created. 

The main responsibility of the SnmpAgent class is to handle communication with 

the AMS. This communication includes both accepting platform event messages as well 

as sending requests. For instance, when platform events occur such as agent creation, 

deletion, or migration, the SnmpAgent is notified since it is registered as a tool agent 

with the AMS. 
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Table 5. Description of class functional i ty in AgentSNM P. 

Class Description 

SnmpAgent A  FIPA-compliant agent living on the platform that is being 
managed. Listens for platform-level events and sends requests to the 
AMS. 

SnmpPeer Hides JAX-specific functionality and encapsulates starting a session 
with SNMP. A lso sends notifications to listening managers. 

FipaSnmpPeer Maintains the FIPA-specific set of MIB objects for the proxy agent. 
Translates platform events to MIB data changes, normally involving 
table modifications and/ or notifications.  

SnmpAgentDebugger Handles enabling/ disabling ªdebuggingº  on a per-agent basis, 
which JADE requires for receiving low-level platform events such as 
message send/ receive. 

SnmpAgent «interface»
IntrospectionHandler

FipaSnmpPeer

SnmpPeer

«subsystem»
Jax Framework

SnmpAgentDebugger

1 *

MIB Objects

ToolAgent

Agent

 

Figure 10. Class diagram of  the JADE proxy agent f ramework. 
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10.1.2 FipaSnmpPeer 

The FipaSnmpPeer class is responsible for maintaining the FIPA-specific set of MIB 

objects for the proxy agent. On initialization, it instantiates JADE-specific 

implementations of the generated MIB base classes and registers them through the 

SnmpPeer base class. 

The FipaSnmpPeer class plays a translation role in the proxy agent framework. It 

receives notifications of all platform events from the SnmpAgent through the 

IntrospectionHandler interface. It is responsible for translating these events into their 

appropriate SNMP responses, usually meaning a modification to a MIB table and/ or 

sending a notification to listening managers. 

10.2 Interaction w ith JAX Framework  

Since this research is not meant to be an exercise in implementing SNMP from 

scratch, the AgentX architecture [12] is used to provide SNMP support. AgentX acts as a 

server for SNMP requests from managers. Subagents can register with a master agent (or 

the AgentX server) and communicate through a standard API, thus relieving the 

developer from knowing the details of SNMP. AgentX is used commonly for software-

oriented proxy agent development, where SNMP details can be separated from the 

actual proxy agent implementation. 

The JAX [10] implementation of the AgentX architecture is best suited for this 

research, given its ability to compile MIB definitions directly into native Java code, 

which fits nicely with the JADE framework. 
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Using the JAX framework, the FIPA MIB described above is compiled into a set of 

base classes that represent the objects found in the MIB. These classes are registered via 

the SnmpPeer class so that managers will be able to query/ set values in them. 

The JAX framework handles SNMP requests by translating the low-level SNMP 

protocol requests into higher-level function calls on these MIB objects. As an example, 

consider the MessageGroup object in the FIPA MIB. The JAX compiler creates a 

MessageGroup class that stores the variables contained in this group, namely, the 

messageTableMaxSize and messageTableStoreContent variables. Now, suppose a SET 

request arrives for the value of the messageTableMaxSize parameter in the MessageGroup 

object. The default implementation that JAX generates through the compiler is to simply 

store the new value for the variable. However, by deriving a MessageGroupImpl class 

from the generated base class, the proxy agent implementation can perform necessary 

actions on the message table based on the new maximum size. This functionality is 

illustrated in Figure 11. 

Most of the JAX-generated classes have a corresponding derived class (ending in an 

ª Implº  suffix). The only exceptions are the notification objects, which do not need to be 

modified since they are outgoing messages. Table 6 summarizes the functionality in each 

of the derived classes. 

10.3 Object Interactions 

As an example of how the proxy agent classes interact, consider as an example a 

new agent being created on the platform. Because the SnmpAgent is registered as a tool, 

the AMS notifies the SnmpAgent with a message indicating the creation of a new agent. 
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Figure 11. Example of an SNM P request originating f rom a manager. The JAX 
framework translates the SET request to a function call to the appropriate MIB object. 

Table 6. Compi ler-generated M IB base classes and corresponding derived classes. 

Base Class Derived Class Description 

AgentCreator AgentCreatorImpl Creates a new agent upon receiving a set request on 
trigger variable. 

AgentEntry AgentEntryImpl Migrates agent on receiving set request for host index. 
Kills agent on receiving set request for agentA live 
variable. 
Sets agent state on receiving set request for state 
variable. 
Handles changes to load analysis level modifications. 

BehaviorEntry BehaviorEntryImpl Derived to set read-only variables within the class. 

ChannelEntry ChannelEntryImpl Derived to keep track of message counts/ rates 
through the channel. 

ChannelTable ChannelTableImpl Derived to provide methods for finding existing 
channels between two agents. 

HostEntry HostEntryImpl Kills host on receiving a set request on hostA live 
variable. 

Handles requests for available host memory. 

MessageEntry MessageEntryImpl Derived to set read-only attributes of object. 

MessageGroup MessageGroupImpl Derived to handle changes to maximum message table 
size. 



 

 

50

The SnmpAgent then distributes the message to the FipaSnmpPeer for translation to 

SNMP. 

Upon receiving notification of the new agent, the FipaSnmpPeer class creates a new 

AgentEntryImpl object that represents the agent in the MIB. (Remember that this new 

object will also handle any incoming SNMP requests for that agent.) The FipaSnmpPeer 

object then sends an AgentCreate notification to listening managers. Figure 12 illustrates 

this behavior. 

10.4 Thread Communication and Control  

The SnmpAgent contains two concurrent threads accessing data in the agent and its 

component classes. One thread is part of the JAX framework and waits for SNMP 

requests to come through a specific network port from the master agent. The other is the 

agent scheduling thread that runs the agent behaviors in round-robin fashion on the 

JADE platform. 

Generally, the types of SNMP requests that arrive on the JAX thread can be broken 

up into two categories: 

·  Read-only requests that require no action from the SnmpAgent itself. Data are 

read directly from a table or variable and returned. 

·  Requests that trigger some sort of request that the SnmpAgent must respond to. 

This second type of request causes some issues in managing communication 

between the two threads. The SNMP request coming from the JAX thread needs to wait 

before returning for the appropriate action to occur, so that it can return an error code if 

something unexpected happens. The JADE scheduling framework breaks down if 
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additional agent actions are performed on separate threads from the main agent 

scheduler thread, since no protection is given for race conditions. 

The solution to this problem is a combination of monitors [13] and asynchronous 

calls. The SnmpAgent implements two interfaces used to perform the actions required 

from SNMP requests: PlatformControl and AsyncPlatformControl. Each of these 

interfaces provides a parallel set of methods for platform-level activities, such as agent 

creation or deletion. Methods on the AsyncPlatformControl interface are always called 

from the agent scheduler thread and perform actions asynchronously, as the name 

suggests. For the majority of these methods, a message is sent to the AMS to trigger 

some sort of behavior. These methods all return before the result of the request is 

known. 

onAgentCreate()

AMS

SnmpAgent

FipaSnmpPeer

A
gent C

reate (A
C

L)

Introspection
Handler Add agent row

AgentTable

Notification sent through
master agent to listening

managers

SnmpAgentDebugger

Introspection
Handler

 

Figure 12. Object interaction when platform events occur. The AMS sends a message in ACL 
format to the SnmpAgent, which in turn calls the FipaSnmpPeer object through the 
IntrospectionHandler interface. MIB table modifications are made and a notification is sent to 
listening managers. The SnmpAgent also informs the SnmpAgentDebugger object through the 
IntrospectionHandler interface, which may enable debugging on the agent. 
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Methods on the SnmpAgent's PlatformControl interface are synchronous, meaning 

they block until a result for the request is known. These methods are used by threads 

other than the main agent scheduler thread (in this case, the JAX thread). 

Thread communication takes place using the ResultMonitor class. Each of the 

asynchronous methods on AsyncPlatformControl accepts a ResultMonitor object, which 

is notified using the Java monitor programming model when a result is known. If any 

threads are waiting on the ResultMonitor instance, they will be released when the notify 

occurs. The ResultMonitor object contains a Boolean value that informs the caller if the 

request was successful. 

Having these interfaces in place, SNMP requests take place as shown in Figure 13. 

When an SNMP request arrives, the corresponding ª Implº  object is called (having been 

overridden from the auto-generated JAX class). This object in turn makes a synchronous 

call through the PlatformControl interface to the SnmpAgent. 

The SnmpAgent has a special AMSActionBehavior running that watches a queue of 

requests originating from the PlatformControl methods. The method called above uses 

this behavior to transfer the request to the agent scheduler thread. It creates a new 

ResultMonitor object and a new request object and places them together on the 

AMSActionBehavior queue. It then blocks on the ResultMonitor instance. 

As soon as the AMSActionBehavior (running on the agent scheduler thread) sees 

the request, it decodes it and makes an asynchronous call via the AsyncPlatformControl 

interface, sending the ResultMonitor that the JAX thread is blocked on into the method 

as a parameter. Since these asynchronous methods notify the monitor when they 

complete, the JAX thread will be notified as soon as the request completes, and a proper 

error code can be sent back through JAX. 
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Note that the JAX thread only waits on the ResultMonitor for a maximum length of 

time before giving up. This prevents the JAX thread from waiting indefinitely for a 

response when some unexpected failure occurs on the platform. 

10.5 Load Analysis 

The FIPA MIB supports a level of load analysis on an agent that allows the agent to 

be pinged at a set interval in an attempt to determine the agent's responsiveness. If an 

SnmpAgent

Jax Framework

PlatformControl

AsyncPlatform
Control

"Impl" Class

AMS
Action

Behavior

RequestQueue ResultMonitor

Request object is
added to queue.

Jax thread blocks
on monitor.

Jax thread resumes
after monitor is

notified.

SNMP Request from
master agent

Response to
master agent

 

Figure 13. Thread control /communication between threads in JADE proxy agent. The 
dashed line shows the JAX thread's control flow when an SNMP request is made. The 
dotted line shows the agent scheduler thread's action. 
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agent is particularly busy, it will most likely take longer to respond to a message than if 

it were idle. 

The ideal solution to implementing this functionality would be to add a new 

behavior to the SnmpAgent when pinging was requested. This new behavior would 

send messages to the target agent at intermittent rates and record the response time. 

A lthough the basic idea here is sound, one issue arises. If the target agent is not 

located on the same host machine as the SnmpAgent, the response time may be 

adversely affected by the delay of sending and receiving messages across machine 

boundaries, which is unrelated to the actual load on the target agent. 

The solution is to spawn a remote SNMP agent on the machine where the target 

agent is located. (If the target agent is located on the same machine as the SnmpAgent, a 

remote agent is created on this machine as well for consistency.) This remote SNMP 

agent adds a new behavior for each target agent to be pinged. Note that at most one 

remote SNMP agent exists per host machine. If multiple target agents are living on the 

same host machine, the single remote SNMP agent handles pinging for each of them. 

The ping operation occurs by sending four identical messages to the target agent 

and averaging the response time among them. At a regular interval between these sets 

of four messages, the remote SNMP agent sends an updated response time value back to 

the SnmpAgent so that the appropriate MIB variable can be updated. Figure 14 

illustrates this interaction. 
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Note that pinging with messages in this manner only works correctly if the target 

agent has been developed to respond to all types of messages, even those that it does not 

understand. (This is necessary because the ping messages will not be tailored to the 

individual type of agent being pinged.) The type of response is not important (i.e., not 

understood, refuse, etc., are all acceptable responses); however, the target agent must 

make some type of response or the send operation will result in a timeout. 

Recently, some implementations, including JADE, are encouraging developers to 

consider any message with the string ªpingº  in the content field to be a ping message 

and to respond to it appropriately. It would not be surprising to see this functionality as 

a default behavior in forthcoming agent implementations. 

A PingResponseBehavior class is included in AgentSNMP that automatically 

responds to ping messages sent from the proxy agent. Agent developers can use this 

behavior to easily add load-balancing capability to agents.

Remote HostLocal Host

Snmp
Agent

Remote
Snmp
Agent

Target
Agent

Average ping
response time

ping request

ping response

 

Figure 14. Communication between remote and local  SNM P agents in ping operation. 
The remote agent pings the target at a regular interval and reports back the average time 
to the local agent. 



 

 

 

11. ENTERPRISE M ANAGEM ENT INTEGRATION 

One of the most compelling reasons for choosing SNMP in this research is the 

existing support for SNMP in powerful enterprise management software packages. 

Typically, these packages provide not only support for querying and polling on SNMP 

values but also methods of visualizing the management domain and many levels of 

customization. These management tools are careful not to label their software as useful 

for strictly managing ªnetworks,º  since the levels of customization available allow the 

software to manage any distributed environment quite well. 

Below is a list of some of the more common enterprise management systems that 

support SNMP. There are countless other small software packages, but those listed 

below tend to be used by large corporations and are the most popular: 

·  HP Openview 

·  IBM Tivoli [25] 

·  Sun Microsystems Solstice [26] 

This section shows the integration process of AgentSNMP with both simple MIB 

browsers and a complex network management system. In this research, HP Openview 

will be used as a proof of concept, but the integration processes are similar regardless of 

the management package chosen. 
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11.1 M IB Browser Integration 

As described earlier, MIB browsers provide a simple means of manipulating values 

on proxy agents. Even the most complex management software typically includes a MIB 

browser for use with simple management tasks. 

Integrating this management system with a standard SNMP MIB browser is very 

straightforward. Once the FIPA MIB is imported into the browser, values can be queried 

and changed freely. 

Figure 15 and Figure 16 show the agentTable in the FIPA MIB in two different MIB 

browsers. The first browser is from MG-SOFT [27] and natively supports SNMP table 

structures. The second is an embedded MIB browser that is part of the Openview 

management system. Openview has the capability to display tables as well, but they 

must be constructed manually from individual objects in the MIB and are not supported 

directly in the browser. 

11.2 HP Openview 

Even though MIB browsers provide a simple means of manipulating individual 

object values, they are not an effective means of managing a distributed environment. 

For this purpose, an enterprise management system is needed. 

HP Openview is one of the most popular enterprise management software packages 

used in industry. It combines a powerful set of monitoring tools with an extremely 

flexible framework, allowing individual users to customize not only the set of objects to 

monitor but also the visual display of those objects. 
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Figure 15. Screen capture f rom the M G-SOFT M IB browser appl ication. Note that the 
software natively interprets MIB table structures and displays them appropriately. 
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Figure 16. Screen capture f rom HP Openview M IB browser. Note that Openview 
does not directly support MIB tables in the browser and displays table entries as a list. 
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11.2.1 M aps and Objects 

Openview uses the concept of a map of objects to represent the distributed 

environment being managed. A map consists of any number of objects, each of which 

may have a submap of more objects. Each object has attributes that define a set of 

management properties for that object, such as whether or not the object supports SNMP 

or what type of device the object is. Objects can be completely customized by the end-

user, so in the case of agent management, agents can be objects themselves. Connections 

can also be made between objects to show either logical or physical connections of the 

actual managed nodes. Figure 17 is a screen capture from typical network map in 

Openview. 

11.2.2 M oni toring Objects 

Once a map has been defined, a set of monitoring/ graphing tools can be used to 

manage the objects on the map. These monitoring tools allow the user to set polling 

intervals and thresholds on properties of the object, as well as the action to take when a 

particular threshold is exceeded. 

For instance, for any object on the map that supports SNMP, a MIB object can be 

selected from the MIB for that device, and polling can be enabled for that object. 

Thresholds can be set on the maximum or minimum value allowed, as well as the 

recovery value that is used to determine when polling is enabled once a threshold has 

been exceeded. 
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Figure 17. Screen capture of typical  network map in Openview. 
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11.2.3 Plugin Archi tecture 

Openview has two APIs that plugin modules can make use of that are related to this 

research. The OVw API is mostly a graphical interface that allows a plugin access to the 

graphical display of the map and events pertaining to objects on the map. For instance, 

plugins can be notified when a user drags an object from one submap to another. They 

also have the ability to change the contents of a map, such as adding/ removing objects. 

The OVsnmp API gives plugins access to the Openview event subsystem and 

SNMP in general. Openview uses the concept of events to broadcast messages to all 

listening components of the system. Events generally originate from Openview and are 

related to the polling/ threshold checking enabled on a node. For instance, an event 

might be generated indicating that a particular node is not responding. In addition, 

when SNMP notifications are received from proxy agents, they are wrapped in 

Openview events and rebroadcast to listening components of the Openview system. 

Figure 18 shows how plugins integrate with the Openview event subsystem. 

This API also provides a clean interface to SNMP that can be used to bypass the 

event subsystem and send SNMP requests directly to nodes on the network. 

11.3 Agent M anagement Plugin 

No work is necessary to use Openview to directly access the FIPA MIB defined 

above and get/ set variables. Since the proxy agent and the FIPA MIB follow the SNMP 

standards, this technique works automatically in any software that supports SNMP. 

However, to take advantage of some of the additional features of Openview, a plugin is 

required. 
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Figure 18. Openview event subsystem. When thresholds are exceeded, events are 
generated which are sent to registered plugins as well as through a central event 
database. SNMP notifications or traps sent from outside Openview are wrapped in 
Openview events and sent through the same path. Plugins can be protected from 
receiving all events by setting filters through the OVsnmp API. The A larm Browser 
provides a visual display of the events received in the event database. 
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The plugin developed for AgentSNMP performs a number of translation functions 

on behalf of Openview. In particular, it does the following: 

·  Translate Openview GUI events to corresponding FIPA MIB requests. 

·  Translate FIPA MIB notifications to Openview GUI events. 

·  Translate threshold events to Openview GUI events. 

The graphical interface to the plugin is shown in Figure 19. 

11.3.1 SNM P Noti f ications 

In order to receive notifications from SNMP through Openview, the plugin registers 

itself with the OVsnmp API to receive callbacks when traps arrive. Thus, when the JADE 

proxy agent sends a notification, it arrives via the OVsnmp API wrapped in a standard 

 

Figure 19. HP Openview plugin user interface. Users can select between displaying 
messages and channels, as well as provide a timeout value for message connections. A 
listing of the notifications received is shown in the lower half of the interface. 
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Openview event. The plugin then translates these events into a graphical form to show 

the user. Table 7 lists the translations used to convert FIPA notifications to GUI 

responses. 

11.3.1.1 Messages and Artificial Agents 

One problem arises with showing messages between agents in the manner 

described in Table 7. Agents on different machines commonly communicate with each 

other. However, Openview cannot display connections between objects on different 

submaps, as two agents on different machines would be represented. To overcome this, 

the plugin creates an artificial agent object in each of the submaps of their respective 

communication partners. These artificial agents look somewhat different from their 

standard agent counterparts but clearly represent that the two agents are 

communicating. So, if agent A sends a message to agent B, an artificial agent A' will be 

created in the submap where agent B exists, and vice versa. These artificial agents are 

deleted when the message connections are removed. 

11.3.1.2 Channels 

Displaying channels in Openview is an extension to the message display 

functionality. If channels are enabled in the plugin, the messageSend and messageReceive 

notifications are used to trigger updates to channels shown on the map. Upon receipt of 

one of these types of notifications, the plugin traverses the channel table in the MIB and 

updates connections between agents appropriately. Channels are displayed with thicker 
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lines connecting agents, labeled by the count of messages flowing through the channel 

and the most common performative value being sent in each direction. 

11.3.1.3 Object Layout 

Openview uses a routing algorithm to visually orient objects in a map so that 

connections are clearly displayed. This feature is common in network management 

applications, where a complex network topology can make graphical displays difficult. 

This feature is also ideal for displaying messages between agents in Openview, since the 

agent symbols are reorganized on the map as new message connections are made. Thus, 

Table 7. Translations f rom M IB noti f ications to plugin GUI  responses. 

FIPA Noti f ication GUI Response 

HostAdd A new Openview object and submap are created to represent the host. 

HostDelete The corresponding Openview object and submap are deleted. 

AgentCreate A new Openview object and submap are created to represent the agent. 

AgentDelete The corresponding Openview object and submap are deleted. 

AgentArrive Same as AgentCreate. 

AgentDepart Same as AgentDelete. 

AgentMigrate The Openview object representing the agent is moved from its current 
submap to the submap representing the destination host. 

BehaviorAdd A new Openview object is created in the behavior's agent's submap to 
represent the behavior. 

BehaviorDelete The corresponding Openview object is deleted. 

BehaviorChangeState The corresponding Openview object's color is modified to show the 
current state of the behavior. 

MessageSend A dashed connection is placed between the sender agent object and the 
recipient agent object. Depending on the current settings of the plugin, 
this connection may timeout after a few seconds. 

MessageReceive A solid connection is placed between the sender agent object and the 
recipient agent object. Depending on the current settings of the plugin, 
this connection may timeout after a few seconds. 
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communication patterns between agents quickly become apparent. Chapter 12.2 gives 

some applied examples of this routing algorithm at work. 

11.3.2 GUI  Event Noti f ications 

In addition to receiving SNMP notifications, the plugin needs to receive Openview 

GUI events and translate them to FIPA requests. For instance, if the user drags an agent 

object in Openview from one submap to another, the plugin translates this into a request 

to migrate that agent from one machine to another. It also handles failures from these 

requests by denying or undoing the current GUI action. 

This behavior is accomplished similar to the method described in the previous 

section. The plugin registers itself for callbacks – only this time with the OVw API. The 

plugin can then catch GUI events and translate them into their appropriate SNMP 

requests, as shown in Table 8. 

Table 8. Translations f rom GUI actions to plugin M IB responses. 

GUI Action FIPA Request Fai lure Action 

Object Created Depending on the type of the object 
created, a request is made to the agent 
platform to create the corresponding 
platform element. 

User notification, object is not 
created. 

Object Deleted Depending on the type of object, a 
request is made to delete the 
corresponding agent platform element. 
Note that some elements cannot be 
deleted, such as messages and 
behaviors. 

User notification, object is not 
deleted. 

Object Dragged If the object is an agent and it has been 
dragged from one submap to another, a 
request is made to migrate the object 
from its current host to the new host 
representing by the submap. 

User notification, object dragging 
is not permitted and it is placed 
back in its current location. 
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11.3.3 Threshold Events 

One of the more powerful features of Openview is its ability to set up polling 

operations on MIB object instances and check their results against sophisticated 

threshold values. These include upper/ lower limits as well as statistical averages. When 

one of these thresholds has been exceeded, Openview generates an event (chosen by the 

user) into its subsystem that can be intercepted by any registered application. 

To properly respond to these events, the plugin contains a table that maps threshold 

events to GUI responses. Users can, for example, configure the plugin to respond to a 

threshold event by modifying the state of an agent symbol or flashing the symbol on and 

off. Any number of threshold events can be configured in the plugin. 

Figure 20 illustrates the plugin's interaction with both the Openview GUI and 

SNMP. 

11.3.4 Plugin Structure 

The plugin is structured as a set of patterns, each of which represents one object in 

the Openview GUI. As SNMP notifications arrive in the plugin, the appropriate pattern 

is called to handle the notification. (For instance, if an agentCreate notification arrives, the 

Agent pattern handles the notification and creates a new agent object through the OVw 

API.) 
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Figure 20. Plugin interaction wi th Openview. The plugin receives events from the 
Openview GUI, as well as issue GUI commands such as object creation. The plugin also 
receives events from proxy agents via the event subsystem. The OVsnmp API provides a 
mechanism for direct SNMP communication with proxy agents. 
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No state is stored in the plugin; instead, the Openview object database is used for 

object persistence. Thus, when notifications arrive indicating that platform elements 

have been deleted, their corresponding Openview object is found in the database and 

removed. This ª statelessº  aspect of the plugin makes it easier to manage and less prone 

to inconsistencies with the agent platform. 

Objects are found in Openview by two attributes: type and index. Every object 

created in the Openview database has a class associated with it, and those created by the 

plugin are typed according to their corresponding agent platform type. Thus, Openview 

classes exist for agents, hosts, messages, etc. In addition, each object instance in the FIPA 

MIB contains a unique index from the other instances of the same type. This index is 

stored with the Openview object for querying purposes.



 

 

 

12. M ANAGING PATTERNS OF AGENT 

INTERACTION 

12.1 Agent Pattern Development 

To fully exercise the AgentSNMP system, a number of generalized patterns of agent 

communication and interaction were developed for the JADE agent platform. These 

patterns allow the entire system to be used in a more realistic environment. The patterns 

described below are designed to expose common agent interactions that pose challenges 

to a management system (and thus an agent platform administrator). They closely 

follow the requirements of managing an agent system that were described earlier. 

12.1.1 Platform Load Pattern 

This simple pattern encapsulates the idea of the agent count growing continuously 

on a host machine. Managers can poll the load on the host machine and make decisions 

about how to migrate agents to other hosts in order to balance resources appropriately.  

The PlatformLoadAgent class implements this pattern. Upon initialization, the 

agent creates a new PlatformLoadClientAgent at the interval specified. Figure 21 shows 

the graphical interface to the PlatformLoadAgent.  
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The PlatformLoadAgent and each of the PlatformLoadClientAgents are designed to 

respond to ping requests from the SnmpAgent, so they can be used to measure the 

response time in the system. 

A number of options are available on the PlatformLoadAgent that are allow 

variations on each client and the load of the system as a whole. Table 9 summarizes 

these options. 

 

Figure 21. Graphical  interface to PlatformLoadAgent. Once the pattern is enabled, new 
agents are spawned according to the given interval. If cycle is selected, spawned agents 
are created with a behavior that keeps them processing indefinitely. 

Table 9. PlatformLoadAgent options. 

Option Description 

Creation Interval The time in seconds between the creation of new client agents. 

Start Starts the pattern. 

Stop Stops the pattern, destroying all previously created client agents. 

Pause Pauses execution of the pattern. 

Cycle When enabled, a behavior is added to each client agent that continuously 
cycles, performing a simple calculation in each field. This stresses the CPU 
load more intensively that just creating agents with no behaviors 
associated with them. 
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12.1.2 Cl ient/Server Pattern 

The client/ server pattern encapsulates the idea of a number of client agents all 

making requests from the same server. Managers can track the performance of the 

server while varying the number of clients and the interval between client/ server 

communication. 

This pattern is implemented in a similar manner to the PlatformLoadAgent 

desribed in section 12.1.1. The ServerAgent class, upon initialization, registers itself with 

the platform's directory facilitator (DF). It then creates some number of ClientAgent 

instances to communicate with it. Table 10 shows the options available to the user before 

to initialize the ServerAgent. 

Each client searches the DF to find a list of servers that is available. It chooses 

randomly among those that exist and sends a request. This process repeats continuously 

at intervals determined by a random time selection between the time range set on the 

server. 

Table 10. ServerAgent options. 

Option Description 

Number of Agents The number of client agents to create. 

Minimum Time The minimum wait time in seconds for an action to occur. 

Maximum Time The maximum time in seconds for an action to occur. 

Start Starts the pattern. 

Stop Stops the pattern, destroying all previously created client agents. 

Clone Clones a copy of the server. 

Messages When enabled, client agents send requests to the server at a random time 
between the minimum and maximum times specified. 

Migrate When enabled, client agents migrate between available containers at a 
random interval between the minimum and maximum times specified. 
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The server can be cloned any number of times to simulate making additional 

resources available to clients. When a clone occurs, the new server instance registers 

itself with the DF, so clients will be able to send requests to it as well. Managers can use 

this technique to overload a single server with a large number of clients and then clone 

the server to redistribute client communication. 

Note that this implementation is combined with the implementation of the agent 

mobility pattern (described in section 12.1.3). This allows both agent migration and 

client/ server communication to be tested together. Figure 22 shows the user interface to 

the ServerAgent, which implements both of these patterns. 

12.1.3 Agent M obi l i ty Pattern 

The agent mobility pattern simulates a group of agents moving continuously 

between host machines. It can be used to test a management system's ability to monitor 

 

Figure 22. Graphical  interface to cl ient/server and mobi l i ty pattern. The client/ server 
pattern is enabled when the Messages checkbox is selected, and the mobility pattern is 
enabled when the Migrate checkbox is selected. The slider bar value indicates the 
number of client agents to be created. If the Client GUI checkbox is enabled, each client 
agent displays a small graphical interface on the machine where it is currently running. 



 

 

75

agent movement in a platform. 

The pattern's implementation is combined with the client/ server pattern described 

in the section 12.1.2. This allows both agent migration and agent communication to 

occur simultaneously if desired. 

Once the ServerAgent is initialized (assuming migration is enabled), it selects a 

random client and a random host machine. At a random interval between the minimum 

and maximum times set on the server, the server makes requests of these client agents to 

migrate to a different location. 

Each client agent displays a small window on the host machine where it is currently 

located. As clients migrate between machines, these windows will disappear from the 

previous machine and reappear at the same screen location on the new machine. This 

allows their location to be monitored visually. 

Note that when both agent mobility and agent communication are enabled, agents 

will be moving between machines and making requests to the server at random 

intervals. While this may make it difficult to track obvious patterns, it can be used to test 

a management system's ability to keep track of a very dynamic platform scenario. 

12.2 M anagement Scenarios 

The pattern implementations developed above can now be incorporated into the 

entire management system. This will test the management system's ability to keep track 

of agent messaging, migration, and load as the patterns execute. 
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12.2.1 Platform Load Scenario 

Using the PlatformLoadAgent described earlier, the management system can be 

used to detect when a host machine is becoming overloaded. 

Figure 23 illustrates the behavior of the management system. When the pattern is 

first initialized, the graphical interface in Openview displays the agents as they are 

created on the host machine. With the agentMessageAnalysisLevel of the 

PlatformLoadAgent set to basic, messages are translated by the Openview plugin as 

connections between agents. 

In Figure 23, the PlatformLoadAgent instance (called ª loadº  on this platform) is 

incrementally creating new agents on the local machine. Each new agent is named with 

a suffix of the agent's index in the platform (i.e., PlatformLoadAgent0, 

PlatformLoadAgent1, etc.). 

Load analysis is also enabled, which explains the ping messages being sent between 

the PlatformLoadAgent and the RemoteSnmpAgent. Recall that the RemoteSnmpAgent 

sends a message to its target at a set interval and reports back results to the SnmpAgent 

at some multiple of this interval. 

Each of the agents being created by the PlatformLoadAgent contains a cyclic 

behavior that is continuously processing. In the JADE platform implementation, each 

agent has its own thread that cycles through one field of one behavior before yielding 

the processor to another agent thread. The operating system is responsible for 

scheduling all of the agent threads together. The processor is always occupied if there is 

at least one behavior to run. 
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Figure 23. Screen capture of platorm load pattern in Openview. Since load balancing is 
enabled, the remote SNMP agent is pinging the PlatformLoadAgent at a regular interval 
and reporting response rates back to the SnmpAgent. 
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As more agents are created, each agent individually has less time to run its own 

behaviors, since its thread is time-sliced with other agent threads on the CPU. One might 

expect this to affect the overall responsiveness of each agent, meaning how long the 

agent would take to respond to a message request. Figure 24 shows the agent load as 

determined by the ping response time value as more agents are created on the platform. 

This graph was created using Openview's polling and graphing capability. A new data 

collection was initiated on the MIB object instance representing the 

PlatformLoadAgent's ping response time (specifically the agentLoadPing object in the 

agent table). 

Surprisingly, the response time remains relatively unchanged despite the agent 

count growing significantly. This can be credited to the JADE implementation, since it 

uses the operating system to schedule threads for each agent. Obviously, an individual 

agent's processor time decreases as more agents are created, but the fact that the 

response time remains unchanged means that agent populations on a single server can 

be very high without significantly affecting performance. 

12.2.2 Cl ient/Server Scenario 

A lthough the scenario above stressed the processing time of agents' activity, it did 

little to stress an agent's ability to communicate on a busy agent platform. The 

client/ server pattern developed earlier is an excellent pattern to use for this type of test. 

The Openview plugin developed for AgentSNMP uses connections between 

symbols to indicate messages sent between two agents. Openview is quite limited in the 
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style of symbol that can be displayed, so the plugin makes liberal use of the label on the 

connection to show the performatives of messages sent in each direction between agents. 

Figure 25 shows an Openview map when 15 client agents are running in the 

client/ server pattern on a single host machine. Remember that each client sleeps for a 

random interval of time before sending a request to the server agent, at which point the 

server responds. 

There are a few interesting aspects of this scenario to point out. First, notice that 

Openview automatically orients agent objects based on their connections to other 

objects. This auto-routing technique that is required in complex networks is extremely 

 

Figure 24. Graph of PlatformLoadAgent response time. The y-axis is the response time 
in milliseconds. The pattern was started at 21:13:40. At 21:16:00, the agent count on the 
platform was 67. Note that although the agent count is increasing significantly on the 
platform, only a slight change in response time on the PlatformLoadAgent can be 
observed. 
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beneficial in pointing out patterns of communication between agents. It is extremely 

clear on the map that a client/ server scenario exists. 

Notice that load management is enabled on the map as well (indicated by 

communication between the server agent and the remote SNMP agent). In this scenario, 

the server agent is not only competing with other agent threads but is also being 

bombarded with messages from client agents. The server message queue becomes more 

and more full as agents are created to communicate with it. 

 

Figure 25. Screen capture showing cl ient/server pattern in Openview. Note that 
Openview orients agent symbols automatically to easily recognize patterns. 
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The agent ping response time shows the trend clearly (as seen in Figure 26). Before 

the pattern is executed, the server response time is very fast. However, as soon as the 

pattern is executed, the response time slows significantly. As more agents are added to 

the pattern, the time slows further. 

One solution to this problem is to create another server agent. In this example, 

another server is created on the same host machine by cloning the original server. Now, 

client agents randomly choose between the two servers when making requests. Figure 

27 shows this scenario in Openview. 

With client agents able to choose between two server agents, the individual load of 

each server is significantly reduced. Figure 28 and Figure 29 illustrate this effect with 50 

client agents. 

 

Figure 26. Graph of ServerAgent response time as cl ient count increases. a) Before 
22:21:40, the response time is extremely low (~5 ms). b) At 22:21:40, 15 client agents are 
created and send responses to the server, increasing the server response time to over 60 
ms. c) At 22:22:25, 15 more client agents are created, bringing the server response time to 
about 300 ms. 
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Figure 27. Screen capture of cl ient/server pattern in Openview wi th two servers. Client 
agents choose randomly between available servers on the platform. 
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Figure 28. ServerAgent response time wi th 50 cl ient agents. After 
initializing the pattern at 14:34:00, the response time increases, 
eventually peaking at ~1400 ms. 

 

 

Figure 29. ServerAgent response time wi th 50 cl ient agents and 
addi tional  server. With an additional server running, the response 
time of one server is significantly reduced. After initializing the 
pattern at 14:47:00, the response time peaks at ~550 ms. The response 
time then drops to less than 100 ms with the additional server present. 
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12.2.3 Agent M igration Scenario 

Agent migration is one of the more challenging aspects of platform management, 

since it involves keeping track of a completely dynamic set of managed objects. The 

agent migration pattern, combined with the client/ server pattern utilized above, 

provides a way to test the management system's ability to cope with this platform 

feature. 

This pattern uses the same functionality as the standard client/ server pattern, 

except that agents migrate from one host machine to another while making requests to 

the server(s). The Openview plugin tracks this behavior through notifications sent by the 

proxy agent. Figure 30 and Figure 31 show two submaps representing two host 

machines on an agent platform, together with 15 agents migrating between them. 

Connections cannot be made between two different submaps in Openview. Thus, 

the Openview plugin uses artificial agents (gray spheres above) to represent the original 

agent on the remote machine. Thus, in Figure 30, an artificial agent is seen 

communicating with clients, and the actual agent is seen communicating with the 

artificial clients on the local machine in Figure 31. This technique allows management 

system users to observe communication between different hosts effectively. 

The same load issues arise with this scenario as the previous, except that the ideal 

solution here is to create another server agent to reside on the remote host machine. 

Client agents that migrate to that machine can then use their local server to make 

requests. 
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Figure 30. Screen capture of agent migration pattern on remote machine. 

 

Figure 31. Screen capture showing agent migration pattern on local  machine. 



 

 

 

13. PERFORM ANCE COST CONSIDERATIONS 

No management solution is without some performance costs. As the Heisenburg 

Uncertainty Principle states, it is impossible to gather data on something without 

affecting it in some way. 

As mentioned earlier, centralized management schemes have an inherent tradeoff in 

that, while allowing management decisions to be made in a centralized location, 

continuous polling of values must occur on the managed device. The FIPA MIB design 

tries to minimize the amount of polling necessary by notifying managers 

asynchronously when changes occur. However, some polling is undoubtedly necessary 

to keep track of an agent's response time, for instance. 

The cost of continuously polling for values on a platform will vary by platform and 

proxy agent implementation. In the case of JADE and the use of the JAX framework, a 

separate thread intercepts SNMP requests from managers, so the cost on the agent 

platform threads is minimal. Some requests do involve interaction with the platform 

itself and thus require additional tasks to be performed on the platform threads 

themselves, but these are small in number compared to the number of read-only polling 

operations. 

An additional cost comes from the platform's methods for getting access to events. 

The JADE platform has a number of disadvantages in this regard. 
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In order to gain access to platform events, the event listener must itself be an agent 

living on the platform. The AMS sends ACL messages to the listener agent just like any 

other agent in the platform, meaning the listener is inherently taking processing time 

away from other agents on the platform. 

JADE does not offer many levels of granularity for listening to platform events. 

Registering with the AMS as a tool agent gives access to high-level events, such as agent 

creation/ deletion, container creation/ deletion, etc. To be notified of lower-level events, 

debugging must be enabled on a per-agent basis. This gives access to behavior 

add/ remove/ state-change events, as well as message send/ receive events. 

However, with debugging enabled on a large number of agents, the sheer number 

of notifications themselves tends to overload the listener agent and severely slows down 

processing on the rest of the platform. 

Consider a scenario where two agents exchange request/ agree message pairs with 

each other 100 times (200 messages total). Assume that a separate behavior is required 

for each sent message, and a single behavior is running on each agent to receive 

messages. With debugging enabled on both agents, this interaction results in the 

follow ing number of messages sent to the event listener: 

·  200 sent message events 

·  200 received message events 

·  200 behavior-added events (one for each sent message) 

·  200 behavior-removed events (one for each sent message) 

·  200 behavior state-change events (switch between blocked/ running after 

receiving each event) 
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Thus, for an agent interaction of 200 messages, at least 1,000 additional messages are 

generated from the agent debugging. It is easy to see how this type analysis is not 

practical for all agents on a platform. 

This large performance cost influenced the design of the FIPA MIB to allow levels of 

analysis to be set on a per-agent basis. Thus, these costs can be saved when managers do 

not care about messages or behaviors at an agent level. 

Note that these costs may not be the same for every platform implementation. One 

can imagine an implementation where event listeners are permitted to be much closer to 

the source of the events (such as connected directly to the AMS), so that the additional 

cost of generating messages to inform listeners is not incurred.



 

 

 

14. ASSUM PTIONS AND LIM ITATIONS 

14.1 FIPA Platform Speci f i cation 

The research focuses on the FIPA agent platform specification as a baseline target. 

FIPA has a solid, widely implemented specification for agent platforms that is the 

standard throughout the industry. 

14.2 Access to M anaged Data 

When proxy agents are implemented, the resource that the proxy is monitoring 

must provide access to the data that are exposed through the interface. Otherwise, the 

proxy agent would not be able to provide any useful information to the manager. For 

instance, in order for a printer agent to implement the interface described earlier, the 

printer itself must provide a device driver (or some other low-level mechanism) that 

allows access to such information. 

The same is true for agent platform implementations. A lthough a standard interface 

can be developed that provides useful information for management software, the ability 

to retrieve this information is dependent upon the agent implementation itself. The FIPA 

specification does not provide any standard means for obtaining information about an 

agent platform, beyond a very high-level description. 
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Despite the lack of a standard, most agent platforms provide some level of internal 

access to platform-specific information. For instance, the JADE implementation has a 

number of ways to access management information at all levels in the system, from 

platform events to specialized ontologies that can be used specifically for ª sniffingº  

messages that are sent to/ from agents. 

This research assumes that it is up to the agent platform implementation that wishes 

to be managed to expose the necessary information in some manner.



 

 

 

15. FUTURE WORK 

AgentSNMP only scratches the surface of agent platform management. Many other 

possibilities for managing agent platforms effectively exist. This section details some of 

those that might be considered for future research. 

15.1 FIPA Speci f i cation for M anagement 

The FIPA specification has identified agent platform management as an 

implementation-specific problem and has not detailed any formal specification for 

management techniques. This research, however, provides a set of management 

interfaces that comply with the FIPA specification and are independent of any 

implementation. It seems reasonable that a specification like this one could be 

incorporated into FIPA. 

15.2 H igher-Level Constructs 

This research focused mainly on exposing low-level events in agent platforms. The 

FIPA MIB defined in section 9 defines an interface that allows a manager access to the 

basic platform hierarchy. A lthough this information is essential to managing an agent 

platform, higher-level constructs may be necessary to effectively manage a very complex 

platform. 
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This research defined the concept of a channel, which is a higher-level abstraction of 

communication between agents. One can imagine defining other high-level structures 

that try to characterize the underlying patterns in a platform. For instance, in a very 

dynamic platform where agents are continuously migrating, it may make sense to create 

an abstraction of these migration patterns that would allow managers to more easily 

make sense of them. Another possibility is a structure at a higher level than channels, 

where communication patterns between any number of agents could be analyzed. 

These types of ideas will likely develop as more practical experience is obtained 

from maintaining complex agent platforms. 

15.3 A l ternative M anagement Protocols 

SNMP is still the industry standard in management protocols. However, other 

forms of communication between proxy agents and management systems are gaining 

acceptance in the industry. These new protocols take advantage of more recent software 

trends that make development of proxy agents and the actual communication easier. 

For instance, the Java Management API from Sun Microsystems [29] uses native 

Java code, making it fit more seamlessly into applications written in Java. In this 

research, the JAX framework was one of the few available software packages that 

understood SNMP. 

Replacing SNMP, however, does not make sense until the network management 

software is ready to support something new. Certain software packages exist that 

support multiple management paradigms, but SNMP is still by far the most popular.



 

 

 

16. RELATED RESEARCH 

Research directly related to agent platform management is fairly scarce. Aside from 

implementation-specific methods of inspecting an agent platform, general-purpose 

management paradigms are relatively unexplored. This research provides one of the 

first general solutions for managing an agent platform. 

Since this research is closely tied to network management, it is appropriate to 

mention some of the relevant network management research issues that apply to 

managing agent platforms. 

16.1 M oving Toward Decentral i zed M anagement 

As mentioned earlier, decentralized management has obvious advantages over a 

purely centralized scheme. Research has shown that centralized methods, although 

extremely successful for smaller networks, are difficult to scale to large, distributed 

domains. More managed components lead to more polling, which increases network 

bandwidth. Under failure conditions, increased polling can easily create artificial 

bottlenecks caused in part by the management system itself [6]. 

Decentralization pushes more intelligence into proxy agents themselves, thus 

relieving the manager of the burden of constantly polling agents for information. The 
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introduction of such techniques as Management by Delegation (MbD) gave rise to 

extremely flexible decentralized management methodologies [20]. 

Unfortunately, this trend toward decentralizing management lacks industrial 

support. A ll but a few of real-world management systems remain completely 

centralized, normally based on SNMP. Since this research intended to show the 

immediate application of agent platform management using currently existing tools, it 

focused on centralized management. However, it is reasonable to expect that as more 

decentralized systems become available, this research could be adapted to a more 

decentralized scheme. 

16.2 Using M obi le Agents as Proxy Agents 

In conjunction with decentralization, many researchers are investigating the use of 

intelligent mobile agents to monitor resources [19]. These agents not only could collect 

and analyze data from the resource at a local level (instead of propagating all 

information back to central manager) but also could make management decisions on 

behalf of a central manager, given some set of rules.



 

 

 

17. CRITICAL EVALUATION 

Overall, the research was a tremendous success. The inherent issues involved with 

network management made it fit extremely well into the agent platform management 

paradigm. The following sections describe some aspects of the research that were 

particularly successful, as well as those that could have been improved. 

17.1 JADE Platform Events 

The design of the FIPA MIB requires that the platform implementation provide a 

means to receive notifications of events from the AMS. The means by which these 

notifications happen can vary significantly between platform implementations. 

Investigation of the JADE platform and its support for these events revealed that 

most of them were supported through the introspection ontology, which provides 

platform-level events to agents living in the platform via ACL messages. This, in fact, 

heavily influenced the design of the proxy agent in JADE to be an actual FIPA-compliant 

agent living in the platform, so that it could receive notifications of these events. 

Given the performance considerations discussed in section 13, this was not the most 

optimal means of gaining access to these notifications. The means of notifying listeners 

through ACL messages had some unexpected repercussions as the platform became 

more and more loaded with agents. Because the AMS is involved in each message sent 
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through the platform, the fact that these notifications were sent as ACL messages 

adversely affected the performance of the platform itself. 

A  preferred solution would be a lighter-weight notification mechanism without the 

overhead of ACL. While more development would have been involved in adding this 

functionality to JADE, the runtime performance costs would have been significantly less. 

Because of the layered design of AgentSNMP, however, much of this work could be 

done in the future without significantly affecting the rest of the system. 

17.2 AgentX Framework  

The decision was made early in the research to use an implementation of the 

AgentX specification in the hope of avoiding implementation of an SNMP 

communication layer in AgentSNMP. The implementation chosen was the JAX 

framework, mostly since it is one of the only implementations available that directly 

supports the Java programming language, which is used by the JADE agent platform. 

As with reliance on most third-party software, the decision to use JAX met with mixed 

success. 

The basic premise of AgentX and the JAX framework is very appealing to 

developers of proxy agents for any device. Most of the details of initiating 

communication with servers, listening for requests via SNMP, and providing error 

checking on these requests are handled by the specification. The user simply needs to 

provide a set of classes that implement the functionality of each object defined in the 

MIB. 



 

 

97

JAX's integration with the NET-SNMP [27] software package that enables it to 

compile a MIB directly into a set of Java classes also makes it extremely appealing. The 

developer is essentially hidden from all details of the MIB, especially the OIDs of 

individual objects that can be difficult to maintain if handled manually. (Each change to 

the MIB can result in changing every MIB object class.) 

Unfortunately, the JAX implementation is not bug-free, which caused at times a 

significant amount of additional work in fixing problems that were not directly related 

to the research. 

Overall, however, AgentX and the JAX framework complement this research and 

have allowed most of the complexity of SNMP to be moved out of AgentSNMP. 

17.3 HP Openview 

The use of Openview as a prototype for management system integration in this 

research was an overwhelming success. Because Openview supports such a diverse 

variety of devices in the network management paradigm, the software is almost 

completely configurable – making it relatively easy to insert agent platforms into the 

mix. The ability not only to customize the look and feel of the Openview GUI but also to 

provide additional support through a plugin interface made it an invaluable addition to 

the research. 

As one might expect, Openview is an extremely complex system. Customers 

normally pay thousands of dollars for the complete system as well as a considerable 

amount for consulting from Hewlett-Packard to configure it to fit their needs. This, 
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unfortunately, made it difficult to use at times, and probably some of the more advanced 

functionality was left undiscovered in this research. 

However, as a base-level exercise in fitting agent platform management into 

Openview, the results were successful.



 

 

 

18. CONCLUSION 

Management of agent platforms is an inherently difficult problem. Agents, by 

design, are extremely flexible and, unfortunately, extremely ambiguous. While this 

might seem like a unique problem, managing a network poses similar challenges. 

Networks are also inherently ambiguous, where devices with varying sets of 

functionality are linked together by only a set of protocols. 

For this reason, a network management paradigm fits well in the agent platform 

management domain. This research shows that, by using an industry-standard protocol 

(SNMP) and enterprise management packages, agent platforms can be effectively 

managed by network management software. 

Undoubtedly, as agent platforms move from research to industrial use, new issues 

will arise not only in managing agents but also in trying to maintain a formal 

management scheme. However, this research provides a stable framework from which 

to build.



 

 

 

APPENDIX 

FIPA M IB DETAILED SPECIFICATION 

The following sections detail the individual components of the FIPA MIB on a per-

object basis. Below is a high-level tree structure of the FIPA MIB. Each object or group is 

listed with its object identifier in parenthesis next to the name. 

- - i so( 1)  
  |  
  +- - i br ( 10)  
     |  
     +- - f i pa( 999)  
        |  
        +- - pl at f or mGr oup( 3)  
        |  
        +- - host Gr oup( 4)  
        |   |  
        |   +- - host Tabl e( 1)  
        |      |  
        |      +- - host Ent r y( 1)  
        |  
        +- - agent Gr oup( 5)  
        |   |  
        |   +- - agent Tabl e( 1)  
        |      |  
        |      +- - agent Ent r y( 1)  
        |  
        +- - behavi or Gr oup( 6)  
        |   |  
        |   +- - behavi or Tabl e( 1)  
        |      |  
        |      +- - behavi or Ent r y( 1)  
        |  
        +- - messageGr oup( 7)  
        |   |  
        |   +- - messageTabl e( 1)  
        |      |  
        |      +- - messageEnt r y( 1)  
        |  
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        +- - cr eat or Gr oup( 8)  
        |   |  
        |   +- - agent Cr eat or ( 1)  
        |   |  
        +- - channel Gr oup( 9)  
        |   |  
        |   +- - channel Tabl e( 1)  
        |      |  
        |      +- - channel Ent r y( 1)  
        |  
        +- - pl at f or mTr aps( 100)  

A.1 Global  Platform Information 

The platformGroup object contains basic, global information about the agent platform 

being managed. It includes objects such as the total number of agents running on the 

platform, the number of hosts connected to the platform, etc. Table 11 lists the 

individual objects available in this group. 

A.2 Host Information 

The agentHostGroup object contains a table of the hosts currently connected to the 

platform. Each agenthostEntry object in the table corresponds to a host machine 

registered on the platform. Table 12 describes the columns in a agentHostEntry object. 

Table 11. Platform group M IB objects. 

Name Type Access Description 

platformAgentCount int r/ o The number of agents running on the platform. 

platformHostCount int r/ o The number of hosts connected to the platform. 

platformBehaviorCount int r/ o The number of behaviors running on the 
platform. 
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A.3 Agent Information 

The agentGroup object contains a table of the agents currently running on the 

platform. Each agentEntry object in the table corresponds to an agent running on the 

platform. Table 13 describes the attributes associated with an agentEntry object. 

A.4 Behavior Information 

The behaviorGroup object contains a table of the behaviors currently running on the 

platform. Each behaviorEntry object in the table corresponds to a behavior running on the 

platform. Table 14 describes the attributes associated with a behaviorEntry object. 

Table 12. Host group M IB objects. 

Name Type Access Description 

hostIndex int r/ o The index of this host. 

hostName string r/ o The name of this host. 

hostAddress string r/ o The address of this host. 

hostProtocol string r/ o The protocol used to communicate with agents on 
this host. 

hostAgentCount int r/ o The number of agents currently running on this 
host. 

hostA live bool r/ w Trigger variable used to unregister this host. 

hostMemFree int r/ o The number of bytes of free memory left for this 
host to use. 

hostMemTotal int r/ o The total number of bytes of memory available 
for this host. 
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Table 13. Agent table M IB objects. 

Name Type Access Description 

agentIndex int r/ o The index of this agent. 

agentAID string r/ o The agent identifier for this agent. 

agentHostIndex int r/ w The index of the host machine where this agent 
resides. If this value if modified to another valid 
host index, the agent will be migrated to the 
corresponding host. 

agentState enum r/ w Enumerated type representing the state of the 
agent (active, suspended, idle, etc.) 
Accepted write values are suspended and active. 

agentBehaviorCount int r/ o The number of behaviors running on this agent. 

agentBehaviorAnalysisLevel enum r/ w The level of behavior analysis set for this agent. 
The following values are accepted: 
0 – none 
1 – basic: Notifications are sent to listening 
managers when behaviors are added/ removed 
from this agent. 

agentMessageAnalysisLevel enum r/ w The level of message analysis set for this agent. 
The following values are accepted: 
0 – none 
1 – basic: Notifications are sent to listening 
managers when messages are sent from or 
received by this agent. 

agentLoadAnalysisLevel enum r/ w The level of load analysis set for this agent. The 
following values are accepted: 
0 – none 
1 – ping: The agent is pinged on a periodic basis 
to determine the responsiveness of the agent. 
Results are recorded in the agentLoadPing 
variable. 

agentLoadPing int r/ o This value contains the average response time of 
the agent based on the ping behavior described 
by level 1 of the agentLoadAnalysisLevel value. 
The agent is pinged periodically to determine 
the responsiveness of the agent. This value is 
only valid if the agentLoadAnalysisLevel is set 
to 1. The value is shown as the average 
milliseconds per message. 

agentStartTime string r/ o The date/ time the agent was started. 

agentA live bool r/ w Trigger variable used to destroy this agent. 
Accepted values are: 
0 – Agent is destroyed. 
1 – Agent is alive. 
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A.5 M essage Information 

The messageGroup contains a table of recently transmitted messages on the platform. 

The size and content of this table is represented by two variables in the platformSettings 

group: 

·  messageTableMaxSize ± The maximum number of table entries. As the table grows 

above this size, entries will be removed from the table in FIFO order. 

·  messageTableStoreContent ± A flag indicating whether or not it is necessary to 

store the message content with each table entry. 

Note that both of these variables affect how large the memory footprint of the 

message table will be in the proxy agent's memory space. 

Table 16 describes the attributes of a messageEntry object. 

A.6 Channel  Table 

Table 15 shows the format of the channelEntry object in the MIB. 

Table 14. Behavior table M IB objects. 

Name Type Access Description 

behaviorIndex  int r/ o The index of this behavior. 

behaviorAgentIndex int r/ o The index of the agent corresponding with this 
behavior. 

behaviorClass string r/ o The name of the class associated with this 
behavior instance. 

behaviorState int r/ w The state associated with this behavior. This 
value is only valid if advanced behavior analysis 
is enabled for the behavior's parent. 
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Table 15. Channel table M IB objects. 

Name Type Access Description 

channelIndex  int r/ o The index of this channel. 

channelAgent1 int r/ o The index of the first agent in the channel. 

channelAgent2 int r/ o The index of the second agent in this channel. 

channelMsgRate12 int r/ o The rate of messages sent from agent1 to agent2 
in this channel. The rate is given as the number of 
messages per minute, rounded to the nearest 
message. 

channelMsgCount12 int r/ o The number of messages sent from agent1 to 
agent2 in this channel. 

channelMsgAvgSize12 int r/ o The average size in bytes of messages sent from 
agent1 to agent2 in this channel. 

channelMsgPerform12 int r/ o The most common performative used in 
messages sent fromagent1 to agent2 in this 
channel. 

channelMsgRate21 int r/ o The rate of messages sent from agent2 to agent1 
in this channel. The rate is given as the number of 
messages per minute, rounded to the nearest 
message. 

channelMsgCount21 int r/ o The count of messages sent from agent2 to agent1 
in this channel. 

channelMsgAvgSize21 int r/ o The average size in bytes of messages sent from 
agent2 to agent1 in this channel. 

channelMsgPerform21 int r/ o The most common performative used in 
messages sent from agent2 to agent1 in this 
channel. 

channelReset bool r/ w Trigger variable used to reset the information in a 
channel. 

Table 16. M essage table M IB objects. 

Name Type Access Description 

messageIndex  int r/ o The index of this message. 

messageSenderIndex int r/ o The index of the agent that sent this message. 

messageRecipientIndex int r/ o The index of the agent that received this message. 

messagePerformative enum r/ o The performative associated with this message. 

messageContentSize int r/ o The size of the message content in bytes. 

messageContent string r/ o The content of the message. Only stored if 
messageTableStoreContent is true. 
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A.7 Agent Creation 

Table 17 shows the elements in the agentCreator group. 

A.8 Noti f i cations 

As described earlier, notifications are used extensively in the MIB to inform 

managers about table changes. Table 18 shows the types of notifications that can be sent 

as well as the data provided in each notification. Each data type provided in the 

notification is described in one of the tables above. 

Note that setting the analysis levels on each agent appropriately can disable a 

number of these notifications. 

Table 17. Agent creation M IB def ini tions. 

Name Type Description 

agentCreatorName string The name of the agent. 

agentCreatorClass string The fully qualified class name of the agent to be created. 

agentCreatorArgs string A comma-delimited list of arguments to be passed to the 
constructor of the class. This parameter may be empty if no 
parameters are necessary to initialize the agent. 

agentCreatorHost int The index of the host where the agent should be created. 

agentCreatorCreate bool Triggers creation of the agent. 



 

 

107

Table 18. M IB noti f ication def ini tions. 

Name Data Description 

agentCreate agentIndex, 
agentAID, 

agentHostIndex 

Generated when an agent is created on the 
platform. 

agentDestroy agentIndex Generated when an agent is destroyed. 

agentArrive agentIndex, 

agentAID, 
agentHostIndex 

Generated when an agent arrives from another 
platform to this platform. 

agentDepart agentIndex Generated when an agent leaves this platform 
for another platform. 

agentMigrate agentIndex, 

hostIndex 

Generated when an agent migrates from one 
host to another within this platform. The 
hostIndex given is the destination host. 

agentChangeState agentIndex, 
agentState 

Generated when an agent changes state on the 
platform, if the analysis level is set 
appropriately. 

hostAdd hostIndex, 
hostName, 
hostAddress, 
hostProtocol 

 

Generated when a new host is registered with 
this platform. 

hostRemove hostIndex Generated when a host is removed from the 
platform. 

behaviorAdd agentIndex, 

behaviorIndex, 
behaviorClass 

Generated when a new behavior is added to 
an agent, if the analysis level is set 
appropriately. 

behaviorDelete agentIndex, 
behaviorIndex 

Generated when a behavior is removed from 
an agent, if the analysis level is set 
appropriately. 

behaviorChangeState agentIndex, 
behaviorIndex 

Generated when a behavior changes state, 
assuming the analysis level is set 
appropriately. 

messageSend messageIndex, 

messageSenderIndex, 
messageRecipientIndex 

Generated when an agent sends a message on 
the platform. 

messageReceive messageIndex, 
messageRecipientIndex 

Generated when an agent receives a message 
on the platform. 

proxyAgentUp <none> Generated when the proxy agent is initialized. 

proxyAgentDown <none> Generated when the proxy agent is destroyed. 
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