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Abstract— We presenta new distrib uted approach that estab-
lishes reputation-based trust among sensor nodes in order to
identify malfunctioning and malicious sensornodesand minimize
their impact on applications. Our method adapts well to the
special characteristics of wir eless sensor networks, the most
important being their resource limitations. Our methodology
computes statistical trust and a con�dence interval around
the trust based on dir ect and indir ect experiencesof sensor
node behavior. By considering the trust con�dence interval, we
are able to study the tradeoff between the tightness of the
trust con�dence interval with the resources used in collecting
experiences.Furthermor e, our approach allows dynamic scaling
of redundancylevels basedon the trust relationship betweenthe
nodesof a wir elesssensornetwork. Using extensive simulations
we demonstrate the bene�ts of our approach over an approach
that uses static redundancy levels in terms of reduced energy
consumption and longer life of the network. We also �nd that
high con�dence trust can be computed on each node with a
relatively small memory overhead and used to determine the
level of redundancyoperations among nodesin the system.

I . INTRODUCTION

Due to the criticality of many WSN applicationsincluding
monitoring and early warning systems,it is crucial that the
information obtained from these networks be trustworthy.
Decisionsbasedon the sensornetwork datacanhave serious
economicand social impact. Therefore,nodes in a sensor
network must perform their functionsreliably. However, due
to their limited capabilitiesfor economicviability, deployment
in “unfriendly” physical environments,and risk of physical
attacks,notall sensornodescanbeexpectedto behavereliably
at all times[1]. It thenbecomesnecessaryto identify malfunc-
tioningandmaliciousor compromisednodes,andisolatethem.
Detectingsuchmisbehaving nodesfrom a locationexternalto
the network is dif�cult. This is becausesensornodesperform
in-network dataprocessingand aggregation.Wirelesssensor
networkscanbesecuredmosteffectively againstmisbehaving
nodes if the nodes closest to the source of the problem
themselvescandetectsuchmisbehavior andreactaccordingly.

Currently, to deal with node misbehavior, critical sensor
network deployments require suf�cient redundancy to meet
the needsof the particular application. However, complete
redundancy typically requiresa minimumof triple theamount
of hardware (and energy expenditures)to ensurethat a 2/3
Byzantineconsensuscanbeachievedwhenasensingor aggre-
gation discrepancy is encountered.Suchfull redundancy has
traditionally requireda constantlevel of energy expenditure
irrespective of network threatandmisbehavior levels.

Wirelesssensornetworks must protect themselves from a
variety of threats. In WSNs, typically, a large number of
sensorsare deployed in someareaof interest.Thesesensor
nodes are expected to work unattendedeven in naturally
harsh physical conditions.They are also often deployed in
accessibleareaswherethey could be physicallyattacked.The
harshphysicalconditions,or physicalattacks,could result in
malfunctioningof thesensordevices.Sensornodescouldalso
be compromisedby tampering,and replicated.Additionally,
malicious sensornodescould be dropped into the area of
deployment. These malicious sensorscould eavesdrop on
sensorcommunications,poseas legitimatenodes,disrupt the
functioning of the sensornetworks by imposing themselves
as “nodes-in-the-middle”,and disruptingservicein a variety
of ways. We have loosely classi�ed the different types of
misbehaviors in a WSN below. This classi�cation is not
intendedto be comprehensive. Our goal here is to identify
the type of misbehavior our researchhastargeted.

� Misbehavior 1: Sensornodesmalfunction but are not
malicious.

� Misbehavior 2: Malicious attacker nodes (possibly
droppedin thesensor�eld) eavesdroponcommunications
betweengenuinenodes,impersonategenuinenodes,and
generatedenial-of-servicetraf�c or signals.However, in
this threatmodel,thereareno compromisednodes.

� Misbehavior3: Compromisednodes,althoughappearing
to be genuine,malfunction maliciously. They are also
likely to causethe secondtype of misbehavior.

Our researchfocusesonmisbehavior 1. We haveestablished
a trust systemin sensornetworks where nodescould mal-
function but arenot malicious.However, our trust systemcan
also be a useful componentfor any solution that addresses
misbehavior 3. This is becausea compromisednode might
be able to authenticateitself correctly and still malfunction
maliciously. Our trust systemdetectsmalfunctioning,whether
maliciousor not.Our researchhowever, doesnot addressmis-
behavior 2, which requiressuitableauthenticationandprivacy
mechanisms.In addressingmisbehavior 1, we have focusedon
the following threebasic functionsof WSNs - accuratedata
collection,datarouting, anddataprocessingandaggregation.
In this paper we presenta new distributed approachthat
establishesreputation-basedtrust among sensornodes that
allows the systemto dynamicallyadaptits redundancy based
on the con�dence that nodes have betweeneach other to



behave correctly(trust).We show thata signi�cant amountof
energy canbeconservedandthesensornetwork life extended
when redundancy is varied accordingto the changinglevels
of trust betweennodes.

The remainderof this paperis structuredas follows. Sec-
tion II summarizesexisting work on building trust.SectionIII
describesour trust system,its various components,and our
trust computationmethodology. In Section IV, we evaluate
our trust modelandin SectionV, we presentconclusionsand
potentialfuture areasof research.

I I . RELATED WORK

Trust hasbeenstudiedin a variety of networks and appli-
cations.A large numberof trust modelshave beenproposed
in social networking. In this section,we review only those
existing works that are somewhat related to our research.
Golbeckand Hendler[2] extend the conceptof the semantic
web to includereputationratings.The algorithmthey present
is basedonvoting to deriveeithera completetrustor complete
lack of trust in an entity. No partial trust is derived with their
algorithm.They do not accountfor historyof interactionsand
they assumeperfect connectivity. There is no discussionof
how to cachereputationratings.Cahill et al have outlinedthe
importanceof consideringbothrisk aswell astrustwhenmak-
ing decisions [3]. If risk is low, thenthe actionthresholdfor
trust can be low. The trust model componentof our research
is basedon thehypothesisof Carboneet al, which introduces
a model that takes uncertaintyinto account.Cachingtrust is
discussedin [4] but only to the extent of caching ciphers.
Cacheeviction basedon content is not discussed.Gray et
al introduce the importanceof calculating trust basedon
the “Small Worlds” approach[5]. They recommenda cache
eviction algorithmalsobasedon a “Small Worlds” approach.
Reputation-basedtrusthasalsobeenproposedfor peer-to-peer
systems.Ganeriwal et al presenta Bayesianbasedapproach
for building WSNtrust[6]. Bayesianmethods,thoughmemory
ef�cient, are not suitable for delay-tolerantnetworks where
signi�cantly stale information may arrive at the sametime
as fresh information. Chen and Yeagerhave constructeda
decentralizedtrustsystemfor theSunJXTA platform[7]. They
also take a Bayesianapproachand use discretetrust ratings
whichcannotprovide thesamelevel of accuracy ascontinuous
trust ratings.The con�dencelevels that they proposeare not
basedon statisticalcon�dence intervals. Although the above
existing researchaddressestheproblemof trust,nonelooksat
building trust speci�c to resource-limited and delay-tolerant
wirelesssensornetworks.TheodorakopoulosandBarasin [8]
presentan algorithm for forming trust in Ad Hoc networks
basedon seminirings.This approachhowever lacks the abil-
ity to easily decay the usefulnessof previous experiences
basedon the risk sensitivity (aversion level) of each node
independentof other nodes.Our methodfor trust calculation
allows eachnode in a systemto independentlyevaluateand
weigh the experiencesof other nodes without reliance on
summarizedrecommendationsof other nodes.Avinashet al
in [9] presenta reputationbasedsystemthat precludesthe

ability for nodesto performtheir own assessmentof original
experienceevidence.Their systemis also delay in-tolerant.
Yu et al in [10] presentan information theoreticframework
for trust evaluation.Their framework alongwith the work of
Kraniewski et al in TIBFIT [11] do not leveragestatistical
con�denceintervals nor do they addressenergy consumption
optimizations.Thereis alsoa growing amountof researchon
security in WSNs (e.g., [1], [12]–[16]. This researchmainly
addressesmisbehavior 2, andto someextentmisbehavior 3 as
describedin SectionI. Unlike this existing research,our focus
is on building trust in the presenceof malfunctioningnodes
while reducingenergy consumption.Trustis nota replacement
for security nor is security a replacementfor trust. Trust
and security rathercomplementeachother. Within a system
building trust may require the use of secureprotocols and
maintainingsecuritymay be aidedby trust establishmentand
maintenance.

I I I . TRUST SYSTEM

Socialnetworksserve asanexampleby which we createda
trustmodelfor wirelesssensornetworks.Socialtrustis built in
two phases.Beforewe directly interactwith an individual, we
might postulatea preconceivedlevel of trust in that individual.
Preconceived trust is formed from evidence we are given
from otherindividualsin our socialnetwork. We automatically
discountthe accuracy of the obtainedinformation basedon
our trust in the individuals who are generatingand passing
the information. We tend to trust information received via
our direct social peersmore than information received from
the secondlayer of our social peers.The secondphaseof
building trust is to interact directly with the individual or
observe the direct interaction of others with the individual
andstart to establisha history of trust with that individual. In
the caseof WSNs, theseobservationsto the sensing,routing
and aggregation behavior of other nodesmay be made by
overhearingthe radio communicationsof thesenodes.

A. Context-Speci�cTrust

Socialtrust in relationshipsmaybebuilt over days,months,
yearsor even decades.Eachindividual might have a different
valuation of trust built over time. Earning trust may take
a different length of time dependingon the circumstances.
Again, the trust we form with other individuals is limited
to speci�c contexts basedon the interaction we have had
with them.Typically we do not trustour preferredautomobile
mechanicwith legal questionsnor do we trust our preferred
lawyer with questionsregardingfuel injection systems.

Following the social network model, we have postulated
that, given a network of context-speci�c and directional-trust
relationshipsconnectingtwo entities,any entity can place a
con�denceratingonany pieceof data/fact/statementgenerated
by anotherentity thatfallswithin thegivencontext. In thecase
of WSNs the data producedby other nodescan be sensor
readings,routed data, or aggregated data. We have further
presumedthat a con�dence interval about the trust rating
may be establishedto allow the entities to make accurate



decisions.In the caseof WSNs, this con�dence interval will
assistnodesin makingdecisionsfor routing,sensing,anddata
aggregation.Datashouldnot beroutedthroughnodesthatcan
not be trusted.Likewise data collectedfrom a misbehaving
nodeor routedor aggregatedthroughshouldnotbepropagated
throughthe network. Nodesmay needto expendmorepower
sensingto take over for a neighbornodewhosesensorscanno
longer be trusted.Nodesshouldnot include sensorreadings
in aggregation processingfrom nodesthat cannotbe trusted
to provide generallyaccuratereadings.

B. Collectionof Experiences

We describefour typesof experiencesbelow. For eachtype
of experience,we list the methodologywe usedto enablea
nodeto turn theexperienceinto a usefulpieceof information.

Sensorreadings: Nodesfollow the processof overhear-
ing sensorreadingsof nearbynodesandthencomparingthem
to their local sensorreadings.If theremotesensorreadingsare
correlatedcloselyenoughwith the local sensorreadings(they
arewithin a thresholdsetby decayingthecorrelationof values
basedon the distancebetweenthe sensorranges),then the
remotesensorreadingis consideredto be valid. Overhearing
the sourcenode of sensorreadingsis not the only way to
evaluatea sensorreading.Intermediarynodesthat have been
requestedto routeraw sensorinformation(andtheir respective
neighborsthat can overhear them) can also evaluate each
sensorreadingfor accuracy albeit with more limited ability
given the increaseddistancefrom the sourcenodessensors.
The greaterthe perceived degradationin sensoraccuracy, the
less the sourcesensornode is trustedto accuratelysensein
the nearfuture.

Experiencegeneration accuracy: This is the evaluation
of a neighbor's accuracy in recordingdirect experiences.To
evaluatea neighbor's ability to generateexperiences,a node
listens to experiencesgeneratedand communicatedby that
neighborandcomparestheseexperiencesto its own. Thelarger
the discrepanciesin perceptionsof experiences,the lesstrust
a nodewill have in its neighbor's ability to accuratelygener-
ate experiences.Examplesof collection misbehavior include
improperlyweighingor evaluatingan experience.

Observeddata propagation accuracy (routing): Neigh-
boring nodeswithin a certainproximity to a nodeperforming
somerouting action are able to overhearboth the incoming
packet andthe outgoingpacket. Theseneighboringnodescan
comparethe outgoing routing destinationof eachoverheard
packet to its informationin its own routingtables.If thepacket
apparentlyadvancestoward its intendeddestination,then the
routing behavior of the overheardnodeis consideredcorrect.
If the packet doesnot get routed,getscorruptedor modi�ed,
or getsroutedalongan incorrectpath, then the experienceis
recordedasa misbehavior by the overhearingnode.

Observedaccuracy of data aggregation: We examined
two typesof aggregationbehavior observance.The�rst is one
where a node is close enoughto a neighborto overhearall
aggregationcommunication(inputsandoutputs).In this casea
nodewill simply verify that theaggregationfunction behaved

correctly. The secondand more complex caseis where the
aggregationbehavior of a nodeis to be evaluatedfor a node
that is far enoughaway not to be able to overhearall its
inputs. In this casewe relied on nodesthat can comparethe
resultof multi-pathpropagationschemesfor dataaggregation.
Examplesof aggregation misbehavior include inaccurately
aggregatingdatadueeitherto processorerroror to intentional
bias.

C. Trust ComputationMethodology

In this sectionwe presentour trust computationmethod-
ology using experiencerecordsas input and providing as an
outputa trust valueanda con�denceinterval basedon those
experiences.Wepresentthismethodologyin thecontext of one
entity, E1, that wishesto form trust in anotherentity, E2. Al-
thougha typical motivationfor trust formationbetweennodes
is decision-making,we do not explore different motivations
here becausethe methodologyis indifferent to motivation.
Beforetrust is formed,entity E1 observesthe behavior of E2
and judgeswhetherthe behavior is correct.Eachopportunity
E1hasof observingandjudgingthebehavior of E2 is recorded
in an experiencerecord. An experiencerecordcontainsat a
minimum the following piecesof information:

� Identi�cation of the entity (node)beingobserved. In our
examplethis is the identity of E2. This may be a unique
node-id, unique location or some other type of entity
identi�er.

� Identi�cation of theentity (node)makingtheobservation.
In our examplethis is the identity of E1. This may be a
digital signature.Theidentity of theobserver is necessary
in thecaseswhereexperiencerecordsaresharedbetween
nodes.

� The context type of the experience/observation. If, for
example, E1 judges E2's ability to sensetemperature
accurately, the context of the experiencewould be data
sensing.In WSNs, data sensingis one important re-
sponsibility that nodesful�ll and thus is well served by
neighborobservation. Two other important responsibili-
tiesarea) datarouting,propagationandaggregation,and
b) generationof an experiencerecord.Experiencerecord
includesE2's ability to observe other nodesaccurately,
andgenerateexperiencesitself.

� A timestampindicating how long ago the experience
took place. This information is important given that
experiencesbecomestaleover time (nodesmay change
behavior in the interim).

� Thetrustvalue.This is theactualratingof trustworthiness
that the observer (E1) assignsthe node being observed
(E2) for this particularexperience.We usex i to represent
the trust valueof experience(sample)i

� A weight that the observer (E1) assignedto the expe-
rience record indicating the amountof observation that
went into generatingthe experiencerecord. A limited
or brief experiencewould be weighted lower than a
longer lasting or more intenseexperience.We use wc

i



to representthe context speci�c weight that an observer
assignsto the experiencei .

E1 thus observes the behavior of E2 and records these
experiencesin a local experiencecache. Over time, these
experienceswill becomestaleandE1 may�nd it necessaryto
evict an existing recordin the trust cacheto make room for a
newer record.E1usesthis trustcacheto storebothexperiences
that it recordeditself aswell asexperiencerecordsit receives
from othernodesin the network.

1) Initial Evaluation of ExperienceRecords: When E1
wishes to form a trust con�dence interval for E2, it �rst
identi�es the context of the desiredtrust con�dence interval
(ability to sensedata,etc). It queriesits experiencecachefor
recordsthat have E2 beingevaluatedin this context. The goal
of E1 is to �nd the meanof thesetrust valuesandto identify
a con�denceinterval aboutthis mean.The typical methodfor
�nding a mean(x) of the samplevaluesis simply to add up
all of the valuesanddivide by the numberof samples:

x =
� x i

n
Thetypical methodfor �nding a con�denceinterval aboutthis
meanis to �rst estimatethe varianceof the population� 2:

� 2 =
� (x i � x)2

n � 1
This estimatedvarianceis usedto createa con�denceinterval
aboutthe mean[17]:

x � tn � 1;1� �= 2

p
� 2=n (eq.1)

where� is 0.10for a 90%con�denceinterval, 0.05for a 95%
con�denceinterval, etc.Thet in theaboveequationrepresents
the student � t distribution. If the con�dence interval is
suf�ciently narrow (asdeterminedby thecontext), E1proceeds
with its decision-makingprocess.However, if the con�dence
interval is too wide then additionalexperiencesare collected
at the expenseof additionalresources.

The above methodconstitutesthe basis of our trust com-
putation methodology. Experiencerecordsmay be received
after a signi�cant delay. The signi�cance of an event may
be differentbetweenobservingnodes.A nodethat createsan
experiencemay be unreliableor malicious.For thesereasons,
our trust systemestablishesa con�dence interval around a
weightedmean[18], [19] to overcomethis problemsrather
than taking a Bayesianapproach.

To createthe con�denceinterval arounda weightedmean,
E1 �rst calculatesa weightWi for eachsamplepoint i . It does
this by combining the context speci�c, level of observation
weight wc

i with a new weight wt
i that is basedon the age

of the experiencerecord. The formula behind wt
i may be

chosenat the discretionof E1 but the idea is that the older
the samplepoint (experiencerecord)is, the lower the weight
should be. This may be for instancesomeconstantchosen
from the interval [0,1] raisedto the power of the age.These
two weightsarecombinedas follows:

Wi = wt
i w

c
i

E1 E2

E3

1) E3 overhears and observes E2's behavior

3) E3 passes these experience records on to E1
4) E1 evaluates E3's accuracy in generating 

     based on its trust in E3.

     experience records and discounts the
     experience records it receives from E3

2) E3 generates experience records

Fig. 1. Building trust via a third party

Using this total weight for eachsamplepoint E1 then deter-
minesthe weightedmean(xw ) of all of the experienceswith
E2:

x = �
�

Wi

� Wi
x i

�

From this weightedmean, the unweightedvariance(� 2) is
thencalculatedasusual:

� 2 =
� (x i � xw )2

n � 1

and then turnedinto a weightedvariance(� 2
w ) by E1 via the

following manner:

� 2
w =

� 2� W 2
i

(� Wi )
2

Armedwith theweightedmeanxw andtheweightedvariance
� 2

w , E1 then forms a con�dence (eq.1) interval about the
weighted mean. To reducethe effect of stale samplesand
to reducebias createdby correlatedsamples,the tn � 1;1� �= 2

value is establishednot by using the usual total numberof
samplespoints (n) but insteadby using a de�ated number
of degreesof freedom.This de�ated numberof degreesof
freedomis obtainedby simply adding up the sum of all of
the total experienceweights:� Wi . Whenall total experience
weightsare in the interval [0,1], the net effect of using this
de�ated numberfor degreesof freedomis a wideningof the
con�dence interval. This widening is important due to the
reducedcon�dencewe have in correlatedandstalevalues.

2) Incorporatingexperiencescollectedby third parties: Al-
though�rst-hand experiencesarethe mostvaluable,it is also
valuablefor E1 to collectandweighexperiencesgeneratedby
neighborsof E2. To use experiencedata producedby other
neighborsof E2, E1 must �rst establishits own trust in the
ability of thoseneighborsto generateexperiences.We will use
Figure1 asanexample.E3 hasgeneratedexperiencesrelating
to E2, but until E1 hasestablishedits own trust in E3, these
experiencerecordscannotbeusedby E1.E1 startstheprocess
of establishingtrust in E3 by comparingexperiencerecordsit
(E1) hascreatedwhile observingcertainsensornetwork/node
behavior to those createdby E3 for the samebehavior. In
this process,E1 is able to collect experiencesof E3's ability
to generateexperiences.It then calculatesthe con�dence



E1

E3 E4

1) E4 overhears and observes E5's behavior
2) E4 generates experience records
3) E4 passes these experience records on to E3
4) E3 passes these experience records on to E1 
5) E1 calculates its trust in E4's ability to
     accuratly generated experience records and
     E3's ability to accurately route data. E1
     then discounts the experience records 
     generated by E4 based on this trust in 
     E4 and E3.

E5

Fig. 2. Building trust in a remotenode

interval about the weightedmeanof theseexperienceusing
the equationsfor weighted mean,weighted varianceand a
de�ated numberof degreesof freedom,describedabove. The
resultingcon�denceinterval in thecontext of E3's Experience
Generation accuracy is formedby usingeq.1.This con�dence
interval is then transformedby E1 into a �x ed point � E G

3
which representsthe level of trust E1 placesin E3's ability
to accuratelygenerateexperiences.� standsfor “Trust”. The
number 3 is the id of the neighbor being evaluated,and
EG standsfor “ExperienceGeneration”.Speci�cally, thetrust
level, � E G

3 , is calculatedbasedon the following equation.

� E G
3 = xw � � � tn � 1;1� �= 2 �

p
� 2

w =n (eq.2)

Here, � , (� [� 1; 1]) is the level of aversion held by E1 (the
nodedoing the evaluation).It identi�es the risk E1 is willing
to take in E3's experiencegenerationability. In theworstcase,
� = 1, implying thatE3choosesthelowestpossibletrustvalue
in E3's experiencegenerationability. In thebestcase,� = � 1,
implying thatE1 is willing to acceptthehighestpossibletrust
value in E3's experiencegenerationcapability.

3) Incorporating distant observations: So far we have
coveredhow a node(E1 in our example)can useexperience
records generatedby both itself and immediate neighbors.
We will now explain how experiencerecordsgeneratedby
nodesfarther than one hop away (non-directly connected),
which can be used in this trust system.This is experience
dataproducedby entitiesthathave potentiallynever interacted
or communicateddirectly with the nodedoing the evaluation.
For example:E1 wishesto establisha trustcon�denceinterval
aboutE5's sensingaccuracy. E1 is not nearenoughto watch
and evaluateE5. An additional entity E4, however, is near
enoughto evaluateand generateexperiencedataon E5 and
it happensto be nearenoughto E3 for radio communication
as illustrated in Figure 2. For E1 to utilize the experience
data generatedby E4, experiencedata must be accurately
generatedand propagatedby E4. E1 thus must �rst evaluate
E4's ability to accuratelygenerateexperiencesin the same
mannerasdescribedabove.However insteadof directly being
able to evaluate E4, one must instead rely in experience
recordsgeneratedby E3. After receiving experiencerecords
relatingto E4's ability to accuratelygenerateexperiences,E1
combinestheseinto a con�denceinterval andthenin turn into

a single trust value, � E G
4 , usingeq.2.Likewise, E1 evaluates

E3'sability to accuratelypropagatedata.Theremayexist cases
where nodescan accuratelygenerateexperiencesand sense
data,but due to faulty (or malicious) software, fail to route
and propagatedata accurately. E1 usesall of its available
experiencerecordsrelated to E3's ability to propagatedata
andcreatesa con�denceinterval andthena singletrustvalue,
� D P

3 , alsousingeq.2.where� D P
3 in this caserepresentsE1's

trust in E3 in thecontext of “Data Propagation”.E1 thenuses
the trust valuesit hasestablishedin E4 (ability to accurately
generateexperiences)andE3 (ability to accuratelypropagate
data) to discountthe weight of the experiencesrecordedby
E4:

Wi = wt
i w

c
i � E G

4 � D P
3

If a certain piece of experiencedata must be propagated
throughmultiple nodes,then that pieceof experiencedatais
discountedby the evaluator's trust in eachintermediatenode
to propagatethe dataaccurately. Hence,the genericequation
for assessingthe weight of any arbitraryexperiencerecordis:

Wi = wt
i w

c
i � E G

gener ator � id [� D P
r outer 1 � � D P

r outer 2 � :::]

where � E G
gener ator � id is the evaluatorstrust in the node that

recordedthe experience(in the context of Experiencegener-
ation) and � D P

r outer X is repeatedfor eachnodethroughwhich
the experiencerecord was propagated.With this methodan
evaluatorestablishestrust througha chain of nodesand can
useexperiencedatageneratedby distantnodes.

4) Initial bootstrap of the trust system:Initialization of the
systemstartsby nodesrecordingtheir own direct experiences
with their physical neighbors.Theseexperiencesshould in-
clude the evaluationof neighborsin at least the two special
contextsof Experience-generationandData-propagation.Each
of thesedirect experiencesis usedfor calculatingthe trust the
evaluatornodehasin its neighbors.The evaluatorcalculates
the weight (Wi ) for each of these experiencesas: wt

i w
c
i

Here wt
i is an age basedweight (describedin the previous

section)and wc
i is a weight assignedby the evaluatorbased

on the level of contact the experiencerepresents.For each
neighbor, the experiencesin eachof the above contexts are
groupedtogetherto form a trust con�dence interval in that
particularcontext. For example,a nodewishingto form a trust
con�denceinterval in thecontext of Experience-generationfor
a particularneighborwill follow this protocol:

1) Observeexperiencedatageneratedby theneighbor. This
experiencedata would be in somecontext other than
experiencegeneration.

2) Comparethat experiencedata to locally generatedex-
periencedata and rate the accuracy of the experience
datageneration.Fromthis comparisona new experience
point is generated.

3) Each of these experience points are weighed based
on their age and context-weight to form a con�dence
interval: xw � tn � 1;1� �= 2

p
� 2

w =n.



5) Limited memory for experience data: Sensor nodes
usuallyhave limited memoryfor storingexperiencedata.If a
new andapparentlyusefulpieceof experiencedatais acquired
andmustbe addedto a completelyfull experiencedatastore,
thenanexisting pieceof experiencedatamustbeevicted.The
eviction only takesplaceif the new pieceof experiencedata
hasa higher“usefulness”thana pieceof informationalready
in the cache.We �nd that the resulting cachereplacement
patternis similar to the “small worlds” replacementmethod
as recommendedin [5]. In order to gain unfair advantage,
certain entities could attempt to �ood all receptive nearby
entitieswith messagesandrequestsfor interactionin attempt
to boosttheir own trust rating.For this reason,entitieswould
�nd it bene�cial to throttle the rate of new experiencesfrom
otherentities.

6) Experiencecorrelation: Our statisticalmethodologyfor
computingcon�denceintervals expectsindependentsamples.
If the experiencedataarecorrelated,several samplesmustbe
aggregatedto generatea singlesample[17].

7) Location Awareness: Sensornodesmust have a good
senseof their environment in order to evaluateexperiences
such as sensor values received from other sensor nodes.
Location awarenessis necessaryfor extrapolationof sensor
data.Typically nodelocationis not known beforehandthusan
in-network locationawarenesssystem[20] mustbe used.The
location information requiredfor evaluatingexperienceswill
be no more than that alreadyrequiredfor ef�ciently routing
and aggregating data in a deployed WSN application.Thus,
locationawarenessfor thepurposeof trustcomputationshould
not requireany additionalresources.

8) EnergyConsiderations: Our trustsystemrequiressensor
nodesto “overhear”messagesfrom neighboringsensornodes,
andalsocollect trust datafrom the neighboringsensornodes.
We piggyback trust data on transmissionand receptionof
application messageswherever possible. The system may
be combined with other optimizations designedto reduce
the overheadof trust formulation. An example of one such
optimizationis the MIT Leachprotocol [21].

IV. EVALUATION OF THE TRUST SYSTEM

Using a customdiscreteevent simulator, “Trust-Sensim”,
we have simulated a cluster of nodes with the ability to
formulate trust betweeneach other. Here we describethe
differentaspectsof this simulator.

Energy: Eachnodein thesimulationhastheenergy con-
sumptioncharacteristicsfor transmitting,receiving, and pro-
cessingdataaswell assleepingof a TelosRev B WSN node
(model TPR2420CA).Eachnodeis poweredby a simulated
energy capacityof two AA batteries.At thebeginningof each
simulation,thesebatteriesaregivenan initial chargenormally
distributed around2400 mAh (with a standarddeviation of
200mAh).

Positioning: The nodesarepositionedin relatively close
proximity so as to allow for overlap betweentheir sensing
and communicationranges. This allows for all nodes to
overheareachother'scommunicationsandbuild trustbasedon

their observations.For this simulationthe nodesarestatically
positioned5 metersapartin a squaregrid of NxN nodesthat
act as a cluster of nodes.We simulatecluster sizesof 2x2,
3x3, 4x4 and5x5 nodes.The5x5 clusterhaving 25 nodesand
an edgelengthof 25 meters.Nodesareawareof eachother's
identitiesandpositions.

SimulationEvents: As in the MIT Leachprotocol [21]
eachnode is assignedTDMA time slots for communication
with the cluster lead during eachround of sensing.For each
roundof sensing,eachnode:A) Wakesup on its assignedslot.
B) Sensesthe current temperatureand estimatedremaining
batterycharge.C) Transmitsthereadingsto thecurrentcluster
lead.D) ReceivesanACK messagebackfrom theclusterlead
which may include systemmanagementinformation suchas
the identity of the next cluster lead.E) Sleepsuntil the next
round.

At theendof eachroundthecluster-leadhastheresponsibil-
ity of doinga singlehigh powertransmissionof theaggregated
resultsto the basestation.Any nodethat disagreeswith the
aggregatedresultscando its own high power transmissionto
the basestation.For this simulation the round period was 2
hours.Each cluster lead serves for a total of 25 rounds(50
hours)beforea new cluster lead is chosen.During the �nal
roundof a clusterlead's tenure,the clusterleadadvertisesto
all of the systemnodesthe nodeidentify which will serve as
thenext clusterlead;which is thenodewith themostavailable
remainingenergy. The simulationendswhenany nodein the
systemis fully depletedof its energy capacity.

Trust formulation: Each node can enter a mode called
“neighborhoodwatchmode”whichcausesa nodeto �rst wake
upat theverybeginningof eachroundof sensingandlistenon
theradiofor transmissionof all othernodes.After overhearing
the sensingdata transmissionof other nodes,the node will
aggregatethe dataand transmit the aggregation result to the
clusterlead(andany otherlisteningnodes).A nodewill enter
the low-power sleep mode at the very end of the “round”
after all other nodeshave concludedtheir aggregated data
transmissions.

Neighborhoodwatch mode allows the system to act in
a fully redundantmanner. All nodes not only senseand
transmit the current cluster lead but they also monitor each
other's sensingand aggregation behavior and transmit their
own aggregationresult to the currentclusterlead.Eachnode
alsohastheability to enterthe“trust formulationmode”which
adds the following actions onto the “neighborhoodwatch
mode”.

1) Evaluate the sensorreadings,data aggregation results
andtrustexperiencesoverheardfrom othernodes,based
on this evaluation, add new experiencesto the local
cacheof trust experiences.

2) Communicatehighly weighted experiencesfrom the
localexperiencecacheto neighborsthatmaybelistening
via piggy-backing trust experienceson top of sensor
readingtransmissionsto that nodeactingas the current
clusterlead.

3) Probabilistically sleep and skip one or more sensing
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Fig. 4. Effect of Link Losson StartupTrust Con�denceInterval Width

roundsbasedon eachnode's trust in the currentcluster
leadand its own neighbors.

On initial systemstartupno trust exists betweennodes.As
nodesinteractwith eachother trust is formed.Figures 3 and
4 show the effect of varying levels of link loss on the trust
formation process.High levels of link loss prevent narrow
con�dence intervals from forming and delay, thoughthey do
not prevent, the formationof a high trust value.

Nodesthat areable to dedicatemorememoryresourcesto
the formationof trust areableto achieve narrower con�dence
intervals asshown in Figure 5. Thereexists a tradeoff to the

Cache Entries vs Sensing Confidence Interval Width
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amountof memorydedicatedto the formationof trustandthe
level of trust achievable(and thereforethe life expectancy of
a network that usesdynamicredundancy).

Findings

Thoughbuilding trust requiresmore memoryand compu-
tational resourcesthan the neighborhoodwatch mode alone
(due to the trust cacheand trust formulation processing),the
potentialis createdfor dynamicallysleepingthroughsensing
rounds basedon current trust in other systemnodes.Thus
with building trust the potentialis createdto save energy and
extend the life spanof the sensornetwork. We �rst establish
a baselineby comparingthreedifferentsystems:A) Onewith
no redundancy and neighbormonitoring. In this case,nodes
perform only their own dutiesand never attemptto overhear
or monitor the communicationsof other nodesincluding the
aggregation function performed by the base station. B) A
system with full redundancy where all nodes monitor the
communicationsand actionsof all other nodes.C) A system
with dynamic redundancy basedon current levels of trust
betweennodes.In thissimulationweallow eachnodeto havea
relatively large trust cache(1000entries).Figure6 shows that
the achievable life expectancy of a systemwith trust enabled
is well higherthana staticallyredundantsystemwithout trust.
We ran the simulator varying the number of nodes in the
systemaswell astheamountof memorydedicatedto thetrust
cachein eachsystem.Figure7 shows the changein expected
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minimum life of the system (in hours) as the amount of
memoryavailableto thetrustcacheon eachnodeis increased.
We �nd that full redundancy within largernetworksrequiresa
considerablyhigheramountof memoryon eachnodein order
to establishtrust amongnodes.Dedicatinga relatively small
amountof memory to eachnode can producea signi�cant
improvementin thelife expectancy of thesystem.As with any
typicalcachehowever, therearediminishingreturnsassociated
with adding memory to the trust cacheon each node. The
simulatorwasalsousedto test the reactiontime for injecting
nodefailuresinto thesystem.At approximately120hoursinto
thesimulation,aftertrusthadbeenestablishedbetweensystem
nodes,a sensorfailure on one of the nodeswas simulated.
Figure 8 shows the time required for the system to react
(the con�dence interval to widen) when a node fails. This
graph representsthe averagetrust con�dence interval width
in the failed nodeamongall other nodesin the system.It is
interestingto notethatlargertrustcachesoneachnodeareable
to maintainnarrower con�denceintervals in theeventof node
failure. This is becausewith larger caches,a higher number
of new experiencesare acceptedinto the cacheand usable
in calculatingtrust. Thoughnot shown here,the cluster lead
is able to reactmore quickly than other nodesin the system
given that it is awake and thus hasone of the �rst available
opportunitiesto detectnodefailure.Othernodesin thesystem
that are sleepingat the time of a node failure are unable
to detect the node misbehavior until they wake up and are
informedby theclusterlead(or their neighbors).It takesmore
time for the entire systemto reactwith a higher numbersof
sleepingnodes.Thenodewith thefailedsensoritself mayhave
beensleepingduring someof thesehoursdelayingdetection
by neighborsuntil it wakes up. A future enhancementto the
systemmightbeto assignhigherweightsto experienceswhere
nodesbehavior changesrather than give the sameweight to
all new experiences.Sucha changewould assistin drawing
the attentionto suddenchangesin behavior.

V. CONCLUSIONS AND FUTURE WORK

We presenteda new distributed approachthat establishes
reputation-basedtrustamongsensornodesin orderto identify
sensornode misbehavior, minimize their impact on applica-

tionsandmaximizeenergy conservation.We demonstratedthe
bene�tsof ourapproachusingextensivesimulations.However,
we have only testedsimplenodefailuresandlink loss levels.
We planon investigatingtheresponsivenessof thetrustmodel
to maliciousmisbehavior includingbothexternalattackersand
existing nodesthat have beencompromised.We alsoplan on
experimentingwith nodemobility.
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