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Abstract—We presenta new distrib uted approach that estab-
lishes reputation-based trust among sensor nodes in order to
identify malfunctioning and malicious sensornodesand minimize
their impact on applications. Our method adapts well to the
special characteristics of wireless sensor networks, the most
important being their resource limitations. Our methodology
computes statistical trust and a con dence interval around
the trust based on direct and indir ect experiencesof sensor
node behavior. By considering the trust con dence interval, we
are able to study the tradeoff between the tightness of the
trust con dence interval with the resources used in collecting
experiences.Furthermor e, our approach allows dynamic scaling
of redundancylevels basedon the trust relationship betweenthe
nodesof a wirelesssensornetwork. Using extensize simulations
we demonstrate the bene ts of our approach over an approach
that uses static redundancy levels in terms of reduced energy
consumption and longer life of the network. We also nd that
high con dence trust can be computed on each node with a
relatively small memory overhead and used to determine the
level of redundancy operations among nodesin the system.

|. INTRODUCTION

Due to the criticality of mary WSN applicationsincluding
monitoring and early warning systemsiit is crucial that the
information obtained from these networks be trustworthy.
Decisionsbasedon the sensometwork datacan have serious
economicand social impact. Therefore,nodesin a sensor
network must perform their functionsreliably. However, due
to their limited capabilitiesfor economicviability, deployment
in “unfriendly” physical ervironments,and risk of physical
attacksnotall sensomodescanbe expectedo behaereliably
atall times[1]. It thenbecomesecessaryo identify malfunc-
tioningandmaliciousor compromisechodesandisolatethem.
Detectingsuchmisbeha&ing nodesfrom a locationexternalto
the network is dif cult. This is becausesensomodesperform
in-network data processingand aggreyation. Wirelesssensor
networks canbe securedmosteffectively againstmisbehaing
nodesif the nodes closestto the source of the problem
themselescandetectsuchmisbehaior andreactaccordingly

Currently to deal with node misbehaior, critical sensor
network deploymentsrequire sufcient redundang to meet
the needsof the particular application. However, complete
redundany typically requiresa minimum of triple the amount
of hardware (and enegy expenditures)to ensurethat a 2/3
Byzantineconsensusanbeachievedwhena sensingor aggre-
gation discrepang is encounteredSuchfull redundang has
traditionally requireda constantlevel of enegy expenditure
irrespectve of network threatand misbehaior levels.

Wirelesssensornetworks must protectthemseles from a
variety of threats.In WSNSs, typically, a large number of
sensorsare deplgyed in someareaof interest. Thesesensor
nodes are expectedto work unattendedeven in naturally
harsh physical conditions. They are also often deplgyed in
accessiblareaswherethey could be physicallyattacled. The
harshphysicalconditions,or physicalattacks,could resultin
malfunctioningof the sensomevices.Sensomodescould also
be compromisedby tampering,and replicated.Additionally,
malicious sensornodes could be droppedinto the area of
deployment. These malicious sensorscould eavesdrop on
sensorcommunicationsposeas legitimate nodes,disruptthe
functioning of the sensornetworks by imposing themseles
as “nodes-in-the-middle”and disrupting servicein a variety
of ways. We have loosely classi ed the different types of
misbehaiors in a WSN belon. This classi cation is not
intendedto be comprehensie. Our goal hereis to identify
the type of misbehaior our researcthastameted.

Misbehavior 1: Sensornodes malfunction but are not
malicious.

Misbehavior 2: Malicious attacler nodes (possibly
droppedn thesensoreld) earesdroponcommunications
betweengenuinenodes,impersonatggenuinenodes,and
generatedenial-of-servicerafc or signals.However, in
this threatmodel, thereare no compromisechodes.
Misbehavior3: Compromisechodes althoughappearing
to be genuine,malfunction maliciously They are also
likely to causethe secondtype of misbehaior.

OurresearcHocuseson misbehaior 1. We have established
a trust systemin sensornetworks where nodescould mal-
function but are not malicious.However, our trust systemcan
also be a useful componentfor ary solution that addresses
misbehaior 3. This is becausea compromisednode might
be able to authenticatetself correctly and still malfunction
maliciously Our trust systemdetectsmalfunctioning,whether
maliciousor not. Our researcthowever, doesnot addressnis-
behaior 2, which requiressuitableauthenticatiorand privacy
mechanismdn addressingnisbehaior 1, we have focusedon
the following three basicfunctions of WSNs - accuratedata
collection,datarouting, and dataprocessingand aggreyation.
In this paper we presenta new distributed approachthat
establishesreputation-basedrust among sensornodes that
allows the systemto dynamicallyadaptits redundang based
on the con dence that nodes have betweeneach other to



behave correctly (trust). We showv thata signi cant amountof

enegy canbe conseredandthe sensometwork life extended
when redundany is varied accordingto the changinglevels
of trust betweennodes.

The remainderof this paperis structuredas follows. Sec-
tion Il summarizegxisting work on building trust. Sectionlll
describesour trust system,its various componentsand our
trust computationmethodology In SectionlV, we evaluate
our trustmodelandin SectionV, we presentconclusionsand
potentialfuture areasof research.

Il. RELATED WORK

Trust hasbeenstudiedin a variety of networks and appli-
cations.A large numberof trust modelshave beenproposed
in social networking. In this section,we review only those
existing works that are somevhat related to our research.
Golbeckand Hendler[2] extendthe conceptof the semantic
web to include reputationratings. The algorithmthey present
is baseddn voting to derive eithera completetrustor complete
lack of trustin an entity. No partial trustis derived with their
algorithm.They do not accountfor history of interactionsand
they assumeperfect connectity. Thereis no discussionof
how to cachereputationratings.Cabhill et al have outlinedthe
importanceof consideringoothrisk aswell astrustwhenmak-
ing decisions [3]. If risk is low, thenthe actionthresholdfor
trust can be low. The trust model componentof our research
is basedon the hypothesisof Carboneet al, which introduces
a model that takes uncertaintyinto account.Cachingtrust is
discussedn [4] but only to the extent of cachingciphers.
Cacheeviction basedon contentis not discussedGray et
al introduce the importance of calculating trust basedon
the “Small Worlds” approach[5]. They recommenda cache
eviction algorithmalso basedon a “Small Worlds” approach.
Reputation-basettusthasalsobeenproposedor peerto-peer
systems.Ganerival et al presenta Bayesianbasedapproach
for building WSN trust[6]. Bayesiarmethodsthoughmemory
efcient, are not suitablefor delay-tolerantnetworks where
signi cantly stale information may arrive at the sametime
as fresh information. Chen and Yeagerhave constructeda
decentralizedrustsystemfor the SunJXTA platform[7]. They
also take a Bayesianapproachand use discretetrust ratings
which cannotprovide the samelevel of accurag ascontinuous
trust ratings. The con dencelevels that they proposeare not
basedon statisticalcon dence intervals. Although the above
existing researcraddressethe problemof trust,nonelooks at
building trust speci ¢ to resouce-limited and delay-toleant
wirelesssensometworks. TheodorakpoulosandBarasin [8]
presentan algorithm for forming trust in Ad Hoc networks
basedon seminirings.This approachhowever lacks the abil-
ity to easily decay the usefulnessof previous experiences
basedon the risk sensitvity (aversion level) of each node
independentf other nodes.Our methodfor trust calculation
allows eachnodein a systemto independentlyevaluateand
weigh the experiencesof other nodeswithout reliance on
summarizedrecommendationsf other nodes.Avinashet al
in [9] presenta reputationbasedsystemthat precludesthe

ability for nodesto performtheir own assessmerdf original

experienceevidence. Their systemis also delay in-tolerant.

Yu et al in [10] presentan information theoreticframeavork

for trust evaluation. Their framework alongwith the work of

Kraniewski et al in TIBFIT [11] do not leveragestatistical
con denceintervals nor do they addressenegy consumption
optimizations.Thereis alsoa growing amountof researcton

securityin WSNs (e.qg.,[1], [12]-[16]. This researchmainly

addressemisbehaior 2, andto someextentmisbehaior 3 as

describedn Sectionl. Unlike this existing researchour focus

is on building trustin the presenceof malfunctioningnodes
while reducingenegy consumptionTrustis notareplacement
for security nor is security a replacementfor trust. Trust

and security rather complementeachother Within a system
building trust may require the use of secureprotocolsand

maintainingsecuritymay be aidedby trust establishmenand

maintenance.

I1l. TRUST SYSTEM

Socialnetworks sene asan exampleby which we createca
trustmodelfor wirelesssensometworks. Socialtrustis built in
two phasesBeforewe directly interactwith anindividual, we
might postulatea preconceiedlevel of trustin thatindividual.
Preconceied trust is formed from evidence we are given
from otherindividualsin our socialnetwork. We automatically
discountthe accurag of the obtainedinformation basedon
our trust in the individuals who are generatingand passing
the information. We tend to trust information receved via
our direct social peersmore than information receved from
the secondlayer of our social peers.The secondphaseof
building trust is to interact directly with the individual or
obsene the direct interaction of otherswith the individual
andstartto establisha history of trustwith thatindividual. In
the caseof WSNs, theseobsenationsto the sensing,routing
and aggreation behaior of other nodesmay be made by
overhearingthe radio communication®f thesenodes.

A. Contet-Speci c Trust

Socialtrustin relationshipsnay be built over days,months,
yearsor even decadesEachindividual might have a different
valuation of trust built over time. Earning trust may take
a different length of time dependingon the circumstances.
Again, the trust we form with other individuals is limited
to specic contts basedon the interaction we have had
with them. Typically we do not trust our preferredautomobile
mechanicwith legal questionsnor do we trust our preferred
lawyer with questionsregardingfuel injection systems.

Following the social network model, we have postulated
that, given a network of context-speci ¢ and directional-trust
relationshipsconnectingtwo entities, ary entity can place a
con denceratingon ary pieceof data/act/statemergenerated
by anotherentity thatfalls within the givencontext. In the case
of WSNs the data producedby other nodescan be sensor
readings,routed data, or aggrejated data. We have further
presumedthat a con dence interval about the trust rating
may be establishedto allow the entities to make accurate



decisions.n the caseof WSNs, this con dence interval will
assistnodesin makingdecisiongor routing, sensinganddata
aggreyation.Datashouldnot be routedthroughnodesthatcan
not be trusted.Likewise data collectedfrom a misbehaing
nodeor routedor aggreatedthroughshouldnot be propagated
throughthe network. Nodesmay needto expendmore power
sensingo take over for a neighbormodewhosesensorganno
longer be trusted.Nodesshould not include sensorreadings
in aggreyation processingirom nodesthat cannotbe trusted
to provide generallyaccuratereadings.

B. Collectionof Experiences

We describefour typesof experiencedelow. For eachtype
of experience,we list the methodologywe usedto enablea
nodeto turn the experienceinto a useful pieceof information.

Sensorreadings: Nodesfollow the processof overhear
ing sensorreadingsof nearbynodesandthencomparingthem
to theirlocal sensoreadingslf theremotesensoreadingsare
correlatedclosely enoughwith the local sensoreadings(they
arewithin athresholdsetby decayingthe correlationof values
basedon the distancebetweenthe sensorranges),then the
remotesensorreadingis consideredo be valid. Overhearing
the sourcenode of sensorreadingsis not the only way to
evaluatea sensorreading.Intermediarynodesthat have been
requestedo routeraw sensoilinformation(andtheir respectie
neighborsthat can overhearthem) can also evaluate each
sensorreadingfor accuray albeit with more limited ability
given the increaseddistancefrom the sourcenodessensors.
The greaterthe perceved degradationin sensoraccurag, the
lessthe sourcesensornodeis trustedto accuratelysensein
the nearfuture.

Experiencegeneation accumacy: This is the evaluation
of a neighbors accurayg in recordingdirect experiences.To
evaluatea neighbors ability to generateexperiencesa node
listens to experiencesgeneratedand communicatedby that
neighborandcomparesheseexperienceso its own. Thelarger
the discrepanciesn perceptionf experiencesthe lesstrust
a nodewill have in its neighbors ability to accuratelygener
ate experiences Examplesof collection misbehaior include
improperlyweighing or evaluatingan experience.

Observeddata propagation accutacy (routing): Neigh-
boring nodeswithin a certainproximity to a nodeperforming
somerouting action are able to overhearboth the incoming
paclet andthe outgoingpaclet. Theseneighboringnodescan
comparethe outgoing routing destinationof eachoverheard
pacletto its informationin its own routingtables.If thepaclet
apparentlyadvancestoward its intendeddestination then the
routing behavior of the overheardnodeis considereccorrect.
If the paclet doesnot getrouted,getscorruptedor modi ed,
or getsroutedalongan incorrectpath, then the experienceis
recordedas a misbehaior by the overhearingnode.

Observedaccuracy of data aggregation: We examined
two typesof aggreyationbehaior obsenance.The rst is one
where a nodeis close enoughto a neighborto overhearall
aggregjationcommunicatior(inputsandoutputs).In this casea
nodewill simply verify thatthe aggreyationfunction behaed

correctly The secondand more complex caseis where the

aggreyationbehaior of a nodeis to be evaluatedfor a node
that is far enoughaway not to be able to overhearall its

inputs. In this casewe relied on nodesthat can comparethe

resultof multi-pathpropagatiorschemedor dataaggregation.
Examplesof aggreation misbehaior include inaccurately
aggreyatingdatadueeitherto processoerror or to intentional
bias.

C. Trust ComputationMethodolay

In this sectionwe presentour trust computationmethod-
ology using experiencerecordsas input and providing as an
outputa trust value and a con denceinterval basedon those
experiencesWe presenthis methodologyin the context of one
entity, E1, that wishesto form trustin anotherentity, E2. Al-
thougha typical motivationfor trustformationbetweemodes
is decision-makingwe do not explore different motivations
here becausethe methodologyis indifferent to motivation.
Beforetrustis formed,entity E1 obsenesthe behaior of E2
and judgeswhetherthe behaior is correct.Eachopportunity
E1 hasof observingandjudgingthebehaior of E2is recorded
in an experiencerecod. An experiencerecord containsat a
minimum the following piecesof information:

Identi cation of the entity (node)beingobsened. In our
examplethis is the identity of E2. This may be a unique
node-id, unique location or some other type of entity
identi er.

Identi cation of the entity (hode)makingthe obsenation.
In our examplethis is the identity of E1. This may be a
digital signature Theidentity of the obsereris necessary
in the casesvhereexperiencerecordsare sharechetween
nodes.

The context type of the experience/obseation. If, for
example, E1 judges E2's ability to sensetemperature
accurately the context of the experiencewould be data
sensing.In WSNs, data sensingis one important re-
sponsibility that nodesful Il andthusis well sened by
neighborobsenation. Two other importantresponsibili-
tiesarea) datarouting, propagatiorandaggreation,and
b) generatiorof an experiencerecord.Experiencerecord
includesE2's ability to obsene other nodesaccurately
and generateexperiencestself.

A timestampindicating how long ago the experience
took place. This information is important given that
experienceshecomestale over time (nodesmay change
behaior in the interim).

Thetrustvalue.Thisis theactualratingof trustworthiness
that the obsener (E1) assignsthe node being obsenred
(E2) for this particularexperience We usex; to represent
the trust value of experience(sample)i

A weight that the obsener (E1) assignedto the expe-
rience record indicating the amountof obsenation that
went into generatingthe experiencerecord. A limited
or brief experiencewould be weighted lower than a
longer lasting or more intense experience.We use wf



to representhe contet speci ¢ weight that an obsenrer
assigngo the experience.

E1 thus obsenres the behaior of E2 and recordsthese
experiencesin a local experiencecache Over time, these
experiencewill becomestaleandE1 may nd it necessaryo
evict an existing recordin the trust cacheto make roomfor a
newerrecord.E1 useshistrustcacheto storebothexperiences
thatit recordedtself aswell asexperiencerecordsit receves
from othernodesin the network.

1) Initial Evaluation of ExperienceRecods: When E1
wishes to form a trust con dence interval for E2, it rst
identi es the context of the desiredtrust con dence interval
(ability to sensedata,etc). It queriesits experiencecachefor
recordsthat have E2 beingevaluatedin this context. The goal
of Elisto nd the meanof thesetrust valuesandto identify
a con denceinterval aboutthis mean.The typical methodfor
nding a mean(x) of the samplevaluesis simply to add up
all of the valuesand divide by the numberof samples:

Xi

n
Thetypical methodfor nding a con denceinterval aboutthis
meanis to rst estimatethe varianceof the population 2:

2 (i ®)°
n 1

This estimatedvarianceis usedto createa con denceinterval
aboutthe mean[17]:

X =

p

X th 11 =2 2=n

(eq.1)

where is 0.10for a 90% con denceinterval, 0.05for a 95%
con denceinterval, etc. Thet in the above equationrepresents
the student t distribution. If the con dence intenal is
sufciently narrav (asdeterminedy thecontext), E1 proceeds
with its decision-makingprocess However, if the con dence
interval is too wide then additional experiencesare collected
at the expenseof additionalresources.

The above methodconstitutesthe basis of our trust com-
putation methodolgy. Experiencerecords may be receved
after a signi cant delay The signi cance of an event may
be differentbetweenobservingnodes.A nodethat createsan
experiencemay be unreliableor malicious.For thesereasons,
our trust systemestablishesa con dence intenal arounda
weighted mean[18], [19] to overcomethis problemsrather
thantaking a Bayesianapproach.

To createthe con denceinterval arounda weightedmean,
E1l rst calculatesaweightW; for eachsamplepointi. It does
this by combining the context speci c, level of obsenation
weight w® with a nev weight w! that is basedon the age
of the experiencerecord. The formula behind wf may be
chosenat the discretionof E1 but the ideais that the older
the samplepoint (experiencerecord)is, the lower the weight
should be. This may be for instancesome constantchosen
from the interval [0,1] raisedto the power of the age.These
two weightsare combinedas follows:

Wi = wiwf

=

1) E3 overhears and observes E2's behavio

2) E3 generates experience records

3) E3 passes these experience records on t

4) E1 evaluates E3's accuracy in generating
experience records and discounts the
experience records it receives from E3
based on its trust in E3.

Fig. 1. Building trustvia a third party

Using this total weight for eachsamplepoint E1 then deter
minesthe weightedmean(x,,) of all of the experienceswith
E2:

From this weighted mean, the unweightedvariance( ?) is
thencalculatedas usual:

n 1

andthenturnedinto a weightedvariance( 2) by E1 via the
following manner:

2 Wi2
( Wi)?
Armed with the weightedmeanx,, andthe weightedvariance

2 E1 then forms a con dence (eq.1) interval about the
weighted mean. To reducethe effect of stale samplesand
to reducebias createdby correlatedsamplesthet, 1.1 =»
value is establishechot by using the usual total number of
samplespoints (n) but insteadby using a de ated number
of degreesof freedom.This de ated numberof degreesof
freedomis obtainedby simply addingup the sum of all of
the total experienceweights: W;. Whenall total experience
weightsare in the intenval [0,1], the net effect of using this
de ated numberfor degreesof freedomis a widening of the
con dence interval. This widening is important due to the
reducedcon dencewe have in correlatedand stalevalues.

2) Incorporating experiencesollectedby third parties: Al-

though rst-hand experiencesare the mostvaluable,it is also
valuablefor E1 to collectandweigh experiencegieneratedy
neighborsof E2. To use experiencedata producedby other
neighborsof E2, E1 must rst establishits own trustin the
ability of thoseneighborgto generatexperiencesWe will use
Figurel asanexample.E3 hasgenerateaxperienceselating
to E2, but until E1 hasestablishedts own trustin E3, these
experiencerecordscannotbe usedby E1. E1 startsthe process
of establishingrustin E3 by comparingexperiencerecordsit
(E1) hascreatedwhile observingcertainsensometwork/node
behaior to those createdby E3 for the samebehaior. In
this processE1 is able to collect experiencesof E3's ability
to generateexperiences.It then calculatesthe con dence

2
w



E1

1) E4 overhears and observes E5's behavior
2) E4 generates experience records
3) E4 passes these experience records on to
4) E3 passes these experience records on to
5) E1 calculates its trust in E4's ability to
accuratly generated experience records a
E3's ability to accurately route data. E1
then discounts the experience records
generated by E4 based on this trust in
E4 and E3.

Fig. 2. Building trustin a remotenode

interval aboutthe weightedmean of theseexperienceusing
the equationsfor weighted mean, weighted varianceand a
de ated numberof degreesof freedom,describedabove. The
resultingcon denceinterval in the context of E3's Experience
Geneation accurag is formedby usingeq.1.This con dence
interval is then transformedby E1 into a x ed point £©

which representghe level of trust E1 placesin E3's ability

to accuratelygeneratesxperiences. standsfor “Trust”. The
number 3 is the id of the neighbor being evaluated, and

E G standgor “ExperienceGeneration” Speci cally, the trust
level, £©, is calculatedoasedon the following equation.
£ = xu th 11 =2 &=n (eq.2)

Here, , ([ 1;1)) is the level of aversionheld by E1 (the
nodedoing the evaluation).It identi es therisk E1 is willing
to take in E3's experiencegeneratiorability. In theworstcase,

= 1, implying thatE3 chooseshelowestpossibletrustvalue
in E3's experiencegeneratiorability. In thebestcase, = 1,
implying thatE1 is willing to acceptthe highestpossibletrust
valuein E3's experiencegenerationcapability

3) Incorporating distant observations: So far we have
coveredhow a node(E1 in our example)can useexperience
records generatedby both itself and immediate neighbors.
We will now explain how experiencerecordsgeneratedby
nodesfarther than one hop away (non-directly connected),
which can be usedin this trust system.This is experience
dataproducedby entitiesthathave potentiallynever interacted
or communicatedlirectly with the nodedoing the evaluation.
For example:E1 wishesto establisha trustcon denceinterval
aboutES5's sensingaccurag. E1 is not nearenoughto watch
and evaluate E5. An additional entity E4, however, is near
enoughto evaluateand generateexperiencedataon E5 and
it happengo be nearenoughto E3 for radio communication
as illustrated in Figure 2. For E1 to utilize the experience
data generatedby E4, experiencedata must be accurately
generatedand propagatedy E4. E1 thus must rst evaluate
E4's ability to accuratelygenerateexperiencesin the same
mannerasdescribedabore. However insteadof directly being
able to evaluate E4, one must insteadrely in experience
recordsgeneratecby E3. After receving experiencerecords
relatingto E4's ability to accuratelygeneratesxperiencesg1l
combinegheseinto a con denceinterval andthenin turninto

asingletrust value, £, usingeq.2.Likewise, E1 evaluates
E3'sability to accuratelypropagatelata. Theremayexist cases
where nodescan accuratelygenerateexperiencesand sense
data, but due to faulty (or malicious) software, fail to route
and propagatedata accurately E1 usesall of its available
experiencerecordsrelatedto E3's ability to propagatedata
andcreatesa con denceinterval andthena singletrustvalue,

PP, alsousingeq.2.where 2P in this caserepresent£l's
trustin E3 in the contet of “Data Propagation”E1 thenuses
the trust valuesit hasestablishedn E4 (ability to accurately
generateexperiencesind E3 (ability to accuratelypropagate
data)to discountthe weight of the experiencesrecordedby
E4:

Wi = wiw £€ 5°

If a certain piece of experiencedata must be propagated
throughmultiple nodes,then that piece of experiencedatais
discountedby the evaluators trust in eachintermediatenode
to propagatehe dataaccuratelyHence,the genericequation
for assessinghe weight of ary arbitrary experiencerecordis:

c EG

ot DP
Wi = Wi Wi gener ator

DP ]
id L router 1

router 2

where 0. .o i IS the evaluatorstrust in the node that
recordedthe experience(in the context of Experiencegener
ation)and PP . is repeatedor eachnodethroughwhich
the experiencerecord was propagatedWith this methodan
evaluator establishegrust through a chain of nodesand can

useexperiencedatageneratedy distantnodes.

4) Initial bootstiap of the trust system:lInitialization of the
systemstartsby nodesrecordingtheir own direct experiences
with their physical neighbors.Theseexperiencesshould in-
clude the evaluation of neighborsin at leastthe two special
contets of Experience-generaticand Data-propagatiorEach
of thesedirect experiencess usedfor calculatingthe trustthe
evaluatornode hasin its neighbors.The evaluator calculates
the weight (W;) for each of these experiencesas: ww¢
Here w! is an age basedweight (describedin the previous
section)and wf is a weight assignedby the evaluatorbased
on the level of contactthe experiencerepresentsFor each
neighbor the experiencesin eachof the above contets are
groupedtogetherto form a trust con dence intenal in that
particularcontext. For example,a nodewishingto form atrust
con denceinterval in the context of Experience-generatidior
a particularneighborwill follow this protocol:

1) Obsene experiencedatageneratedby the neighbor This

experiencedata would be in some contet other than
experiencegeneration.

Comparethat experiencedatato locally generatedex-

periencedata and rate the accurag of the experience
datagenerationFromthis comparisora new experience
point is generated.

Each of these experience points are weighed based
on their ageand context-ﬁveight to form a con dence
intenval: Xy th 1.1 =2  2=n.

2)

3)




5) Limited memory for experience data: Sensor nodes
usually have limited memoryfor storing experiencedata.If a
new andapparentlyusefulpieceof experiencedatais acquired
and mustbe addedto a completelyfull experiencedatastore,
thenanexisting pieceof experiencedatamustbe evicted. The
eviction only takesplaceif the new pieceof experiencedata
hasa higher“usefulnessthana pieceof informationalready
in the cache.We nd that the resulting cachereplacement
patternis similar to the “small worlds” replacemenmethod
as recommendedn [5]. In order to gain unfair adwantage,
certain entities could attemptto ood all receptve nearby
entitieswith messagesnd requestdor interactionin attempt
to boosttheir own trust rating. For this reason entitieswould
nd it bene cial to throttle the rate of new experiencesfrom
other entities.

6) Experiencecorrelation: Our statisticalmethodologyfor
computingcon denceintervals expectsindependensamples.
If the experiencedataare correlated several samplesnustbe
aggrejatedto generatea single sample[17].

7) Location Awareness: Sensornodesmust have a good
senseof their ervironmentin order to evaluate experiences
such as sensor values received from other sensor nodes.
Location awarenesds necessaryfor extrapolationof sensor
data.Typically nodelocationis not known beforehandhusan
in-network locationawarenessystem[20] mustbe used.The
location information requiredfor evaluatingexperienceswill
be no more than that alreadyrequiredfor efciently routing
and aggreyating datain a deployed WSN application.Thus,
locationawarenesgor the purposeof trustcomputatiorshould
not requireary additionalresources.

8) Enegy Consideations: Our trustsystenrequiressensor
nodesto “overhear’messagefrom neighboringsensomodes,
andalsocollecttrust datafrom the neighboringsensomodes.
We piggyback trust data on transmissionand reception of
application messageswherever possible. The system may
be combined with other optimizations designedto reduce
the overheadof trust formulation. An example of one such
optimizationis the MIT Leachprotocol[21].

IV. EVALUATION OF THE TRUST SYSTEM

Using a customdiscreteevent simulator “Trust-Sensim”,
we have simulated a cluster of nodeswith the ability to
formulate trust betweeneach other Here we describethe
differentaspectf this simulator

Enegy: Eachnodein the simulationhasthe enegy con-
sumptioncharacteristicdor transmitting,receving, and pro-
cessingdataaswell assleepingof a TelosRev B WSN node
(model TPR2420CA).Eachnodeis poweredby a simulated
enegy capacityof two AA batteries At the beginning of each
simulation,thesebatteriesaregivenaninitial chage normally
distributed around 2400 mAh (with a standarddeviation of
200mAnh).

Positioning: The nodesare positionedin relatively close
proximity so asto allow for overlap betweentheir sensing
and communicationranges. This allows for all nodesto
overheareachother's communicationsindbuild trustbasecon

their obsenations.For this simulationthe nodesare statically
positioned5 metersapartin a squaregrid of NxN nodesthat
act as a cluster of nodes.We simulatecluster sizesof 2x2,
3x3, 4x4 and5x5 nodes.The 5x5 clusterhaving 25 nodesand
an edgelengthof 25 meters.Nodesare aware of eachother's
identitiesand positions.

SimulationEvents: As in the MIT Leachprotocol [21]
eachnodeis assignedTDMA time slots for communication
with the clusterlead during eachround of sensing.For each
roundof sensingeachnode:A) Wakesup onits assignedlot.
B) Senseghe current temperatureand estimatedremaining
batterychage.C) Transmitsthe readinggo the currentcluster
lead.D) Recevesan ACK messagdackfrom the clusterlead
which may include systemmanagemeninformation such as
the identity of the next clusterlead. E) Sleepsuntil the next
round.

At theendof eachroundtheclusterleadhastheresponsibil-
ity of doinga singlehigh powertransmissiorof theaggreyated
resultsto the basestation. Any nodethat disagreeswith the
aggreyatedresultscando its own high power transmissiorto
the basestation. For this simulationthe round period was 2
hours. Each clusterlead senes for a total of 25 rounds (50
hours) beforea new clusterlead is chosen.During the nal
round of a clusterlead's tenure,the clusterlead adwertisesto
all of the systemnodesthe nodeidentify which will sene as
the next clusterlead;which is the nodewith the mostavailable
remainingenegy. The simulationendswhenary nodein the
systemis fully depletedof its enegy capacity

Trust formulation: Eachnode can entera mode called
“neighborhoodvatchmode”which causes nodeto rst wake
up atthevery beginningof eachroundof sensingandlistenon
theradiofor transmissiorof all othernodes After overhearing
the sensingdata transmissionof other nodes,the node will
aggrejatethe dataand transmitthe aggreyation result to the
clusterlead (andary otherlisteningnodes) A nodewill enter
the low-power sleep mode at the very end of the “round”
after all other nodeshave concludedtheir aggreyated data
transmissions.

Neighborhoodwatch mode allows the systemto act in
a fully redundantmanner All nodesnot only senseand
transmitthe currentcluster lead but they also monitor each
other's sensingand aggreyation behaior and transmit their
own aggreationresultto the currentclusterlead. Eachnode
alsohastheability to enterthe “trust formulationmode”which
adds the following actions onto the “neighborhoodwatch
mode”.

1) Evaluatethe sensorreadings,data aggreyation results
andtrustexperienceoverheardrom othernodes pased
on this evaluation, add new experiencesto the local
cacheof trust experiences.

Communicatehighly weighted experiencesfrom the
local experiencecacheto neighborghatmaybelistening
via piggy-backingtrust experienceson top of sensor
readingtransmissiongo that nodeactingasthe current
clusterlead.

3) Probabilistically sleep and skip one or more sensing

2)
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roundsbasedon eachnodes trustin the currentcluster
lead andits own neighbors.

On initial systemstartupno trust exists betweennodes.As
nodesinteractwith eachothertrustis formed.Figures 3 and
4 shaw the effect of varying levels of link loss on the trust
formation process.High levels of link loss prevent narrov
con denceintervals from forming and delay thoughthey do
not prevent, the formation of a high trust value.

Nodesthat are able to dedicatemore memoryresourcego
the formationof trustareableto achieve narrover con dence
intervals asshavn in Figure 5. Thereexists a tradeof to the
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amountof memorydedicatedo the formationof trustandthe
level of trust achievable (and thereforethe life expectanyg of
a network that usesdynamicredundang).

Findings

Though building trust requiresmore memory and compu-
tational resourceghan the neighborhoodwatch mode alone
(dueto the trust cacheand trust formulation processing)the
potentialis createdfor dynamically sleepingthroughsensing
rounds basedon currenttrust in other systemnodes. Thus
with building trust the potentialis createdto save enegy and
extendthe life spanof the sensometwork. We rst establish
a baselineby comparingthreedifferentsystemsA) Onewith
no redundang and neighbormonitoring. In this case,nodes
perform only their own dutiesand never attemptto overhear
or monitor the communicationsf other nodesincluding the
aggregation function performedby the base station. B) A
systemwith full redundang where all nodes monitor the
communicationsand actionsof all othernodes.C) A system
with dynamic redundang basedon current levels of trust
betweemodesIn this simulationwe allow eachnodeto have a
relatively large trust cache(1000entries).Figure 6 shavs that
the achievablelife expectanyg of a systemwith trust enabled
is well higherthana staticallyredundansystemwithout trust.
We ran the simulator varying the number of nodesin the
systemaswell asthe amountof memorydedicatedo thetrust
cachein eachsystem.Figure 7 shavs the changein expected
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minimum life of the system (in hours) as the amount of
memoryavailableto the trustcacheon eachnodeis increased.
We nd thatfull redundang within larger networks requiresa
considerablyhigheramountof memoryon eachnodein order
to establishtrust amongnodes.Dedicatinga relatively small
amountof memoryto eachnode can producea signi cant
improvementin thelife expectany of the system As with ary
typical cachehowever, therearediminishingreturnsassociated
with adding memory to the trust cacheon eachnode. The
simulatorwas also usedto testthe reactiontime for injecting
nodefailuresinto the system At approximatelyl20 hoursinto
thesimulation,aftertrusthadbeenestablishedetweersystem
nodes,a sensorfailure on one of the nodeswas simulated.
Figure 8 shavs the time required for the systemto react
(the con dence interval to widen) when a node fails. This
graphrepresentghe averagetrust con dence interval width
in the failed nodeamongall other nodesin the system.It is
interestingto notethatlargertrustcachesneachnodeareable
to maintainnarraver con denceintervalsin the eventof node
failure. This is becausewith larger cachesa higher number
of new experiencesare acceptedinto the cacheand usable
in calculatingtrust. Thoughnot shavn here,the clusterlead
is able to reactmore quickly than other nodesin the system
given thatit is awake and thus hasone of the rst available
opportunitieso detectnodefailure. Othernodesin the system
that are sleepingat the time of a node failure are unable
to detectthe node misbehaior until they wake up and are
informedby the clusterlead (or their neighbors)lt takesmore
time for the entire systemto reactwith a higher numbersof
sleepingnodesThenodewith thefailedsensoiitself mayhave
beensleepingduring someof thesehoursdelayingdetection
by neighborsuntil it wakesup. A future enhancemernto the
systemmight beto assigrhigherweightsto experiencesvhere
nodesbehaior changesatherthan give the sameweight to
all new experiencesSucha changewould assistin draving
the attentionto suddenchangesn behaior.

V. CONCLUSIONS AND FUTURE WORK

We presenteda new distributed approachthat establishes
reputation-basettustamongsensomodesin orderto identify
sensornode misbeh&ior, minimize their impact on applica-

tionsandmaximizeenegy conseration.We demonstratethe
bene tsof our approachusingextensie simulations However,
we have only testedsimple nodefailuresandlink losslevels.
We planon investigatingthe responsienesof the trustmodel
to maliciousmisbehaior including both externalattaclersand
existing nodesthat have beencompromisedWe also plan on
experimentingwith node mobility.
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