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Abstract

Recentdevelopmentsin Web technologysuch as the inclusion of scripting languages,
frames,andthegrowth of dynamiccontent,have madetheprocessof retrieving Webcon-
tentmorecomplicated,andsometimestedious.For example,Webbrowsersdonotprovide
amethodfor auserto bookmarka frame-basedWebsiteoncetheusernavigateswithin the
initial frameset.Also, somesites,suchastravel sitesandonlineclassifieds,requireusersto
gothroughasequenceof stepsandfill outasequenceof formsin orderto accesstheirdata.
Usingthebookmarkfacilitiesimplementedin all popularbrowsers,oftenit is not possible
to createa shortcutto accesssuchdata,andthesestepsmustbe manuallyrepeatedevery
time thedatais needed.However, hard-to-reachpagesareoften the bestcandidatesfor a
shortcut,becausesignificantlymoreeffort is requiredto reachthemthanto reachastandard
pagewith awell-definedURL.

TheWebVCRsystemaddressesthis problemby letting usersrecordandreplaya series
of browsing stepsin smartbookmarks—shortcutsto Web contentthat requiremultiple
stepsto be retrieved. It providesa VCR-styleinterfaceto transparentlyrecordandreplay
users’actions.Creatingandupdatingsmartbookmarksis a simpleprocessinvolving only
theusualbrowsingactionsandrequiringno programmingby theuser. In additionto sav-
ing userstime by providing shortcutsto hard-to-reachWebcontent,smartbookmarkscan
be usedasbuilding blocks for many interestingWeb applicationsandnew e-commerce
services.

In this paper, we describetheWebVCRandthetechniquesit usesto recordandreplay
smartbookmarks,aswell asour experiencesin building thesystem.Wealsodiscusssome
applicationsthataresimplified/enabledby smartbookmarks.

Key words: affiliate programs,bookmarks,dynamiccontent,electroniccommerce,
notification,personalization,smartbookmarks,tutorials,Webclipping,wrappers

1 Intr oduction

Thegrowing trendof makingtheWebmoreinteractiveandpersonalized,together
with the explosion of dynamiccontenthasled to the wide useof scripting lan-
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guages,frames,cookies,andforms.As aresult,theprocessof retrieving Webcon-
tent hasbecomemorecomplicated,andcansometimesbe tedious.For example,
Webbrowsersdo notprovidea methodfor a userto bookmarka frame-basedWeb
siteoncetheusernavigatesawayfrom theinitial frameset.Also, somesitesrequire
usersto go througha sequenceof stepsin orderto accesstheir data.For example,
in orderto find out theavailableflights andfaresfor a certainitinerary, oneneeds
to login at a travel Web site (by filling out a form with login id andpassword),
andentertheitineraryinformationto retrievetheavailablefares.Thesestepscause
dynamicpagesto begenerated,oftenwith session-idsencodedin theURL or em-
beddedinsidethepage.Using thebookmarkfacilities implementedin all popular
browsers,it is not possibleto createa shortcutto thelist of availableflights.Con-
sequently, in orderto trackthecostof a trip, thesestepsmustberepeatedmultiple
times.Suchpagesareoftenthebestcandidatesfor ashortcut,becausesignificantly
moreeffort is requiredto reachthemthanto reacha standardpagewhich hasa
well-definedURL.

In order to addressthis shortcoming,we built the WebVCR system.WebVCR
presentsa VCR-style interfaceto recordandplay browsing steps.It is very sim-
ple to use:a userneedsonly instructthesystemto startrecordingandgo on with
his usualnavigation.Oncehereachesthedesiredfinal page,hecanstoprecording
andsave the sequenceof browsing stepsin a smartbookmark to be replayedat
a later time. Smartbookmarksareshortcutsto Web contentthat requiremultiple
browsingstepsto be retrieved— they maybesaved in bookmarklists, or mailed
to otherslikeany otherbookmark.

Example 1.1 (Navigating travelocity.com) Considerthefollowing scenario.Ju-
liana plansto attendthe WWW9 conferenceandsheis looking for flights from
Newark to Amsterdam,thatleave from NewarkMay 14thandreturnfrom Amster-
damonMay 20th.Shemusttake thefollowing steps:

� Goto http://www.travelocity.com� ChoosetheFind/Booka Flight option(Figure1(a)),� Login (Figure1(b)),� Specifydetailsof itinerary(Figure1(c)).

This seriesof stepsproducesa pagewith a list of alternative flights (Figure1(d))
whoseURL is somethinglike:

http://dps1.travelocity.com:80/airgchoice.ctl?SEQ=94312

Bookmarkingthis URL is not useful,sinceoncethesession� timesout, theURL
canno longerbe usedto accessthe page.However, it is likely that a singlevisit
to this pagewill beinsufficient. It maytake weeksor monthsto find anacceptable
fare.UsingtheWebVCR,thesestepscanbesavedandlaterreplayedwith a single

� Thenumberat theright-handsideof theURL is a sessionid.
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(a) Travelocitysite (b) Travelocity login

(c) Itineraryform (to specifyorigin, des-
tination,dates,etc)

(d) List of alternative flights

Fig. 1. Stepsto retrieve adynamicallygeneratedpagefrom Travelocity

click — saving Julianaa lot of clicking andtime. �
Whereastheability to createshortcutsto hard-to-reach Webcontentcanbea time
saver for a user, it is speciallyusefulfor applicationsthat consumesuchcontent.
Significanteffort hasalreadybeeninvestedinto developing techniquesto build
wrappersto extract informationfrom HTML pages(seee.g., [11,15,1])andmore
recentlyto queryXML documents(seee.g., [7]). However, issuesinvolving the
actual retrieval of the datahave beenlargely overlooked. Currently, in order to
automatethe retrieval process,onemustwrite a program(an accesswrapper)in
generalpurposelanguagessuchasPerl andJava, or morespecializedlanguages
suchasWebL [11] to performtherequirednavigation.However, especiallyin the
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context of Web integrationsystems,this is not alwayspractical.Given the rateat
which Web siteschange,maintaininga large numberof accesswrapperscanbe
very timeconsuming.TheWebVCRcanbeusedto quickly createaccesswrappers
to Webcontent.Creatingandupdatingthesewrappersis asimpleprocessinvolving
only theusualbrowsingactions.

As aresult,anumberof applicationscanbegreatlysimplifiedby theWebVCR.For
example, casual users can easily put together personal portals (such as
http://my.yahoo.com) with informationretrievedfrom sitesof their choice
(e.g., their bankbalance,weatherreport,etc.)[3]. This andothernew applications
enabledby WebVCRaredescribedin Section3.

Eventhoughtheunderlyingideaof theWebVCRis rathersimple,therearemany
issuesthat needto be addressedfor it to work properly. For example,in orderto
recordusers’actionsin a transparentfashionandhandlevariousfeaturespresent
in Websites(e.g., cookies,JavaScript,etc.),we have to getaroundissuessuchas
securityrestrictionsof browsersand their limited APIs. In addition,becausethe
structureof a Webpagemaychangebetweenrecordandreplay, a majorchallenge
is to guaranteethatthesmartbookmarkleadsto theWebpageoriginally intended.
In what follows, we will discusstheseandotherproblemswe found in detail, as
well asour solutionsto them.

Thepaperis organizedasfollows. In Section2 we give an overview of theWeb-
VCR systemandits methodology. Applicationssimplifiedand/orenabledby We-
bVCR aredescribedin Section3. Implementationdetailsandour experiencesare
presentedin Section4. Relatedwork is discussedin Section5, andwe concludein
Section6 with futuredirectionsweplanto pursue.

2 Methodology

The record-play facility provided by WebVCRallows usersto save shortcutsto
Web pagesthat do not have a well-defined(static) URL. In this sectionwe de-
scribethemethodologybehindWebVCR,andillustrateoneof its uses:a personal
WebVCRthatletscasualWebuserscreatesmartbookmarks.

The main ideabehindWebVCRis to transparently recorda sequenceof brows-
ing stepsthatcanbesaved,andautomaticallyreplayedlater. We breakdown this
functionalityinto threecoarsefunctions:

Notification: Tracking users’ actions In orderto provide this functionality, the
WebVCRrequiresa mechanismto keeptrack of all actionsperformedby a user
while browsing,which links andbuttonsareclicked,what informationis input in
forms,etc.This canbeachievedin many differentways,for example:thebrowser
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canbe modifiedto provide notificationsfor eachactionperformed(e.g., the link
with DOM addresslink[0] and label Find Flights was clicked); a proxy can
be usedthat rewrites eachpageandreplacesall hrefswith calls to a well-known
scriptwhichcanthenprovide thenotificationfacility; aproxycanbeusedto mon-
itor all HTTP commandssentto/from the browser;JavaScripteventhandlerscan
beattachedto all active(clickableandchangeable)objectsin thepage.Note that
multiple techniquescanbecombined.

Recording: Storing user’sbrowsing information Oncenotificationaboutanac-
tion is received,enoughinformationmustbesavedsothatthestepcanbereplayed
later. Sinceasmartbookmarkmayvisit several(staticanddynamic)pages,ateach
pagethe WebVCRmustbe able to identify the correctactionneededto retrieve
the next page.Our initial implementationusesthe DOM signature(e.g., docu-
ment.links[5], that representsthe fifth link in the currentdocument)of the
active (clicked/modified)object,aswell asother informationavailableaboutthe
object(seeSection4.1 for details).Note that storingonly the DOM signatureof
theobjectsis notenough.Take for examplesitessuchashttp://amazon.com
thatmaydisplayadifferentnumberof adseachtimeapageis visited.If thenew ad
containsa link (or a form), theDOM signaturesof all subsequentlinks (or forms)
change— if the selectionof theobject is basedsolelyon the DOM, an incorrect
objectmaybechosenduringreplay.

Playback: Replayingusers’actions Correctlyreplayingaseriesof stepsis oneof
themajorchallengesfor theWebVCR.Complicationsarisefor many reasons.For
example,asillustratedin Example1, sinceURLs mayhaveembeddedsession-ids,
duringreplaysimply usinga recordedURL for thefinal pagewill not work. Other
complicatingfactorsinclude:thedifficulty of determiningthatapagehasbeenfully
loaded,andasa result,determiningwhenthenext stepshouldbeexecutedduring
replay;changesin thestructureof pagesthatoccurbetweentherecordandreplay
(e.g., banneradsmaybeaddedor removed);formswith hiddenattributeswhichen-
codesessionandotherinformationthatchangesconstantly;stepsthatencompass
theexecutionof a JavaScriptfunction(e.g., theonclick eventhandlerof a but-
ton),or theuseof apluginor Javaapplet.Robustnessissuesandtheimplementation
of thereplayfunctionalityarediscussedin moredetail in Section4.3.

2.1 Buildinga WebVCR

Therearemany possiblewaysto implementa WebVCRsystemdependingon the
choiceof notificationsystem,whereandhow smartbookmarksarereplayed,and
whereandhow they arestored.Becauseof spacelimitations, in this paperwe re-
strict our discussionto two differentarchitectures,client-basedandserver-based.
The differencesand tradeoffs betweenthesearchitecturesare discussedin Sec-
tion 2.2. We also restrict our discussionof implementationdetails to Netscape
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Navigator. � In what follows, we illustrate how Web traversalsare recordedand
replayedusingaclient-basedimplementation,thepersonalWebVCR.

Thearchitectureof thepersonalWebVCRis shown in Figure2. ThepersonalWeb-
VCR usesaJavaappletin conjunctionwith theuser’sbrowserto recordandreplay
smartbookmarks.Theappletcanbeinstalledon theend-user’s desktop,or down-
loadedwhenever requiredfrom aWebsitehostingthis applet.

Smart
Bookmark
database

WebVCR Browser Internet

Client machine

Fig. 2. Client-basedarchitecture

Internettim
e

Browser

Browser

page 1

   ...
step n-1

Smart bookmarks

intial URL
step 1

page n

Browser

page 2

...

Step 1

Step n-1

WebVCR

Fig. 3. Recordingsmartbookmarks

TheuserstartstheWebVCRby loadingtheWebVCRstartingpageinto a browser
window (MainWindow). Thestartingpageopensanew browserwindow (AppletWin-
dow) and loadsan HTML pagecontainingthe WebVCRapplet.The reasonfor
loadingtheWebVCRappletin its own browserwindow is to make theappletper-
sistent(while theuseris recording/playingsmartbookmarksin theMainWindow).
The applet,which hasstandardVCR-stylebuttons(seeFigure4), is thenstarted.
Therecordingprocessis depictedin Figure3.To recordasmartbookmark,theuser
traversesthe Web to the desiredstartingpoint for the smartbookmarkandclicks
on theRecord button in the applet.Clicking on theRecord buttoncausestwo
actionsto take place(which aretransparentto theuser):(1) theappletrecordsthe
currentURL asthestartinglocationof thesmartbookmark;and(2) theappletin-
sertseventhandlersonall elementsin theMainWindow thattheusermightoperate
on.Fromthenon,astheusernavigatesvia link traversalsor form submissions,each
actiontriggersaneventhandlerthatcausestheappletto recordthecorresponding

� Issuesregardingimplementationof WebVCRusingMicrosoft InternetExploreraredis-
cussedin Section4.
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Fig. 4. Screenshotof WebVCRappletwhenfirst startedup

Fig. 5. Screenshotof WebVCRappletwhile recordingsteps

action.Whenever a new pageis loaded,the appletre-insertsthe event handlers
(Step2 above).As shown in Figure5, theappletwindow keepstheuserinformed
of hisprogress.

Whentheuserfinally reachesthedesiredpage,heclicks on theStop buttonand
the appletstopsrecording.The usercan then play or stepthroughthe recorded
smartbookmark.During replay, theWebVCRappletusesthestepsrecordedin the
smartbookmarkto inform thebrowserwhich actionto take in orderto retrieve the
next page.For example,for link traversals,thecorrespondingURL is loadedinto
thebrowser;for form submissions,thevaluesinputby theuser(andrecordedin the
smartbookmark)areusedto fill theform beforesubmittingit.

A set of smartbookmarkscan be concatenated.For example,one may createa
smartbookmarkfor login at a specificsite, and a numberof othersto perform
distinctafter-login activities. However, thereis a requirementthat thefirst stepin
eachsequenceof smartbookmarksmusthave a well-definedURL. For example,
if theuserhasbeenbrowsinginsidea framesetsuchthat thecurrentURL doesn’t
reflectthecontentin theframes,thenreplaywill notwork properly.

Onceasmartbookmarkis recorded,theuseralsohastheoptionof saving it into an
HTML file thatcontainsa representationof thesmartbookmarkalongwith a ref-
erenceto theWebVCRapplet.ThisHTML pagecanbebookmarkedlikeany other
Web page,andcanbe addedto the browser’s bookmark/favoriteslist. If the user
loadsthatHTML pageinto abrowser, theWebVCRappletstartsandautomatically
replaystheentirerecordedsmartbookmark,thusproviding theuserwith one-click
accessto thefinal page.
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2.2 Architectural variants

In the discussionabove, we describedan implementationof a client-basedWeb-
VCR thatusesaWebVCRappletandbrowserto recordandplaysmartbookmarks.
However, for applicationssuchasWebclippingfor wirelessaccess(seeSection3),
a tool is neededthatdoesnot requiretheuseof a full-fledgedbrowseron theclient
side,andthatminimizesthecommunicationbetweenclientandserver. For suchan
application,a server-sideprocessthat receivesa request,performsthereplay, and
shipsonly (somesectionof) thefinal pageis moreappropriate.

Figure 6 depictsa server-basedarchitecturefor the WebVCR. A central server
provided by a trustedthird party records,stores,andreplayssmartbookmarks.�
SincetheWebVCRdoesnotmakeuseof thelayoutof HTML pagesrenderedby a
browser, abrowseris notnecessaryduringreplay. Instead,alight-weightWebclient
thatunderstandstheHTTP protocol,hasanHTML parserto extract theDOM in-
formation,and(possibly)hasa JavaScriptinterpreterto handleDynamicHTML
canbeused.In thescenariowheremultipleuserssimultaneouslyaccessthecentral
server, a light-weight client is preferableto a heavyweight browser, makingfor a
morescalablesolution.

Dif ferentissuesarisein theimplementationof a server-basedarchitecture.For ex-
ample,JavaScripthandlersareno longera valid optionfor detectingbrowsingac-
tions.Onepossiblemechanismfor recordinguseractionsin thisscenariois to have
theWebVCRserverrewrite theHTML pagesbeforepresentingthemto theuser, so
thatall link traversalsandform submissionsto thedestinationsitearein factredi-
rectedthroughtheWebVCRserver. � Notethattheservermustalsosimulatesome
of theactionsperformedby browser, suchasthehandlingof cookies— sinceit is
theWebVCRserver thatrequestsdocumentsfrom thedestinationsite,any cookies
presentin the user’s machinearenot visible. Otherdifferencesbetweenthe two
architecturesinclude:

� Privacy: A WebVCRserver hasaccessto all informationrecordedin the smart
bookmark,and that is sent to and downloadedfrom the destinationsite during
recordandreplay. Theclient-basedarchitecturein contrast,offersgreaterprivacy
to the user, sincerecord/replayoccur at the user’s desktop,and the information
recordedin thesmartbookmarkis alsostoredlocally.� Implementationcomplexity: In client-basedarchitectures,sincerecordandreplay
is donevia theuser’s browser, destinationsitesrequiringcookiesor secureaccess
(HTTPS)poseno problems.In contrast,server-basedimplementationsmustpro-
vide specialsupportfor thesefeatures.� Easeof useandconvenience:In server-basedarchitectures,theuserdoesnotneed
to install/downloadtheapplication,but needsto accessthethird party’sWebserver

� SmartbookmarkscanbemadeavailablethroughauniqueURLsgeneratedby theserver.
� SomenotificationservicessuchasMindIt [14] usethis technique.
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every time thesmartbookmarkingfunctionalityis required.� Security:Becauseof securityrestrictionsimposedby browsers,in client-based
architectures,theWebVCRappletmustbegrantedcertainprivileges.For example,
UniversalBrowserAccess is requiredsincetheappletneedsto read/modify
pagesdownloadedfrom differentdomains,andUniversalFileAccess is re-
quiredif theuserdesiresto save bookmarksinto HTML files for lateraccess.It is
our experiencethatsomeusersarenot comfortablewith acceptingcertificatesand
grantingsuchprivilegesto applets.�� Secure connections:In server-basedarchitectures,HTTPSconnectionsmustbe
handledproperly. In order to provide an end-to-endsecureconnection,the Web-
VCR server mustopentwo distinctsecureconnections:oneto thedestination,and
oneto theclient.� Handlingscriptinglanguages:In somesites,selectinganoptionfrom a selection
box causesa JavaScripteventhandlerto fire, which in turn causesa new pageto
be loaded.To handlethis in a server-sidesettingwould requireanalyzingall such
JavaScriptcode,andrewriting it sothatall requestsgothroughtheWebVCRserver.

WebVCR

Smart
Bookmark
database

InternetBrowser

Client machine

Trusted Server

Fig. 6. Server-basedarchitecture

It is worth pointing out that a hybrid architectureconsistingof a combinationof
server-basedand client-basedcomponentsis also possible:a usermay createa
smartbookmarkwith a personalWebVCR on his desktop,and later replay this
smartbookmarkon the desktopfrom his personaldigital assistant(PDA) usinga
wirelessmodem.

3 Example Applications: Beyond Smart bookmarks

Someapplicationsof smartbookmarksareevident,for example:a usercanrecord
smartbookmarksfor any taskhe might needto performmultiple times,suchas
accessinglocal weatherinformation,searchingusedcar classifieds,checkingfor
bestairfaresto a particulardestination,filling up an online shoppingbasket, etc.
However, a variety of otherapplicationscanalsobe built usingsmartbookmark
technology. We list someof theseapplications.

� NotethattheUniversalFileAccess requirementcanberelaxedif theuseris will-
ing to have the HTML dumpedto the browser, and thensaved to file from the browser
itself.
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Web Personalization and Mobile Access Smartbookmarksweredescribedin
passingin our previouswork on Webpersonalization[3], whereweproposeanew
approachto personalizationthatallows usersto specifythecontentsof a personal
homepage,muchlike in MyYahoo(http://my.yahoo.com) but with more
choices:apersonalpageis built from asetof generalqueriesoverinformationfrom
multiple Web sites.For instance,the usercanspecifythat an arbitraryWeb page
(or sectionthereof)beembeddedin thepersonalhomepageasa frame(or layer).
Thespecificationof thecontentof eachframecanbeaURL, asmartbookmark,or
amorecomplex querythatretrievesthedesiredcontent.

The ability to easilycreateaccesswrappersmakes it possibleto producehighly
personalizedWebclippingserviceswhencombinedwith theability to extractparts
of pages.The ability to returnonly selectportionsof the final Web pageis very
desirablefor mobileclients(e.g., smartphonesandPDAs) thathave limited band-
width. Furthermore,this canbe combinedwith phonebrowsing technology(e.g.,
[4,16]) to make this personalizedcontentavailablevia phone.

Smarter Affiliate Programsand PermissionMark eting Many sitesoffer affili-
ateprograms,wherethey give third-partysitescommissionsfrom salesoriginated
in thosesites(seee.g., [2]). Using smartbookmarksto producecomplex orders,
affiliate programscanbemademorevaluable,bothto themerchantwhoultimately
shipsthe itemsandto theconsumerwho usestheservice.For instance,currently,
a recipesitecanput a link to a merchantsiteselling ingredientsusedin therecipe
or to aproducton thatsitewhich is neededin therecipe.In thelattercase,theuser
clicks on theproductlink andthenmakesa secondclick on the resultingpageat
themerchantsiteto addtheitem to theshoppingcart.However, affiliate programs
cannotmake it reallysimpleto orderall theitemsin therecipeunlessthemerchant
site hasalreadyproducedsucha bundle.With the WebVCR,staff of the affiliate
programscanproducea smartbookmarkthatwill loada user’s shoppingcartwith
exactly theright itemsfor therecipefrom themerchantssite.Theusercanremove
any unneededitemsor addany otherdesireditemsbeforecheckingout. The in-
creasedeaseof purchasingmakesimpulsebuyingof ingredientsto maketherecipe
morelikely. By producingmorerecipesandcorrespondingsmartbookmarks,the
affiliate sitecanaddsignificantvalueto themerchant’s offeringsandgainsignifi-
cantrevenue.

Similarly, bundlesof offers,for example,clothingsuggestions(possiblywith abil-
ity to seetried on), party supplies,gift basketsitems,canbe producedby a mer-
chantemploying permissionmarketing andsentasemail or placedon a personal
Web pagefor individual customers.The usercaneasilyorderthe itemsasabove
— thedifferencebeingthatthebookmarkis customizedwith aparticularcustomer
in mind ratherthanasa moregeneraloffering. Giventhesimplicity of producing
smartbookmarks,creativebundlingoptionsaresignificantlyeasierto developthan
the alternativeswhich requireserver-side programming— creatingsmartbook-
marksrequiresnoprogramming,only anintuitiveVCR styleinterface.Thismakes
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it possibleto do many moreexperimentson whatkind of promotionsreally work.
This is crucial in permissionmarketing — examplesof improving responserates
from 3%to 40%by repeatedexperimentationhavebeenreportedin [9].

Tutorials Smartbookmarkscanbe usedas tutorials of how to usea site. The
WebVCRhasa step-facility that allows usersto take their time at eachpageen-
counteredduring a traversal.This canhelp themlearnhow the site is structured
for particularkindsof use.For example,anonlinecustomercarerepresentative for
travelocity.com caninstructcustomershow to navigatethe travelocity site
for specifictasks(e.g., bookingaflight) by remotelycreatingsmartbookmarksand
emailingit to customers(possiblyincludingsomefurtherexplanationin theemail).

Web Site Testing Another useful applicationfor the WebVCR is in Web site
testing.Smartbookmarkscanbeusednotonly asa testsuiteto testWebsitefunc-
tionality, but also to testhow well a site respondsto high volumeof hits — for
example,by firing multiplesmartbookmarkssimultaneously.

4 Implementation

In this section,we describein detaila client-basedWebVCRimplementation:the
personalWebVCR.Becausethetool is targetedto casualWebusers,importantre-
quirementsmust be met, most notably the tool must be easyto useand it must
alsobeportable.In orderto ensureportability, theWebVCRfunctionalityis imple-
mentedasa combinationof anappletandJavaScriptthat (at leastin theory)runs
on any browser. TheappletpresentsanintuitiveVCR-like interfacethat letsusers
record/replaysmartbookmarks.

The WebVCRapplethasa very small footprint, so that it is practicalfor usersto
experimentwith thesystemwithoutexperiencinglargedelaysfor downloadingthe
Java code.It achievesthat in partby not duplicatingfunctionalityprovidedby the
browser(e.g., insteadof implementinganHTML parser, it usestheuserbrowser’s
DOM API to locatepageelements).

Therestof this sectiondescribestheimplementationaswell asissueswe encoun-
teredwhile building the system.Certaindetailsare omitted to simplify the pre-
sentation,for examplewe consideruseractionsto be only link traversalsor form
submissions,thoughotherkindsof actions(e.g., buttonclicks)canalsobehandled.

4.1 Informationstoredin smartbookmarks

As mentionedearlier, the WebVCR applettracksa user’s navigation actionsby
addingJavaScripteventhandlersto Webpagesduringrecording.Theseeventhan-
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dlersareinvokedwhencertainuseractionsoccur(e.g., link traversals,form sub-
missions),which in turn causethe WebVCR appletto recordthe corresponding
actionasa smartbookmarkstep. Figure7 shows anexcerptof a smartbookmark
file (simplifiedfor expositionpurposes)to illustratethekind of informationstored.

For link steps, theWebVCRrecordsthefollowing information:text associatedwith
the link; URL that the link refersto; the target name	 (if present)in which the
resultingWebpageshouldbedisplayed;andDOM locationof thelink. Formsteps
contain:nameof the form; DOM locationof the form; actionassociatedwith the
form; methodassociatedwith the form (GET/POST);andall the elementsin the
form.For eachformelement, furtherrecordedinformationincludes:elementname;
index of the elementin the form (e.g., 3rd element);type of element(e.g., text,
password);propertiesof theelement(seebelow); andtype-specificproperties(e.g.,
valuesfor text fields,checkedflag for checkboxesandradioboxes,selectionindex
or optionlists for selections).

Thereare different modesfor storing user-specifiedinformation in smartbook-
marks.For instance,the user is able to specify that password fields (e.g., Fig-
ure1(b))areeitherpromptedfor whenneededduringreplay, or arestoredencrypted
in thesmartbookmark,whereasfieldslike theorigin anddestinationof flight (Fig-
ure1(c)) canoftenbestoredin plain text. Accordingly, eachattributehastheone
of the following propertiesto guidetheWebVCRduringplayback:prompt (ask
theuserfor theattributevalue);stored (usethevaluethatis storedin plain text);
encrypted (usethevaluethatis storedencrypted).


4.2 Creatingsmartbookmarks

The recordingprocessis as follows. When the userpressesthe recordbutton in
the appletwindow, the appletusesLiveConnect[8] to set event handlerson all
clickableelementsin the pagedisplayedin the browser(i.e., onclick handlers
for links, onsubmit handlersfor forms,etc.).If therearealreadyeventhandlers
presentin thepage,thenew handlersarechainedto theexistinghandlersto ensure
properreplay.

Whenaneventfires,theappletrecordsall thenecessaryinformationfor theevent.
It mustthenwait until thefollowing pageis loadedto repeattheprocessof adding
handlersand waiting for events.The WebVCR addsonload handlersto each
pageto detectwhen a pagehasbeenfully loaded.However, if the pagehasal-
readyloadedwhentheonload handleris added,theeventwill never fire. Thus,

	 For example,if thedocumentis to bedisplayedin aparticularframe,thetargetspecifies
theframe.

 Thedecryptionkey canbeenteredoncefor eachWebVCRsession.
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Fig. 7. Smartbookmarkstepsto login athttp://www.travelocity.com

in additionto onload handlers,theWebVCRusesaseparatethreadthatpolls the
browserwindow to checkwhetherthedocumentchanged.

4.3 Ensuringcorrectreplay

Therecordedstepsarereplayedasdescribedin Figure8. Eachstepis executedde-
pendingonits type.For URL steps(lines4-5),thestoredhref is fetchedandloaded
into thebrowser. For link traversals(lines6-8), therecordedpropertiesof the link
(DOM location,text, URL) areusedto determinethehrefof thepageto befetched
(seebelow for detailson theheuristicsusedto find theclosestmatch).Thepageis
displayedin thetargetwindow specifiedin thestep.Finally, for form submissions
(lines 9-11), the recordedpropertiesof the form (name,DOM location,element
namesandtypes)areusedto determinetheappropriateform to besubmitted.At-
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Fig. 8. Playingasmartbookmark

tributevaluesspecifiedasstored or encryptedarereadfrom thesmartbookmark,
andtheuseris promptedfor attributevaluesspecifiedasprompt— thesevaluesare
usedto setthevaluesof theform elements,andtheform is thensubmitted.

During replay, theappletmustalsodetectwhena new pageis loaded(line 2). The
processusedis similar to that usedfor recording.The appletinsertsanonload
handlerin the Web pageto detectwhenthe pagehasbeencompletelyloaded.In
addition,the appletpolls the DOM structures(createdby the browser)at regular
intervalsto checkif a sufficient portionof thepagehasloaded.This is determined
currentlyby checkingif the link/form at the recordedDOM locationis available,
thoughmoresophisticatedreasoningis possible.

SinceWebpagesmaychangeafterasmartbookmarkis recorded,specialcaremust
be taken to ensurethat smartbookmarksarecorrectlyreplayed.In what follows,
we describesomeerror-correctionheuristicsthat arerequiredto make the replay
robust in thepresenceof changesto thepagestructure.Eventhoughwe limit our
discussionto link traversals,similar techniquescanbe appliedfor otherkinds of
smartbookmarkstepsaswell.

During the replayof a link step,the WebVCRfirst accessesthe propertiesof the
link in thecurrentlyloadedpagethathasthesameDOM locationastherecorded
link. If theURL andthetargetof this link arethesameastherecordedinformation,
amatchis declared,andthis link is usedfor thereplay. However, occasionallythere
will notbeamatch.Thereareseveralreasonsfor this.For example:

� TheDOM location mayhavechanged.A Web pagemay have adsthat appear
before the link that the userhasrecorded.Sinceadsthat appearin the page
usuallydiffer from onetraversalto the next, the numberof links embeddedin
theadsmayalsodiffer, andconsequently, theDOM locationof therecordedlink
maychange.
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� TheURLmayhavechanged.Somesitesencodesessioninformationin theURLs.
Consequently, whenonelogsout andthenlogs in, thecorrespondingURL will
have changed,andthus,usingthesameURL is likely to resultin a server error.
However, thetext associatedwith thelink canstill beusedto performthematch.� Thelink text mayhavechanged.For example,thecnn.comWebpagehasalink
pointing to the daily almanac,wherethe text associatedwith the link refersto
thecurrentdate.Hence,thelink text changesdaily, however, theURL associated
with thelink remainsthesame.

Thesechangesdo not posea problemto a userbrowsing the Web sincethe user
caneasilydeterminewhich link hewantsto follow, but they dopresentachallenge
to a systemthatperformsautomaticnavigation.We usethefollowing heuristicsin
orderto find theclosestmatchfor a recordedlink step(notethata numberof the
stepsgivenbelow canbecombinedfor efficiency):

(1) Attemptto locatealink in thelastretrievedpagecorrespondingto DOM loca-
tion storedin currentsmartbookmarkstep.If thelink exists,thetargetof the
link matchesthe bookmark,andeitherthe URL or text of the retrieved link
matchthestep,thenusethatlink.

(2) Otherwise,if thereis a uniquelink in the pagewhosetarget,URL, andtext
matchthoseof thestoredlink, usethatlink.

(3) Otherwise,if thereis a uniquelink in thepagewhosetargetandURL match
thoseof thestoredlink, usethatlink.

(4) Otherwise,if thereis a uniquelink in the pagewhosetarget andtext match
thoseof thestoredlink, usethatlink.

(5) Otherwise,if thelink correspondsto aCGI bin script(e.g., contains“?” in it),
thenfind all links that matchthe storedURL up to the first occurrenceof a
“?” andstorethemin setof candidatelinks, whichwedenote� .

(6) Eliminateany elementsof � whoseparameternamesdo not matchthestored
version.For instance,if thestoredURL is
http://xyz.com/script?x=10&y=12 then
http://xyz.com/script?x=20&y=32matches,but
http://xyz.com/script?x=10&z=12 doesnot,sinceit hasa param-
eternamedz thatdoesnot appearin thestoredversion.

(7) For eachparameterin thestoredversionwhosevaluematchesthecorrespond-
ing parametervaluein at leastoneelementof � , eliminateall elementsof �
with anon-matchingvaluefor thesameparameter.

(8) If � is asingletonset,usethatelement.
(9) Otherwise,theplaybackcaneitherbeaborted,or thelink presentattherecorded

DOM locationcanbeusedto try andproceedthroughtheplayback(our im-
plementationusesthe latter). However, the playbackmight fail later in the
sequence,or thesequencemight traversepagesdifferentfrom what theuser
hadrecorded.

Steps1-4 areself explanatory. Steps5-8 dealwith the casewherethe link refers
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to a cgi-script.Step6 eliminatesthe casewhen the sameCGI-bin script is used
to handlea variety of tasks,wherethe sameset of variablesis requiredeven if
therevaluesdiffer becausesessioninformationis encodedin them.Step7 is used
to differentiatebetweenvariablesthatspecifythetaskto performandthosewhich
encodesessioninformation.For instance,menu=7 almostcertainlyimpliesa task
to performratherthanencodingsessioninformation.Thus,if a matchis found,all
non-matchingcandidatesareeliminated.

Theseheuristicsare hard-codedin our currentimplementationof the WebVCR.
In the future,we plan to let usersmanipulatethem,for example,by choosingthe
orderin which they areapplied.Therobustnessof smartbookmarkscanbefurther
improvedby letting usersdefinetheir own matchingrulesfor thevariousstepsin
smartbookmarks.

4.4 Optimizations

Certainoptimizationsarepossibleto speedup the replay. During replay, the user
is usuallyinterestedin looking at thefinal page,hence,time canbe savedby not
loadingfigurespresentin theintermediatepages.Thiscanbeachievedeasilysince
thebrowserexposesthis functionalityvia JavaScript.

Also, it might be possibleto skip somestepsduring replay. For example,if the
replayis currentlyatstep � , andit canbedeterminedthatasubsequentstep� hasa
well-defined(static)URL, thenintermediatestepsbetween� and � canbeskipped,
thuscompressingthebookmark.In Example1, theFind/Booka Flight stepcanbe
skipped,andtheWebVCRcangodirectly to thelogin page.Anotherexamplecase
is searchingfor carsin Yahooclassifieds,wheresomeof theintermediateform sub-
missionscanbe skippedasthe informationenteredinto forms in precedingsteps
endsup encodedin the URL, for example:http://classifieds.yahoo-
.com/yc?ce mk=&ck=Toyota&za=and&ce sl=&cc=automobiles&
cr=New+York+City&cs=time+2&g=&cf=1encodestwo form submissions,
oneenteringazip codeandoneenteringthecarmakeToyota.

Automaticallycompressingsmartbookmarksis madedifficult by thefact that the
Web server couldbe maintaining(andupdating)someserver stateduring theen-
tire interaction.However, if eitherno suchserver stateis maintained,or it is not
essentialfor theinteraction,reasonableheuristicscanbeusedfor compression.

4.5 Someotherissuesandlimitationsof theWebVCR

HTTP authentication Onelimitation of solely usingthe browserfor recording
smartbookmarksis that someuseractionscannotbe recordedin the client. For
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example,it is not possibleto detectwhenHTTP authenticationtakesplace,and
sincethevaluesenteredby theuserarenot availablethroughtheDOM API, such
interactioncannotberecordedby theapplet.Oneway to handlethis scenariois to
haveaproxythatinterceptstheHTTPauthenticationmessagesduringrecording,so
that they canberecordedby theWebVCRapplet.During playback,theWebVCR
appletcaninform theproxy to directlyperformtheauthenticationwith thedestina-
tion Website (without goingthroughthebrowser).In thecurrentimplementation,
smartbookmarksthatrequireHTTP authenticationcanberecorded,but duringre-
play, theWebVCRblocksat theHTTPauthenticationstageuntil theuserentersthe
propervaluesandclicksOK.

State information The HTTP protocol is stateless,however, Web sitesusually
maintainsomekind of state(e.g., sessioninformation).This is accomplishedin
variousways,the commononesbeing1) embeddingsessionids in URLs, 2) en-
codingsessioninformationin hiddenvariablesinsideHTML forms,or 3) storing
appropriatecookiesontheuser’smachine.Thefirst two casesarehandledeasilyby
heuristicsmentionedearlierin thepaper. The third casepresentssomeinteresting
problems.If a userrecordsa smartbookmarkwith cookiesturnedoff, but replays
it with cookiesturnedon (or vice versa),hemight seecompletelydifferentpages
duringrecordandreplay. Theproblemis aggravatedif smartbookmarksareshared
amongusers.In thegeneralcase(if the two setsof pagesareradicallydifferent),
thereis notmuchthatcanbedone.However, therearespecific,commoncasesthat
canbehandled.

Many sitesrequireusersto login to thesite,by enteringa usernameandpassword
(or someothersuchinformation),andusecookiesto keeptrackof theuserashe
navigateswithin thatsite.Hence,if a userrecordsa smartbookmarkwith cookies
turnedon, and logs on to the Web site, this information is storedon the user’s
machineso that if he re-visits that site (during replay), the useris not presented
with the login pageat all. A naive way to handlethis during replayis to assume
thatall pagesthatrequireapassword(i.e., theform submissionrecordedhasainput
field of typepassword) couldbelogin pages,andcheckif oneof thefollowingsteps
(generallythenext step)recordedin thesmartbookmarkcanbeusedin thecurrent
page.If so,thelogin stepis skipped,andreplayresumesfrom thatstep.

Signedapplets Duringbothrecordingandreplayof smartbookmarks,WebVCR
needsto accessandmodify theWebpagesbeingnavigated.By default, to prevent
unauthorizedsnoopingof auser’sWebactivity, thebrowseronly allowssuchaccess
to Webpagesretrievedfrom thesamedomainastheWebVCRapplet.Hence,the
WebVCRcodeneedsto bedigitally signedwith a certificatefrom a trustedthird-
party(e.g., Verisign),andtheuserneedsto explicitly granttherequestedprivileges
beforeWebVCRcanbeused.

Usersmight not mind grantingprivilegesto WebVCRto accessWeb documents
from otherdomainsduringrecordandreplay, but mighthesitategrantingprivileges
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that allow the WebVCRappletto modify their files (which is requiredif a user
wantsto save smartbookmarks).A lessconvenientmechanism,which doesn’t re-
quiresucha privilege, is to displaythe recordedbookmarkin a browserwindow,
andasktheuserto usethebrowserto save thesmartbookmarkinto anHTML file.

Automatic refresh Accessingsomesites(e.g.,cnn.com) resultsin pagesbeing
retrievedwhich might be redirectedafter sometime to a differentURL (e.g., due
to theMETATAG with anHTTP-EQUIV valueof "REFRESH"). While recording
asmartbookmark,it is notpossibleto automaticallydistinguishbetweenthiscase,
andthe casewherethe usersimply typed in a differentURL in the locationbar
(or pulledonefrom hisbookmarklist). However, duringreplay, theWebVCRmust
distinguishbetweenthesecases,sinceit mustexecutea stepfor the latterbut not
for theformer. In ourcurrentimplementation,thedefault is to assumethatarefresh
took place,and if the userwantsto createa smartbookmarkwith disconnected
steps,hemustexplicitly specifyso.

Micr osoft IE limitations EventhoughIE 4.0 andhigherpurportsto implement
completeJavaScriptandLiveConnect,we foundthatcertainfeaturesof LiveCon-
nectwerenot implemented.Also, the securitymodel in IE 4.0 is suchthat there
is no way for JavaScriptcodein a pageto accessan applet’s methodsif the ap-
plet is from a differentdomainthanthepagecontainingtheJavaScriptcode.Note
that this is exactly thecapabilitythat is requiredin a client-basedimplementation
whenrecordinga smartbookmark.IE 5.0 supportsHTML Applications(HTAs)
thatrelaxcross-domainaccessrestrictions,andmake a client-sideimplementation
feasible.HTAs seemto beunableto directlyrunapplets,sopartof theimplementa-
tion needsto bemovedto JavaScript.In addition,relaxationof cross-domainaccess
restrictionsis asymmetric.A workaroundis to have theJavaScriptcodethat is in-
sertedinto Webpagesseta localpagevariable,andhavetheappletpoll thepageto
determineif thelocalvariablehasbeenchanged.Theappletcanthentakewhatever
actionis appropriate.Theport of theWebVCRto IE 5.0 is currentlyunderway.

5 RelatedWork

Smartbookmarksweredescribedin passingin [3] asa basicbuilding block of a
personalizationplatform. In this paper, we give a detaileddescriptionof the idea
underlyingsmartbookmarks,themethodologyandimplementationof asystemthat
providesthefunctionality.

Thereis a hugeliteratureon toolsandtechniquesto build wrappersfor Websites
(e.g., [15,11,10,1]).However, the main focus of previous work is on extracting
informationfrom Web pages.While it is possibleto addextractionfunctionality
to the WebVCR,its major emphasisis to automatethe retrieval of hard-to-reach
pages.
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InternetExplorer(IE) version5 hasintroducedthe IntellisenseTechnology, a fea-
turebuilt into thebrowserthatrecordsvaluesof certainform elementsevery time
a form is filled out. If thesameform is laterloadedin thebrowser, IE displays,un-
dertheelements,a list previously enteredvaluesfrom which theusermaychoose.
Notethatnotall form elementsaresupported,for example,thevaluesfor elements
suchasradiobuttonsor pull-down lists arenot recorded.

The automationof the processto retrieve dynamicallygeneratedWeb pageswas
addressedin [6], wherenavigationmapswereproposedto representthestructure,
accesspaths,andcontentsof a Web site. Someof the techniquesdevelopedfor
WebVCRcanbeusedin theimplementationof anavigationmapbuilder. Krulwich
[12] did earlierwork onautomationof mundaneandrepetitivebrowsingtasks.The
LiveAgent architecturedescribedin [12] usesa proxy to modify/filter Web pages
(similar to MindIt [14]), andit thushasa numberof limitations,for example,it is
unableto recordJavaScriptsteps.

Recently, therehasbeenaproliferationof personalizationandnotificationservices
(e.g., [13,5,14]).The WebVCRandsmartbookmarkscanbe usedto simplify as
well asextendtheseservices.For example,Mind-it [14] is a notificationservice
that allows usersto specifypagesor sectionsof pagesthat they would like mon-
itored.Whenthe pageschange,Mind-it alertsthe users.However, Mind-it is not
ableto trackhard-to-reachpages(e.g., whoseURLscontainsessionids,or thatare
only reachablevia asequenceof dynamicallygeneratedpages).Similar limitations
applyto theotherservicesthatweareawareof.

6 Conclusionsand Future Dir ections

In this paper, we describethe WebVCRsystemandthe techniquesit usesto cre-
ateandreplaysmartbookmarks— shortcutsto Webcontentthatrequiremultiple
browsing stepsto be retrieved. The WebVCR presentsa VCR-style interfaceto
recordandplay browsing steps,requiringno programmingby the user. Creating
andupdatingsmartbookmarksis asimpleprocessinvolving only theusualbrows-
ing actions.Smartbookmarksmaybesavedin bookmarklists,or mailedto others
likeany otherbookmark.They offer aneasymeansto auto-navigatetheWeb,thus
simplifying theretrieval of hard-to-reachWebcontent.Besidessaving userstime,
smartbookmarksmayalsobeusedto createavarietyof new e-commerceservices.

Despiteour effort to make thesoftwareportableby usingstandardlanguagesand
APIs (e.g., DOM, JavaScript,andJava),differencesbetweenNetscapeandIE have
provedto beabarrier. Our initial implementationrunsonNetscape4.0andhigher,
andtheport to Microsoft IE 5.0 is underway.

For futurework, weplanto addressmany of theissuesdescribedin Section4 such

19



asthe recordingof HTTP authenticationsteps.In addition,we plan to extendthe
WebVCRto supporteditingaswell asparameterizationof smartbookmarks.For
example,to let userscreatetemplatesmartbookmarksandprovide differentinput
valuesat eachinteraction.Otherfutureextensionsinclude:aserver-sideversionto
enableto creationof serviceslikeMind-it [14] andCallTheShots[5], aswell asfor
Websitetesting;andtheintegrationof theWebVCRwith existingextractiontools.
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