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Abstract

Recentdevelopmentsin Web technologysuch as the inclusion of scripting languages,
frames,andthe growth of dynamiccontenthave madethe processof retrieving Webcon-
tentmorecomplicatedandsometimesedious.For example Webbrowvsersdo not provide
amethodfor auserto bookmarka frame-basedlVebsite oncethe usernavigateswithin the
initial framesetAlso, somesites,suchastravel sitesandonlineclassifiedstequireuserso
gothroughasequencef stepsandfill outasequencef formsin orderto accessheirdata.
Usingthebookmarkfacilitiesimplementedn all popularbrowsers oftenit is not possible
to createa shortcutto accessuchdata,andthesestepsmustbe manuallyrepeatedevery
time the datais neededHowever, hard-to-reactpagesare often the bestcandidatedor a
shortcutbecaussignificantlymoreeffort is requiredto reachthemthanto reachastandard
pagewith awell-definedURL.

The WebVCRsystemaddressethis problemby letting usersrecordandreplaya series
of browsing stepsin smartbookmarks—shortcutsto Web contentthat require multiple
stepsto beretrieved. It providesa VCR-styleinterfaceto transparentlyecordandreplay
users’actions.Creatingandupdatingsmartbookmarkss a simple processnvolving only
the usualbrowsing actionsandrequiringno programmingby the user In additionto sav-
ing userstime by providing shortcutgo hard-to-reactWeb content,smartbookmarkscan
be usedas building blocks for mary interestingWeb applicationsand nev e-commerce
services.

In this paper we describethe WebVCRandthe techniquest usesto recordandreplay
smartbookmarksaswell asour experiencesn building the systemWe alsodiscusssome
applicationghataresimplified/enabledby smartbookmarks.

Key words: affiliate programsphookmarksdynamiccontentelectroniccommerce,
notification,personalizationsmartbookmarkstutorials,Web clipping, wrappers

1 Intr oduction

The growing trendof makingthe Web moreinteractve andpersonalizedtogether
with the explosion of dynamiccontenthasled to the wide useof scripting lan-
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guagesframescookies andforms.As aresult,the procesf retrieving Web con-

tent hasbecomemore complicated and can sometimese tedious.For example,
Web browsersdo not provide a methodfor a userto bookmarka frame-basedVeb

siteoncetheusernavigatesaway from theinitial framesetAlso, somesitesrequire
usersto go througha sequencef stepsin orderto accesgheir data.For example,
in orderto find out the availableflights andfaresfor a certainitinerary, oneneeds
to login at a travel Web site (by filling out a form with login id and passverd),

andentertheitineraryinformationto retrieve the availablefares. Thesestepscause
dynamicpagedo be generatedoftenwith session-idencodedn the URL or em-
beddednsidethe page.Using the bookmarkfacilitiesimplementedn all popular
browsers,it is not possibleto createa shortcutto thelist of availableflights. Con-
sequentlyin orderto trackthe costof atrip, thesestepsmustbe repeatednultiple

times.Suchpagesareoftenthebestcandidate$or a shortcut becauseignificantly
more effort is requiredto reachthemthanto reacha standardpagewhich hasa

well-definedURL.

In orderto addressthis shortcoming,we built the WebVCR system.WebVCR
presentsaa VCR-styleinterfaceto recordand play browsing steps.lt is very sim-
ple to use:a userneedsonly instructthe systemto startrecordingandgo on with

his usualnavigation. Oncehereacheshe desiredfinal page he canstoprecording
and save the sequencef browsing stepsin a smartbookmark to be replayedat
a later time. Smartbookmarksare shortcutsto Web contentthat requiremultiple
browsing stepsto be retrieved — they may be savedin bookmarklists, or mailed
to otherslik e any otherbookmark.

Example 1.1 (Navigating travelocity.com)  Considerthefollowing scenarioJu-
liana plansto attendthe WWW9 conferenceand sheis looking for flights from
Newarkto Amsterdamihatleave from Newark May 14thandreturnfrom Amster
damon May 20th. Shemusttake the following steps:

Gotohttp://ww.travel ocity. com
Choosehe Find/Booka Flight option (Figurel(a)),
Login (Figurel1(b)),

Specifydetailsof itinerary (Figure1(c)).

This seriesof stepsproducesa pagewith a list of alternatve flights (Figure 1(d))
whoseURL is somethindike:

http://dpsl.travel ocity.com 80/ airgchoice. ctl ?SEQ=94312

Bookmarkingthis URL is not useful,sinceoncethe session timesout, the URL
canno longerbe usedto accesghe page.However, it is likely that a single visit
to this pagewill beinsufiicient. It maytake weeksor monthsto find anacceptable
fare.Usingthe WebVCR,thesestepscanbe savedandlaterreplayedwith asingle

1 Thenumberat theright-handsideof the URL is a sessiorid.
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click — saving Julianaalot of clicking andtime.

Whereaghe ability to createshortcutdo hard-to-read Web contentcanbeatime
saver for a user it is speciallyusefulfor applicationsthat consumesuchcontent.
Significanteffort hasalreadybeeninvestedinto developingtechniquego build
wrappergo extractinformationfrom HTML pages(seee.g., [11,15,1])andmore
recentlyto query XML documentgseee.g., [7]). However, issuesinvolving the
actualretrieval of the datahave beenlargely overlooked. Currently in orderto
automatethe retrieval processpne mustwrite a program(an accessvrapper)in
generalpurposelanguagesuchas Perl and Java, or more specializedanguages
suchasWebL [11] to performthe requirednavigation. However, especiallyin the



context of Web integrationsystemsthis is not always practical. Giventhe rate at
which Web siteschange maintaininga large numberof accessnvrapperscan be
verytime consumingThe WebVCRcanbeusedto quickly createaccessvrappers
to Webcontent Creatingandupdatingthesewnrapperss asimpleprocessnvolving
only theusualbrowsingactions.

As aresult,anumberof applicationscanbegreatlysimplifiedby the WebVCR.For
example, casual users can easily put together personal portals (such as
http:// ny. yahoo. com with informationretrieved from sitesof their choice
(e.g., their bankbalanceweathereport,etc.)[3]. Thisandothernew applications
enablecby WebVCRaredescribedn Section3.

Eventhoughthe underlyingideaof the WebVCRis rathersimple,therearemary

issuesthat needto be addressedor it to work properly For example,in orderto

recordusers’actionsin a transparenfashionandhandlevariousfeaturespresent
in Web sites(e.g., cookies,JavaScript,etc.),we have to getaroundissuessuchas
securityrestrictionsof browsersandtheir limited APIs. In addition, becausghe

structureof a Web pagemay changebetweernrecordandreplay a majorchallenge
is to guaranteehatthe smartbookmarkleadsto the Web pageoriginally intended.
In whatfollows, we will discusstheseand otherproblemswe foundin detail, as
well asour solutionsto them.

The paperis organizedasfollows. In Section2 we give an overvien of the Web-
VCR systemandits methodologyApplicationssimplified and/orenabledby We-
bVCR aredescribedn Section3. Implementatiordetailsandour experiencesare
presentedn Sectiond. Relatedwork is discussedn Section5, andwe concluden
Section6 with futuredirectionswe planto pursue.

2 Methodology

The recod-play facility provided by WebVCR allows usersto save shortcutsto

Web pagesthat do not have a well-defined(static) URL. In this sectionwe de-

scribethe methodologybehindWebVCR,andillustrateoneof its uses:a personal
WebVCRthatlets casuaMWebuserscreatesmartbookmarks.

The mainideabehindWebVCRis to transpaently recorda sequencef brows-
ing stepsthat canbe saved, andautomaticallyreplayedlater. We breakdown this
functionalityinto threecoarsdunctions:

Notification: Tracking users’ actions In orderto provide this functionality, the
WebVCRrequiresa mechanisnto keeptrack of all actionsperformedby a user
while browsing, which links andbuttonsare clicked, whatinformationis inputin
forms, etc. This canbe achiezedin mary differentways,for example:the browser



canbe modifiedto provide notificationsfor eachactionperformed(e.g., the link
with DOM addresd i nk[ 0] andlabel Find Flights was clicked); a proxy can
be usedthat rewrites eachpageandreplacesall hrefswith callsto a well-known
scriptwhich canthenprovide the notificationfacility; a proxy canbe usedto mon-
itor all HTTP commandssentto/from the browser; JavaScriptevent handlerscan
be attachedo all active(clickableandchangeabledbjectsin the page.Note that
multiple techniqueganbe combined.

Recording: Storing user’'s browsinginformation Oncenotificationaboutanac-
tion is receved,enoughinformationmustbe saved sothatthe stepcanbereplayed
later. Sincea smartbookmarkmayvisit several(staticanddynamic)pagesateach
pagethe WebVCR mustbe ableto identify the correctaction neededo retrieve
the next page.Our initial implementationusesthe DOM signature(e.g., docu-
ment . | i nks[ 5], thatrepresentshe fifth link in the currentdocument)of the
active (clicked/modified)object,aswell asotherinformation available aboutthe
object(seeSection4.1 for details).Note that storingonly the DOM signatureof
the objectsis notenough.Take for examplesitessuchasht t p: / / amazon. com
thatmaydisplayadifferentnumberof adseachtime a pageis visited.If thenew ad
containsalink (or aform), the DOM signaturef all subsequeninks (or forms)
change— if the selectionof the objectis basedsolely on the DOM, anincorrect
objectmaybechoserduringreplay

Playback: Replayingusers’actions Correctlyreplayingaseriesof stepds oneof
the major challengedor the WebVCR.Complicationsarisefor mary reasonsFor
example,asillustratedin Examplel, sinceURLs may have embeddedession-ids,
duringreplaysimply usingarecordedJRL for thefinal pagewill notwork. Other
complicatingfactorsnclude:thedifficulty of determininghata pagehasbeenfully
loaded,andasa result,determiningwhenthe next stepshouldbe executedduring
replay;changesn the structureof pageshatoccurbetweerthe recordandreplay
(e.g., bannermadsmaybeaddedor removed);formswith hiddenattributeswhichen-
codesessiorandotherinformationthat changesonstantly;stepsthatencompass
the executionof a JavaScriptfunction (e.g., theoncl i ck eventhandlerof a but-
ton),ortheuseof apluginor JavaappletRolustnessssuesandtheimplementation
of thereplayfunctionality arediscussedn moredetailin Sectior4.3.

2.1 Buildinga WebVCR

Therearemary possiblewaysto implementa WebVCR systemdependingn the
choiceof notificationsystemwhereandhow smartbookmarksarereplayed,and
whereandhow they arestored.Becausenf spacdimitations, in this paperwe re-
strict our discussiorto two differentarchitecturesclient-basecand sener-based.
The differencesand tradeofs betweenthesearchitecturesare discussedn Sec-
tion 2.2. We also restrict our discussionof implementationdetailsto Netscape



Navigator. In what follows, we illustrate how Web traversalsare recordedand
replayedusinga client-basedmplementationthe personaWebVCR.

Thearchitectureof thepersonalWebVCRis shovn in Figure2. ThepersonaWeb-
VCR usesa Javaappletin conjunctionwith theusers browserto recordandreplay
smartbookmarksThe appletcanbe installedon the end-uses desktop,or down-
loadedwheneer requiredfrom a Web site hostingthis applet.

Client machine

| smart ;
| Bookmark WebVCR Browser
| database :

Fig. 2. Client-basedarchitecture

Smart bookmarks
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page 1 step n-1
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Fig. 3. Recordingsmartbookmarks

Theuserstartsthe WebVCRby loadingthe WebVCRstartingpageinto a browser
window (MainWindow). Thestartingpageopensanew browvserwindow (AppletWh-
dow) andloadsan HTML pagecontainingthe WebVCR applet. The reasonfor
loadingthe WebVCRappletin its own browserwindow is to make the appletper
sistent(while theuseris recording/playinggmartbookmarksn the MainwWindow).
The applet,which hasstandardvCR-style buttons(seeFigure4), is thenstarted.
Therecordingprocesss depictedn Figure3. To recordasmartbookmarktheuser
traversesthe Web to the desiredstartingpoint for the smartbookmarkandclicks
ontheRecor d buttonin the applet.Clicking on the Recor d button causegwo
actionsto take place(which aretransparento the user):(1) the appletrecordsthe
currentURL asthe startinglocationof the smartbookmark;and(2) the appletin-
sertseventhandlersonall elementsn the MainWindow thatthe usermight operate
on.Fromthenon,astheusemavigatesvia link traversalsor form submissionsgach
actiontriggersan eventhandlerthat causeghe appletto recordthe corresponding

Issuegegardingimplementatiorof WebVCRusingMicrosoft InternetExploreraredis-
cussedn Sectiord.



Fig. 4. Screenshodf WebVCRappletwhenfirst startedup

Fig. 5. Screenshobvf WebVCRappletwhile recordingsteps

action. Whenerer a new pageis loaded,the appletre-insertsthe event handlers
(Step2 above). As shown in Figure5, the appletwindow keepsthe userinformed
of hisprogress.

Whenthe userfinally reacheghe desiredpageheclicks on the St op buttonand
the appletstopsrecording.The usercanthen play or stepthroughthe recorded
smartbookmark.During replay the WebVCRappletuseshe stepsrecordedn the

smartbookmarkto inform the browserwhich actionto take in orderto retrieve the

next page.For example,for link traversalsthe correspondindJRL is loadedinto

thebrowser;for form submissionghevaluesinputby theuser(andrecordedn the

smartbookmark)areusedto fill theform beforesubmittingit.

A setof smartbookmarkscan be concatenated-or example,one may createa
smartbookmarkfor login at a specificsite, and a numberof othersto perform
distinctafterlogin actwvities. However, thereis a requirementhatthe first stepin
eachsequencef smartbookmarksmusthave a well-definedURL. For example,
if the userhasbeenbrowsinginsidea framesetsuchthatthe currentURL doesnt
reflectthe contentin the frames thenreplaywill notwork properly

Onceasmartbookmarkis recordedtheuseralsohastheoptionof saving it into an
HTML file thatcontainsa representationf the smartbookmarkalongwith aref-
erencdo theWebVCRapplet. ThisHTML pagecanbebookmarledlik e any other
Web page,and canbe addedto the browsers bookmark/avoriteslist. If the user
loadsthatHTML pageinto abrowset the WebVCRappletstartsandautomatically
replaysthe entirerecordedsmartbookmark thusproviding the userwith one-click
accesgo thefinal page.



2.2 Architectural variants

In the discussiomabove, we describedan implementationof a client-basedNeb-
VCR thatusesaWebVCRappletandbrowserto recordandplay smartbookmarks.
However, for applicationssuchasWebclipping for wirelessaccesgseeSection3),

atool is neededhatdoesnot requirethe useof afull-fledgedbrowserontheclient

side,andthatminimizesthe communicatiorbetweerclientandsener. For suchan

application,a sener-sideprocesghatrecevesa requestperformsthe replay and
shipsonly (somesectionof) thefinal pageis moreappropriate.

Figure 6 depictsa sener-basedarchitecturefor the WebVCR. A central sener
provided by a trustedthird party records,stores,andreplayssmartbookmarks.
Sincethe WebVCRdoesnot make useof thelayoutof HTML pagesenderedy a
browser abrowseris notnecessargduringreplay Insteadalight-weightWebclient
thatunderstandghe HTTP protocol,hasanHTML parserto extractthe DOM in-
formation,and (possibly)hasa JavaScriptinterpreterto handleDynamic HTML
canbeused.In thescenariovheremultiple userssimultaneouslyaccesshecentral
sener, a light-weightclient is preferableto a hearyweight browser makingfor a
morescalablesolution.

Differentissuesarisein theimplementatiorof a sener-basedarchitectureFor ex-

ample,JavaScripthandlersareno longeravalid optionfor detectingbrowsingac-
tions.Onepossiblemechanisnior recordinguseractionsin this scenarids to have
theWebVCRsenerrewrite theHTML pageseforepresentinghemto theuser so
thatall link traversalsandform submissiongo the destinatiorsite arein factredi-
rectedthroughtheWebVCRsener. Notethatthe senermustalsosimulatesome
of the actionsperformedby browser suchasthe handlingof cookies— sinceit is

theWebVCRsenerthatrequestslocumentgrom the destinatiorsite,any cookies
presentin the users machineare not visible. Other differenceshetweenthe two

architecturesnclude:

e Privacy: A WebVCR sener hasaccesdo all informationrecordedin the smart
bookmark,and that is sentto and downloadedfrom the destinationsite during
recordandreplay The client-basedarchitecturan contrastoffers greaterprivacy
to the user sincerecord/replayoccur at the users desktop,and the information
recordedn the smartbookmarkis alsostorediocally.

e Implementatiorcompleity: In client-basedrchitecturessincerecordandreplay
is donevia the users browser, destinatiorsitesrequiringcookiesor secureaccess
(HTTPS)poseno problems.In contrast,senerbasedmplementationgnustpro-
vide specialsupportfor thesefeatures.

e Easeof useandcorveniencelin sener-basedarchitecturesheuserdoesnotneed
to install/dovnloadtheapplication but needgo accesshethird party’s Websener

Smartbookmarksanbemadeavailablethrougha uniqgueURLs generatedby thesener.
SomenotificationservicessuchasMindlt [14] usethistechnique.



every time the smartbookmarkingfunctionalityis required.

e Security: Becauseof securityrestrictionsimposedby browsers,in client-based
architecturesthe WebVCRappletmustbegrantedcertainprivileges.For example,
Uni ver sal Br owser Access is requiredsincethe appletneedso read/modify
pagesdownloadedfrom differentdomainsandUni ver sal Fi | eAccess is re-

quiredif theuserdesireso save bookmarksnto HTML files for lateraccessilt is

our experiencehatsomeusersarenot comfortablewith acceptingcertificatesand

grantingsuchprivilegesto applets.

e Secue connectionsin senerbasedarchitecturesHTTPS connectionanustbe

handledproperly In orderto provide an end-to-endsecureconnectionthe Web-

VCR sener mustopentwo distinctsecureconnectionsoneto thedestinationand

oneto theclient.

e Handlingscripting languages: In somesites,selectinganoptionfrom a selection
box causesa JavaScripteventhandlerto fire, which in turn causesa new pageto

beloaded.To handlethis in a sener-sidesettingwould requireanalyzingall such
JavaScriptcode andrewriting it sothatall requestgothroughtheWebVCRsener.

Trusted Server

Fig. 6. Senerbasedarchitecture

It is worth pointing out that a hybrid architectureconsistingof a combinationof
sener-basedand client-basedcomponentds also possible:a usermay createa
smartbookmarkwith a personalWebVCR on his desktop,and later replay this
smartbookmarkon the desktopfrom his personaldigital assistan{PDA) usinga
wirelessmodem.

3 Example Applications: Beyond Smart bookmarks

Someapplicationsof smartbookmarksareevident,for example:a usercanrecord
smartbookmarksfor any task he might needto perform multiple times,suchas
accessindocal weatherinformation, searchingusedcar classifiedscheckingfor

bestairfaresto a particulardestinationfilling up an online shoppingbaslet, etc.

However, a variety of otherapplicationscanalso be built usingsmartbookmark
technologyWe list someof theseapplications.

NotethattheUni ver sal Fi | eAc cess requirementanberelaxedif theuseris will-
ing to have the HTML dumpedto the browvser andthen saved to file from the browser
itself.



Web Personalization and Mobile Access Smartbookmarkswere describedn
passingn our previouswork on Web personalizatioi3], wherewe proposea new
approacho personalizatiorthatallows usersto specifythe contentsof a personal
homepage,muchlike in MyYahoo(ht t p: / / nmy. yahoo. com) but with more
choicesapersonapageis built from asetof generabueriesoverinformationfrom
multiple Web sites.For instance the usercan specify that an arbitrary Web page
(or sectionthereof)be embeddedn the personahomepageasa frame(or layer).
Thespecificatiorof the contentof eachframecanbea URL, asmartbookmark or
amorecomple querythatretrievesthe desiredcontent.

The ability to easily createaccesswvrappersmakesit possibleto producehighly
personalizedeb clipping servicesvhencombinedwith theability to extractparts
of pages.The ability to returnonly selectportionsof the final Web pageis very
desirablefor mobile clients(e.g., smartphonesand PDAS) thathave limited band-
width. Furthermorethis canbe combinedwith phonebrowsingtechnology(e.g.,
[4,16]) to make this personalizedontentavailablevia phone.

Smarter Affiliate Programsand PermissionMark eting Many sitesoffer affili-
ateprogramswherethey give third-partysitescommissiongrom salesoriginated
in thosesites(seee.g., [2]). Using smartbookmarksto producecomplex orders,
affiliate programsanbe mademorevaluable pothto the merchantvho ultimately
shipsthe itemsandto the consumemwho usesthe service.For instance currently
arecipesite canputalink to a merchansite sellingingredientsusedin therecipe
or to aproductonthatsitewhichis neededn therecipe.In thelattercasetheuser
clicks on the productlink andthenmakesa secondclick on the resultingpageat
themerchansiteto addtheitem to the shoppingcart. However, affiliate programs
cannotmakeit really simpleto orderall theitemsin therecipeunlesshe merchant
site hasalreadyproducedsucha bundle.With the WebVCR, staf of the affiliate
programscanproducea smartbookmarkthatwill loada users shoppingcartwith
exactly theright itemsfor therecipefrom the merchantsite. Theusercanremove
ary unneededtemsor addary otherdesireditems beforecheckingout. The in-
creasectaseof purchasingnakesimpulsebuying of ingredientdo make therecipe
morelikely. By producingmorerecipesandcorrespondingmartbookmarksthe
affiliate site canaddsignificantvalueto the merchant offeringsandgain signifi-
cantrevenue.

Similarly, bundlesof offers,for example,clothing suggestiongpossiblywith abil-
ity to seetried on), party supplies gift basletsitems, canbe producedby a mer
chantemplgying permissionmarketing and sentasemail or placedon a personal
Web pagefor individual customersThe usercaneasilyorderthe itemsasabove
— thedifferencebeingthatthe bookmarkis customizedvith aparticularcustomer
in mind ratherthanasa more generaloffering. Giventhe simplicity of producing
smartbookmarksgcreative bundlingoptionsaresignificantlyeasieito developthan
the alternatves which require sener-side programming— creatingsmartbook-
marksrequiresno programmingpnly anintuitive VCR styleinterface.This makes

10



it possibleto do mary moreexperimentson whatkind of promotionsreally work.
This is crucialin permissiormarketing— examplesof improving responseates
from 3% to 40%by repeatedxperimentatiorhave beenreportedn [9].

Tutorials Smartbookmarkscan be usedastutorials of how to usea site. The
WebVCR hasa step-fcility that allows usersto take their time at eachpageen-
counteredduring a traversal. This can help themlearnhow the site is structured
for particularkinds of use.For example, anonline customeicarerepresentatie for

travel oci ty. comcaninstructcustomerdow to navigatethe travelocity site
for specifictasks(e.g., bookingaflight) by remotelycreatingsmartbookmarksand
emailingit to customergpossiblyincludingsomefurtherexplanationin theemail).

Web Site Testing Another useful applicationfor the WebVCR is in Web site
testing.Smartbookmarkscanbe usednot only asatestsuiteto testWeb site func-
tionality, but alsoto testhow well a site respondgo high volume of hits — for
example,by firing multiple smartbookmarkssimultaneously

4 Implementation

In this section,we describen detail a client-basedVebVCRimplementationthe

personaWebVCR.Becausdhetool is targetedto casuaMWeb usersjmportantre-

guirementsmust be met, most notably the tool mustbe easyto useandit must
alsobeportable In orderto ensuregoortability, the WebVCRfunctionalityis imple-

mentedasa combinationof an appletand JavaScriptthat (at leastin theory)runs
on ary browser The appletpresentanintuitive VCR-like interfacethatletsusers
record/replaysmartbookmarks.

The WebVCR applethasa very smallfootprint, so thatit is practicalfor usersto
experimentwith the systemwithout experiencingarge delaysfor dowvnloadingthe
Java code.It achiezesthatin partby not duplicatingfunctionality provided by the
browser(e.g., insteadof implementingan HTML parserit usesthe userbrowvsers
DOM API to locatepageelements).

Therestof this sectiondescribegheimplementatioraswell asissueswve encoun-
teredwhile building the system.Certaindetailsare omitted to simplify the pre-
sentationfor examplewe consideruseractionsto be only link traversalsor form

submissionghoughotherkindsof actions(e.g., buttonclicks) canalsobehandled.

4.1 Informationstoredin smartbookmarks

As mentionedearlier the WebVCR applettracksa users navigation actionsby
addingJavaScripteventhandlerdo Web pagesduringrecording.Theseeventhan-
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dlersareinvoked whencertainuseractionsoccur(e.g., link traversals,form sub-
missions),which in turn causethe WebVCR appletto recordthe corresponding
actionasa smartbookmarkstep Figure7 shows an excerptof a smartbookmark
file (simplifiedfor expositionpurposesjo illustratethekind of informationstored.

For link stepstheWebVCRrecordghefollowing information:text associateavith

the link; URL thatthe link refersto; the target name (if present)in which the
resultingWebpageshouldbedisplayedandDOM locationof thelink. Form steps
contain:nameof the form; DOM locationof the form; actionassociateavith the
form; methodassociatedvith the form (GET/POST);and all the elementsn the
form. For eachform elementfurtherrecordednformationincludes:elemenname;
index of the elementin the form (e.g., 3rd element);type of element(e.g., text,

passvord); propertief theelemeni(seebelon); andtype-specifigropertiede.g.,

valuesfor text fields, checledflag for checkboxsandradioboes,selectionindex

or optionlists for selections).

There are different modesfor storing userspecifiedinformationin smartbook-
marks. For instance,the useris able to specify that passwerd fields (e.g., Fig-

urel(b))areeitherpromptedor whenneedediuringreplay or arestoredencrypted
in thesmartbookmark whereadieldslik e the origin anddestinatiorof flight (Fig-

ure 1(c)) canoftenbe storedin plain text. Accordingly, eachattribute hasthe one
of the following propertieso guidethe WebVCRduring playback:pr onpt (ask
theuserfor theattributevalue);st or ed (usethevaluethatis storedin plaintext);

encr ypt ed (usethevaluethatis storedencrypted).

4.2 Creatingsmartbookmarks

The recordingprocesss as follows. Whenthe userpresseghe recordbuttonin
the appletwindow, the appletusesLiveConnec{8] to setevent handlerson all
clickable elementsn the pagedisplayedin the browser(i.e., oncl i ck handlers
for links, onsubm t handlerdor forms, etc.).If therearealreadyeventhandlers
presenin thepage thenew handlersarechainedo the existing handlerdo ensure
properreplay

Whenaneventfires,theappletrecordsall the necessarinformationfor the event.
It mustthenwait until the following pageis loadedto repeathe procesof adding
handlersand waiting for events. The WebVCR addsonl oad handlersto each
pageto detectwhen a pagehasbeenfully loaded.However, if the pagehasal-
readyloadedwhenthe onl oad handleris addedthe eventwill never fire. Thus,

For example,if thedocumentis to bedisplayedn aparticularframe,thetamgetspecifies
theframe.
Thedecryptionkey canbe entereconcefor eachWwebVCRsession.

12



Fig. 7. Smartbookmarkstepsto login atht t p: / / www. t ravel oci ty. com

in additionto onl oad handlersthe WebVCRusesa separatéhreadthatpolls the
browserwindow to checkwhetherthe documenthanged.

4.3 Ensuringcorrectreplay

Therecordedstepsarereplayedasdescribedn Figure8. Eachstepis executedde-
pendingonits type.For URL stepqlines4-5),thestorednhrefis fetchedandloaded
into the browser For link traversals(lines 6-8), the recordedoropertiesof thelink
(DOM location,text, URL) areusedto determinghehref of the pageto befetched
(seebelow for detailson the heuristicsusedto find the closestmatch).The pageis
displayedin thetargetwindow specifiedin the step.Finally, for form submissions
(lines 9-11), the recordedpropertiesof the form (name,DOM location, element
namesandtypes)areusedto determinethe appropriateform to be submitted At-

13



OoOoO~NOOThAWNPRE

Fig. 8. Playinga smartbookmark

tribute valuesspecifiedas stored or encryptedarereadfrom the smartbookmark,
andtheuseris promptedor attributevaluesspecifiedasprompt— thesevaluesare
usedto setthevaluesof theform elementsandthe form is thensubmitted.

During replay the appletmustalsodetectwhenanew pageis loaded(line 2). The
procesausedis similar to that usedfor recording.The appletinsertsanonl oad
handlerin the Web pageto detectwhenthe pagehasbeencompletelyloaded.In
addition, the appletpolls the DOM structureqcreatedby the browser) at regular
intervalsto checkif a sufficient portionof the pagehasloaded.Thisis determined
currentlyby checkingif the link/form at the recordedDOM locationis available,
thoughmoresophisticatedeasonings possible.

SinceWebpagesnaychangeafterasmartbookmarkis recordedspecialcaremust
be takento ensurethat smartbookmarksare correctlyreplayed.Iin whatfollows,
we describesomeerrorcorrectionheuristicsthat arerequiredto make the replay
robustin the presencef changedo the pagestructure Eventhoughwe limit our
discussiono link traversals,similar techniquesanbe appliedfor otherkinds of
smartbookmarkstepsaswell.

During thereplayof alink step,the WebVCRfirst accessethe propertiesof the
link in the currentlyloadedpagethathasthe sameDOM locationastherecorded
link. If theURL andthetargetof thislink arethesameastherecordednformation,
amatchis declaredandthislink is usedfor thereplay However, occasionallythere
will notbeamatch.Thereareseveralreasondgor this. For example:

e TheDOM location may havechanged. A Web pagemay have adsthat appear
beforethe link that the userhasrecorded.Since adsthat appearin the page
usually differ from onetraversalto the next, the numberof links embeddedn
theadsmayalsodiffer, andconsequentljthe DOM locationof therecordedink
may change.
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e TheURLmayhavechanged.Somesitesencodesessionnformationin theURLSs.
Consequentlywhenonelogs out andthenlogsin, the correspondindJRL will
have changedandthus,usingthesameURL is likely to resultin a sener error.
However, thetext associateavith thelink canstill be usedto performthematch.

e Thelink text mayhavechanged.For example thecnn. comWebpagehasalink
pointing to the daily almanacwherethe text associatedavith the link refersto
thecurrentdate.Hence thelink text changeslaily, however, the URL associated
with thelink remainsthesame.

Thesechangedo not posea problemto a userbrowsing the Web sincethe user
caneasilydeterminewhich link hewantsto follow, but they do presentichallenge
to a systemthat performsautomaticnavigation. We usethefollowing heuristicsin
orderto find the closestmatchfor a recordedink step(notethata numberof the
stepsgivenbelowv canbe combinedor efficiency):

(1) Attemptto locatealink in thelastretrievedpagecorrespondingo DOM loca-
tion storedin currentsmartbookmarkstep.If thelink exists,thetametof the
link matcheghe bookmark,and eitherthe URL or text of the retrieved link
matchthe step,thenusethatlink.

(2) Otherwise|if thereis a uniquelink in the pagewhosetarget, URL, andtext
matchthoseof the storedlink, usethatlink.

(3) Otherwise|f thereis a uniquelink in the pagewhosetargetand URL match
thoseof the storedlink, usethatlink.

(4) Otherwise|if thereis a uniquelink in the pagewhosetarget andtext match
thoseof the storedlink, usethatlink.

(5) Otherwisejf thelink correspondso aCGl bin script(e.g., contains'?” in it),
thenfind all links that matchthe storedURL up to the first occurrenceof a
“?” andstorethemin setof candidatdinks, whichwe denote .

(6) Eliminateary elementf whoseparametenamesdo not matchthe stored
version.For instancejf thestoredURL is
http://xyz.com script?x=10&=12 then
http://xyz.com scri pt ?x=20&y=32 matchesbut
http://xyz. coniscript?x=10&z=12 doesnot, sinceit hasa param-
eternamedz thatdoesnot appeain the storedversion.

(7) Foreachparametein thestoredversionwhosevaluematcheghecorrespond-
ing parametewraluein atleastoneelementof , eliminateall elementof
with anon-matchingraluefor the sameparameter

(8) If isasingletonset,usethatelement.

(9) Otherwisetheplaybackcaneitherbeabortedprthelink presenattherecorded
DOM locationcanbe usedto try andproceedhroughthe playback(ourim-
plementationusesthe latter). However, the playbackmight fail later in the
sequencegr the sequenceanight traversepageddifferentfrom what the user
hadrecorded.

Stepsl-4 are self explanatory Steps5-8 dealwith the casewherethe link refers
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to a cgi-script. Step6 eliminatesthe casewhenthe sameCGl-bin scriptis used
to handlea variety of tasks,wherethe sameset of variablesis requiredeven if

therevaluesdiffer becausesessiorinformationis encodedn them.Step7 is used
to differentiatebetweernvariablesthatspecifythetaskto performandthosewhich
encodesessiorinformation.For instancerenu=7 almostcertainlyimpliesatask
to performratherthanencodingsessiorninformation.Thus,if a matchis found,all

non-matchingandidatesreeliminated.

Theseheuristicsare hard-codedn our currentimplementationof the WebVCR.
In the future, we planto let usersmanipulatethem,for example,by choosingthe
orderin which they areapplied.Therobustnes®f smartbookmarkscanbefurther
improved by letting usersdefinetheir own matchingrulesfor the variousstepsin
smartbookmarks.

4.4 Optimizations

Certainoptimizationsare possibleto speedup the replay During replay the user
is usuallyinterestedn looking at the final page,hence time canbe saved by not
loadingfigurespresenin theintermediatgpagesThis canbeachievedeasilysince
the browserexposeghis functionality via JavaScript.

Also, it might be possibleto skip somestepsduring replay For example,if the
replayis currentlyatstep , andit canbedeterminedhata subsequendtep hasa
well-defined(static)URL, thenintermediatestepsbetween and canbeskipped,
thuscompessingthe bookmark.In Examplel, the Find/Booka Flight stepcanbe
skipped,andthe WebVCRcango directly to thelogin page Anotherexamplecase
is searchindor carsin Yahooclassifiedsywheresomeof theintermediatéorm sub-
missionscanbe skippedasthe informationenterednto formsin precedingsteps
endsup encodedn the URL, for example:htt p: // cl assi fi eds. yahoo-
.conf yc?ce_nk=&ck=Toyot a&za=and&ce sl =&cc=aut onobi | es&

cr =New+Yor k+Ci t y&cs=t i ne+2&g=&cf =1 encodeswo form submissions,
oneenteringa zip codeandoneenteringthe carmake Toyot a.

Automaticallycompressingmartbookmarkss madedifficult by the factthatthe
Web sener could be maintaining(and updating)somesener stateduring the en-
tire interaction.However, if eitherno suchsener stateis maintainedor it is not
essentiafor theinteraction reasonabld&euristicscanbe usedfor compression.

4.5 Someotherissuesandlimitationsof the\WebVCR

HTTP authentication Onelimitation of solely usingthe browserfor recording
smartbookmarksis that someuseractionscannotbe recordedin the client. For
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example,it is not possibleto detectwhen HTTP authenticatiortakes place,and

sincethe valuesenteredby the userarenot availablethroughthe DOM API, such
interactioncannotbe recordedoy the applet.Oneway to handlethis scenarias to

have aproxythatinterceptdhe HTTP authenticatiommessageduringrecording so

thatthey canberecordedby the WebVCRapplet.During playback,the WebVCR

appletcaninform the proxy to directly performthe authenticationwith thedestina-
tion Web site (without goingthroughthe browser).In the currentimplementation,
smartbookmarkghatrequireHTTP authenticatiortanberecordedput duringre-

play, theWebVCRblocksatthe HTTP authenticatiorstageuntil theuserentershe

propervaluesandclicks OK.

State information The HTTP protocolis statelesshowever, Web sitesusually
maintainsomekind of state(e.g., sessioninformation). This is accomplishedn

variousways,the commononesbeing 1) embeddingsessionds in URLS, 2) en-

codingsessionnformationin hiddenvariablesinsideHTML forms, or 3) storing
appropriatecookiesontheusers machine Thefirst two casesrehandledeasilyby

heuristicsmentionedearlierin the paper The third casepresentsomeinteresting
problemslf a userrecordsa smartbookmarkwith cookiesturnedoff, but replays
it with cookiesturnedon (or vice versa),he might seecompletelydifferentpages
duringrecordandreplay Theproblemis aggraatedif smartbookmarksareshared
amongusers.In the generalcase(if the two setsof pagesareradically different),
thereis not muchthatcanbedone.However, therearespecific,commoncaseghat
canbehandled.

Marny sitesrequireusersto login to the site, by enteringa usernamendpassverd
(or someothersuchinformation),andusecookiesto keeptrack of the userashe
navigateswithin thatsite.Hence,if auserrecordsa smartbookmarkwith cookies
turnedon, and logs on to the Web site, this information is storedon the users
machineso thatif he re-visitsthat site (during replay), the useris not presented
with the login pageat all. A naive way to handlethis during replayis to assume
thatall pageghatrequireapassverd (i.e., theform submissionmecordechasainput
field of typepasswod) couldbelogin pagesandcheckif oneof thefollowing steps
(generallythe next step)recordedn the smartbookmarkcanbe usedin thecurrent
page.lf so,thelogin stepis skipped,andreplayresumegrom thatstep.

Signedapplets During bothrecordingandreplayof smartbookmarksWebVCR
needgo accesandmodify the Web pagesheingnavigated.By default, to prevent
unauthorizedgnoopingof ausersWebactuity, thebrowseronly allowssuchaccess
to Web pagegetrieved from the samedomainasthe WebVCRapplet.Hence the
WebVCR codeneedso be digitally signedwith a certificatefrom a trustedthird-
party(e.g., Verisign),andtheuserneeddgo explicitly granttherequestegbrivileges
beforeWebVCRcanbeused.

Usersmight not mind grantingprivilegesto WebVCRto accessNeb documents
from otherdomainsduringrecordandreplay but might hesitategrantingprivileges
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that allow the WebVCR appletto modify their files (which is requiredif a user
wantsto save smartbookmarks)A lesscorvenientmechanismyhich doesnt re-
quire sucha privilege, is to displaythe recordedbookmarkin a browserwindow,
andasktheuserto usethe browserto save the smartbookmarkinto anHTML file.

Automatic refresh Accessingsomesites(e.g.,cnn. com) resultsin pageseing
retrieved which might be redirectedafter sometime to a differentURL (e.g., due
to the METATAG with anHTTP- EQUI V valueof " REFRESH" ). While recording
asmartbookmarkt is not possibleto automaticallydistinguishbetweerthis case,
andthe casewherethe usersimply typedin a differentURL in the location bar
(or pulledonefrom his bookmarkist). However, duringreplay the WebVCRmust
distinguishbetweenthesecasessinceit mustexecutea stepfor the latter but not
for theformer. In our currentimplementationthedefaultis to assumehatarefresh
took place,andif the userwantsto createa smartbookmarkwith disconnected
stepshemustexplicitly specifyso.

Micr osoft IE limitations EventhoughlE 4.0 andhigherpurportsto implement
completeJaraScriptandLiveConnectye foundthat certainfeaturesof LiveCon-
nectwere not implementedAlso, the securitymodelin IE 4.0 is suchthat there
is no way for JavaScriptcodein a pageto accessan applets methodsif the ap-
pletis from a differentdomainthanthe pagecontainingthe JaraScriptcode.Note
thatthis is exactly the capabilitythatis requiredin a client-basedmplementation
whenrecordinga smartbookmark.IE 5.0 supportsHTML Applications(HTAS)
thatrelaxcross-domairaccessestrictions andmalke a client-sideimplementation
feasible HTAs seento beunableto directly runappletssopartof theimplementa-
tion needgo bemovedto JavaScript.In addition,relaxationof cross-domaimccess
restrictionsis asymmetricA workaroundis to have the JavraScriptcodethatis in-
sertednto Webpagessetalocal pagevariable, andhave theappletpoll the pageto
determindf thelocal variablehasbeenchangedTheappletcanthentake whatever
actionis appropriateThe port of the WebVCRto IE 5.0is currentlyundervay.

5 RelatedWork

Smartbookmarkswere describedn passingn [3] asa basicbuilding block of a
personalizatiorplatform. In this paper we give a detaileddescriptionof the idea
underlyingsmartbookmarksthemethodologyandimplementatiorof asystenthat
providesthefunctionality.

Thereis a hugeliteratureon tools andtechniquego build wrapperdor Web sites
(e.g, [15,11,10,1]).However, the main focus of previous work is on extracting
informationfrom Web pagesWhile it is possibleto add extraction functionality
to the WebVCR,its major emphasigs to automatethe retrieval of hard-to-reach
pages.
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InternetExplorer(IE) version5 hasintroducedthe IntellisenseTechnolagy, a fea-
ture built into the browserthatrecordsvaluesof certainform elementsvery time
aformisfilled out. If thesameform is laterloadedin thebrowset IE displays,un-
dertheelementsallist previously enteredvaluesfrom which the usermay choose.
Notethatnotall form elementsaresupportedfor example thevaluesfor elements
suchasradiobuttonsor pull-down lists arenotrecorded.

The automationof the procesgo retrieve dynamicallygeneratedVeb pageswas
addresse(th [6], wherenavigation mapswere proposedo representhe structure,
accesaths,and contentsof a Web site. Someof the techniquesdevelopedfor

WebVCRcanbeusedin theimplementatiorof a navigationmapbuilder. Krulwich

[12] did earlierwork onautomatiorof mundaneandrepetitve browsingtasks.The

LiveAgent architecturedescribedn [12] usesa proxy to modify/filter Web pages
(similar to MindlIt [14]), andit thushasa numberof limitations, for example,it is

unableto recordJavaScriptsteps.

Recentlytherehasbeena proliferationof personalizatiomndnotificationservices
(e.g., [13,5,14]). The WebVCR and smartbookmarkscan be usedto simplify as
well asextendtheseservicesFor example,Mind-it [14] is a notification service
that allows usersto specify pagesor sectionsof pagesthatthey would like mon-
itored. Whenthe pageschange Mind-it alertsthe users.However, Mind-it is not
ableto trackhard-to-reaclpagege.g., whoseURLS containsessionds, or thatare
only reachablevia asequencef dynamicallygenerateghages)Similar limitations
applyto theotherserviceghatwe areawareof.

6 Conclusionsand Future Dir ections

In this paper we describethe WebVCR systemandthe techniquest usesto cre-
ateandreplaysmartbookmarks— shortcutd¢o Web contentthatrequiremultiple
browsing stepsto be retrieved. The WebVCR presentsa VCR-style interfaceto
recordand play browsing steps,requiringno programmingby the user Creating
andupdatingsmartbookmarkss a simpleprocessnvolving only the usualbrows-
ing actions.Smartbookmarkamay be savedin bookmarklists, or mailedto others
like any otherbookmark.They offer aneasymeango auto-navigatehe Web,thus
simplifying theretrieval of hard-to-reaciWeb content.Besidessaving userstime,
smartbookmarkanayalsobe usedto createa variety of new e-commercaervices.

Despiteour effort to make the software portableby usingstandardanguagesnd
APIs (e.g., DOM, JavaScript,andJava), differencedetweerNetscapandlE have
provedto beabarrier Ourinitial implementatiorrunson Netscapet.0 andhigher
andtheportto Microsoft IE 5.0is undervay.

For futurework, we planto addressnary of theissuesdescribedn Sectiord such
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astherecordingof HTTP authenticatiorsteps.In addition,we planto extendthe
WebVCRto supportediting aswell asparameterizatiof smartbookmarksFor
example,to let userscreatetemplatesmartbookmarksandprovide differentinput
valuesat eachinteraction.Otherfuture extensionanclude:a sener-sideversionto
enableto creationof servicedik e Mind-it [14] andCallTheShot$5], aswell asfor
Websitetesting;andtheintegrationof the WebVCRwith existing extractiontools.
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