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Abstract

A greatdeal of corporatedatais buried in networkdevices
— sudh as PBX messging/emailplatforms,and data net-
working equipment— wheee it is difficult to accessand
modify Typically, the datais only availableto the device
itself for its internal purposesand it mustbe administeed
usingeithera proprietaryinterfaceor a standad protocol
againsta proprietary schema. This leadsto many prob-
lems,mostnotably: the needfor datareplicationand dif-
ficult interopertion with other devices and applications.
MetaComnaddressesheseproblemsby providing a frame-
work to integrate data from multiple devicesinto a meta-
directory The systemallows userinformationto be mod-
ified through a directory usingthe LDAP protocol as well
as directly throughtwo legacy devices: a Definity® PBX
and a voice messging system. In order to preventdata
inconsistenciesjpdatego anysystenmustbereflectedap-
propriately in all systems. This paperdescribeshow
MetaComnmaintainsconsistencyvhendataintegrationis
performedacrossseveral systemsvith no triggers andwith
extremelyweaktyping andtransactionalsupport. We also
discussmplementatiordetailsand experiences.

1. Introduction

Directory EnabledNetworking (DEN) [7] simplifiesa
wide variety of tasksincluding provisioning network ser
vices,allocatingresourcesieporting,managingend-to-end
security andoffering mobile userscustomizedeatured6].
While this technologyis not limited to LDAP directories
[11, 26] or to ary particularstandard, it is frequentlyas-
sociatedwith efforts by equipmentand software vendors

1In fact,Novell Directory Servicehassuppliedmary of the DEN capa-
bilities for sometime.

to standardizd. DAP schemago supportDEN. To supply
all the functionality that usersexpect, middlevareto inte-
gratethe LDAP directorieswith network andtelecommuni-
cationdevicesis needed.This integration makesdatathat
hastraditionallybeenburiedin network/telecommunication
deviceslik e routers,PBXs,andmessaginglatformsavail-
ableto new applicationsthatcanaddvalueto the data. In
addition,sincemuchof this datais replicatedn multiple de-
vices,corporatairectories andprovisioningsystemsinte-
grationreducegheneedto manuallyre-entersuchdata,and
consequentlyt reducesdatainconsistencieacrossreposi-
tories.

MetaComnmalesit fareasieito queryandmodify com-
mondatain thedevices. The MetaCommsystemintegrates
datafrom multiple telecomdevicesinto anLDAP directory
sener, makingit possibleto managehesedevicesusingthe
LDAP protocol.As aresult,MetaCommallows voice prod-
uctsto beintegratedwith dataproductsthroughDEN. Be-
sidesmaintainingdataconsisteng acrossnultiple devices,
MetaCommalsomakesit fareasietto modify commondata
in the devicesthanis currently possibleusing legag/ in-
terfaces. It allows usersto chooseary tool that can per
form LDAP updatedor handlingtheir updateqe.g., a\Web
browser).

In this paperwe describeour initial effort whereuser
datafrom two legagy devices,a Definity®®) PBX andames-
sagingplatform, areintegratedinto a meta-directory User
datais the mostvaluableandthe mostlikely to be dupli-
cated soit wasanaturalfirst choice.As shovnin Figurel,
our implementatiorallows userdatato be modifiedin two
ways: the datacanbe modifiedthroughan LDAP directory
which materializeghe datafrom legag/ devices;andusers
cancontinueto modify the telecommunicatiorevices di-
rectly throughexisting, often proprietary interfaces.Offer-
ing multiple pathsto modify parametern crucialtelecom-
municationdevicespreseresthe experiencebaseof device
administratorsln addition,it increaseshe overall reliabil-
ity andavailability of the system sinceupdatescanstill be



[ Web-Based Administration]

Internet/Intranet

update:

o

Update Manager

lexpress
LDAP

Server

PBX Filter ‘ MP Filter ‘ LDAP Filter

Definity Messaging
PBX Platform
updates updates

Figure 1. Architecture of MetaComm

madedirectly to the device evenif the directory becomes
inaccessible.

However, allowing multiple updatepathsalsoaddscom-
plexity to the system especiallysincesomeplatformslack
triggers and only provide weak typing and transactional
support. MetaCommaddressesheseissuesby using: (1)
well-known techniquedor materializedsiews andupdating
throughviews (e.g., [17]); (2) clever schemalesignandup-
dateordering;and(3) new tools suchaslexpress[23], for
performingschematranslationand integration, and LTAP
[19], which providestriggersupportfor LDAP directories.

The main contributionsof this paperincludetechniques
we developedto handlethe transactionalveaknesseand
integrationof the underlyingsystemsaswell asthe novel
combinationof existing techniquesThe paperis organized
asfollows. Section2 givesan overview of the LDAP pro-
tocol. Section3 reviews relateddataintegrationwork. Sec-
tion 4 describeghe architectureof the MetaCommsystem.
Ourexperiencedn building MetaCommthetrade-ofs, and
alternatvesfor anumberof thearchitecturathoicesarede-
scribedin Section5. Section6 sureys relatedwork. We
concludein Section7 with somefuturedirections.

2. LDAP overview

LDAP is a widely deployed directory accessprotocol
with implementationdy a large numberof vendors(see
[13] for apartiallist). Froma databas@erspectiie, LDAP
canbe thoughtof asvery simple query and updateproto-
col. Comparedto traditional relational databases|.DAP
hassomebenefitsin thatit dealswell with heterogeneity

andallows highly distributeddatamanagemenwhile keep-
ing dataconceptuallyunified[4].

o=Lucent

o=Marketing o=Accounting 0=R&D

cn=John Doe cn=Pat Smith cn=Tim Dickens cn=Jill Lu 0=DEN Group

Figure 2. Sample LDAP tree

Directory entriesare storedin a treeor forest. LDAP’s
hierarchicabktructuremakesLDAP directoriesseryscalable
— it is straightforvardto move an arbitrary sub-treeto its
own sener.

Figure 2 is an example of a typical tree, simplified to
remove all but one attribute from eachentry. Eachen-
try in the treeis identified by a DistinguishedName(DN)
whichis a pathfrom theroot of the treeto the entry itself.
The DN is producedby concatenatinghe RelativeDistin-
guishedName(RDN) of eachentryin the path. The RDN
for anentryis setatcreatiortime andconsistof anattribute
name/\aluepair— or in morecomplicatedcasesa collec-
tion of thesepairs. The RDN of an entry mustbe unique
amongthe childrenof a particularparententry. For exam-
ple, in Figure2, “o=Lucent” and“cn=John Doe” are RDNSs,
andthe DN for JohnDoe is “cn=John Doe, o=Marketing,
o=Lucent”. Notetheleaf-to-rootorderis the reverseof that
for therepresentationf a UNIX file oraURL.

The only updatecommandsreto createor deletea sin-
gle leaf nodeor to modify a single node. Thereare two
kinds of modificationcommands:Modify, to modify ary
fieldsexceptthoseappearingn the RDN; andModifyRDN
to modify attribute/value pairsappearingn the RDN. Fur-
thermore,while individual updatecommandsare atomic,
onecannotgroupseveral updatecommandsnto a transac-
tion. For instancepnecannotatomicallychangea persons
nameandtelephonenumberif the nameis part of the per
sons RDN but thetelephonenumberis not.

LDAP senersmalke extensie useof replicationto make
directory information highly available. Replicationand
backupsareusedto handlesystemandmediafailure. More
traditionaldatabassolutionsto handlefailureandincrease
availability have alsorecentlybecomeavailablewith Oracle
InternetDirectory[22].

3. Data integration

The emeging needto provide organization-wideaccess
to datais creatinga demando interconnecpreviously iso-
lated systems. As a result, integrating information from
multiple heterogeneoudatasourceshasbecomea central
issuein moderninformation systems. A dataintegration
systemprovidesuniform andtransparenaccesso multiple
datasourcesmaking information more readily accessible
andallowing usersto posequerieswithout having to inter-
actwith a specificsourceusinga particularinterface.



Even thoughintegratedsystemsproducemary adwan-
tagesdifficult problemsarisewhenintegratinginformation
from multiple sourcesmostnotably: autonomyandhetero-
geneity Autonomoussystemsareoftenunderseparatand
independentontrol, using their own datamodel and ap-
plication programminginterface (API). Heterogeneitycan
ariseatdifferentlevels. For instancedifferentsystemsnay
usedifferentAPls, vocalularies(i.e., differentsystemsnay
usethe sameterm for differentconceptsor differentterms
for thesameconcept) schemasgtc.

Thereare mary stepsinvolvedin integratingdatafrom
multiple sources:

¢ Schemaandlanguagetranslation wrappersaveto be
createdfor sourcesto provide accesgo the underly-
ing data,andmappingsbetweenocal andglobal data
modelsare neededo resohe syntacticheterogeneity
Thewrappergprovide acanonicalAPl andrepresenta-
tion for thedatain all sources.

e Scemaintegration; schemascorrespondingo each
sourcearecombinednto asingleglobalschemde.g.,
[21]). This stepresohesstructuraland semantichet-
erogeneity(i.e., differencesn naming,structure for-
mat, missing/conflictingdata,anddatainterpretation).
For example,an exampleof structuraldifferencesoc-
curswhennamesare represente@sa single attribute
in oneschemaandasa compositeattribute (e.g., first
nameand surname)n another A namingconflict is
anexampleof semanticheterogeneitylt occurswhen
identicaldataitemsarenameddifferently, or semanti-
cally differentitemsarenameddentically.

e Maintaining consistencyand dependenciesTheinte-
grationsystermeeddo capturethe specificatiorof se-
manticallyrelateddatastoredin differentdatasources,
so that as updatesare applied, thesesourcesremain
consistent.

Building customintegration applicationsthat assemble
datafrom appropriatelocationsis not always a practical
solution. It canbe prohibitively expensve, inflexible, and
hardto maintain. Severalresearctprojectshave developed
mediatorsystemg27] to addresgheseproblems(seee.g.,
[18, 9, 1]). Mediatorsprovide an intermediatelayer be-
tweenthe userandthe datasources. Eachdatasourceis
wrappedby softwarethattranslatedocal terms,valuesand
conceptsnto globalconceptsharedby someor all sources
— smoothinghesemantiheterogeneitamonghevarious
integratedsources.The mediatorthen obtainsinformation
from one or more wrappedcomponentsand exports such
informationto othercomponents Queriesto the mediator
arein a uniform languagejndependenbf the distribution
of dataover sourcesandthe APIs of thesource.

In desighingMetaComm,we usedseveral ideasfrom
existing mediatorsystemsfor the actualintegration. For
example,like in the Information Manifold [18], eachdata
sourcehas an associateddescriptionfile that definesthe
mappingof the local schemainto the global schema,as

well as constraintson valuesand mappingsof local val-
uesinto globalvalues.However, thereareimportantdiffer-
encesWhereasnostof thework onmediatorconcentrates
on read-onlyqueriesMetaCommmusthandleupdates.In
addition,unlike mediatorswvherequeriesposedagainsthe
unified systemaredynamicallyexecutedat the variousdata
sources,becauseof reliability and performancerequire-
mentsMetaCommmaterializesubset®f thedatafrom the
varioussourcesn anintegrateddirectory Eventhoughthis
approachat a first glanceresembleslatawarehouse§12],
MetaComnmmustdo muchmorethanadatawarehouseBe-
sidespropagatingipdategrom thedatasourcego themate-
rialized directory MetaCommmustalsopropagataipdates
that are appliedto the meta-directoryto the variousdata
sources.

In the next section,we give a detaileddescriptionof the
architectureof MetaCommanddiscusshow the variousis-
suesof dataintegrationareaddresseth the system.

4. Architecture

MetaCommis a dataintegration systemthat createsan
integratedmaterializedview of datafrom independenthet-
erogeneourepositoriesThemainchallengeof MetaComm
is to fosterthe cooperatiorof the multiple repositoriesen-
suringthatdatais keptconsistentvhenupdatesareapplied
to the variousrepositoriesincluding the materializedview
of theintegratedschema.

Figure 1 shavs the variouscomponent®f MetaComm.
The integratedschemaof MetaCommis an extensionof a
standardX.500 class[3] that describegpeople,with auxil-
iary classego representevice specificinformation(details
aboutthe schemaaregivenin Section5.2). The material-
izedview of theintegratednformationis storedin anLDAP
sener.

The UpdateManager(UM) is the centralcomponenof
the system— it ensureghat the datain the devicesand
in the LDAP sener are consistent.Consistenyg is not just
a matterof applyingthe sameupdateto eachdatareposi-
tory in a globaltransaction.Becausehe repositoriedack
most basictransactionfacilities, MetaCommcannotsup-
porttraditionaltransactiorsemanticsinsteadt usesother
techniquego ensurethat the repositoriescorverge to the
samevaluesafter somedelay [25, 5]. For example,in
MetaComnupdatesnaybeappliedmorethanonceon cer
tain repositorieso ensurecorrectupdateordering,andre-
synchronizatiorof repositoriesis usedfor recovery from
catastrophiccommunicationor storageerrors. (Directory
systemssuchasLDAP, maintainarelaxedwrite-write con-
sisteny by ensuringthat updateseventually resultin the
samevaluesfor objectattributesbeingpresenin eachcopy
of the object. MetaCommextendsthis relaxed write-write
consisteng to meta-directoryupdatesby reapplying up-
datesthatareinitially appliedin differentordersat differ-
ent directories. Whendirectory applicationsrequireread-
write consistenyg, they must supply the transactiondisci-
pline necessaryo ensurehatconsisteng. Our LTAP work
provides one approachto enhancingdirectory transaction
capabilities.)



Maintaining the consisteng of the repositoriesalsore-
quiresthatthe semanticof the dataare properlyreflected
in eachrepository A filter or wrapperis associatedvith
eachrepository In MetaCommtherearethreesuchfilters,
the PBX filter, the MessagingPlatform (MP) filter andthe
LDAP filter, depictedin Figurel. Eachfilter hasa proto-
col corverterfor communicatingwith its associatedepos-
itory anda mapperfor translatingupdatecommandsgo the
schemaof the repository The schematranslationandin-
tegration of the mapperare realizedthroughlexpress(de-
scribedin Section4.2). lexpressusessemantiacharacteris-
tics of thedatato provide betterdataintegration.In particu-
lar, lexpresausesdatadependencie® propagataatawher
ever it is neededn the global or device schemaand par-
titioning constaints to translateschemaupdatescorrectly
androutethemto the properrepositories.

Each repositoryin the system(i.e., legag/ device or
LDAP directorysener) mustnotify the UM whenachange
occurs. The LTAP moduleaddsactive functionality to the
LDAP senerandnotifiesthe UM of changego datain the
LDAP directory (see Section4.3 for details). The main
threadof the UM, the coordinatoy respondgo updateand
synchronizatiomequestdy propagatingipdatecommands
to the appropriatdilters. The mappercomponentn thefil-
ter further analyzeshe requestto ensurethat updatesare
properlyforwardedto theassociatedatarepository

Also shovnin Figurel is theWeb-Based\dministration
(WBA), which providesa singlepoint of administratiorfor
thetelecomdevices.lt is worth pointingoutthatarny LDAP
tool can contactLTAP to administerthe telecomdevices,
for example,ary LDAP enabledVebbrowset

4.1. Filtersfor data sources

In MetaComm afilter is associateavith eachrepository
type. Eachfilter hastwo componentsa protocolcorverter
andmapper The protocol corverter providesa unified API
for all repositoriesyhich consistof:

e amethodto retrieve arecordgivenits key (or id);
o theability to receve notificationsfrom thedevice; and

e methodsto add, modify and deleterecordsin the de-
vice.

Additionally, if arepositoryis to be synchronizedvith
anotherrepository in particulara device with the LDAP
sener, the APl mustalso provide a methodto retrieve all
relevantdatafrom therepository (A deviceis syndironized
with the LDAP directorywhenits datais initially loaded
into the directory It is also synchronizedwith the direc-
tory afterthedirectoryandthe device have temporarilybe-
comeunableto communicatevith eachother andupdates
thatshouldhave beensentfrom oneto the otherhave been
lost— this canoccurdueto processrashor network prob-
lems.)

The secondcomponentbof filters, the mapper usesthe
information available in the lexpressdescriptionfile (e.g.,

setof attributes keys, mappingrules)to translateupdatere-
guestsexpressedn lexpress’canonicalform into updates
againstthe relevant repository When a filter receves a
changenoatification from its associatedepository it cre-
atesa lexpressupdatedescriptorof the change. The UM
coordinatorchoosesheappropriatdiltersto receve thede-
scriptor Whenafilter recevesa descriptorit usedexpress
to translateandapply the update. This separatiorbetween
protocoland mappingallows protocol-specificsoftware to
bereusedwith varyingschema.

4.2. lexpress

MetaCommuseslexpressto describethe mappercom-
ponentfor the variousfilters. lexpressis a tool for schema
translationandintegrationwhosedeclaratve mappinglan-
guagesupportsstringoperationsandtabletranslationof at-
tributes,alternateattribute mappings multi-valuedattribute
processingand patternmatching. Matching the patternof
input attributesallows mappinggo beresilientwhenfaced
with dirty data. Patternsallow mappingsto be refinedin-
crementallywith alist of specialcases.

Users create mappingsin the lexpresslanguagethat
specify the relationshipbetweentwo schemasas well as
otherupdaterequirements Mappingsare specifiedfrom a
sourceschemado atargetschemasotwo lexpressmappings
arespecifiedfor eachschemapair. The samefilter canbe
usedwith multiple schemagpairsif the protocolsfor com-
municatingwith the target of the updatein eachpair are
the same. Only the lexpressmapping,which is input data
to the lexpressroutines,needsto changeto accommodate
differentschemaor differentversionsof the sameschema.

lexpresssupportspropagationof changesto wherever
they areneededSincesettingoneattribute may affect a set
of relatedattributes, lexpresscalculatesthe transitive clo-
sureof the attribute mappings. For example,the LDAP
attributes telephoneNumber and DefinityExtension are re-
lated throughthe Definity(®) attribute Extension. If either
changes,lexpresschangesthe other when the updateis
propagatedo the LDAP Sener.

The transitve closure can also propagatechangesto
otherdevicesin the meta-directory For example,consider
two lexpressmappings:onefrom the extensionfor atele-
phoneon a PBX to a telephonenumberin the LDAP di-
rectory andanotherfrom the telephonenumberto a voice
mailbox identifierin the voice messaginglatform. When
the extensionof an existing object changesthe PBX-to-
LDAP lexpressmappingrequireslexpressto changethe
telephonenumber Becauséexpresgprocessethetransitive
closureof mappingsit alsouseghe LDAP-to-MP mapping
to changethe voice mailboxidentifier.

Integration conflicts arise when a client explicitly up-
datesmultiple attributesin a transitive closureinconsis-
tently. When sucha conflict arises,the first mappingin
the transitive closureto be satisfiedsetsall otherunsetat-
tributesin the transitive closure. The algorithm doesnot
changethe valuesof explicitly setattributes. In the ear
lier example, changesto the telephoneNumber or Defini-
tyExtension in the LDAP schemacausethe Extension in



the Definity to changeandvice versa.If telephoneNumber
and DefinityExtension are setinconsistentlyi.e., they map
to differentvaluesfor Extension, thenthefirst mappingsat-
isfied, e.g., telephoneNumber to Extension, setsExtension.
The othermappingin the closure,e.g., Extension to Defin-
ityExtension, is not executedand DefinityExtension retains
its new value. Thus,theinconsistentlysetattributesdo not
affecteachother'svaluesandonly oneof themhasits value
propagatedo otherattributes. We are currentlyenhancing
lexpressto identify cyclic dependenciethat do not reach
a fixpoint and take appropriateaction, at compile time (if
a fixpoint cannever be reached)r at executiontime (if a
fixpoint will notbereachedor acurrentupdate).

Anotherusefulfeatureof lexpresss the supportfor par
titioning constraints— it automaticallymigratesdatato the
right objectmanageffor the data. Whenan updateis sent
to a target system,lexpresstransformseachupdateto the
correctseriesof add, deleteand modify operationsto mi-
gratedatato the properdestination. For example,when
a persons telephonenumberchangesthe Definity(®) PBX
that manageghe person$ extensionmay also change. In
this caselexpresstranslatesa modificationof a telephone
numberinto two updatesa deletionin onePBX andanadd
in anothePBX.

In general,when a modification of an existing object
is requested Jexpresschecksthe partitioning constraints
againstboth the old and new attributesof the object. For
example whena particularPBX acceptsupdatedor phone
numbersbeginning with “+1 908-582-9”, lexpresschecks
the old phonenumberfor the objectto determinethat the
objectwasstoredin the PBX andthe new attributesfor the
objectto determinethat objectis still storedin the PBX.
Dependingon the combinationof constraintsatishctionby
theold andnew attributes,differentoperationsaredoneon
thetargetdirectory Specifically if theold attributesviolate
the constraintaandthe new attributessatisfythem,thenthe
updateis forwardedasanaddto the tagetbecausehe ob-
ject wasnot previously managedy thetarget. If theold
and new attributessatisfy the constraintsthenthe update
is forwardedas a modify to the tamget. If the old, but not
thenew, attributessatisfythe constraintsthenthe updates
forwardeda deleteto the target. If neithersetof attributes
satisfythe constraintsthe operationis skippedat the target
becausehe objectis notunderthetarget's management.

The componentf lexpressare a declaratve language
for specifying the relationshipbetweentwo schemas,a
compiler that generatesmachine-independenrtyte code
from thedeclaratvelanguageandaninterpreteifor execut-
ing the byte codes.The compilerandinterpreterare avail-
ablein a subroutindibrary thatcanbecalledfrom ary pro-
gram. A library of commonmappingsfor telecommunica-
tionsdirectoriesis available. Descriptionsfor new sources
or changesto descriptionsfor old sourcescan be added
dynamically (to running programs)by compiling them at
run-timeusingtheappropriatdexpressroutine.Experience
with thelanguagendicateshata few minutesaresuficient
to mapa new sourceto the global schemaandvice versa.
For moredetailson lexpressthereaderis referredto [23].

4.3. Lightweight trigger access process

LDAP senerscurrentlyavailableprovide no supportfor
triggers. In MetaCommwe usedLTAP [19] asa portable
solutionto addactive functionalityto LDAP seners.LTAP
works asa gatevay that pretendsto bean LDAP sener —
LDAP commandsntendedfor the LDAP sener areinter-
ceptedby LTAP which doestrigger processingn addition
to servicingthe original LDAP command. LTAP also
provideslocking facilities, forbidding updatesto an entry
while trigger processings being performedon that entry.
In MetaComm,locking is usedto help ensurethatthe de-
vicesanddirectorycorvergein time to achieve write-write
consisteng.

4.4. Update manager

The UpdateManagen(UM) keepsthedatain the LDAP
directorysynchronizedvith thedatain thetelecomdevices.
It respondgo updaterequestshatoriginatefrom client ap-
plicationssuchasthe WBA, or from oneof thedevices,and
it ensureghatafteranupdateis applied,theinformationin
all devicesanddirectoriesremainsconsistent.

As depictedin Figurel, updaterequestdrom client ap-
plicationssuchasthe WBA aresentto LTAP, which traps
the requestsand notifiesthe UM. Updatenotificationsare
sentfrom LTAP to the LDAP filter, whichin turn createsa
lexpressupdatedescriptorfor the updatethatis thenadded
to a global queuein the UM. The main threadof the UM,
the coordinator iteratesthroughthe global updatequeue,
andfor eachupdaterequestit tells the appropriatefilters
to generatea sequencef updatego all applicabledevices
andto the LDAP sener. Locking atLTAP (seeSection4.3)
blocks conflicting LDAP updaterequestdrom being sent
to the UM until afterthe sequencef updateshasbeenap-
plied (e.g., if LTAP receivesanupdaterequesto anobject
“cn=John Doe, o=Marketing, o=Lucent”, no otherLDAP up-
dateto this objectis allowedto proceeduntil the UM com-
pletesthe updatesequencandnotifiesLTAP).

However, no suchlocksareobtainedvhenupdatesrig-
inate at the devices themseles. A direct device update
(DDU) is appliedto the device itself. The updateis noted
during transactioncommitat the device and a notification
is sentto the appropriatedevice filter. A betteralterna-
tive would be to have the device alertthe UM thatan up-
dateis being requestedand then have the UM queuethe
request(effectively creatinga global orderingfor all up-
dates).However, this wasnot practicalbecausehe devices
must be usablewith or without MetaComm. The update
sequencéor aDDU is asfollows:

o thedevicefilter createslexpressupdatedescriptorfor
theupdatethatit forwardsto the LDAP filter;

o the LDAP filter translateshe descriptoiinto anupdate
againsthe LDAP schemandforwardsit to LTAP;

e the updateis eventually sentback to the UM after
properLTAP locksareobtained.



LTAP is usedto obtainlocksbecausehe PBX, MP andthe
LDAP sener do not exposetheir locking capabilities. A
consistenbrderingof updatess obtainedby possiblyreap-
plying the updateto the devices. (If updateshave occurred
atthedevice entrysincethe DDU, the updatemustbereap-
plied at the device to ensurewrite-write consisteng. The
gueuemaintainedy the UM enforcesaserializatiororder)
Thistechniqueworksbecaus& smallnumberof DDUs are
madeagainstary givenentry perday Thus,it is unlikely
thata DDU and an overlappingLDAP commandwill be
issuedat roughly the sametime. If they are,the queueor-
derreapplicatiomuickly resohestheinconsistenciesThis
techniquewvould notwork well if someentriesrecevedfre-
guentDDUs. Note that brief inconsistencie®etweenthe
LDAP sener and the device are sometimescreated,but
quickly eliminated.

If failure occurswhile anupdateis beingappliedto one
of the variousdevices (e.g., an updateis invalid), the up-
dateis aborted,an erroris loggedinto the directory anda
notificationis sentto the administrator The administrator
canbrowsethroughthe errorsand manuallyfix the result-
ing inconsistenciest a latertime. A later versionof the
systemwill usepre-updaténformationto attemptto undo
device updatesmakingthe overall techniqueakin to sagas
[10]. However, loggingwill alwaysberequiredfor extreme
casessuchaswhendevicesandthe directory are discon-
nectedor anextendederiodof time. Notethatit is thelack
of supportfor two-phasecommitin the underlyingreposi-
toriesthatlimits the ability of MetaCommto handlethese
failures.

The UM also supportsthe synchronizationof pre-
existing directories.Thisis necessaryo populatethedirec-
tory initially andto recover from disconnectedperations
of deviceswithout loggingfacilities.

4.5. New applications enabled by MetaComm

MetaCommallows modificationof PBX/messaginget-
tingsthroughary LDAP tool (thereareavariety of GUI in-
terfaceso LDAP directories).For our project,wewereable
quickly to generatanintuitive Webinterfacethatcompares
favorablywith proprietaryinterfaces.

Using MetaComm administration, an authorized
user/prograntaneasilyredirecta telephoneextensionto a
portin anotheroom. An exampleof usingthe simplicity
of administeringtelecomdevices through MetaCommto
producea hoteling(sharedwvorkspaceshatareresenedas
neededppplicationis givenin [2].

4.6. MetaComm status

MetaComnmwasincludedin ademoatInterOp[20]. Lu-
centhasannounced productthatwill usethe MetaComm
technology(called Directory SynchronizationTechnology
in the presgrelease}o control Definity(®) PBXsthroughan
LDAP directory Thetechnologyis currentlybeingtransi-
tionedandhardenedor commercialuse.

5. Experiences
5.1. Maintaining consistency

Oneof themainissueswve facedin designinganddevel-
oping MetaCommwaskeepingthe variousdevicesconsis-
tent with the directory SinceneitherLDAP nor the inte-
grateddevicesprovide transactiorfacilities, all we canas-
sumeaboutthesedatasourceds thatan updateto a single
objectis atomic. A numberof designdecisionswereinflu-
encedby this deficieny. For example theintegratedLDAP
schemahadto be designedn sucha way to ensurethatall
attributesthat are to be read/writtenas a unit belongto a
singleobject. Evendesigningthe schemahis way did not
entirelyeliminatenon-atomicupdates— updateghatmod-
ify boththe RDN and otherattributesmustbe handledby
a ModifyRDN/Modify pair of operationsWhile thisis not
a problemfor updatego the LDAP sener (asLDAP can-
not be usedto expresssucha pair asa singleoperation),a
DDU may be translatednto a pair of LDAP updates.For
instanceadirectPBX updatemightchangeapersonsname
(which is usedin their RDN) andextension(which is not).
Typically, one would expectchanges¢o RDNs to be quite
infrequentasattributeslik e namedo not changevery often.

Note that locking at the LTAP level preventsthe inter-
leaving of operationsat the LDAP level. However, if the
UM crashesetweerthe ModifyRDN andthe Modify op-
erationstheentrywill beinconsistenfor readers(Writers
will not be ableto executeuntil the UM restarts.) When
the UM restartsandre-synchronizeghe directorywith the
devices,theinconsistenciesvill be eliminated.Notethata
UM crashis a catastrophidailure. Furthermorethis prob-
lemwill only occurin theinfrequentcasewheresuchafail-
ure occursat the sametime a “complex” DDU updateis
beingappliedthat modifiesboth the RDN and someother
userdata. Sucha coincidenceof infrequenteventsis likely
to beextremelyrare.

In orderto provide the synchronizatiorfacility (seeSec-
tion 4.4), MetaCommmustguaranteahat after a synchro-
nizationrequests processedthe LDAP sener, the device
being synchronized and other devices that sharethe data
being synchronizedare consistent. Even thoughsynchro-
nizationrequestsnight beviewedasa sequencef individ-
ual updatesthe setof updatesnustbe appliedin isolation,
i.e., otherupdatesmustnot be allowed concurrently This
requiredtwo modificationso LTAP. First, LTAP originally
only allowedasingleupdateperconnectiorfrom LTAP to a
triggeractionsener(e.g., UM), butto differentiatesynchro-
nization requestsdrom individual updates persistentcon-
nectionswere addedwhich allow a sequenceof updates.
Secondjn orderto guarante¢hatsynchronizatiomequests
are executedin isolation, all updatesmust be disalloved
while asynchronizatiomequesis beingprocessedTo sup-
portthis, anew quiesceacility wasaddedo LTAP.

5.2. Designing the integr ated schema

In designingtheintegratedschemayve wantedto ensure
thatit would be easyto addnew repositoriesandno mod-



ificationsto standardX.500 classesvould be needed.The
initial solutionwe decideduponto meetthesecriterionwas
to storeall the information relatedto a persons useof a
device (e.g., a PBX) in a child entry of the personin the
directorytree. Whena new device is added,information
aboutthe user/deice interactioncould be addedasa new
child. Moreover, most of theseuser/d&ice entriescould
usea genericclasswith lots of optional attributes, rather
thancreatinga new objectclass for eachnew device. How-
ever, thelack of transactionsn LDAP forcedusto give up
this technique.Sincemary updatego an LDAP directory
wouldrequiremodifying bothaparentanda child andthese
updatescannotbe doneatomically we wereforcedinstead
to createa new auxiliary objectclass for eachnew device
(to representiserinformationfor thatdevice) andto create
new namedor the attributesof eachauxiliary class?
Onepracticallimitation of auxiliary classess thatthey
cannothave mandatoryattributes. Theinability to specify
mandatonyattributesfor auxiliary classesnakesit impossi-
ble to prevent certainanomolies— like entrieswhoselist
of objectclass valuesindicatethata personusesa PBX, but
whereno PBX Extensionfield exists. This will not occur
for thosewho useourtoolsexclusively. However, userscan
createsuch peculiaritieseasily using off-the-shelf LDAP
browsers. Hence,the presenceof an auxiliary objectclass
only indicatesthat a personmay usea device, not thatthe
personcertainly does. To determinemore, we mustlook
to seeif the PBX Extensionfield is set,for example. This
solutionwas lesselegantthanwe would have liked, but it
doesmeetthe criterion above. It is a generalsolutionfor
dealingwith thesekindsof relationshipsn systemghatal-
low updateshroughLDAP. If LDAP were extendedwith
transactionsthe original solutionwould beviable aswell.

5.3. Limitations of LDAP

As mentionedpreviously, LDAP hasa variety of weak-
nesseshatlimits its uses.In additionto thelack of support
for triggers(for which LTAP providesa portablesolution),
LDAP hasveryweaktyping andno transactiorsupportbe-
yondatomicupdateto asingleobject.LDAP’s chiefadvan-
tagesncludescalabilityandincreasedlexibility [15], soits
disadwantagesrecloselyrelatedto its advantagesincefull
transactionsvould harm scalability as two-phasecommit
would be required. However, transactionghat allow ser-
eralentriesat a singlesiteto be modifiedatomicallywould
be a good compromise— solving our atomicity problems
while retainingscalabilityalthoughat the costof asymme-
try. Improving typingwith intra-entryconstraintsvould not
harmscalabilityor flexibility andwould do muchto main-
tain dataquality.

LDAP provides set-\alued attributes which could be
quite usefulin datamodelinghadthey beenimplemented
differently However, LDAP only allows setsof atomic
valueditems (e.g., strings). Thus, they are not very use-
ful in practicebecausdhereis no way to correlaterelated

2An auxiliary classcanbe addedto an existing objectat ary time to
addnew attributesto the object. However, to identify which fieldsbelong
to theauxiliary class,uniquenamedor its fieldsarerequired.

fields, e.g., phonenumbersand addresses.This inability
to correlatefields forced us to forgo the useof set-alued
attributes. Instead,we requirethat a given personhave a
differentdirectory entry for eachlocation associatedvith
thatperson.ExtendingLDAP to allow fieldsto be arraysor
setsof recordswould solve this problem.

5.4. Extensions needed to lexpress

In MetaComm,we achieve write-write consisteng by
reapplyingupdatesto a device that originatesthe update.
For example,if the PBX is updated,t notifiesthe UM of
the updateand the UM reappliesthe updateto the PBX.
Problemsarosebecauseeapplyingadd or deleterequests
to deviceswherethoseoperation$adalreadyoccurredpro-
duceserrors.

lexpresswasextendedo identify updateghathadprevi-
ouslybeenseerby thedevice. First,the LDAP schemavas
extendedwith a LastUpdater attribute. This attributeis set
to thenameof the sourceof anupdateby thelexpressmap-
pingsfrom a device to the LDAP directory Eachmapping
from LDAP to adevice wasenhancedvith amappingchar
acteristiccalled Originator that designatesvhich attribute
containsthe nameof the sourceof the update. ~ When
lexpressprocessethe updatesit returnsconditionalupdate
operationsf updatesare beingsentto a targetthatis the
sameasthe sourcelistedin the Originator. Conditionalup-
dateoperationsndicatethatanupdates beingrepeatecnd
which operationshouldbe usedto reapplythe update.If a
filter knows thatthe operationis beingreappliedat its tar-
get,it cantake differentstepsto recover from errorsthenit
would with a normal(i.e., not a reapplied)update.For ex-
ample,add operationsare reappliedas conditionalmodify
operations.If a conditionalmodify fails, the updatefilters
thenattemptto addtherecord.If a normalmodify fails, no
addis attempted.

Althoughthelexpressmappingsaresimpleto construct,
we found themto be repetitive for integrating several de-
viceswith closelyrelatedmappings. A graphicaluserin-
terface(GUI) wasimplementedhateliminatesthe needto
enterredundantnformation. Althoughtransitive closureof
dependencielsetweerthe source-tagetpairis automatidan
lexpress transitive closureacrossall repositorieds a mat-
ter of design.In particular all dependencies a transitive
closuremust be known in all relevant source-taget map-
pings. We plan to automatethe repetitionof dependeng
informationin relevantmappingsas part of the generation
of lexpressdescriptiorfiles by the GUI.

5.5. Other issues

Device-generated information Somedevices may gen-
erateinformationwhenanupdateis applied. For example,
whena new extensionis addedto the messaginglatform,
a uniqueid is createdwhich might be neededn otherde-
vices. In suchsituations,the updateaugmentedvith the
newly generatednformationmight have to bereappliedto
otherdevices— andthis procesamustbe repeateduntil a



fixpoint is reached.In MetaCommthesecaseswere sim-
ple, becausall generatednformationis only destinedfor
the LDAP sener and not for the otherdevice(s). We use
lexpressfeaturesfor communicatingchangedo the origi-
nal updateandthenupdatethe LDAP Sener afterall other
devicesareupdated.

Running LTAP asa gateway LTAP canberun eitheras
a gatevay or asa library thatis boundinto an application.
MetaCommusedthe gatevay approach. We could have
coupledMetaCommand LTAP more closely by usingthe
library version. While this would have reducedcommuni-
cationcostsbetween_TAP andthe UM, it would have had
two disadwantages. First, it would have forcedthe com-
binedLTAP/UM to processeadrequestsAs it is now, they

canrun on separatemachinesand the UM machinedoes
not needto do ary readprocessing. Since LDAP work-

loadsareheavily read-orientedthis offers substantiakcal-
ability advantages. Secondupgradedo LTAP would need
to be coordinatedwith the UM. Currently either LTAP or

the UM canbe upgradedat ary time without affecting the
other This simplifiessystemupgrades.

6. Related work

Like data warehouseq12], MetaComm materializes
subsetsof the datafrom the various sourcesin an inte-
grateddirectory Oneimportantdifference however, is that
the materializeddatais alsoupdatedand MetaCommmust
propagatehe updatedo thevariousdatasources.

Thereis alargebody of researcton dataintegrationand
a numberof prototypeshave beenbuilt [9, 18, 24] that
focus on differentaspectsof dataintegration, from semi-
automatiowrappergeneratiorto queryoptimization. How-
ever, mostof thiswork focuseson read-onlyqueries.Meta-
Commonthe otherhandmustdealwith updatesNonethe-
less,mary of the ideasfrom mediatorsystemshave been
enhancedo addresaipdatesn MetaComm. For example,
MetaCommhasrulesto decidewhich sourcesarerelevant
for a givenupdate;queryrewriting is usedto translateup-
datesto appropriateformats;andan updateexecutionplan
is generateddeterminingin which orderthe updatego the
variousdatasourcesshouldbe applied. Section3 dicusses
the similarities and differencesbetweenMetaCommand
otherdataintegrationsystemsn moredetail.

Schematicheterogeneityhas been extensiely studied
andis well documentedn the heterogeneoudatabasee-
searcHiterature[8]. The schemdntegrationcomponenbf
MetaComnuseghelexpresdanguageo definedeclaratve
mappingsamongdisparateschemadgrom repositorieghat
may have limited queryingcapabilities.

More details aboutthe LTAP systemcan be found in
[19]. Specificsof how LTAP is usedin MetaComm(and
changesnadeto LTAP asaresultof our experiencesising
it in MetaComm)canbefoundin [2].

MetaCommupdateshave to be appliedto multiple data
repositoriesn away akinto sagaq10]. Our approactdif-
fersfrom previouswork ontransactionsverheterogeneous

sourcesn thatthewe have to dealwith very weakassump-
tions, since some sourcesintegratedin MetaCommonly
supportatomicupdatego singleobjects.

IntegratedUnion Types[16] are usedto reconciledata
from multiple overlappingsitesusingvirtual views. Meta-
Commalsoreconcilegataacrosssourceshowever, it uses
materializedviews.

Finally, we shouldnote the growing commercialinter-
estin integration of information, which canbe evidenced
by productssuchasisocor[14] andZoomlt[28]. Themain
differencedetweerMetaCommandtheseproductsarethat
MetaCommhandlegeal-timeupdatesanddeclaratve spec-
ification of mapperswhereaghey supportonly batchup-
datesandprocedurakpecifications.

7. Conclusions

Eventhoughdataintegrationis a well-studiedproblem,
andtherearecommercialproductsthat promiseto simplify
theintegrationprocess— it is unlikely thata one-size-fits-
all solutionto the problemwill ever be possible. In this
paperwe describeour experiencesn integratingdatafrom
legagy telecomdevicesandMetaCommthesystenmwe built
to achieve thisintegration.MetaCommis afull-fledgedand
extensiblemediatorsystem. Its architecturéhasa modular
design,andits variouscomponentsan be usedindepen-
dentlyand/oraddedo othersystems.

The first prototypeof MetaCommintegratesdatafrom
PBXs and messagingplatformsinto an LDAP directory
sener, andguaranteeslataconsisteng while allowing up-
datedothevariousindependendatarepositoriesNew data
sourcescan be easily added. The extensibility of Meta-
Commis duemostlyto its lexpresscomponentwhich han-
dles data corversion, schemaintegration and data inter-
dependenciein avery elegantanddeclaratve manner

By providing a simpler and unified interface to data
storedin telecomdevices,MetaCommnygreatlysimplifiesac-
cesdo thisdata.As aresult,new servicesandapplications,
suchashotelingandintegratedadministrationcanbe pro-
videdwith little effort.

Preliminary experimentsindicate that MetaCommbhas
acceptableperformancefor our initial configuration. We
arecurrentlyinvestigatingts scalabilityby addingnew data
sources.Also, the currentsystemusesa very simplesecu-
rity mechanisn{basedon the securitymodelof LTAP). As
futurework, wewouldlik eto investigatenoresophisticated
securitymodels.

MetaCommwasincludedin ademoatInterOp[20]. Lu-
centhasannounced productthatwill usethe MetaComm
technology(called Directory SynchronizationTechnology
in the presgrelease}o control Definity(®) PBXsthroughan
LDAP directory Thetechnologyis currentlybeingtransi-
tionedandhardenedor commercialuse.
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