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Abstract

A greatdealof corporatedatais buried in networkdevices
— such as PBX messaging/emailplatforms,and data net-
working equipment— where it is difficult to accessand
modify. Typically, the data is only available to the device
itself for its internal purposesand it mustbe administered
usingeithera proprietary interfaceor a standard protocol
against a proprietary schema. This leadsto manyprob-
lems,mostnotably: the needfor data replicationand dif-
ficult interoperation with other devicesand applications.
MetaCommaddressestheseproblemsbyprovidinga frame-
work to integrate data from multiple devicesinto a meta-
directory. The systemallowsuserinformationto be mod-
ified througha directoryusingthe LDAP protocol as well
as directly through two legacydevices: a Definity R

�
PBX

and a voice messaging system. In order to prevent data
inconsistencies,updatesto anysystemmustbereflectedap-
propriately in all systems. This paper describeshow
MetaCommmaintainsconsistencywhendataintegration is
performedacrossseveral systemswith no triggersandwith
extremelyweaktypingandtransactionalsupport. We also
discussimplementationdetailsandexperiences.

1. Introduction

Directory EnabledNetworking (DEN) [7] simplifiesa
wide variety of tasksincluding provisioning network ser-
vices,allocatingresources,reporting,managingend-to-end
security, andofferingmobileuserscustomizedfeatures[6].
While this technologyis not limited to LDAP directories
[11, 26] or to any particularstandard1, it is frequentlyas-
sociatedwith efforts by equipmentand software vendors

1In fact,Novell DirectoryServicehassuppliedmany of theDEN capa-
bilities for sometime.

to standardizeLDAP schemasto supportDEN. To supply
all the functionality that usersexpect,middlewareto inte-
gratetheLDAP directorieswith network andtelecommuni-
cationdevicesis needed.This integrationmakesdatathat
hastraditionallybeenburiedin network/telecommunication
deviceslike routers,PBXs,andmessagingplatformsavail-
ableto new applicationsthat canaddvalueto the data. In
addition,sincemuchof thisdatais replicatedin multiplede-
vices,corporatedirectories,andprovisioningsystems,inte-
grationreducestheneedto manuallyre-entersuchdata,and
consequentlyit reducesdatainconsistenciesacrossreposi-
tories.

MetaCommmakesit fareasierto queryandmodify com-
mondatain thedevices.TheMetaCommsystemintegrates
datafrom multiple telecomdevicesinto anLDAP directory
server, makingit possibleto managethesedevicesusingthe
LDAP protocol.As aresult,MetaCommallowsvoiceprod-
uctsto be integratedwith dataproductsthroughDEN. Be-
sidesmaintainingdataconsistency acrossmultiple devices,
MetaCommalsomakesit fareasierto modify commondata
in the devices than is currently possibleusing legacy in-
terfaces. It allows usersto chooseany tool that can per-
form LDAP updatesfor handlingtheir updates(e.g., a Web
browser).

In this paperwe describeour initial effort whereuser
datafrom two legacy devices,aDefinity R

�
PBX andames-

sagingplatform,areintegratedinto a meta-directory. User
datais the mostvaluableand the most likely to be dupli-
cated,soit wasanaturalfirst choice.As shown in Figure1,
our implementationallows userdatato bemodifiedin two
ways: thedatacanbemodifiedthroughanLDAP directory
which materializesthedatafrom legacy devices;andusers
cancontinueto modify the telecommunicationdevicesdi-
rectly throughexisting,oftenproprietary, interfaces.Offer-
ing multiplepathsto modify parametersin crucialtelecom-
municationdevicespreservestheexperiencebaseof device
administrators.In addition,it increasestheoverall reliabil-
ity andavailability of thesystem,sinceupdatescanstill be
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Figure 1. Architecture of MetaComm

madedirectly to the device even if the directorybecomes
inaccessible.

However, allowing multipleupdatepathsalsoaddscom-
plexity to thesystem,especiallysincesomeplatformslack
triggers and only provide weak typing and transactional
support. MetaCommaddressestheseissuesby using: (1)
well-known techniquesfor materializedviewsandupdating
throughviews(e.g., [17]); (2) cleverschemadesignandup-
dateordering;and(3) new tools suchas lexpress[23], for
performingschematranslationand integration,andLTAP
[19], which providestriggersupportfor LDAP directories.

Themaincontributionsof this paperincludetechniques
we developedto handlethe transactionalweaknessesand
integrationof the underlyingsystems,aswell asthe novel
combinationof existing techniques.Thepaperis organized
asfollows. Section2 givesanoverview of the LDAP pro-
tocol. Section3 reviewsrelateddataintegrationwork. Sec-
tion 4 describesthearchitectureof theMetaCommsystem.
Ourexperiencesin building MetaComm,thetrade-offs,and
alternativesfor anumberof thearchitecturalchoicesarede-
scribedin Section5. Section6 surveys relatedwork. We
concludein Section7 with somefuturedirections.

2. LDAP overview

LDAP is a widely deployed directory accessprotocol
with implementationsby a large numberof vendors(see
[13] for a partial list). Froma databaseperspective,LDAP
canbe thoughtof asvery simplequeryandupdateproto-
col. Comparedto traditional relationaldatabases,LDAP
hassomebenefitsin that it dealswell with heterogeneity

andallowshighly distributeddatamanagementwhile keep-
ing dataconceptuallyunified[4].

o=Accounting o=R&Do=Marketing

o=Lucent

cn=John Doe cn=Pat Smith cn=Tim Dickens cn=Jill Lu o=DEN Group

Figure 2. Sample LDAP tree

Directory entriesarestoredin a treeor forest. LDAP’s
hierarchicalstructuremakesLDAPdirectoriesveryscalable
— it is straightforwardto move an arbitrarysub-treeto its
own server.

Figure 2 is an exampleof a typical tree, simplified to
remove all but one attribute from eachentry. Each en-
try in the treeis identifiedby a DistinguishedName(DN)
which is a pathfrom theroot of the treeto theentry itself.
The DN is producedby concatenatingthe RelativeDistin-
guishedName(RDN) of eachentry in thepath. TheRDN
for anentryis setatcreationtimeandconsistsof anattribute
name/valuepair — or in morecomplicatedcases,a collec-
tion of thesepairs. The RDN of an entry mustbe unique
amongthechildrenof a particularparententry. For exam-
ple, in Figure2, “o=Lucent” and“cn=John Doe” areRDNs,
and the DN for JohnDoe is “cn=John Doe, o=Marketing,
o=Lucent”. Notetheleaf-to-rootorderis thereverseof that
for therepresentationof aUNIX file or a URL.

Theonly updatecommandsareto createor deletea sin-
gle leaf nodeor to modify a single node. Thereare two
kinds of modificationcommands:Modify, to modify any
fieldsexceptthoseappearingin theRDN; andModifyRDN,
to modify attribute/valuepairsappearingin theRDN. Fur-
thermore,while individual updatecommandsare atomic,
onecannotgroupseveralupdatecommandsinto a transac-
tion. For instance,onecannotatomicallychangea person’s
nameandtelephonenumberif thenameis partof the per-
son’sRDN but thetelephonenumberis not.

LDAP serversmakeextensiveuseof replicationto make
directory information highly available. Replication and
backupsareusedto handlesystemandmediafailure.More
traditionaldatabasesolutionsto handlefailureandincrease
availability havealsorecentlybecomeavailablewith Oracle
InternetDirectory[22].

3. Data integration

Theemerging needto provide organization-wideaccess
to datais creatinga demandto interconnectpreviously iso-
lated systems. As a result, integrating information from
multiple heterogeneousdatasourceshasbecomea central
issuein moderninformation systems. A dataintegration
systemprovidesuniformandtransparentaccessto multiple
datasources,making informationmore readily accessible
andallowing usersto posequerieswithout having to inter-
actwith aspecificsourceusingaparticularinterface.



Even though integratedsystemsproducemany advan-
tages,difficult problemsarisewhenintegratinginformation
from multiplesources,mostnotably:autonomyandhetero-
geneity. Autonomoussystemsareoftenunderseparateand
independentcontrol, using their own datamodel and ap-
plication programminginterface(API). Heterogeneitycan
ariseatdifferentlevels.For instance,differentsystemsmay
usedifferentAPIs,vocabularies(i.e., differentsystemsmay
usethe sameterm for differentconceptsor differentterms
for thesameconcept),schemas,etc.

Therearemany stepsinvolved in integratingdatafrom
multiplesources:

� Schemaandlanguagetranslation: wrappershaveto be
createdfor sourcesto provide accessto the underly-
ing data,andmappingsbetweenlocal andglobaldata
modelsareneededto resolve syntacticheterogeneity.
ThewrappersprovideacanonicalAPI andrepresenta-
tion for thedatain all sources.

� Schemaintegration: schemascorrespondingto each
sourcearecombinedinto a singleglobalschema(e.g.,
[21]). This stepresolvesstructuralandsemantichet-
erogeneity(i.e., differencesin naming,structure,for-
mat,missing/conflictingdata,anddatainterpretation).
For example,anexampleof structuraldifferencesoc-
curswhennamesarerepresentedasa singleattribute
in oneschemaandasa compositeattribute (e.g., first
nameandsurname)in another. A namingconflict is
anexampleof semanticheterogeneity. It occurswhen
identicaldataitemsarenameddifferently, or semanti-
cally differentitemsarenamedidentically.

� Maintainingconsistencyanddependencies: The inte-
grationsystemneedsto capturethespecificationof se-
manticallyrelateddatastoredin differentdatasources,
so that as updatesare applied, thesesourcesremain
consistent.

Building customintegrationapplicationsthat assemble
data from appropriatelocationsis not always a practical
solution. It canbe prohibitively expensive, inflexible, and
hardto maintain.Severalresearchprojectshave developed
mediatorsystems[27] to addresstheseproblems(seee.g.,
[18, 9, 1]). Mediatorsprovide an intermediatelayer be-
tweenthe userandthe datasources. Eachdatasourceis
wrappedby softwarethat translateslocal terms,valuesand
conceptsinto globalconceptssharedby someor all sources
— smoothingthesemanticheterogeneityamongthevarious
integratedsources.The mediatorthenobtainsinformation
from oneor more wrappedcomponentsandexports such
informationto othercomponents.Queriesto the mediator
arein a uniform language,independentof the distribution
of dataoversourcesandtheAPIs of thesource.

In designingMetaComm,we usedseveral ideasfrom
existing mediatorsystemsfor the actual integration. For
example,like in the InformationManifold [18], eachdata
sourcehas an associateddescriptionfile that definesthe
mappingof the local schemainto the global schema,as

well as constraintson valuesand mappingsof local val-
uesinto globalvalues.However, thereareimportantdiffer-
ences.Whereasmostof thework onmediatorsconcentrates
on read-onlyqueries,MetaCommmusthandleupdates.In
addition,unlike mediatorswherequeriesposedagainstthe
unifiedsystemaredynamicallyexecutedat thevariousdata
sources,becauseof reliability and performancerequire-
ments,MetaCommmaterializessubsetsof thedatafrom the
varioussourcesin anintegrateddirectory. Eventhoughthis
approachat a first glanceresemblesdatawarehouses[12],
MetaCommmustdomuchmorethanadatawarehouse.Be-
sidespropagatingupdatesfrom thedatasourcesto themate-
rializeddirectory, MetaCommmustalsopropagateupdates
that are appliedto the meta-directoryto the variousdata
sources.

In thenext section,we give a detaileddescriptionof the
architectureof MetaCommanddiscusshow thevariousis-
suesof dataintegrationareaddressedin thesystem.

4. Architecture

MetaCommis a dataintegrationsystemthat createsan
integratedmaterializedview of datafrom independent,het-
erogeneousrepositories.Themainchallengeof MetaComm
is to fosterthecooperationof themultiple repositories,en-
suringthatdatais keptconsistentwhenupdatesareapplied
to thevariousrepositories,including thematerializedview
of theintegratedschema.

Figure1 shows thevariouscomponentsof MetaComm.
The integratedschemaof MetaCommis an extensionof a
standardX.500 class[3] thatdescribespeople,with auxil-
iary classesto representdevicespecificinformation(details
aboutthe schemaaregiven in Section5.2). The material-
izedview of theintegratedinformationisstoredin anLDAP
server.

TheUpdateManager(UM) is thecentralcomponentof
the system— it ensuresthat the data in the devices and
in the LDAP server areconsistent.Consistency is not just
a matterof applying the sameupdateto eachdatareposi-
tory in a global transaction.Becausethe repositorieslack
most basic transactionfacilities, MetaCommcannotsup-
port traditionaltransactionsemantics.Instead,it usesother
techniquesto ensurethat the repositoriesconverge to the
samevaluesafter somedelay [25, 5]. For example, in
MetaCommupdatesmaybeappliedmorethanonceoncer-
tain repositoriesto ensurecorrectupdateordering,andre-
synchronizationof repositoriesis usedfor recovery from
catastrophiccommunicationor storageerrors. (Directory
systems,suchasLDAP, maintainarelaxedwrite-writecon-
sistency by ensuringthat updateseventually result in the
samevaluesfor objectattributesbeingpresentin eachcopy
of the object. MetaCommextendsthis relaxedwrite-write
consistency to meta-directoryupdatesby reapplyingup-
datesthat areinitially appliedin differentordersat differ-
ent directories. Whendirectoryapplicationsrequireread-
write consistency, they must supply the transactiondisci-
pline necessaryto ensurethatconsistency. Our LTAP work
providesone approachto enhancingdirectory transaction
capabilities.)



Maintainingthe consistency of the repositoriesalsore-
quiresthat the semanticsof the dataareproperlyreflected
in eachrepository. A filter or wrapperis associatedwith
eachrepository. In MetaCommtherearethreesuchfilters,
thePBX filter, theMessagingPlatform(MP) filter andthe
LDAP filter, depictedin Figure1. Eachfilter hasa proto-
col converterfor communicatingwith its associatedrepos-
itory anda mapperfor translatingupdatecommandsto the
schemaof the repository. The schematranslationand in-
tegrationof the mapperarerealizedthroughlexpress(de-
scribedin Section4.2). lexpressusessemanticcharacteris-
ticsof thedatato providebetterdataintegration.In particu-
lar, lexpressusesdatadependenciesto propagatedatawher-
ever it is neededin the global or device schema,andpar-
titioning constraints to translateschemaupdatescorrectly
androutethemto theproperrepositories.

Each repository in the system(i.e., legacy device or
LDAP directoryserver)mustnotify theUM whenachange
occurs.The LTAP moduleaddsactive functionality to the
LDAP server andnotifiestheUM of changesto datain the
LDAP directory (seeSection4.3 for details). The main
threadof the UM, the coordinator, respondsto updateand
synchronizationrequestsby propagatingupdatecommands
to theappropriatefilters. Themappercomponentin thefil-
ter further analyzesthe requestto ensurethat updatesare
properlyforwardedto theassociateddatarepository.

Also shown in Figure1 is theWeb-BasedAdministration
(WBA), whichprovidesasinglepointof administrationfor
thetelecomdevices.It is worthpointingout thatany LDAP
tool can contactLTAP to administerthe telecomdevices,
for example,any LDAP enabledWebbrowser.

4.1. Filters for data sources

In MetaComm,afilter is associatedwith eachrepository
type. Eachfilter hastwo components:a protocolconverter
andmapper. Theprotocolconverterprovidesa unifiedAPI
for all repositories,whichconsistsof:

� amethodto retrievea recordgivenits key (or id);

� theability to receivenotificationsfrom thedevice;and

� methodsto add,modify anddeleterecordsin the de-
vice.

Additionally, if a repositoryis to be synchronizedwith
anotherrepository, in particulara device with the LDAP
server, the API mustalsoprovide a methodto retrieve all
relevantdatafrom therepository. (A device is synchronized
with the LDAP directory when its datais initially loaded
into the directory. It is also synchronizedwith the direc-
tory after thedirectoryandthedevice have temporarilybe-
comeunableto communicatewith eachother, andupdates
thatshouldhave beensentfrom oneto theotherhave been
lost— thiscanoccurdueto processcrashor network prob-
lems.)

The secondcomponentof filters, the mapper, usesthe
informationavailable in the lexpressdescriptionfile (e.g.,

setof attributes,keys,mappingrules)to translateupdatere-
questsexpressedin lexpress’canonicalform into updates
againstthe relevant repository. When a filter receives a
changenotification from its associatedrepository, it cre-
atesa lexpressupdatedescriptorof the change. The UM
coordinatorchoosestheappropriatefiltersto receivethede-
scriptor. Whenafilter receivesa descriptor, it useslexpress
to translateandapply the update.This separationbetween
protocolandmappingallows protocol-specificsoftwareto
bereusedwith varyingschema.

4.2. lexpress

MetaCommuseslexpressto describethe mappercom-
ponentfor thevariousfilters. lexpressis a tool for schema
translationandintegrationwhosedeclarative mappinglan-
guagesupportsstringoperationsandtabletranslationsof at-
tributes,alternateattributemappings,multi-valuedattribute
processing,andpatternmatching.Matchingthepatternof
input attributesallows mappingsto beresilientwhenfaced
with dirty data. Patternsallow mappingsto be refinedin-
crementallywith a list of specialcases.

Users createmappingsin the lexpress languagethat
specify the relationshipbetweentwo schemasas well as
otherupdaterequirements.Mappingsarespecifiedfrom a
sourceschemato atargetschema,sotwo lexpressmappings
arespecifiedfor eachschemapair. The samefilter canbe
usedwith multiple schemapairs if the protocolsfor com-
municatingwith the target of the updatein eachpair are
the same.Only the lexpressmapping,which is input data
to the lexpressroutines,needsto changeto accommodate
differentschemaor differentversionsof thesameschema.

lexpresssupportspropagationof changesto wherever
they areneeded.Sincesettingoneattributemayaffectaset
of relatedattributes,lexpresscalculatesthe transitive clo-
sureof the attribute mappings. For example,the LDAP
attributes telephoneNumber and DefinityExtension are re-
lated throughthe Definity R

�
attribute Extension. If either

changes,lexpresschangesthe other when the updateis
propagatedto theLDAP Server.

The transitive closure can also propagatechangesto
otherdevicesin themeta-directory. For example,consider
two lexpressmappings:onefrom the extensionfor a tele-
phoneon a PBX to a telephonenumberin the LDAP di-
rectory, andanotherfrom the telephonenumberto a voice
mailbox identifier in the voice messagingplatform. When
the extensionof an existing object changes,the PBX-to-
LDAP lexpressmappingrequireslexpressto changethe
telephonenumber. Becauselexpressprocessesthetransitive
closureof mappings,it alsousestheLDAP-to-MPmapping
to changethevoicemailboxidentifier.

Integration conflicts arisewhen a client explicitly up-
datesmultiple attributes in a transitive closure inconsis-
tently. When sucha conflict arises,the first mappingin
the transitive closureto be satisfiedsetsall otherunsetat-
tributesin the transitive closure. The algorithm doesnot
changethe valuesof explicitly set attributes. In the ear-
lier example, changesto the telephoneNumber or Defini-
tyExtension in the LDAP schemacausethe Extension in



theDefinity to changeandvice versa.If telephoneNumber
andDefinityExtension areset inconsistently, i.e., they map
to differentvaluesfor Extension, thenthefirst mappingsat-
isfied,e.g., telephoneNumber to Extension, setsExtension.
Theothermappingin theclosure,e.g., Extension to Defin-
ityExtension, is not executedandDefinityExtension retains
its new value.Thus,theinconsistentlysetattributesdo not
affecteachother’svaluesandonly oneof themhasits value
propagatedto otherattributes. We arecurrentlyenhancing
lexpressto identify cyclic dependenciesthat do not reach
a fixpoint and take appropriateaction,at compile time (if
a fixpoint cannever be reached)or at executiontime (if a
fixpoint will not bereachedfor a currentupdate).

Anotherusefulfeatureof lexpressis thesupportfor par-
titioning constraints— it automaticallymigratesdatato the
right objectmanagerfor the data. Whenan updateis sent
to a target system,lexpresstransformseachupdateto the
correctseriesof add,deleteandmodify operationsto mi-
gratedatato the properdestination. For example,when
a person’s telephonenumberchanges,theDefinity R

�
PBX

that managesthe person’s extensionmay alsochange. In
this caselexpresstranslatesa modificationof a telephone
numberinto two updates:adeletionin onePBX andanadd
in anotherPBX.

In general,when a modification of an existing object
is requested,lexpresschecksthe partitioning constraints
againstboth the old andnew attributesof the object. For
example,whena particularPBX acceptsupdatesfor phone
numbersbeginning with “+1 908-582-9”, lexpresschecks
the old phonenumberfor the object to determinethat the
objectwasstoredin thePBX andthenew attributesfor the
object to determinethat object is still storedin the PBX.
Dependingon thecombinationof constraintsatisfactionby
theold andnew attributes,differentoperationsaredoneon
thetargetdirectory. Specifically, if theold attributesviolate
theconstraintsandthenew attributessatisfythem,thenthe
updateis forwardedasanaddto thetargetbecausetheob-
ject wasnot previously managedby the target. If the old
andnew attributessatisfy the constraints,then the update
is forwardedasa modify to the target. If the old, but not
thenew, attributessatisfytheconstraints,thentheupdateis
forwardeda deleteto the target. If neithersetof attributes
satisfytheconstraints,theoperationis skippedat thetarget
becausetheobjectis not underthetarget’smanagement.

The componentsof lexpressarea declarative language
for specifying the relationshipbetweentwo schemas,a
compiler that generatesmachine-independentbyte code
from thedeclarativelanguage,andaninterpreterfor execut-
ing thebytecodes.Thecompilerandinterpreterareavail-
ablein asubroutinelibrary thatcanbecalledfrom any pro-
gram. A library of commonmappingsfor telecommunica-
tionsdirectoriesis available. Descriptionsfor new sources
or changesto descriptionsfor old sourcescan be added
dynamically(to running programs)by compiling them at
run-timeusingtheappropriatelexpressroutine.Experience
with thelanguageindicatesthata few minutesaresufficient
to mapa new sourceto the global schemaandvice versa.
For moredetailson lexpressthereaderis referredto [23].

4.3. Lightweight trigger access process

LDAP serverscurrentlyavailableprovideno supportfor
triggers. In MetaCommwe usedLTAP [19] asa portable
solutionto addactive functionalityto LDAP servers.LTAP
worksasa gateway thatpretendsto beanLDAP server —
LDAP commandsintendedfor the LDAP server areinter-
ceptedby LTAP which doestrigger processingin addition
to servicing the original LDAP command. LTAP also
provides locking facilities, forbidding updatesto an entry
while trigger processingis beingperformedon that entry.
In MetaComm,locking is usedto help ensurethat the de-
vicesanddirectoryconvergein time to achieve write-write
consistency.

4.4. Update manager

TheUpdateManager(UM) keepsthedatain theLDAP
directorysynchronizedwith thedatain thetelecomdevices.
It respondsto updaterequeststhatoriginatefrom client ap-
plicationssuchastheWBA, or from oneof thedevices,and
it ensuresthatafteranupdateis applied,theinformationin
all devicesanddirectoriesremainsconsistent.

As depictedin Figure1, updaterequestsfrom client ap-
plicationssuchasthe WBA aresentto LTAP, which traps
the requestsandnotifiesthe UM. Updatenotificationsare
sentfrom LTAP to theLDAP filter, which in turn createsa
lexpressupdatedescriptorfor theupdatethat is thenadded
to a globalqueuein the UM. The main threadof the UM,
the coordinator, iteratesthroughthe global updatequeue,
and for eachupdaterequest,it tells the appropriatefilters
to generatea sequenceof updatesto all applicabledevices
andto theLDAP server. LockingatLTAP (seeSection4.3)
blocks conflicting LDAP updaterequestsfrom being sent
to theUM until after thesequenceof updateshasbeenap-
plied (e.g., if LTAP receivesanupdaterequestto anobject
“cn=John Doe, o=Marketing, o=Lucent”, nootherLDAP up-
dateto this objectis allowedto proceeduntil theUM com-
pletestheupdatesequenceandnotifiesLTAP).

However, nosuchlocksareobtainedwhenupdatesorig-
inate at the devices themselves. A direct device update
(DDU) is appliedto the device itself. The updateis noted
during transactioncommitat the device anda notification
is sent to the appropriatedevice filter. A better alterna-
tive would be to have the device alert the UM that an up-
dateis being requestedand then have the UM queuethe
request(effectively creatinga global ordering for all up-
dates).However, this wasnot practicalbecausethedevices
must be usablewith or without MetaComm. The update
sequencefor a DDU is asfollows:

� thedevicefilter createsalexpressupdatedescriptorfor
theupdatethatit forwardsto theLDAP filter;

� theLDAP filter translatesthedescriptorinto anupdate
againsttheLDAP schemaandforwardsit to LTAP;

� the updateis eventually sent back to the UM after
properLTAP locksareobtained.



LTAP is usedto obtainlocksbecausethePBX, MP andthe
LDAP server do not exposetheir locking capabilities. A
consistentorderingof updatesis obtainedby possiblyreap-
plying theupdateto thedevices. (If updateshave occurred
at thedeviceentrysincetheDDU, theupdatemustbereap-
plied at the device to ensurewrite-write consistency. The
queuemaintainedby theUM enforcesaserializationorder.)
This techniqueworksbecauseasmallnumberof DDUsare
madeagainstany given entry per day. Thus,it is unlikely
that a DDU and an overlappingLDAP commandwill be
issuedat roughly the sametime. If they are,thequeueor-
derreapplicationquickly resolvestheinconsistencies.This
techniquewouldnotwork well if someentriesreceivedfre-
quentDDUs. Note that brief inconsistenciesbetweenthe
LDAP server and the device are sometimescreated,but
quickly eliminated.

If failureoccurswhile anupdateis beingappliedto one
of the variousdevices (e.g., an updateis invalid), the up-
dateis aborted,an error is loggedinto the directory, anda
notificationis sentto the administrator. The administrator
canbrowsethroughthe errorsandmanuallyfix the result-
ing inconsistenciesat a later time. A later versionof the
systemwill usepre-updateinformationto attemptto undo
device updates,makingtheoverall techniqueakin to sagas
[10]. However, loggingwill alwaysberequiredfor extreme
cases,suchaswhendevicesandthe directoryarediscon-
nectedfor anextendedperiodof time. Notethatit is thelack
of supportfor two-phasecommit in the underlyingreposi-
toriesthat limits the ability of MetaCommto handlethese
failures.

The UM also supports the synchronizationof pre-
existingdirectories.This is necessaryto populatethedirec-
tory initially and to recover from disconnectedoperations
of deviceswithout loggingfacilities.

4.5. New applications enabled by MetaComm

MetaCommallows modificationof PBX/messagingset-
tingsthroughany LDAP tool (thereareavarietyof GUI in-
terfacesto LDAPdirectories).For ourproject,wewereable
quickly to generateanintuitiveWebinterfacethatcompares
favorablywith proprietaryinterfaces.

Using MetaComm administration, an authorized
user/programcaneasilyredirecta telephoneextensionto a
port in anotherroom. An exampleof usingthesimplicity
of administeringtelecomdevices throughMetaCommto
producea hoteling(sharedworkspacesthatarereservedas
needed)applicationis givenin [2].

4.6. MetaComm status

MetaCommwasincludedin ademoatInterOp[20]. Lu-
centhasannounceda productthatwill usetheMetaComm
technology(calledDirectory SynchronizationTechnology
in thepressrelease)to controlDefinity R

�
PBXsthroughan

LDAP directory. The technologyis currentlybeingtransi-
tionedandhardenedfor commercialuse.

5. Experiences

5.1. Maintaining consistency

Oneof themainissueswe facedin designinganddevel-
opingMetaCommwaskeepingthevariousdevicesconsis-
tent with the directory. SinceneitherLDAP nor the inte-
grateddevicesprovide transactionfacilities,all we canas-
sumeaboutthesedatasourcesis thatanupdateto a single
objectis atomic.A numberof designdecisionswereinflu-
encedby thisdeficiency. For example,theintegratedLDAP
schemahadto bedesignedin sucha way to ensurethatall
attributesthat are to be read/writtenasa unit belongto a
singleobject. Evendesigningtheschemathis way did not
entirelyeliminatenon-atomicupdates— updatesthatmod-
ify both the RDN andotherattributesmustbe handledby
a ModifyRDN/Modify pair of operations.While this is not
a problemfor updatesto the LDAP server (asLDAP can-
not beusedto expresssucha pair asa singleoperation),a
DDU may be translatedinto a pair of LDAP updates.For
instance,adirectPBXupdatemightchangeaperson’sname
(which is usedin their RDN) andextension(which is not).
Typically, onewould expectchangesto RDNs to be quite
infrequentasattributeslike namedo not changeveryoften.

Note that locking at the LTAP level preventsthe inter-
leaving of operationsat the LDAP level. However, if the
UM crashesbetweenthe ModifyRDN andthe Modify op-
erations,theentrywill beinconsistentfor readers.(Writers
will not be able to executeuntil the UM restarts.) When
theUM restartsandre-synchronizesthedirectorywith the
devices,the inconsistencieswill beeliminated.Notethata
UM crashis a catastrophicfailure. Furthermore,this prob-
lemwill only occurin theinfrequentcasewheresuchafail-
ure occursat the sametime a “complex” DDU updateis
beingappliedthat modifiesboth the RDN andsomeother
userdata.Sucha coincidenceof infrequenteventsis likely
to beextremelyrare.

In orderto providethesynchronizationfacility (seeSec-
tion 4.4), MetaCommmustguaranteethataftera synchro-
nizationrequestis processed,the LDAP server, the device
being synchronized,andotherdevices that sharethe data
beingsynchronizedareconsistent.Even thoughsynchro-
nizationrequestsmightbeviewedasasequenceof individ-
ual updates,thesetof updatesmustbeappliedin isolation,
i.e., otherupdatesmustnot be allowed concurrently. This
requiredtwo modificationsto LTAP. First,LTAP originally
only allowedasingleupdateperconnectionfrom LTAP to a
triggeractionserver(e.g.,UM), but to differentiatesynchro-
nization requestsfrom individual updates,persistentcon-
nectionswere addedwhich allow a sequenceof updates.
Second,in orderto guaranteethatsynchronizationrequests
are executedin isolation, all updatesmust be disallowed
while asynchronizationrequestis beingprocessed.To sup-
port this,anew quiescefacility wasaddedto LTAP.

5.2. Designing the integrated schema

In designingtheintegratedschema,wewantedto ensure
that it would beeasyto addnew repositories,andno mod-



ificationsto standardX.500 classeswould beneeded.The
initial solutionwedecideduponto meetthesecriterionwas
to storeall the information relatedto a person’s useof a
device (e.g., a PBX) in a child entry of the personin the
directory tree. When a new device is added,information
aboutthe user/device interactioncould be addedasa new
child. Moreover, most of theseuser/device entriescould
usea genericclasswith lots of optional attributes,rather
thancreatinga new objectclass for eachnew device. How-
ever, the lack of transactionsin LDAP forcedusto give up
this technique.Sincemany updatesto an LDAP directory
wouldrequiremodifyingbothaparentandachild andthese
updatescannotbedoneatomically, we wereforcedinstead
to createa new auxiliary objectclass for eachnew device
(to representuserinformationfor thatdevice) andto create
new namesfor theattributesof eachauxiliaryclass.2

Onepracticallimitation of auxiliary classesis that they
cannothave mandatoryattributes. Theinability to specify
mandatoryattributesfor auxiliaryclassesmakesit impossi-
ble to prevent certainanomolies— like entrieswhoselist
of objectclass valuesindicatethatapersonusesa PBX, but
whereno PBX Extensionfield exists. This will not occur
for thosewhouseour toolsexclusively. However, userscan
createsuch peculiaritieseasily using off-the-shelfLDAP
browsers. Hence,the presenceof an auxiliary objectclass
only indicatesthata personmay usea device, not that the
personcertainly does. To determinemore, we must look
to seeif the PBX Extensionfield is set,for example. This
solutionwaslesselegantthanwe would have liked, but it
doesmeetthe criterion above. It is a generalsolution for
dealingwith thesekindsof relationshipsin systemsthatal-
low updatesthroughLDAP. If LDAP wereextendedwith
transactions,theoriginal solutionwould beviableaswell.

5.3. Limitations of LDAP

As mentionedpreviously, LDAP hasa varietyof weak-
nessesthatlimits its uses.In additionto thelackof support
for triggers(for which LTAP providesa portablesolution),
LDAP hasveryweaktypingandno transactionsupportbe-
yondatomicupdateto asingleobject.LDAP’schiefadvan-
tagesincludescalabilityandincreasedflexibility [15], soits
disadvantagesarecloselyrelatedto its advantagessincefull
transactionswould harm scalability as two-phasecommit
would be required. However, transactionsthat allow sev-
eralentriesat a singlesiteto bemodifiedatomicallywould
be a goodcompromise— solving our atomicity problems
while retainingscalabilityalthoughat thecostof asymme-
try. Improvingtypingwith intra-entryconstraintswouldnot
harmscalabilityor flexibility andwould do muchto main-
taindataquality.

LDAP provides set-valued attributes which could be
quite useful in datamodelinghad they beenimplemented
differently. However, LDAP only allows setsof atomic
valueditems (e.g., strings). Thus, they are not very use-
ful in practicebecausethereis no way to correlaterelated

2An auxiliary classcanbe addedto an existing objectat any time to
addnew attributesto theobject. However, to identify which fieldsbelong
to theauxiliaryclass,uniquenamesfor its fieldsarerequired.

fields, e.g., phonenumbersand addresses.This inability
to correlatefields forcedus to forgo the useof set-valued
attributes. Instead,we requirethat a given personhave a
differentdirectoryentry for eachlocation associatedwith
thatperson.ExtendingLDAP to allow fieldsto bearraysor
setsof recordswould solve this problem.

5.4. Extensions needed to lexpress

In MetaComm,we achieve write-write consistency by
reapplyingupdatesto a device that originatesthe update.
For example,if the PBX is updated,it notifiesthe UM of
the updateand the UM reappliesthe updateto the PBX.
Problemsarosebecausereapplyingaddor deleterequests
to deviceswherethoseoperationshadalreadyoccurredpro-
duceserrors.

lexpresswasextendedto identify updatesthathadprevi-
ouslybeenseenby thedevice. First, theLDAP schemawas
extendedwith a LastUpdater attribute. This attribute is set
to thenameof thesourceof anupdateby thelexpressmap-
pingsfrom a device to theLDAP directory. Eachmapping
from LDAP to adevicewasenhancedwith amappingchar-
acteristiccalled Originator that designateswhich attribute
containsthe nameof the sourceof the update. When
lexpressprocessestheupdates,it returnsconditionalupdate
operationsif updatesarebeingsentto a target that is the
sameasthesourcelisted in theOriginator. Conditionalup-
dateoperationsindicatethatanupdateis beingrepeatedand
which operationshouldbeusedto reapplytheupdate.If a
filter knows that the operationis beingreappliedat its tar-
get,it cantake differentstepsto recover from errorsthenit
would with a normal(i.e., not a reapplied)update.For ex-
ample,addoperationsarereappliedasconditionalmodify
operations.If a conditionalmodify fails, the updatefilters
thenattemptto addtherecord.If a normalmodify fails,no
addis attempted.

Althoughthelexpressmappingsaresimpleto construct,
we found themto be repetitive for integratingseveral de-
viceswith closelyrelatedmappings.A graphicaluserin-
terface(GUI) wasimplementedthateliminatestheneedto
enterredundantinformation.Althoughtransitiveclosureof
dependenciesbetweenthesource-targetpair is automaticin
lexpress,transitive closureacrossall repositoriesis a mat-
ter of design.In particular, all dependenciesin a transitive
closuremust be known in all relevant source-target map-
pings. We plan to automatethe repetitionof dependency
informationin relevantmappingsaspart of the generation
of lexpressdescriptionfilesby theGUI.

5.5. Other issues

Device-generated information Somedevices may gen-
erateinformationwhenanupdateis applied.For example,
whena new extensionis addedto themessagingplatform,
a uniqueid is createdwhich might be neededin otherde-
vices. In suchsituations,the updateaugmentedwith the
newly generatedinformationmight have to bereappliedto
otherdevices— andthis processmustbe repeateduntil a



fixpoint is reached.In MetaCommthesecasesweresim-
ple, becauseall generatedinformationis only destinedfor
the LDAP server andnot for the otherdevice(s). We use
lexpressfeaturesfor communicatingchangesto the origi-
nal updateandthenupdatetheLDAP Server afterall other
devicesareupdated.

Running LTAP as a gateway LTAP canberun eitheras
a gateway or asa library that is boundinto an application.
MetaCommusedthe gateway approach. We could have
coupledMetaCommandLTAP morecloselyby usingthe
library version. While this would have reducedcommuni-
cationcostsbetweenLTAP andtheUM, it would have had
two disadvantages. First, it would have forcedthe com-
binedLTAP/UM to processreadrequests.As it is now, they
can run on separatemachinesand the UM machinedoes
not needto do any readprocessing. SinceLDAP work-
loadsareheavily read-oriented,this offerssubstantialscal-
ability advantages.Second,upgradesto LTAP would need
to be coordinatedwith the UM. Currently, eitherLTAP or
the UM canbe upgradedat any time without affecting the
other. This simplifiessystemupgrades.

6. Related work

Like data warehouses[12], MetaComm materializes
subsetsof the data from the various sourcesin an inte-
grateddirectory. Oneimportantdifference,however, is that
thematerializeddatais alsoupdatedandMetaCommmust
propagatetheupdatesto thevariousdatasources.

Thereis a largebodyof researchon dataintegrationand
a numberof prototypeshave beenbuilt [9, 18, 24] that
focus on different aspectsof dataintegration, from semi-
automaticwrappergenerationto queryoptimization.How-
ever, mostof thiswork focuseson read-onlyqueries.Meta-
Common theotherhandmustdealwith updates.Nonethe-
less,many of the ideasfrom mediatorsystemshave been
enhancedto addressupdatesin MetaComm.For example,
MetaCommhasrulesto decidewhich sourcesarerelevant
for a givenupdate;queryrewriting is usedto translateup-
datesto appropriateformats;andanupdateexecutionplan
is generated,determiningin which ordertheupdatesto the
variousdatasourcesshouldbeapplied.Section3 dicusses
the similarities and differencesbetweenMetaCommand
otherdataintegrationsystemsin moredetail.

Schematicheterogeneityhas beenextensively studied
andis well documentedin the heterogeneousdatabasere-
searchliterature[8]. Theschemaintegrationcomponentof
MetaCommusesthelexpresslanguageto definedeclarative
mappingsamongdisparateschemasfrom repositoriesthat
mayhave limited queryingcapabilities.

More detailsabout the LTAP systemcan be found in
[19]. Specificsof how LTAP is usedin MetaComm(and
changesmadeto LTAP asa resultof our experiencesusing
it in MetaComm)canbefoundin [2].

MetaCommupdateshave to beappliedto multiple data
repositoriesin a way akin to sagas[10]. Our approachdif-
fersfrom previouswork ontransactionsoverheterogeneous

sourcesin thatthewe haveto dealwith veryweakassump-
tions, since somesourcesintegratedin MetaCommonly
supportatomicupdatesto singleobjects.

IntegratedUnion Types[16] areusedto reconciledata
from multiple overlappingsitesusingvirtual views. Meta-
Commalsoreconcilesdataacrosssources;however, it uses
materializedviews.

Finally, we shouldnote the growing commercialinter-
est in integrationof information,which canbe evidenced
by productssuchasIsocor[14] andZoomIt [28]. Themain
differencesbetweenMetaCommandtheseproductsarethat
MetaCommhandlesreal-timeupdatesanddeclarativespec-
ification of mappers,whereasthey supportonly batchup-
datesandproceduralspecifications.

7. Conclusions

Eventhoughdataintegrationis a well-studiedproblem,
andtherearecommercialproductsthatpromiseto simplify
the integrationprocess— it is unlikely thata one-size-fits-
all solution to the problemwill ever be possible. In this
paper, we describeour experiencesin integratingdatafrom
legacy telecomdevicesandMetaComm,thesystemwebuilt
to achievethis integration.MetaCommis afull-fledgedand
extensiblemediatorsystem.Its architecturehasa modular
design,and its variouscomponentscan be usedindepen-
dentlyand/oraddedto othersystems.

The first prototypeof MetaCommintegratesdatafrom
PBXs and messagingplatforms into an LDAP directory
server, andguaranteesdataconsistency while allowing up-
datesto thevariousindependentdatarepositories.New data
sourcescan be easily added. The extensibility of Meta-
Commis duemostlyto its lexpresscomponent,which han-
dles data conversion, schemaintegration and data inter-
dependenciesin a veryelegantanddeclarativemanner.

By providing a simpler and unified interface to data
storedin telecomdevices,MetaCommgreatlysimplifiesac-
cessto thisdata.As a result,new servicesandapplications,
suchashotelingandintegratedadministration,canbepro-
videdwith little effort.

Preliminary experimentsindicate that MetaCommhas
acceptableperformancefor our initial configuration. We
arecurrentlyinvestigatingits scalabilityby addingnew data
sources.Also, thecurrentsystemusesa very simplesecu-
rity mechanism(basedon thesecuritymodelof LTAP). As
futurework,wewouldliketo investigatemoresophisticated
securitymodels.

MetaCommwasincludedin ademoat InterOp[20]. Lu-
centhasannounceda productthatwill usetheMetaComm
technology(calledDirectory SynchronizationTechnology
in thepressrelease)to controlDefinity R

�
PBXsthroughan

LDAP directory. The technologyis currentlybeingtransi-
tionedandhardenedfor commercialuse.
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