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Abstract

Thelack of a �exible consistencymanagementsolu-
tion hindersP2Pimplementationof applicationsinvolv-
ing updates,such as read-write�le sharing, directory
services,online auctionsand wide area collaboration.
Managingmutableshareddatain a P2Psettingrequires
a consistencysolutionthat can operate ef�ciently over
variable-qualityfailure-pronenetworks,supportperva-
sive replication for scaling, and give peers autonomy
to tuneconsistencyto their sharingneedsandresource
constraints.Existingsolutionslack oneor moreof these
features.

In this paper, we describea new consistencymodel
for P2Psharingof mutabledatacalledcomposablecon-
sistency, andoutline its implementationin a widearea
middleware �le servicecalled Swarm1. Composable
consistencylets applicationscomposeconsistencyse-
manticsappropriatefor their sharingneedsby combin-
ing a smallsetof primitive options.Swarmimplements
theseoptionsef�ciently to supportscalable, pervasive,
failure-resilient,wide-area replicationbehinda simple
yet �exible interface. We presenttwo applicationsto
demonstrate the expressivepower and effectivenessof
composableconsistency:a wide area �le systemthat
outperformsCoda in providing close-to-openconsis-
tencyoverWANs,anda replicatedBerkeleyDBdatabase
that reapsorder-of-magnitudeperformancegainsby re-
laxingconsistencyfor queriesandupdates.

1 Intr oduction
Organizing wide area applications in a peer-to-

peer(P2P)fashioncanimprove availability, failure re-
silience,andscalabilitycomparedto traditionalclient-
server architectures. Many effective P2P techniques
have beendevelopedto locateandshareread-onlycon-
tent [13] or low-write-sharingcontent[3, 10, 14]. Al-
thoughP2Porganizationcouldbene�t wide areaappli-
cationswith mutabledatasuchasonlineauctions,direc-
tory services,andcollaborativeapplications(e.g.,Lotus
Notes),their datacharacteristicsandconsistency needs
arediverseandinadequatelysupportedby existing P2P
middlewaresystems.

P2Psharingof mutabledataraisestheissuesof repli-
cationandconsistency management.P2Psystemspose
uniquechallengesto replicationalgorithms.P2Pclients
tend to experiencediversenetwork characteristicsand

1Swarmstandsfor ScalableWide AreaReplicationMiddleware.

varyin theirresourceavailability andwillingnessto han-
dleloadfrom otherpeers.Thecollectionof clientstends
to belarge,but constantlychanging.A P2Pconsistency
managementsystemmust thereforebe able to support
pervasive replicationto scalewith load,enablepeersto
individually balanceconsistency andavailability against
performanceandresourceusage,andoperateef�ciently
acrossnon-uniformfailure-pronenetworks.

To understandthediversityof applicationcharacter-
isticsandtheirconsistency needs,wesurveyedavariety
of wide-areadatasharingapplicationsrangingfrom per-
sonal�le access(with little datasharing)to widespread
real-timecollaboration(e.g.,chatandgames,with �ne-
grainsynchronization)[16]. Thesurvey identi�ed three
broadclassesof distributedapplications:(1) �le access,
(2) databaseand directory services,and (3) real-time
collaborativegroupware.

We found that applicationsdiffer widely in the fre-
quency and extent of read and write sharing among
replicas,thetypical replicationfactor, their toleranceto
staledata,semanticinterdependenciesamongupdates,
the likelihood of con�icts amongconcurrentupdates,
and their amenabilityto automaticcon�ict resolution.
Some applicationsneed different consistency seman-
tics for readsandwrites,e.g.,anonlineauctionservice
mightneedstrongconsistency for writesto preventsell-
ing the sameitem twice, but could tolerateproviding
staledatain responsetoqueriesto improveperformance.
Applicationsdiffer in the degreeto which they toler-
atereplicadivergence,e.g.,usersworking on a shared
documentexpectit to re�ect thelatestupdatesmadeby
other usersbeforeeachediting session(close-to-open
consistency), while thestalenessof stock-quoteupdates
shouldbeboundedby a time interval. Applicationsac-
cess�les in differentwayswith differentconsistency re-
quirements,e.g.,personal�les arerarely sharedwhile
software and multimedia �le are widely read-shared.
Otherapplicationsfrequentlywrite-sharedata,e.g.,dis-
tributedlogs,sharedcalendars,andversioncontrolsys-
tems. How concurrentupdatescan be handledvaries
widely, e.g.,it is relatively easyto combineconcurrent
appends(logging)or merge-ablewrites(calendars),but
morecomplex sharingandwrite con�ict patternsoften
requireexplicit serialization.For someapplications,op-
timistic or eventual consistency (i.e., propagatingup-
dateslazily) providesadequatesemanticsandhighavail-
ability, but during periodsof closecollaborationusers
needtighter synchronizationguaranteessuchasclose-



to-open(to view latestupdates)or strongconsistency
(to preventupdatecon�icts).

Basedon theresultsof our applicationstudy, we be-
lieve that managingmutableshareddatain a P2Pset-
ting requiresa consistency solutionthatcanoperateef-
�ciently over variable-qualityfailure-pronenetworks,
supportpervasivereplicationfor scaling,andgivepeers
autonomyto tuneconsistency to theirsharingneedsand
resourceconstraints. Existing solutions fall short of
meetingone or more of theserequirements. Several
P2Psystemssupport�le anddatabasereplicationwith
updatesby providing close-to-openor eventualconsis-
tency [10, 3, 14, 12], which is inadequatefor many ap-
plications. A numberof previous efforts [18, 6] have
viewed consistency semanticsas a continuouslinear
spectrumrangingfrom strongconsistency to best-effort
eventualconsistency, andprovidedwaysto �ne-tune di-
vergenceof replicacontents.While powerful, thesesys-
temsneedto be extendedin several ways to cover the
full spectrumof observedapplicationneeds.

Whenwe carefully examinedthe resultsof our sur-
vey, we observedthat theconsistency needsof applica-
tions can be expressedin termsof a small numberof
designoptions,which we classify into � ve mostly or-
thogonaldimensions:

� concurrency - the degree to which con�icting
(read/write)accessescanbetolerated,

� replica synchronization - the degree to which
replicadivergencecan be tolerated(calledcoher-
ence), andthe typesof inter-dependenciesamong
updatesthat mustbe preserved whensynchroniz-
ing replicas(calledconsistency),

� failure handling- how dataaccessshouldbe han-
dled whensomereplicasare unreachableor have
poorconnectivity,

� updatevisibility - thetimeatwhich localmodi�ca-
tions to replicateddatabecomè stable'andready
to bemadevisibleglobally, and

� view isolation - the time at which remoteupdates
mustbemadevisible locally.

Therearemultiple reasonableoptionsalongeachof
thesedimensionsthat existing systemsemploy sepa-
rately. Basedonthisclassi�cation,wedevelopedanovel
composableconsistencymodelthatprovidestheoptions
listed in Table1. Whentheseoptionsarecombinedin
different ways, they yield a rich collection of consis-
tency semanticsfor shareddatathatcovertheneedsof a
broadvarietyof applications.Usingcomposableconsis-
tency, aP2Pauctionservicecouldemploy strongconsis-
tency for updates,while relaxingconsistency for queries
to limit synchronizationcost.An auctionusercanspec-
ify strongerconsistency requirementsto ensure100%

accuratequeryresults,althoughdoingsoincreasesover-
headandlatency.

In this paper, we describethe composableconsis-
tency model and outline how we implementedit in a
wide areaP2Pmiddleware �le servicecalled Swarm.
Swarm lets applicationsexpressconsistency require-
mentsasavectorof optionsalongthesedimensionsona
per-accessbasisratherthanonly supportinga few pack-
agedcombinations.Doing so givesapplicationsmore
�e xibility in balancingconsistency, availability, andper-
formance.In addition,Swarmperformsaggressivepeer
replicationandtunesits replicationbehavior in response
to observed network and nodeavailability conditions.
As a result, Swarm more effectively cachesdatanear
whereit is accessed,therebyproviding low latency data
access,undera broaderrangeof datasharingscenarios
thanexistingsystems.

To determinethe value of composableconsistency
in Swarm, we implementedboth a wide area P2P
�le systemand a wrapperlibrary that supportsrepli-
cation around the BerkeleyDB databaselibrary [15].
We show that Swarm's composableconsistency en-
suresclose-to-opensemanticsover a WAN andoutper-
forms Coda's client-server implementationby exploit-
ing `nearby' replicasduring roaming �le access. We
alsoshow thatreplicatingBerkeleyDB usingSwarmen-
ablesorder-of-magnitudeimprovementsin write perfor-
manceand scalability beyond master-slave replication
by relaxingconsistency in severalways.Swarmrelieves
applicationwritersof theburdenof implementingtheir
own replicationandconsistency mechanisms.Sincethe
focusof this paperis on evaluatingcomposableconsis-
tency in a wide areaP2Preplicationenvironment,we
limit our discussionof Swarm's designto its consis-
tency implementation.A morecompletedescriptionand
evaluationof Swarm'sdesign,includingits dynamichi-
erarchicalreplicationand its scalabilityand failure re-
silienceproperties,appearselsewhere[16].

In Section2 we describeprior work on �e xible con-
sistency managementandwideareareplicationmanage-
ment. In Section3 we describethecomposableconsis-
tency model.We brie�y outlineSwarm'sdesignin Sec-
tion 4 beforedescribingits consistency implementation
in Section5. Wepresentourevaluationof its practicality
in Section6. Finally, in Section7 weconclude.

2 RelatedWork
Severalsolutionsexist to managereplicationamong

wide-areapeers. Several P2P systemswere devel-
opedto shareread-onlydatasuchas multimedia �les
(PAST [13], KaZaa)or accessto rarelywrite-sharedper-
sonal �les [14], but not frequentwrite-sharing. Nu-
merousconsistency schemeshave beendevelopedin-
dividually to handlethe datacoherenceneedsof spe-
ci�c servicessuchas�le systems,directoryservices[9],
databasesandpersistentobjectsystems[8]. Distributed
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Dimension Available ConsistencyOptions
ConcurrencyControl Accessmode concurrent (RD, WR) exclusive (RDLK, WRLK)

ReplicaSynchronization

Timeliness
manual time(staleness= 0..1 secs)

mod(unseenwrites= 0..1 )
Strength hard soft

SemanticDeps. none causal atomic causal+atomic
Updateordering none total serial

Failur eHandling optimistic(ignoredistantreplicasw/ RTT ¿0..1 ) pessimistic
UpdateVisibility session per-access manual

View Isolation session per-access manual

Table1: Consistency optionsprovidedby theComposableConsistency (CC) Model. Consistency semanticsareexpressedfor an
accesssessionby choosingoneof the alternative optionsin eachrow, which aremutually exclusive. Optionsin italics indicate
reasonabledefaultsthat suit several applications.In our discussion,whenwe leave an option unspeci�ed,we assumeits default
value.

�le systemssuchasNFS, Pangaea,Sprite,AFS, Coda
andFicus target traditional �le accesswith low write-
sharingamongmultiple users. Ivy [10] is a read/write
P2P�le systemthat supportsclose-to-opensemantics
basedon P2Pblock storageandlogs. Composablecon-
sistency adoptsa novel approachto supportmany of
their consistency semanticsef�ciently in aP2Psetting.

Bayou[3] exploredoptimisticreplicationandupdate
propagationfor collaborativeapplicationsunderad-hoc
connectivity. Our consistency implementationemploys
someof their techniquesin a widercontext.

Fluid replication [2] provides multiple selectable
consistency policies for statichierarchicalcaching. In
contrast,our approachoffersprimitive optionsthat can
becombinedto yield avarietyof policies,offeringmore
customizabilityfor peer-to-peerreplication. Many de-
sign options [7, 6] that we identi�ed for composable
consistency are proposedseparatelyby prior systems.
Ourmodelforgesthemuniquelyfor �e xibility .

Many previous efforts have explored a continu-
ous consistency model [18, 6]. Of those, the TACT
toolkit [18] providescontinuouslytunableconsistency
alongthreedimensionssimilar to thosecoveredby our
timelinessandconcurrency controlaspects.We provide
additional �e xibility including the notion of sessions
andexplicit semanticdependenciesto caterto a wider
variety of applicationneedsasdescribedin Section3.
TACT's order error offers continuouscontrol over the
numberof updatecon�icts. In contrast,ourconcurrency
optionsprovide a binary choicebetweenzeroand un-
limited numberof con�icts. We believe that for many
real-world applications,a binarychoicesuchasoursis
adequateandreducesbookkeepingoverhead.

3 ComposableConsistencyModel

Thecomposableconsistency (CC) modelis applica-
ble to systemsthatemploy thedata-shippingparadigm.
Suchapplicationsarestructuredasmultiple distributed
components,eachof which holds a portion of appli-

cation stateand operateson other portionsby locally
cachingthemasneeded.The CC modelassumesthat
applicationsaccess(i.e., reador write) their datain ses-
sions,and that consistency can be enforcedat session
boundariesor beforeandaftereachreador write access.

In theCC model,anapplicationexpressesits consis-
tency requirementsfor eachsessionasa vectorof con-
sistency options,as listed in Table1. Eachrow of the
tableindicatesseveralmutuallyexclusiveoptionsavail-
ableto control theaspectof consistency indicatedin its
�rst column. Reasonabledefault optionsare notedin
italics,which togetherenforcetheclose-to-openconsis-
tency semanticsprovidedby AFS [4] for coherentread-
write �le sharing.A particularCC implementationcan
provide reasonabledefaults,but allow anapplicationto
overridethedefaultsif needed.Table2 lists theCC op-
tionsthatachieveseveralconsistency �a vors.

Concurrency: CC provides two �a vors of access
modes to control the parallelism among reads and
writes.Concurrentmodes(RD, WR) allow arbitraryin-
terleaving of accessesacrossreplicas,similar to Unix
�le semantics.Exclusive modes(RDLK, WRLK) pro-
vide traditionalconcurrent-read-exclusive-write seman-
tics [11]. Whenboth �a vorsareemployedon thesame
datasimultaneously, RD modesessionscoexist with all
othersessions,i.e., RD operationscanhappenin paral-
lel with exclusivesessions,while WR modesessionsare
serializedwith respectto exclusive sessions,i.e., they
occurbeforea RDLK/WRLK sessionbeginsor arede-
ferreduntil it ends.

TimelinessGuarantees: Thedegreeto which repli-
casareallowedto divergein contents(i.e., timelinessin
Table1) canbe speci�ed in termsof time, the number
of missedupdates,or both.Theseoptionsareanalogous
to the TACT toolkit's stalenessandnumericerror met-
rics[18]. Thetimelinessboundscanbehard,i.e.,strictly
enforcedby stallingwrites if necessary(like TACT), or
soft, i.e.,enforcedin abest-effort mannerfor highavail-
ability. Two typesof semanticdependenciescanbedi-
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rectly expressedamongmultiple writes (to thesameor
different dataitems), namely, causalityand atomicity.
Theseoptionstogetherwith thesessionabstractioncan
beusedto supportthetransactionalmodelof computing.

Update Ordering Constraints: When updatesare
issuedindependentlyatmultiple replicas(e.g.,by `WR'
modesessions),our model allows them to be applied
(1) with noparticularconstrainton theirorderingatvar-
ious replicas(called `none'), (2) in somearbitrarybut
commonorder everywhere(called `total'), or (3) se-
quentiallyvia serialization(called`serial'). The order-
ing optionscanbespeci�edon a per-sessionbasis.The
unorderedupdatesoption is suitablewhenupdatesare
commutative,e.g.,incrementsto asharedcounteror up-
datesto differententriesin a shareddirectory. Totally
orderedupdatescanbemadeconcurrently, but mayneed
to bereappliedto ensureglobalordering.Someupdates
thatrequiretotal ordercannotbeundoneandreapplied,
andthusmustbegloballyserialized.For example,when
multiple clients concurrentlyissuethe dequeueopera-
tion at different replicasof a sharedqueue,they must
not obtain the sameitem, althoughmultiple itemscan
be enqueuedconcurrentlyand reorderedlater. Hence
the dequeueoperationrequires`serial' ordering,while
enqueuerequires̀ total' ordering.

Failur eHandling: Whenall replicasarenot equally
well-connected,differentconsistency optionscanbeim-
posedondifferentsubsetsof replicasbasedon their rel-
ative connectivity by specifyinga cut-off network qual-
ity. Consistency semanticsare guaranteedat a replica
only relative to thosereplicasreachablevia higherqual-
ity links. For instance,this enablesa directory ser-
vice to providestrongconsistency amongclientswithin
a campus,while enforcingoptimistic/eventualconsis-
tency acrosscampusesfor higheravailability.

Visibility and Isolation: Finally, our modelallows
controlover how long a sessionstaysisolatedfrom the
updatesof remotesessions,aswell aswhenits own up-
datesaremadereadyto be visible to remotesessions.
A sessioncanremaincompletelyisolatedfrom remote
updates(`session',ensuringa snapshotview of data),
allow updatesto beappliedon local copiesimmediately
(`per-access',useful for log monitoring), or explicitly
import remoteupdates(`manual').Similarly, asession's
updatescan be propagatedas soonas they are issued
(usefulfor chat),whenthe sessionends(usefulfor �le
updates),or whenexplicitly requested.

Although CC's optionsare largely orthogonal,they
arenot completelyindependent.For example,the ex-
clusive accessmodesimply session-grainvisibility and
isolation,a hardmost-currenttimelinessguarantee,and
serialupdateordering.

At �rst glance,providing a large numberof options
ratherthana smallsetof hardwiredprotocolsmight ap-
pearto imposeanextraburdenon applicationprogram-
mers. However, thanksto the orthogonalityandcom-

posabilityof CC's options,their semanticsareroughly
additive; eachoption only restrictsthe applicability of
thesemanticsof otheroptionsanddoesnotalterthemin
unpredictableways. Thus,by adoptingour model,pro-
grammersare not facedwith a combinatorialincrease
in the complexity of semanticsto understand.To fur-
ther easetheadoptionof the CC modelfor application
design,we anticipatethatmiddlewaresystemsadopting
it will bundle popularcombinationsof optionsas de-
faults (e.g., `Unix �le semantics',`CODA semantics',
or `besteffort streaming'),while allowing individualap-
plicationsto re�ne their consistency semanticswhenre-
quired. In thosecircumstances,programmerscancus-
tomizeindividualoptionsalongsomedimensionswhile
retaining the other default options. Finally, the CC
modelallows multiple clients to requestdifferentcon-
sistency semanticson thesamedatasimultaneously, on
a per-access-sessionbasis. In that case,thesharingse-
manticsobtainedby eachclientdependsonly on theop-
tionschosenby thatclient, regardlessof thepotentially
con�icting choicesmadeby otherclientselsewhere. In
Section5, we presentour implementationof themodel
that ensuresthis propertyby serializingsessionswith
con�icting semantics.

4 Swarm
In this section,we outlinetheSwarmdistributed�le

store[16] in whichweimplementedandevaluatedcom-
posableconsistency. Swarm is organizedas a collec-
tion of peerservers(calledSwarmservers) thatprovide
coherentwide area�le accessat a variablegranularity.
Applicationsstoretheir sharedstatein Swarm�les and
operateon their statevia nearbySwarmservers.

Filesin Swarmarepersistentvariable-length�at byte
arraysnamedby globallyunique128-bitnumberscalled
SWIDs. Swarmexportsa �le system-like interfacethat
supportstraditionalread/writeoperationson �le blocks
as well as operationalupdateson �les (explainedbe-
low). A �le block(alsocalledapage, default4KB) is the
smallestunit of datasharingandconsistency in Swarm.
Swarmserverslocate�les by their SWIDs,cachethem
asaside-effectof localaccess,andmaintainconsistency
accordingto the per-�le consistency optionsdescribed
in Section3. EachSwarm server usesa portion of its
local persistentstorefor permanent(`home') copiesof
some�les and usesthe remainingspaceto cachere-
motelyhomed�les. Swarmserversdiscover eachother
asa side-effect of locating�les by their SWIDs. Each
Swarmserver monitorstheconnectionquality (latency,
bandwidth,connectivity) to other Swarm servers with
which it hascommunicatedin therecentpast,anduses
this informationto form anef�cient dynamichierarchi-
caloverlaynetwork of replicasof each�le.

Interface: Swarm exports the traditional session-
oriented �le interface to its client applicationsvia a
Swarm client library linked into eachapplicationpro-
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Figure1: An enterpriseapplicationemploying aSwarm-based
proxyserver. Clientsin campus2 accessthelocalproxyserver,
while thosein campus3 invoke eitherserver.

cess.Theinterfaceallowsapplicationsto createandde-
stroy �les, opena �le sessionwith speci�edconsistency
options,readandwrite �le blocks,andclosea session.
A sessionis Swarm's unit of concurrency control and
isolation.A Swarmserveralsoexportsa native �le sys-
teminterfaceto Swarm�les via thelocaloperatingsys-
tem'sVFSlayer, similarto CodaFS[5]. Swarmprovides
a hierarchical�le namespaceby implementingdirecto-
rieswithin Swarm�les.

Swarm allows �les to be updated in two ways:
(i) by directly overwriting the previous contentson a
per �le block basis (called absoluteor physical up-
dates) or (ii) by registeringa semanticupdateproce-
dure (e.g., “add(name)to directory”) and then invok-
ing an update() interfaceto get Swarm to perform
the operationon eachreplica (called operational up-
dates). Before issuingan operationalupdate,the ap-
plication �rst must link a plugin to eachSwarm server
runningan applicationcomponent.The plugin is used
bothto interpretandapplyupdateproceduresandto per-
form application-speci�ccon�ict resolution.Whenop-
erationalupdatesare used,Swarm replicatesan entire
�le asasingleconsistency unit.

Using Swarm: To useSwarm,applicationslink to a
Swarmclient library thatinvokesoperationsonanearby
Swarmserver in responseto client operations(e.g.,cre-
atinga �le, openinganaccesssession,or performinga
reador write). Whenapplicationsopena �le, they can
specifya setof consistency options. As describedbe-
low, thelocal Swarmserver interactswith otherSwarm
servers to acquireand maintaina locally cachedcopy
of the �le with the speci�ed consistency. Figure1 il-
lustrateshow anauctionserviceanda directoryservice
(bothderivedfrom theBerkeleyDB embeddeddatabase
library [15]) could useSwarm to implementwide area
cachingproxies. The `DB' representsthe unmodi�ed
BerkeleyDB databaseserviceoblivious to replication,
the `AS' representsthe auction or directory service-
speci�c logic, andthe 'FS' provideslocal storage.Our
evaluationin Section6 shows thebene�t of suchrepli-
cation.

Figure 2: File replicationin a Swarm network. Files F1..F3
arereplicatedat SwarmserversN1..N6.Permanentcopiesare
shown in darker shade.F1 andF2 arehomedat N1. F3 has
two custodians:N4 andN5. Replicahierarchiesareshown for
F2 andF3 rootedat N5 andN4 respectively. Arrows indicate
parentlinks.

Figure3: Replicationof �le F2. (a) N1 andN3 cacheF2 from
its homeN5. (b) N2 andN4 cacheit from N5; N1 reconnects
to closerreplicaN3. (c) Both N2 andN4 reconnectto N3 as
it is closerthanN5. (d) Finally, N2 reconnectsto N1 asit is
closerthanN3.

Replication: The Swarm serverscachinga particu-
lar �le dynamicallyorganizethemselvesinto anoverlay
replicahierarchy. All communicationbetweenreplicas
happensvia thishierarchy. Figure2 showsaSwarmnet-
work of six serverswith hierarchiesfor two �les. One
or moreserversact ascustodians, which maintainper-
manentcopiesof the �le. Having multiple custodians
enablesfault-tolerant�le lookup. Onecustodian,typ-
ically the server that createdthe �le, is designatedthe
root custodianor homenode, andcoordinatesthe �le' s
replicationand consistency management,as described
below. Whentheroot fails, anothercustodianis elected
asrootby a majorityvoteamongcustodians.

Thefocusof thispaperis Swarm'sconsistency main-
tenance,so we brie�y describehow �les arereplicated
in Swarm,andreferthereaderelsewhere[16] for further
detailson how Swarm createscycle-freereplicahierar-
chiesin thefaceof nodechurn,optimizesthereplicahi-
erarchybasedon observednetwork characteristics,and
providesfault resilience.

Swarmcaches�les basedon local accessby clients.
Figure3 illustrateshow thehierarchyis formedfor �le
F2 as nodessuccessively cacheit locally. Node dis-
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tancesin the �gure areroughly indicative of their net-
work distances(roundtriptimes).WhenaSwarmserver
R wantsto cachea �le locally (to serve a local access),
R �rst usesthe�le' sSWID to locateits custodians,e.g.,
via anexternallocationservicesuchasPastry[13] or via
a simplemechanismlike hardwiringtheIP addressinto
theSWID, anapproachwe employ in our prototype.R
keepstrackof thesecustodians,andthenrequestsoneof
them(sayP) to be its parentreplicaandprovide a �le
copy, preferringthosethatcanbereachedvia highqual-
ity (low-latency) links. UnlessP is serving”too many”
child replicas,P acceptsR asits child, transfersthe �le
contents,andinitiatesconsistency maintenance(asex-
plainedin Section5). P alsosendsthe identitiesof its
child replicasto R andindicatesif it hasreachedits con-
�gured fanoutlimit. R augmentsits lookupcachewith
the suppliedinformation. If P was overloaded,R re-
membersto avoid askingP for that �le in the nearfu-
ture,otherwiseR setsP asits parentreplica. R repeats
this parentelectionprocessuntil it hasa valid �le copy
anda parentreplica(the root custodianis its own par-
ent).Evenwhenareplicahasavalid parent,it monitors
its network quality to known replicasandreconnectsto
a closerreplica,if found.Thisprocessformsa dynamic
hierarchicalreplica network rooted at the root custo-
dian like Blaze's �le cachingscheme[1], but avoids
hopsover slow network links whenpossible,like Pan-
gaea[14]. Whena replicalosescontactwith its parent,
it re-electsits parentin a similar mannerto reconnect
to thehierarchy. To guardagainstthe root's temporary
failure,therootpropagatestheidentitiesof theits direct
childrento all replicasin thebackground,so reachable
replicascanre-groupinto a treeuntil theroot recovers.

5 Implementing ComposableConsistency
In this section,we describehow composableconsis-

tency is implementedin Swarmto illustrateits practical-
ity in a wideareareplicationenvironment.EachSwarm
server hasa consistency module(CM) that is invoked
when clients openor closea �le or when clients per-
form readsor updateswithin a session.The CM per-
formschecks,interactingwith replicaneighbors(parent
andchildren)via pull operationsasdescribedbelow, to
ensurethatthelocal �le copy meetsclient requirements.
Similarly, whena client issuesupdates,the CM prop-
agatesthemvia pushoperationsto enforcethe consis-
tency guaranteesgivenby peerserversto their clients.

To succinctlytrack concurrency control andreplica
divergenceguarantees(i.e.,timeandmodbounds)given
to client sessions,theCM internallyrepresentsthemby
aconstructcalledtheprivilegevector(PV). TheCM can
allow a client to accessa local replicawithout contact-
ing peersif thereplica'sconsistency indicatedby its PV
is at leastas“strong” asthat requiredby theclient. For
example,if aclient requires200msstalenessandthePV
guaranteesamaxstalenessof 100ms,nopull is required.

PVincludes(PV1,PV2) /* � relationship*/
f
/* checksif PV1givesPV2'sconsistencyguarantees*/
/* WRLK> WR> RD; WRLK> RDLK> RD*/
if (PV1.mode== WRLK) or

((PV1.mode== RDLK) and(PV1.mode> = PV2.mode))
returnTRUE;

elseif (PV1.mode> PV2.mode)and
(PV1.[HT, HM, STM] < = PV2.[HT, HM, STM])

returnTRUE;
elsereturnFALSE;

g

Figure 4: ComparingPrivilegeVectorguarantees.

CMs at neighboringreplicasin thehierarchyexchange
PVs basedon client consistency demands,ensurethat
PVsdo not violateguaranteesof remotePVs,andpush
enoughupdatesto preserveeachother'sPV guarantees.
Although a Swarm server is responsiblefor detecting
inaccessiblepeersandrepairingreplicahierarchies,its
CM must continueto maintainconsistency guarantees
in spiteof reorganization.To recoverfrom unresponsive
peers,theCMs at parentreplicasgrantPVs to children
asleases,asexplainedbelow.

Privilege Vectors: A PV consistsof four compo-
nentsthatareindependentlyenforcedby differentcon-
sistency mechanisms:an accessmode(mode),a hard
time/stalenesslimit (HT), a hardmod limit (HM) anda
soft time+modlimit (STM.[t,m]). PVsarepartially or-
deredby a PVincludesrelationde�ned in Figure4 that
indicateshow to comparethestrengthof guaranteepro-
videdby eachof its components.By default,a �le' sroot
custodianstartswith the highestPV ([WRLK, *, *, *]
where* is awildcard),whereasanew replicastartswith
thelowestPV ([RD, 1 , 1 , 1 ]). Associatedwith each
replicaof a �le or �le block is a current privilege vec-
tor (currentPV) that indicatesthe highestaccessmode
andthetighteststalenessandmod limit guaranteesthat
canbe given to local sessionswithout violating similar
guaranteesmadeat remotereplicas.

A replicaR remembers,for eachneighborN, therel-
ative PV grantedto N (N.PVout) andobtainedfrom N
(N.PVin). The replica's currentPVis the lowestof the
PVs it obtainedfrom its neighbors. The relative PVs
summarizeto R, theconsistency stateof eachneighbor's
portionof thehierarchy. Sinceeachreplicaonly keeps
trackof thePVsof its neighbors,a replica's PV stateis
proportionalto its fanoutandnot to thetotal numberof
replicas.

The bulk of the CM's functionality consistsof the
pull andpushoperations.If a client initiatesa session
thatrequiresstrongerconsistency guaranteesthanthelo-
cal replicahas(e.g.,theclient requeststhe�le in WRLK
modebut thePV saysit is read-only),theCM performs
a pull operation.Thepull operationobtainstheconsis-
tency guaranteesrepresentedby aPV from thoseneigh-
borswhosePVin is notstrongenoughto coverthePV, by
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issuingget messagesto themin parallel. In response
to a get message,thoseneighborsrecursively pull the
PV from theirotherneighbors,andrecomputetheirown
PV to be compatiblewith the new PV. Finally they re-
ply with thenew PV andany pendingupdatesvia put
messages.By grantinga PV, a replicapromisesto call
backits neighborbeforeallowing accessesin its portion
of thehierarchythatviolatethegrantedPV'sguarantee.

In contrast,apushoperationis performedwhenthere
areupdatesavailableatareplicafrom eitherlocalclients
or pushedfrom remotereplicasthat needto be passed
alongto othernodesin keepingwith their consistency
requirements.After theupdatesareappliedlocally, the
localCM sendsthemvia put messagesto its neighbors
if their divergencecontrolrequirementsdemandit.

To ensurefairnessto client requests,concurrentpull
operationsfor a particular�le on a nodeareperformed
in FIFOorder. As areplicaissuesget requestsin paral-
lel to neighborsin thehierarchy, pull latency grows log-
arithmicallywith the total numberof replicasprovided
thehierarchyis keptdenseby Swarm.

Enforcing Replica DivergenceBounds: To enforce
a hard time bound (HT), a replica R issuesa pull to
neighborswith a write modein their PV at mostonce
everyHT interval. A replicaenforcesa soft time bound
(STM.t) by imposing a minimum push frequency (at
leastonceper STM.t) on eachof its neighbors.To en-
force a modi�cation boundof M unseenupdatesglob-
ally (HM andSTM.m), a replicasplits the boundinto
smallerboundsthat are imposedon eachof its neigh-
borsthatarepotentialwriters. Theseneighborsmayre-
cursively split theboundto theirchildren,whichdivides
theresponsibilityof trackingupdatesacrossthereplica
hierarchy. A replicapushesupdateswhenever thenum-
ber of queuedupdatesreachesits local bound. If the
mod boundis hard, the replicawaits until the updates
areappliedandacknowledgedby receiversbeforeit al-
lowssubsequentupdates.

Leases: To reclaim PVs from unresponsive neigh-
bors,a replicaalwaysgrantsnon-trivial PVshigherthan
[WR, 1 , 1 , 1 ] to its childrenasleases(time-limited
privileges).Therootnodegrants60-secondleases;other
nodesgrantslightly smallerleasesthantheirparentlease
to give themsuf�cient time to respondto leaserevoca-
tion. A parentreplicacanunilaterallyrevoke PVsfrom
its children(andbreakits callbackpromise)after their
leasesexpire,which letsit recover from a lease-holding
nodebecomingunavailable. Child replicasthat accept
updatesusing a leasedprivilege must propagatethem
to their parentwithin the leaseperiod, or risk update
con�icts andinconsistencies.Leasesareperiodicallyre-
freshedvia a simplemechanismwherebya nodepings
othernodesthathave issuedit a leasefor any data(four
timesper leaseperiod in our currentimplementation).
Eachsuccessfulping responseimplicitly refreshesall
leasesissuedby the pingednodethat are held by the

pinging node. If a parentis unresponsive, the nodein-
formsits ownchildrenthatthey cannotrenew theirlease.

When a child replica losescontactwith its parent
while holdinga lease,it reconnectsto thereplicahierar-
chy andissuesa special̀ leaserecovery' pull operation.
Unlikeanormalpull, leaserecoverypromptsanancestor
of theunresponsiveold parentto immediatelyrenew the
lease,without waiting for the inaccessiblenode's lease
to expire. This “quick reconnect”is legal becausethe
recoveringnodehasholdsa valid leaseon thedataand
thushasthe “right” to have its leaserecognizedby its
new parent. This mechanismenablesreplicasto main-
tain consistency guaranteesin the faceof nodefailures
anda dynamicallychangingreplicahierarchy.

Update Propagation: Swarm propagatesupdates
(modi�ed �le blocks or operationalupdates)via put
messages.Each Swarm server storesoperationalup-
datesin FIFO orderin a persistentupdatelog. For the
purposeof propagation,eachupdatefrom a client ses-
sionis taggedby its origin replicaanda node-localver-
sion numberto identify it globally. To ensurereliable
updatedelivery, a replicakeepsclient updatesin its log
in the tentativestateand propagatesthem via its par-
entuntil a custodianacknowledgestheupdate,switches
the updateto the savedstate,handlesfurther propaga-
tion. Whentheorigin replicaseesthattheupdateis now
saved, it removestheupdatefrom its local log.

To identify what updatesto propagateand ensure
exactly-oncedelivery, Swarm maintainsa version vec-
tor (VV) at eachreplicathat indicatesthe latestupdate
incorporatedlocally originating at every other replica.
When two replicas synchronize,they exchangetheir
VVs to identify missingupdates. In general,the VV
sizeisproportionalto thetotalnumberof replicas,which
couldbevery large(thousands),but sinceSwarmmain-
tains replica treesand thus thereis only one path be-
tweenany two replicasin a stabletreetopology, we can
usecompactneighbor-relativeversionnumbersto weed
out duplicateupdatesbetweenalreadyconnectedrepli-
cas.Serversexchangefull versionvectorsonly whena
replicareconnectsto a new parent,which occursinfre-
quentlyrelative to updatepropagationevents.

Ordering Concurrent Updates: Whenapplyingin-
comingremoteupdates,a replicachecksif independent
updatesunknownto thesenderweremadeelsewhere,in-
dicatingapotentialcon�ict. Con�icts arepossiblewhen
clients employ concurrentmodewrite (WR) sessions.
Swarm forwards`serially' orderedupdatesto the root
custodianto beappliedsequentially, avoiding con�icts.
Swarm applies`unordered'updatesin their arrival or-
der, which might vary from onereplicato another, and
ignorescon�icts. For totally orderedupdates,Swarmre-
liesonacon�ict resolutionroutineto imposeacommon
globalorderat all replicas.This routinemustapply the
sameupdateorderingcriterionat all replicasto ensurea
convergent�nal outcome.Swarmprovidesdefault reso-
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lution routinesthat reorderupdatesbasedon their orig-
ination timestamp(timestamporder) or by their arrival
orderat the root custodian(centralizedcommitorder).
TheformerapproachrequiresSwarmserversto loosely
synchronizetheir clocksvia protocolssuchasNTP. The
latterapproachis similar to Bayou[3] andusesversion
vectors.

To enforce semantic ordering constraints (e.g.,
atomicor causal),Swarmtagseachupdatewith theor-
dering constraintof the issuing session. A CM uses
its local updatelog to determinein what order it must
propagateor applyupdatesto satisfytheseorderingcon-
straints.Atomically groupedupdatesarealwayspropa-
gatedandappliedtogether.

6 Evaluation
In Section6.1, we show how Swarm's CC imple-

mentationof close-to-opensemanticsexploits `nearby
replicas'(similar to Pangaea[14]) to outperformCoda's
client-server implementationin a sequential�le sharing
(roaming)scenario.In Section6.2we demonstratehow
the performanceandscalability of a replicatedBerke-
leyDB databasevaries under � ve consistency mecha-
nismsthat rangefrom `strong' (appropriatefor a con-
ventionaldatabase)to `time-based'(appropriatefor typ-
ical directoryservices).Swarmof�oaded thehardprob-
lems of replicationandconsistency managementfrom
bothapplications,therebysimplifying their implementa-
tion while providing themwith a rich setof consistency
choices.

For all experiments,we usedthe EmulabNetwork
Testbed[17] to emulateWAN topologiesamongclus-
teredPCs. The PCshave 850Mhz Pentium-III CPUs
with 512MBof RAM andrunRedhatLinux 7.2.Swarm
serversrunoneachPCasuser-level processesandstore
�les in a singledirectoryin the local �le system,using
the SWID as the �lename. The Swarm replica fanout
wascon�guredto a low valueof 4 to inducedeepmulti-
level replicahierarchies.

6.1 Swarmfs: A Flexible Distrib uted File System

We evaluatea Swarm-based�le system(Swarmfs)
on a syntheticroamingbenchmarkacrossan emulated
non-uniformWAN network shown in Figure5. In this
benchmark,we model collaboratorsat a seriesof lo-
cationsaccessingshared�les, one location at a time.
This type of `sequential�le sharing' is representative
of mobile �le accessor work-�o w applicationswhere
collaboratorstake turns updatingshareddocumentsor
�les. We compareSwarmfs to Codaemploying both
weak(coda-w)andstrongconnectivity modes(coda-s).
Like Pangaea,andunlike Coda,Swarm incurs low la-
tency by treatingreplicasas peersfor consistency en-
forcement.Unlike Pangaea,Swarmfsguaranteesclose-
to-open consistency. To support close collaboration
or near-simultaneous�le access,usersrequire close-
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Figure 6: RoamingFile Access:Swarmfs pulls source�les
from nearbyreplicas. Strong-modeCodacorrectlycompiles
all �les, but exhibitspoorperformance.Weak-modeCodaper-
formswell, but generatesincorrectresultson the threenodes
farthestfrom theserver (U1).

to-openconsistency semanticseven whenweakly con-
nected.

The topology modeledconsistsof � ve widely dis-
tributed campuses,each with two machines on a
100MbpsLAN. ThenodeU1 (marked`homenode')ini-
tially storestheTcl-8.4source�les: 163�les with atotal
sizeof 6.7MB.WerunSwarmfsserversandCodaclients
onall nodes.TheCodaserver runsonU1.

In our syntheticbenchmark,clientsat variousnodes
sequentiallyaccess�les. Eachclient modi�es a source
�le, compilesthe Tcl-8.4 sourcetree,andthendeletes
all object�les. Theseoperationsrepresentisolatedup-
dates,intensive�le-basedcomputation,andcreatingand
deletingmany temporary�les. Clientson eachcampus
node(in the orderUniversity (U) ! ISP1 (I) ! Cor-
porate(C) ! Turkey (T) ! France(F)), perform the
edit-compile-cleanupoperationoneafteranother.

Figure6 shows thecompilationtimeson eachnode.
Since Swarm createsef�cient replica hierarchiesand
acquires�les from nearbyreplicas(e.g., from another
nodeon thesameLAN, or, in thecaseof France,from
Turkey), it outperformsCoda's client-server implemen-
tation,whichalwayspulls �les from serverU1.

In weakconnectivity mode(coda-w),Codaguaran-
teesonly eventualconsistency, which causesincorrect

8



Consistency Semantics CC options
lockingwrites WRLK

master-slavewrites WR, serial
close-to-openrd, wr RD/WR,time=0,hard
time-boundedrd, wr time=10,hard

optimistic/eventualrd, wr RD/WR, time=0,soft

Table2: Consistency �a vorsemployed for ReplicatedBerke-
leyDB andthe CC optionsto achieve them. The unspeci�ed
optionsaresetto [RD/WR, time=0,mod=1 , soft, no seman-
tic deps,totalorder, pessimistic,sessionvisibility & isolation].

behavior starting at node T2. In this case,coda-w's
trickle reintegrationcausesthe client on T1 to eagerly
pushhugeobject �les to U1, therebyclogging its net-
work link and delayingnoti�cation of subsequent�le
deletions.By the time T2 seesT1's �le deletionoper-
ations,it hasalreadystartedits compileandusedstale
object �les. Coda's strongconnectivity modeprovides
close-to-opensemanticsbut incursdoublethelatency of
Swarmfs becauseof write-throughto the server (U1).
Both theseproblemsoccurbecauseCodaserversnever
pull updatesfrom clients,but ratherclientsmustpush
updatesto theserver. Swarmavoids this by employing
thesamepull mechanismuniformly at all replicas.

6.2 SwarmDB: ReplicatedBerkeleyDB

Populardatabases(e.g.,mySQL,Oracle,andBerke-
leyDB) predominantlyemploy master-slave replication
(if any) acrossthewide areadueto its simplicity; read-
only replicasare deployed nearclients to scalequery
performance,but updatesareappliedat a centralmas-
ter site to ensureserializability. For applicationsthat
can handle concurrentupdates(e.g., many directory
services),master-slave replication is overly restrictive
anddoesnot scaleor exploit regional locality. By us-
ing Swarm to implementdatabasereplication,we can
chooseon a per-client basishow much consistency is
required. High throughputcan be achieved when the
consistency requirementsareweaker, as in a directory
service[9], while the samecodebasecan be usedto
providea stronglyconsistentdatabasewhenrequired.

We augmentedthe BerkeleyDB embeddeddatabase
library [15] with replicationsupportasawrapperlibrary
called SwarmDB. A typical SwarmDB-basedapplica-
tion is shown in Figure 1. SwarmDB storesa Berke-
leyDB databasein its native format in a Swarm�le and
interceptsBerkeleyDB updateoperationsto invokethem
as operationalupdateson the local Swarm server via
a SwarmDB plugin. SwarmDB-basedapplicationin-
stancesaccessthe databasevia Swarm servers spread
acrossa WAN thatcachethedatabaselocally.

We measureSwarmDB's readandwrite throughput
undera full-speedupdate-intensiveworkloadwhenem-
ploying the � ve distinct �a vors of consistency seman-
tics shown in Table 2. We comparethe performance
of the � ve �a vors of SwarmDB againstBerkeleyDB's
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client-server (RPC) implementation. The consistency
�a vors (listed from strongestto weakest)are: (1) lock-
ing writesandoptimisticreads, wherewritesareserial-
izedvia locksbeforebeingpropagated,(2) master-slave
writesandoptimisticreads, whereall writesareserially
orderedat therootof thereplicahierarchybeforepropa-
gation,(3) close-to-openconsistency, (4) time-bounded
staleness, wheredatais synchedbeforeaccessif more
thanathresholdtimehaspassedsincethelastsynch,and
(5) optimistic writes and reads, wherewrites are per-
formed locally beforebeingpropagatedto other repli-
cas. Our syntheticbenchmarkcreatesandpopulatesa
BerkeleyDB databasewith 1000key-valuepairs inside
a Swarm�le. Thedatabasesizedoesnot affect replica-
tion performanceexceptduringstartupsinceweemploy
operationalupdates,whereSwarm replicatesthe entire
database�le asasingleconsistency unit andpropagates
operationsinsteadof changeddata.

We run thebenchmarkon 2 to 48 nodes.Nodesare
eachconnectedby a 1Mbps,10-msecdelayWAN link
to a backbonerouter, which implies a 40msroundtrip
betweenany two nodes. Eachserver executes10,000
randomoperationsat full-speed,i.e.,with nothink time.
Theoperationmix consistsof 5%adds,5%deletes,20%
updates,30% lookups, and 40% cursor-basedscans.
Reads(lookupsandcursor-basedscans)areperformed
directlyon thedatabase�le, while writes(adds,deletes,
andupdates)aresentto the local Swarm server by the
SwarmDB library. Eachoperationopensa Swarm ses-
sion on the database�le in the appropriatemode,per-
formstheoperation,andclosesthesession.

Figures7 and 8 show the averagethroughputob-
served per replica for readsandwrites. In addition to
theSwarmDBresults,we presentbaselineperformance
whendirectly operatingon a database�le storedin the
local �le system(local), wheninvokingRPCsto acolo-
catedBerkeleyDB server(rpclocal), andwhenaccessing
a local Swarm-baseddatabase�le with no replication
(Swarmlocal). Swarmlocalrepresentsthebestthrough-
putpossibleusingSwarmDBwith ourSwarmprototype.
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Thehighcostof IPCbetweentheclientandservercause
rpclocal andSwarmlocal to performpoorly compared
to local.

Figure7 showsthatreadthroughputscaleswell when
we requestsoft (push-based)or time-basedconsistency
guarantees,but not when we requesthard (�rm pull-
based)guarantees,as expected. Due to the update-
intensivenatureof theworkload,thereis almostalways
a write in progresssomewherein thesystem.Thusthe
strict pull-basedschemesareconstantlypulling updates
acrossWAN links, suffering thesamehigh latency that
the RPC-basedsolution incurs. As a result, close-to-
open and strong consistency do not scalebeyond 16
replicas,given thehigh degreeof write-sharing.Even-
tual consistency scaleswell to large replica setseven
whenpushingupdateseagerly, becauseSwarm enables
theDB plugin to remove self-cancelingupdates.Toler-
ating even a small amountof staleness(10ms)signi�-
cantlyimprovesreadandwrite performanceoverclose-
to-openconsistency, becausethecostof synchronization
over the wide areais very high, andamortizingit over
multiple operationshassubstantiallatency bene�t.

In summary, different consistency options provide
vastlydifferentsemanticsandperformancecharacteris-
ticsfor thesameworkload.Composableconsistency en-
ablesanapplicationto choosetheright semanticsbased
on its speci�c needat hand.

7 Conclusions

In this paperwe proposeda new way to structure
consistency managementfor P2P sharingof mutable
data, called composableconsistency. It splits consis-
tency managementinto designchoicesalongseveralor-
thogonaldimensionsandlets applicationsexpresstheir
consistency requirementsasavectorof thesechoiceson
a per-accessbasis. The designchoicesare orthogonal
andcanbecombinedin variouswaysto yield a rich col-
lectionof semantics,while enablingef�cient implemen-
tation. We outlinedan implementationof themodelin
a pervasive peerreplicationenvironmentspanningnon-

uniformnetworks.Ourevaluationshowedhow compos-
ableconsistency is bothexpressiveandpractical.
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