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Abstract

Thelack of a exible consistencynangementsolu-
tion hinderis P2Pimplementatiorof applicationsinvolv-
ing updates,suct as read-write le sharing directory
services,online auctionsand wide area collaboration.
Managingmutableshareddatain a P2Psettingrequires
a consistencysolutionthat can operate efciently over
variable-qualityfailure-pronenetworks supportperva-
sive replication for scaling and give pees autonomy
to tuneconsistencyo their sharingneedsand resouce
constaints. Existingsolutionslack oneor more of these
features.

In this paper we describea new consistencymodel
for P2Psharingof mutabledatacalledcomposableon-
sisteng, and outline its implementatiorin a wide area
middlevare le servicecalled Swarm'. Composable
consistencylets applicationscomposeconsistencyse-
manticsappropriate for their sharingneedsby combin-
ing a smallsetof primitive options. Swarmimplements
theseoptionsefciently to supportscalable pervasive
failure-resilient, wide-area replication behinda simple
yet exible interface We presenttwo applicationsto
demonstate the expressivepower and effectivenesof
composableconsistency:a wide area le systenmthat
outperformsCoda in providing close-to-openconsis-
tencyoverWANs,andareplicatedBerkeleyDBdatabase
thatreapsorder-of-magnitudeperformancegainsby re-
laxing consistencyor queriesand updates.

1 Intr oduction

Organizing wide area applicationsin a peerto-
peer(P2P)fashioncanimprove availability, failure re-
silience,and scalability comparedo traditional client-
sener architectures. Many effective P2P techniques
have beendevelopedto locateandshareread-onlycon-
tent[13] or low-write-sharingcontent[3, 10, 14]. Al-
thoughP2Porganizationcould bene t wide areaappli-
cationswith mutabledatasuchasonlineauctionsdirec-
tory servicesandcollaboratve applicationge.g.,Lotus
Notes),their datacharacteristicand consisteng needs
arediverseandinadequatel\supportedy existing P2P
middlewaresystems.

P2Psharingof mutabledataraisegheissueof repli-
cationandconsisteng managementP2Psystemgose
uniquechallengedo replicationalgorithms.P2Pclients
tendto experiencediversenetwork characteristicand
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varyin theirresourcevailability andwillingnessto han-
dleloadfrom otherpeers.Thecollectionof clientstends
to belarge,but constantlychanging A P2Pconsisteng
managemensystemmustthereforebe ableto support
penasie replicationto scalewith load, enablepeersto
individually balanceconsisteng andavailability against
performancendresourcaisageandoperateef ciently
acrosson-uniformfailure-pronenetworks.

To understandhe diversity of applicationcharacter
isticsandtheir consisteng needsywe sureyedavariety
of wide-areadatasharingapplicationgangingfrom per
sonal le accesgwith little datasharing)to widespread
real-timecollaboration(e.g.,chatandgameswith ne-
grainsynchronization}16]. Thesurwy identi ed three
broadclasse®f distributedapplications(1) le access,
(2) databaseand directory services,and (3) real-time
collaboratve groupware.

We found that applicationsdiffer widely in the fre-
gueny and extent of read and write sharingamong
replicas thetypical replicationfactor, their toleranceto
staledata, semanticinterdependenciesmongupdates,
the likelihood of con icts amongconcurrentupdates,
and their amenabilityto automaticcon ict resolution.
Some applicationsneed different consisteng seman-
tics for readsandwrites, e.g.,an online auctionservice
might needstrongconsisteng for writesto preventsell-
ing the sameitem twice, but could tolerateproviding
staledatain responséo queriego improve performance.
Applications differ in the degreeto which they toler
atereplicadivergence.e.g., usersworking on a shared
documenexpectit to re ect the latestupdatesnadeby
other usershefore eachediting session(close-to-open
consisteng), while the stalenessf stock-quoteupdates
shouldbe boundedby atime interval. Applicationsac-
cessles in differentwayswith differentconsisteng re-
quirementsge.g., personalles arerarely sharedwhile
software and multimedia le are widely read-shared.
Otherapplicationdrequentlywrite-sharedata,e.qg.,dis-
tributedlogs, sharedcalendarsandversioncontrol sys-
tems. How concurrentupdatescan be handledvaries
widely, e.g.,it is relatively easyto combineconcurrent
appendglogging) or memge-ablewrites (calendars)but
more complex sharingandwrite con ict patternsoften
requireexplicit serialization.For someapplicationspp-
timistic or eventual consisteng (i.e., propagatingup-
datedazily) providesadequatsemanticandhigh avail-
ability, but during periodsof closecollaborationusers
needtighter synchronizatiorguaranteesuchas close-



to-open(to view latestupdates)or strongconsisteng
(to preventupdatecon icts).

Basedon the resultsof our applicationstudy we be-
lieve that managingmutableshareddatain a P2Pset-
ting requiresa consisteng solutionthat canoperateef-

ciently over variable-qualityfailure-pronenetworks,
supportpenasie replicationfor scaling,andgive peers
autonomyto tuneconsisteng to their sharingneedsand
resourceconstraints. Existing solutionsfall short of

meetingone or more of theserequirements. Several
P2Psystemssupport le anddatabaseeplicationwith

updatesby providing close-to-operor eventualconsis-
teng [10, 3, 14, 12], whichis inadequatdor mary ap-
plications. A numberof previous efforts [18, 6] have

viewed consisteng semanticsas a continuouslinear
spectrunrangingfrom strongconsisteng to best-efort

eventualconsisteng, andprovidedwaysto ne-tune di-

vergenceof replicacontentsWhile powerful, thesesys-
temsneedto be extendedin several waysto cover the
full spectrunmof obsenedapplicationneeds.

Whenwe carefully examinedthe resultsof our sur
vey, we obsenedthatthe consisteng needsof applica-
tions can be expressedn termsof a small numberof
designoptions,which we classifyinto ve mostly or-
thogonaldimensions:

concuriency - the degree to which conicting
(read/write)accessesanbetolerated,

replica syndironization - the degree to which

replica divergencecan be tolerated(called coher

enceg, andthe typesof interdependencieamong
updateshat must be presered when synchroniz-
ing replicas(calledconsistency

failure handling- how dataaccesshouldbe han-
dled whensomereplicasare unreachabler have
poorconnectvity,

updatevisibility - thetime atwhich localmodi ca-
tions to replicateddatabecome stable'andready
to bemadevisible globally, and

view isolation - the time at which remoteupdates
mustbe madevisible locally.

Thereare multiple reasonabl@ptionsalong eachof
thesedimensionsthat existing systemsemploy sepa-
rately Basednthisclassi cation,we developedanovel
composableonsistencynodelthatprovidesthe options
listedin Table 1. Whentheseoptionsare combinedin
different ways, they yield a rich collection of consis-
teng semanticdor shareddatathatcovertheneedof a
broadvarietyof applications Usingcomposableonsis-
teng, aP2Pauctionservicecouldemploy strongconsis-
teng for updateswhile relaxingconsisteng for queries
to limit synchronizatiorcost. An auctionusercanspec-
ify strongerconsisteng requirementgo ensure100%

accuratejueryresultsalthoughdoingsoincreasesver
headandlateng.

In this paper we describethe composableconsis-
tengy model and outline how we implementedit in a
wide areaP2P middlevare le servicecalled Swarm
Swarm lets applicationsexpressconsisteng require-
mentsasavectorof optionsalongthesedimension®na
peraccesdasisratherthanonly supportinga few pack-
agedcombinations. Doing so gives applicationsmore

e xibility in balancingconsisteny, availability, andper
formance.In addition,Swarm performsaggressie peer
replicationandtunesits replicationbehaior in response
to obsened network and node availability conditions.
As a result, Swarm more effectively cachesdatanear
whereit is accessedherebyproviding low lateng data
accessundera broaderrangeof datasharingscenarios
thanexisting systems.

To determinethe value of composableconsisteng
in Swarm, we implementedboth a wide area P2P
le systemand a wrapperlibrary that supportsrepli-
cation aroundthe BerkeleyDB databasdibrary [15].
We shav that Swarm's composableconsisteng en-
suresclose-to-opersemanticover a WAN andoutper
forms Codas client-sener implementationby exploit-
ing “nearby' replicasduring roaming le access. We
alsoshow thatreplicatingBerkeleyDB usingSwarmen-
ablesorderof-magnitudemprovementsn write perfor
manceand scalability beyond masterslave replication
by relaxingconsisteng in severalways. Swarmrelieves
applicationwriters of the burdenof implementingtheir
own replicationandconsisteng mechanismsSincethe
focusof this paperis on evaluatingcomposableonsis-
teng in a wide areaP2Preplicationervironment,we
limit our discussionof Swarm's designto its consis-
teng implementationA morecompletedescriptiorand
evaluationof Swarm's design,jncludingits dynamichi-
erarchicalreplicationandits scalability and failure re-
siliencepropertiesappearlsavhere[16].

In Section2 we describeprior work on e xible con-
sisteny managemerdndwide areareplicationmanage-
ment. In Section3 we describethe composableonsis-
tengy model.We brie y outline Swarm's designin Sec-
tion 4 beforedescribingits consisteng implementation
in Sections. We presenbur evaluationof its practicality
in Section6. Finally, in Section7 we conclude.

2 RelatedWork

Several solutionsexist to managereplicationamong
wide-areapeers. Several P2P systemswere devel-
opedto shareread-onlydatasuchas multimedia les
(PAST [13], KaZaa)or accesso rarelywrite-shareger
sonal les [14], but not frequentwrite-sharing. Nu-
merousconsisteng schemesave beendevelopedin-
dividually to handlethe datacoherenceneedsof spe-
ci ¢ servicessuchas le systemsdirectoryserviceq9],
databaseandpersistenbbjectsystemd8]. Distributed



Dimension Available ConsistencyOptions
Concurrency Control Accessmode | concurent(RD, WR) | exclusive (RDLK, WRLK) |
L manual | time(staleness 0..1 secs)
Timeliness -
mod (unseemwrites=0..1 )
Replica Synchronization Strength | hard | soft |
SemanticDeps. || | none | causal| atomic | causal+atomic]
Update ordering | none | total | serial |
Failur e Handling | optimistic(ignoredistantreplicasw/ RTT ¢0..1 ) | pessimistic
Update Visibility session| peraccess| manual
View Isolation session| peraccess| manual

Table 1: Consisteng optionsprovided by the ComposableConsisteng (CC) Model. Consisteng semanticareexpressedor an
accesssessiorby choosingone of the alternatve optionsin eachrow, which are mutually exclusive. Optionsin italics indicate
reasonabla@efaultsthat suit several applications.In our discussionwhenwe leave an option unspeci ed,we assumets default

value.

le systemssuchasNFS, PangaeaSprite, AFS, Coda
and Ficustarget traditional le accesswith low write-
sharingamongmultiple users. vy [10] is a read/write
P2P le systemthat supportsclose-to-opersemantics
basedon P2Pblock storageandlogs. Composableon-
sisteny adoptsa novel approachto supportmary of
their consisteng semantic®f ciently in aP2Psetting.

Bayou[3] exploredoptimisticreplicationandupdate
propagatiorfor collaboratve applicationsunderad-hoc
connectvity. Our consisteng implementatioremploys
someof theirtechniquesn awider context.

Fluid replication [2] provides multiple selectable
consisteng policiesfor static hierarchicalcaching. In
contrast,our approactoffers primitive optionsthat can
becombinedo yield avarietyof policies,offeringmore
customizabilityfor peerto-peerreplication. Many de-
sign options[7, 6] that we identi ed for composable
consisteng are proposedseparatelyby prior systems.
Our modelforgesthemuniquelyfor e xibility .

Many previous efforts have explored a continu-
ous consisteng model [18, 6]. Of those,the TACT
toolkit [18] provides continuouslytunableconsisteng
alongthreedimensionssimilar to thosecoveredby our
timelinessandconcurreng controlaspects\We provide
additional e xibility including the notion of sessions
and explicit semanticdependencieto caterto a wider
variety of applicationneedsas describedn Section3.
TACT's order error offers continuouscontrol over the
numberof updatecon icts. In contrastpurconcurreng
optionsprovide a binary choice betweenzero and un-
limited numberof con icts. We believe that for mary
real-world applicationsa binary choicesuchasoursis
adequatendreducesookkeepingoverhead.

3 ComposableConsistencyModel

The composableonsisteng (CC) modelis applica-
ble to systemghatemploy the data-shippingparadigm.
Suchapplicationsare structuredas multiple distributed
componentsgachof which holds a portion of appli-

cation stateand operateson other portions by locally
cachingthem as needed. The CC modelassumeghat
applicationsaccesgi.e., reador write) their datain ses-
sions, and that consisteng can be enforcedat session
boundarie®r beforeandaftereachreador write access.

In the CC model,anapplicationexpresseds consis-
teng/ requirementdor eachsessiorasa vectorof con-
sisteny options,aslistedin Table1. Eachrow of the
tableindicatesseseralmutually exclusive optionsavail-
ableto controlthe aspecbf consisteng indicatedin its
rst column. Reasonablelefault optionsare notedin
italics, whichtogetherenforcethe close-to-opertonsis-
teng semanticprovidedby AFS [4] for coherentead-
write le sharing. A particularCC implementatiorcan
provide reasonablelefaults,but allow an applicationto
overridethe defaultsif needed.Table2 liststhe CC op-
tionsthatachieve severalconsisteng avors.

Concurrency. CC providestwo avors of access
modesto control the parallelism among reads and
writes. Concurrentodes(RD, WR) allow arbitraryin-
terleaving of accessescrossreplicas,similar to Unix
le semantics.Exclusve modes(RDLK, WRLK) pro-
vide traditionalconcurrent-readselusive-wiite seman-
tics[11]. Whenboth avorsareemployedon the same
datasimultaneouslyRD modesessiongoexist with all
othersessionsi.e., RD operationsanhappenin paral-
lel with exclusive sessionsyhile WR modesessiongre
serializedwith respectto exclusive sessionsi.e., they
occurbeforea RDLK/WRLK sessiorbeginsor arede-
ferreduntil it ends.

TimelinessGuarantees The deggreeto which repli-
casareallowedto divergein contentq(i.e., timelinessn
Table 1) canbe speci ed in termsof time, the number
of missedupdatesor both. Theseoptionsareanalogous
to the TACT toolkit's stalenessnd numericerror met-
rics[18]. Thetimelinessboundsanbehard,i.e.,strictly
enforcedby stallingwritesif necessarylike TACT), or
soft,i.e.,enforcedn abest-efort manneifor high avail-
ability. Two typesof semanticdependenciesanbe di-



rectly expressecamongmultiple writes (to the sameor
different dataitems), namely causality and atomicity.
Theseoptionstogetherwith the sessiorabstractiorcan
beusedto supporthetransactionamnodelof computing.

Update Ordering Constraints: When updatesare
issuedndependenthat multiple replicas(e.g.,by "WR'
mode sessions)pur model allows themto be applied
(1) with no particularconstrainton their orderingat var-
ious replicas(called "noné), (2) in somearbitrary but
commonorder everywhere(called “total’), or (3) se-
guentiallyvia serialization(called "serial). The order
ing optionscanbe speci ed on a persessiorbasis. The
unorderedupdatesoption is suitablewhenupdatesare
commutatve,e.g.,incrementgo asharectounteror up-
datesto differententriesin a shareddirectory Totally
orderedupdatesanbemadeconcurrentlybut mayneed
to bereappliedo ensureglobal ordering.Someupdates
thatrequiretotal ordercannotbe undoneandreapplied,
andthusmustbeglobally serialized For example when
multiple clients concurrentlyissuethe dequeueopera-
tion at differentreplicasof a sharedqueue,they must
not obtainthe sameitem, althoughmultiple itemscan
be enqueuedconcurrentlyand reorderedater. Hence
the dequeueoperationrequires serial' ordering,while
enqueuegequires total' ordering.

Failur e Handling: Whenall replicasarenot equally
well-connecteddifferentconsisteng optionscanbeim-
posedon differentsubset®f replicasbasedn theirrel-
ative connectvity by specifyinga cut-off network qual-
ity. Consisteng semanticsaare guaranteedht a replica
only relative to thosereplicasreachablevia higherqual-
ity links. For instance,this enablesa directory ser
vice to provide strongconsisteng amongclientswithin
a campus,while enforcing optimistic/ezentual consis-
teng acrosscampuse$or higheravailability.

Visibility and Isolation: Finally, our modelallows
control over how long a sessiorstaysisolatedfrom the
updatesf remotesessionsaswell aswhenits own up-
datesare madereadyto be visible to remotesessions.
A sessiorcanremaincompletelyisolatedfrom remote
updates('session',ensuringa snapshotview of data),
allow updatedo beappliedonlocal copiesimmediately
(peraccess',useful for log monitoring), or explicitly
importremoteupdateg manual'’). Similarly, asessiors
updatescan be propagatedas soonasthey areissued
(usefulfor chat),whenthe sessiorends(usefulfor le
updates)pr whenexplicitly requested.

Although CC's optionsare largely orthogonal,they
are not completelyindependent.For example, the ex-
clusive accessnodesimply session-graiwisibility and
isolation,a hardmost-currentimelinessguaranteeand
serialupdateordering.

At rst glance,providing a large numberof options
ratherthana smallsetof hardwiredprotocolsmight ap-
pearto imposean extra burdenon applicationprogram-
mers. However, thanksto the orthogonalityand com-

posabilityof CC's options,their semanticsareroughly
additive; eachoption only restrictsthe applicability of
thesemantic®f otheroptionsanddoesnotalterthemin
unpredictablevays. Thus,by adoptingour model, pro-
grammersare not facedwith a combinatorialincrease
in the compleity of semanticso understand.To fur-
ther easethe adoptionof the CC modelfor application
design,we anticipatethatmiddlenvaresystemsadopting
it will bundle popularcombinationsof optionsas de-
faults (e.g., 'Unix le semantics', CODA semantics',
or “besteffort streaming") while allowing individual ap-
plicationsto re ne their consisteng semanticsvhenre-
quired. In thosecircumstancesprogrammersan cus-
tomizeindividual optionsalongsomedimensionswhile
retaining the other default options. Finally, the CC
model allows multiple clientsto requestdifferentcon-
sisteny semanticon the samedatasimultaneouslyon
a peraccess-sessidmsis. In that case the sharingse-
manticsobtainedby eachclientdepend®nly ontheop-
tions chosenby thatclient, regardlessof the potentially
con icting choicesmadeby otherclientselsavhere. In
Section5, we presenbur implementatiorof the model
that ensureshis property by serializing sessionswith
con icting semantics.

4 Swarm

In this section,we outline the Swarm distributed le
store[16] in whichwe implementedandevaluatedcom-
posableconsisteng. Swarm is organizedas a collec-
tion of peerseners(calledSwarmserves) thatprovide
coherentwide area le accessat a variablegranularity
Applicationsstoretheir sharedstatein Swarm les and
operateon their statevia nearbySwarmseners.

Filesin Swarmarepersistenvariable-lengthat byte
arraysnamedby globally uniquel28-bithumbersalled
SWIDs. Swarmexportsa le system-lile interfacethat
supportdraditionalread/writeoperationson le blocks
as well as operationalupdateson les (explainedbe-
low). A le block(alsocalledapage, default4KB) isthe
smallestunit of datasharingandconsisteng in Swarm.
Swarmsenerslocate les by their SWIDs, cachethem
asaside-efectof localaccessandmaintainconsisteng
accordingto the per le consisteng optionsdescribed
in Section3. EachSwarm sener usesa portion of its
local persistenstorefor permanen{ home") copiesof
some les and usesthe remainingspaceto cachere-
motelyhomed les. Swarmsenersdiscover eachother
asa side-efect of locating les by their SWIDs. Each
Swarm sener monitorsthe connectionguality (lateng,
bandwidth,connectvity) to other Swarm seners with
which it hascommunicatedn the recentpast,anduses
thisinformationto form anefcient dynamichierarchi-
cal overlay network of replicasof each le.

Interface: Swarm exports the traditional session-
oriented le interfaceto its client applicationsvia a
Swarm client library linked into eachapplicationpro-
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Figure 1: An enterprisepplicationemplg/ing a Swarm-based
proxysener. Clientsin campus< accesshelocalproxysener,
while thosein campus3 invoke eithersener.

cess.Theinterfaceallows applicationgo createandde-
stroy les, opena le sessiorwith speci ed consisteng
options,readandwrite le blocks,andclosea session.
A sessionis Swarm's unit of concurreng control and
isolation. A Swarmsener alsoexportsa native le sys-
teminterfaceto Swarm les via thelocal operatingsys-
tem'sVFSlayer, similarto CodaFg5]. Swarmprovides
a hierarchicalle namespaceby implementingdirecto-
rieswithin Swarm les.

Swarm allows les to be updatedin two ways:
(i) by directly overwriting the previous contentson a
per le block basis (called absoluteor physical up-
dateg or (ii) by registeringa semanticupdateproce-
dure (e.g., “add(name)to directory”) and then invok-
ing anupdate() interfaceto get Swarm to perform
the operationon eachreplica (called opemational up-
dateg. Before issuingan operationalupdate,the ap-
plication rst mustlink a plugin to eachSwarm sener
runningan applicationcomponent.The plugin is used
bothto interpretandapplyupdateproceduresindto per
form application-speci ccon ict resolution.Whenop-
erationalupdatesare used,Swarm replicatesan entire
le asasingleconsisteng unit.

Using Swarm: To useSwarm, applicationdink to a
Swarmclientlibrary thatinvokesoperation®nanearby
Swarmsenerin responseo client operationge.g.,cre-
atinga le, openinganaccessessionpr performinga
reador write). Whenapplicationsopena le, they can
specifya setof consisteng options. As describedbe-
low, thelocal Swarmsener interactswith other Swarm
senersto acquireand maintaina locally cachedcopy
of the le with the speci ed consisteng. Figure1 il-
lustrateshow anauctionserviceanda directoryservice
(bothderivedfrom the BerkeleyDB embeddedlatabase
library [15]) could useSwarm to implementwide area
cachingproxies. The 'DB' representthe unmodi ed
BerkeleyDB databaseserviceoblivious to replication,
the "AS' representghe auction or directory service-
speci c logic, andthe'FS' provideslocal storage.Our
evaluationin Section6 shaws the bene t of suchrepli-
cation.

Figure 2: File replicationin a Swarm network. Files F1..F3
arereplicatedat SwarmsenersN1..N6. Permanentopiesare
shavn in darker shade.F1 andF2 arehomedat N1. F3 has
two custodiansN4 andN5. Replicahierarchiesareshavn for
F2 andF3 rootedat N5 andN4 respectiely. Arrows indicate
parentlinks.

Figure 3: Replicationof le F2.(a) N1 andN3 cacheF2from
its homeNS5. (b) N2 andN4 cacheit from N5; N1 reconnects
to closerreplicaN3. (c) Both N2 andN4 reconnecto N3 as
it is closerthanN5. (d) Finally, N2 reconnect$o N1 asit is
closerthanN3.

Replication: The Swarm senerscachinga particu-
lar le dynamicallyorganizethemselesinto anoverlay
replicahierarchy. All communicatiorbetweerreplicas
happenwia this hierarchy Figure2 shavsa Swarmnet-
work of six senerswith hierarchiedor two les. One
or moresenersact as custodiangswhich maintainper
manentcopiesof the le. Having multiple custodians
enablesfault-tolerantle lookup. One custodian typ-
ically the sener that createdthe le, is designatedhe
root custodianor homenode andcoordinateghe le' s
replicationand consisteng managementas described
belon. Whentheroot fails, anothercustodiaris elected
asroot by a majority voteamongcustodians.

Thefocusof this papelis Swarm's consisteng main-
tenancesowe brie y describehow les arereplicated
in Swarm,andreferthereaderlsavhere[16] for further
detailson how Swarm createscycle-freereplicahierar
chiesin thefaceof nodechurn,optimizesthereplicahi-
erarchybasedon obsened network characteristicsand
providesfaultresilience.

Swarm cachesles basedon local accesdy clients.
Figure3 illustrateshow the hierarchyis formedfor le
F2 as nodessuccessiely cacheit locally. Node dis-



tancesin the gure areroughly indicative of their net-
work distancegroundtriptimes). Whena Swarmsener
R wantsto cachea le locally (to sene alocal access),
R rst useghe le' s SWID to locateits custodianse.g.,
via anexternallocationservicesuchasPastry[13] orvia
asimplemechanisniike hardwiringthe IP addressnto
the SWID, anapproachwe employ in our prototype.R
keepsgrackof thesecustodiansandthenrequest®neof
them (sayP) to beits parentreplicaand provide a le
copy, preferringthosethatcanbereachedria high qual-
ity (low-lateng) links. UnlessP is serving”"too mary”
child replicas,P acceptR asits child, transferghe le
contents,andinitiates consisteng maintenancdas ex-
plainedin Section5). P alsosendsthe identitiesof its
child replicasto R andindicatesf it hasreachedts con-
gured fanoutlimit. R augmentsts lookup cachewith
the suppliedinformation. If P was overloaded,R re-
membergo avoid askingP for that le in the nearfu-
ture, otherwiseR setsP asits parentreplica. R repeats
this parentelectionprocesantil it hasavalid le copy
and a parentreplica(the root custodianis its own par
ent). Evenwhenareplicahasavalid parent;jt monitors
its network quality to known replicasandreconnects$o
acloserreplica,if found. This procesgormsadynamic
hierarchicalreplica network rooted at the root custo-
dian like Blaze's le cachingscheme[1], but avoids
hopsover slow network links when possible like Pan-
gaed14]. Whena replicalosescontactwith its parent,
it re-electsits parentin a similar mannerto reconnect
to the hierarchy To guardagainstthe root's temporary
failure,theroot propagatesheidentitiesof theits direct
childrento all replicasin the backgroundso reachable
replicascanre-groupinto atreeuntil theroot recovers.

5 Implementing ComposableConsistency

In this section,we describehow composableonsis-
teng isimplementedn Swarmto illustrateits practical-
ity in awide areareplicationervironment.EachSwarm
sener hasa consisteng module (CM) thatis invoked
when clients openor closea le or whenclients per
form readsor updateswithin a session. The CM per
formschecksjnteractingwith replicaneighborqparent
andchildren)via pull operationsasdescribedelaw, to
ensurahatthelocal le copy meetslientrequirements.
Similarly, when a client issuesupdatesthe CM prop-
agateghemvia pushoperationgo enforcethe consis-
teng/ guaranteegivenby peersenersto their clients.

To succinctlytrack concurreng control andreplica
divergencegguaranteef.e.,time andmodbounds)given
to client sessionsthe CM internally representshemby
aconstructalledthe privilege vector(PV). TheCM can
allow aclientto access local replicawithout contact-
ing peersif thereplica's consisteng indicatedby its PV
is atleastas“strong” asthatrequiredby the client. For
example,if aclientrequires200msstalenesandthe PV
guaranteeamaxstalenessf 100msnopull is required.

PVincludes(PV1,PV2)/* relationship*/

[* cheksif PV1givesPV2's consistencguaranteest/

* WRLK> WR> RD; WRLK> RDLK> RD*/

if (PV1.mode== WRLK) or
((PV1.mode== RDLK) and(PV1.mode> = PV2.mode))
returnTRUE;

elseif (PV1.mode PV2.mode)and

(PVL.[HT, HM, STM] < = PV2.[HT, HM, STM])

returnTRUE;

elsereturnFALSE;

g

Figure 4: ComparingPrivilege Vectorguarantees.

CMs at neighboringreplicasin the hierarchyexchange
PVs basedon client consisteng demandsgnsurethat
PVsdo not violate guaranteesf remotePVs, andpush
enoughupdatego presere eachother's PV guarantees.
Although a Swarm sener is responsiblefor detecting
inaccessiblepeersand repairingreplica hierarchiesjts
CM must continueto maintainconsisteng guarantees
in spiteof reoiganization.To recoverfrom unresponsie
peersthe CMs at parentreplicasgrantPVsto children
asleasesasexplainedbelow.

Privilege Vectors A PV consistsof four compo-
nentsthatareindependentlyenforcedby differentcon-
sisteny mechanisms:an accessnode (mode),a hard
time/stalenesbmit (HT), a hardmodlimit (HM) anda
soft time+modlimit (STM.[t,m]). PVsarepartially or-
deredby a PMncludesrelationde ned in Figure4 that
indicateshow to comparethe strengthof guarantegro-
videdby eachof its componentsBy default,a le' sroot
custodianstartswith the highestPV ([WRLK, *, *, *]
where* is awildcard),whereas new replicastartswith
thelowestPV ([RD,1 ,1 ,1 ]). Associatedvith each
replicaof a le or le blockis a current privilege vec-
tor (currentP\j that indicatesthe highestaccessmode
andthetighteststalenesandmod limit guaranteethat
canbe givento local sessionsvithout violating similar
guaranteemadeat remotereplicas.

A replicaR remembersfor eachneighborN, therel-
ative PV grantedto N (N.P\out) and obtainedfrom N
(N.PVin). Thereplica's currentPVis the lowestof the
PVsit obtainedfrom its neighbors. The relative PVs
summarizeo R, theconsisteng stateof eachneighbors
portion of the hierarchy Sinceeachreplicaonly keeps
track of the PVsof its neighborsareplica’s PV stateis
proportionalto its fanoutandnot to the total numberof
replicas.

The bulk of the CM's functionality consistsof the
pull andpushoperations.If a client initiatesa session
thatrequiresstrongeiconsisteng guaranteethanthelo-
calreplicahas(e.g.,theclientrequestshe le in WRLK
modebut the PV saysit is read-only) the CM performs
a pull operation.The pull operationobtainsthe consis-
teng/ guaranteesepresentedly a PV from thoseneigh-
borswhosePVin is notstrongenougho coverthe PV, by



issuingget messageto themin parallel. In response
to aget messagethoseneighborsrecursvely pull the
PV from their otherneighborsandrecomputeheir own
PV to be compatiblewith the new PV. Finally they re-
ply with the new PV andary pendingupdatesvia put
messagesBy grantinga PV, a replicapromisesto call
backits neighboreforeallowing accessem its portion
of thehierarchythatviolate thegrantedPV's guarantee.

In contrasta pushoperatioris performedvhenthere
areupdateswvailableatareplicafrom eitherlocalclients
or pushedfrom remotereplicasthat needto be passed
alongto othernodesin keepingwith their consisteng
requirementsAfter the updatesareappliedlocally, the
local CM sendghemvia put message® its neighbors
if their divergencecontrolrequirementslemandt.

To ensurefairnessto client requestsconcurrenfpull
operationgfor a particular le on a nodeareperformed
in FIFO order As areplicaissuegiet requestsn paral-
lel to neighborsn the hierarchy pull lateng growslog-
arithmically with the total numberof replicasprovided
thehierarchyis keptdenseby Swarm.

Enforcing Replica DivergenceBounds To enforce
a hard time bound (HT), a replicaR issuesa pull to
neighborswith a write modein their PV at mostonce
every HT interval. A replicaenforcesa softtime bound
(STM.t) by imposing a minimum push frequeng (at
leastonceper STM.t) on eachof its neighbors.To en-
force a modi cation boundof M unseerupdatesglob-
ally (HM and STM.m), a replica splits the boundinto
smallerboundsthat are imposedon eachof its neigh-
borsthatarepotentialwriters. Theseneighboramayre-
cursiely split theboundto their children,which divides
the responsibilityof trackingupdatesacrossthe replica
hierarchy A replicapushesupdatesvhene/erthe num-
ber of queuedupdatesreachesdts local bound. If the
mod boundis hard, the replicawaits until the updates
areappliedandacknavledgedby recevversbeforeit al-
lows subsequentpdates.

Leases To reclaim PVs from unresponsie neigh-
bors,areplicaalwaysgrantsnon-trivial PVshigherthan
[WR,1,1,1]toits childrenasleaseqtime-limited
privileges).Therootnodegrants60-secondeasespther
nodeggrantslightly smallereaseghantheirparentease
to give themsufcient time to respondo leaserevoca-
tion. A parentreplicacanunilaterallyrevoke PVsfrom
its children (and breakits callbackpromise)after their
leasesxpire, which letsit recover from alease-holding
nodebecomingunavailable. Child replicasthat accept
updatesusing a leasedprivilege must propagatethem
to their parentwithin the leaseperiod, or risk update
con icts andinconsistencied.easesreperiodicallyre-
freshedvia a simple mechanisnwherebya nodepings
othernodesthathave issuedt aleasefor ary data(four
times per leaseperiodin our currentimplementation).
Each successfulping responsamplicitly refreshesall
leasesissuedby the pinged nodethat are held by the

pinging node. If a parentis unresponsie, the nodein-
formsits own childrenthatthey cannotrenaw theirlease.

When a child replica losescontactwith its parent
while holdingaleasejt reconnectso thereplicahierar
chy andissuesa special leaserecovery' pull operation.
Unlikeanormalpull, leaserecorerypromptsanancestor
of theunresponsie old parentto immediatelyrenav the
lease without waiting for the inaccessiblenodes lease
to expire. This “quick reconnect’is legal becausehe
recoveringnodehasholdsa valid leaseon the dataand
thushasthe “right” to have its leaserecognizedy its
new parent. This mechanisnenablegeplicasto main-
tain consisteng guaranteef the faceof nodefailures
andadynamicallychangingeplicahierarchy

Update Propagation Swarm propagatesupdates
(modi ed le blocksor operationalupdates)via put
messages.Each Swarm sener storesoperationalup-
datesin FIFO orderin a persistenupdatelog. For the
purposeof propagationgachupdatefrom a client ses-
sionis taggedby its origin replicaanda node-localver
sion numberto identify it globally. To ensurereliable
updatedelivery, areplicakeepsclient updatesn its log
in the tentativestateand propagateshemvia its par
entuntil a custodiaracknavledgeshe update switches
the updateto the savedstate,handlesfurther propaga-
tion. Whentheorigin replicaseeghattheupdates now
savedit removestheupdatefrom its local log.

To identify what updatesto propagateand ensure
exactly-oncedelivery, Swarm maintainsa version vec-
tor (VV) at eachreplicathatindicatesthe latestupdate
incorporatedocally originating at every otherreplica.
When two replicas synchronize,they exchangetheir
VVs to identify missingupdates. In general,the VV
sizeis proportionako thetotalnumbetrof replicaswhich
couldbeverylarge (thousands)hut sinceSwarmmain-
tains replicatreesand thus thereis only one path be-
tweenary two replicasin a stabletreetopology we can
usecompacteighborrelative versionnumberso weed
out duplicateupdatesbetweenalreadyconnectedepli-
cas. Senersexchangeull versionvectorsonly whena
replicareconnectgo a new parent,which occursinfre-
guentlyrelative to updatepropagatiorevents.

Ordering Concurrent Updates Whenapplyingin-
comingremoteupdatesa replicachecksf independent
updatesinknavnto thesendeweremadeelsavhere,in-
dicatinga potentialcon ict. Con icts arepossiblevhen
clients employ concurrentmode write (WR) sessions.
Swarm forwards “serially' orderedupdatesto the root
custodiarto be appliedsequentiallyavoiding con icts.
Swarm applies unordered'updatesin their arrival or-
der, which might vary from onereplicato anotherand
ignorescon icts. Fortotally orderedupdatessSwarmre-
liesonacon ict resolutionroutineto imposeacommon
global orderat all replicas. This routinemustapply the
sameupdateorderingcriterionatall replicasto ensurea
corvergent nal outcome.Swarmprovidesdefaultreso-



lution routinesthatreorderupdatesasedon their orig-
ination timestamp(timestamporder) or by their arrival
orderat the root custodian(centmalized commitorder).
TheformerapproachrequiresSwarmsenersto loosely
synchronizeheir clocksvia protocolssuchasNTP. The
latter approachs similar to Bayou[3] andusesversion
vectors.

To enforce semantic ordering constraints (e.qg.,
atomicor causal),Swarmtagseachupdatewith the or-
dering constraintof the issuing session. A CM uses
its local updatelog to determinein what orderit must
propagater applyupdatego satisfytheseorderingcon-
straints.Atomically groupedupdatesarealwayspropa-
gatedandappliedtogether

6 Evaluation

In Section6.1, we shov how Swarm's CC imple-
mentationof close-to-opersemanticsexploits "nearby
replicas'(similarto Pangaed14]) to outperformCodas
client-sererimplementationin a sequentialle sharing
(roaming)scenario.ln Section6.2 we demonstrat&ion
the performanceand scalability of a replicatedBerke-
leyDB databasevaries under ve consisteng mecha-
nismsthat rangefrom “strong' (appropriatefor a con-
ventionaldatabasefo “time-based(appropriatdor typ-
ical directoryservices) Swarmof oaded the hardprob-
lems of replicationand consisteng managementrom
bothapplicationstherebysimplifying theirimplementa-
tion while providing themwith arich setof consisteng
choices.

For all experiments,we usedthe Emulab Network
Testbed[17] to emulateWAN topologiesamongclus-
teredPCs. The PCshave 850Mhz Pentium-111 CPUs
with 512MB of RAM andrun Redhatinux 7.2. Swarm
senersrun on eachPCasuserlevel processeandstore
les in asingledirectoryin thelocal le system,using
the SWID asthe lename. The Swarm replicafanout
wascon guredto alow valueof 4 to inducedeepmulti-

level replicahierarchies.

6.1 Swarmfs: A Flexible Distrib uted File System

We evaluatea Swarm-basedle system(Swarmfs)
on a syntheticroamingbenchmarkacrossan emulated
non-uniformWAN network shavn in Figure5. In this
benchmark,we model collaboratorsat a seriesof lo-
cationsaccessingshared les, one location at a time.
This type of “sequentialle sharing'is representatie
of mobile le accessor work- ow applicationswhere
collaboratorstake turns updatingshareddocumentsor
les. We compareSwarmfsto Codaemploying both
weak(coda-w)andstrongconnectvity modes(coda-s).
Like Pangaeaand unlike Coda, Swarmincurslow la-
teng by treatingreplicasas peersfor consisteng en-
forcement.Unlike PangaeaSwarmfsguaranteeslose-
to-open consisteng. To supportclose collaboration
or nearsimultaneousle access,usersrequire close-

Home Node

Link b/w: 1Mbps France

‘Q Workstation D Router ~ @m® 100Mbps LAN
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Figure 5: Network topologyfor Swarmfsroamingexperiment.
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Figure 6: RoamingFile Access: Swarmfs pulls source les
from nearbyreplicas. Strong-modeCodacorrectly compiles
all les, butexhibits poorperformanceWeak-modeCodaper
formswell, but generatesncorrectresultson the threenodes
farthestfrom thesener (U1).

to-openconsisteng semanticseven whenweakly con-
nected.

The topology modeledconsistsof ve widely dis-
tributed campuses,each with two machineson a
100MbpsLAN. ThenodeU1 (marked homenode')ini-
tially storegheTcl-8.4sourceles: 163 les with atotal
sizeof 6.7MB. We run SwarmfssenersandCodaclients
onall nodes.The CodasenerrunsonUL.

In our syntheticbenchmarkclientsat variousnodes
sequentiallyaccessles. Eachclient modi es a source
le, compilesthe Tcl-8.4 sourcetree, andthendeletes
all object les. Theseoperationgepresentsolatedup-
datesjntensve le-basedcomputationandcreatingand
deletingmary temporaryles. Clientson eachcampus
node(in the orderUniversity (U) ! ISP1(l) ! Cor
porate(C) ! Turkey (T) ! France(F)), performthe
edit-compile-cleanupperationoneafteranother

Figure 6 shavs the compilationtimeson eachnode.
Since Swarm createsef cient replica hierarchiesand
acquiresles from nearbyreplicas(e.g., from another
nodeon the sameL AN, or, in the caseof France from
Turkey), it outperformsCodas client-senerimplemen-
tation,which alwayspulls les from senerU1.

In weak connectvity mode(coda-w),Codaguaran-
teesonly eventualconsisteng, which causesncorrect



Consisteng Semantics CCoptions
locking writes WRLK
masterslave writes WR, serial
close-to-opemd, wr RD/WR,time=0,hard
time-boundead, wr time=10,hard
optimistic/eventualrd, wr | RD/WR, time=0,soft

Table2: Consisteng avorsemplged for ReplicatedBerke-
leyDB andthe CC optionsto achieze them. The unspeci ed
optionsaresetto [RD/WR, time=0,mod=l , soft, no seman-
tic deps;otalorder pessimisticsessiorvisibility & isolation].

behaior starting at node T2. In this case,coda-ws
trickle reintegration causeghe client on T1 to eagerly
pushhugeobject les to U1, therebycloggingits net-
work link and delaying noti cation of subsequentle
deletions. By thetime T2 seesT1's le deletionoper
ations, it hasalreadystartedits compileandusedstale
object les. Codas strongconnectvity modeprovides
close-to-opesemanticdut incursdoublethelateng of
Swarmfs becauseof write-throughto the sener (U1).
Both theseproblemsoccurbecauseéCodasenersnever
pull updatesfrom clients, but ratherclients mustpush
updatego the sener. Swarm avoids this by employing
thesamepull mechanisnuniformly atall replicas.

6.2 SwarmDB: ReplicatedBerkeleyDB

Populardatabase¢e.g.,mySQL, Oracle,andBerke-
leyDB) predominantlyemploy masterslave replication
(if any) acrosghe wide areadueto its simplicity; read-
only replicasare deployed nearclientsto scalequery
performanceput updatesare appliedat a centralmas-
ter site to ensureserializability For applicationsthat
can handle concurrentupdates(e.g., mary directory
services),mastesslave replicationis overly restrictve
and doesnot scaleor exploit regional locality. By us-
ing Swarm to implementdatabaseeplication,we can
chooseon a perclient basishow much consisteng is
required. High throughputcan be achieved when the
consisteng requirementsare wealer, asin a directory
service[9], while the samecode basecan be usedto
provide a stronglyconsistentlatabasevhenrequired.

We augmentedhe BerkeleyDB embeddedliatabase
library [15] with replicationsupportasawrappetibrary
called SwarmDB A typical SwarmDB-basedapplica-
tion is showvn in Figure1l. SwarmDB storesa Berke-
leyDB databasén its native formatin a Swarm le and
interceptBerkeleyDB updateoperationgo invokethem
as operationalupdateson the local Swarm sener via
a SwarmDB plugin. SwarmDB-basedapplicationin-
stancesaccesghe databasevia Swarm seners spread
acrossa WAN thatcachethedatabaséocally.

We measuréSwarmDB's readand write throughput
underafull-speedupdate-intensie workloadwhenem-
ploying the ve distinct avors of consisteng seman-
tics shawvn in Table 2. We comparethe performance
of the ve avors of SwarmDB againstBerkeleyDB's
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Figure 7: SwarmDB PerreplicaReadThroughput

client-serer (RPC) implementation. The consisteng
avors (listed from strongesto wealest)are: (1) lock-
ing writesand optimisticreads wherewritesareserial-
izedvia locksbeforebeingpropagated2) masterslave
writesand optimisticreads whereall writesareserially
orderecattherootof thereplicahierarchybeforepropa-
gation,(3) close-to-opertonsistency(4) time-bounded
stalenesswheredatais synchedbeforeaccessf more
thanathresholdime haspassedincethelastsynch,and
(5) optimistic writes and reads where writes are per
formed locally beforebeing propagatedo otherrepli-
cas. Our synthetichenchmarkcreatesand populatesa
BerkeleyDB databasevith 1000key-value pairsinside
aSwarm le. Thedatabassizedoesnot affectreplica-
tion performancexceptduringstartupsincewe employ
operationalupdateswhere Swarm replicatesthe entire
databasde asasingleconsisteng unitandpropagates
operationsnsteadof changediata.

We run the benchmarlon 2 to 48 nodes.Nodesare
eachconnectedy a 1Mbps, 10-msecdelay WAN link
to a backbonerouter, which implies a 40msroundtrip
betweenary two nodes. Eachsener executes10,000
randomoperationsatfull-speed;.e.,with nothink time.
Theoperatiormix consistof 5% adds 5% deletes20%
updates,30% lookups, and 40% cursorbasedscans.
Reads(lookupsand cursorbasedscans)are performed
directly onthedatabasde, while writes(adds,deletes,
andupdatesire sentto the local Swarm sener by the
SwarmDB library. Eachoperationopensa Swarm ses-
sion on the databasele in the appropriatemode, per
formsthe operationandclosesthe session.

Figures7 and 8 showv the averagethroughputob-
sened perreplicafor readsand writes. In additionto
the SwarmDB results,we presenbaselingperformance
whendirectly operatingon a databasele storedin the
local le system(local), wheninvoking RPCsto acolo-
catedBerkeleyDB sener(rpclocal), andwhenaccessing
a local Swarm-baseddatabasele with no replication
(Swarmlocal). Swarmlocalrepresentthebestthrough-
putpossiblausingSwarmDBwith our Swarmprototype.
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Figure 8: SwarmDB PerreplicaWrite Throughput

Thehigh costof IPC betweertheclientandsener cause
rpclocal and Swarmlocal to performpoorly compared
to local.

Figure7 shavsthatreadthroughputscalesvell when
we requestsoft (push-basedyr time-basedtonsisteng
guaranteesbut not when we requesthard (rm pull-
based)guaranteesas expected. Due to the update-
intensize natureof the workload,thereis almostalways
awrite in progresssomavherein the system.Thusthe
strict pull-basedschemesreconstantlypulling updates
acrossWAN links, suffering the samehigh lateng that
the RPC-basedsolutionincurs. As a result, close-to-
open and strong consisteng do not scalebeyond 16
replicas,giventhe high degreeof write-sharing. Even-
tual consisteng scaleswell to large replica setseven
whenpushingupdatessagerly becauseswarm enables
the DB plugin to remove self-cancelingupdates.Toler
ating even a small amountof stalenes¢10ms)signi -
cantlyimprovesreadandwrite performancever close-
to-openconsisteny, becaus¢hecostof synchronization
over the wide areais very high, andamortizingit over
multiple operationdassubstantialateng bene t.

In summary different consisteng options provide
vastly differentsemanticaand performancecharacteris-
ticsfor thesameworkload. Composableonsisteng en-
ablesanapplicationto chooseheright semantichbased
onits speci ¢ needathand.

7 Conclusions

In this paperwe proposeda new way to structure
consisteng managemenfor P2P sharingof mutable
data, called composableconsisteng. It splits consis-
tengy managemerihto designchoicesalongseveralor-
thogonaldimensionsandlets applicationsexpresstheir
consisteng requirementgsa vectorof thesechoiceson
a peraccessasis. The designchoicesare orthogonal
andcanbe combinedn variouswaysto yield arich col-
lectionof semanticswhile enablingef cient implemen-
tation. We outlinedan implementatiorof the modelin
a penasive peerreplicationervironmentspanningnon-
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uniform networks. Our evaluationshavedhow compos-
ableconsisteng is bothexpressie andpractical.

Acknowledgments

We thank the anorymousreviewers for their valuable
commentson an earlierdraft of this paper We arees-
pecially gratefulto Jay Lepreaufor his supportto the
Swarmproject,to Mik e Hibler andEric Eidefor helping
improve this paperwith thoroughfeedbackandto Rob
Ricci andKirk Webbfor providing excellentsupportfor

our Emulab-baseéxperiments.

References
[1] M. Blaze. Cading in Large ScaleDistributedFile SystemsPhD thesis,

PrincetonUniversity, 1993.

[2] L. CoxandB. Noble. Fastreconciliationsin Fluid Replication. In Proc.

21stintl. Confeenceon DistributedConputingSystemsApr. 2001.

[3] A.DemersK. PetersenM. SpreitzerD. Terry, M. TheimerandB. Welch.

The Bayouarchitecture Supportfor datasharingamongmobile users.In
Proceeding®f the Workshopon Mobile ComputingSystemsand Applica-

tions Dec.1994.

[4] J.Howard,M. Kazar S.MeneespP. Nichols,M. SatyanarayanaR. Side-
botham,andM. West. Scaleandperformancen adistributed le system.

ACM Transaction®n ComputerSystemg5(1):51-82 Feh 1988.

[5] J.KistlerandM. Satyanarayanamisconnecte@perationn theCoda le

system.In Proc. 13th Symposiunon Operating System®rinciples pages

213-2250ct. 1991.

[6] N. KrishnakumamndA. Bernstein.Boundedignorance:A techniquefor

increasingconcurreng in areplicatedsystem ACM Transactionn Data

BaseSystemsl9(4),Dec.1994.

R. Ladin, B. Liskov, L. Shrira,andS. Ghemavat. Providing high avail-
ability usinglazy replication. ACM Transactionson ComputerSystems
10(4),1992.

(7]

C. Lamb, G. Landis, J. Orenstein,and D. Weinreb The Objectstore
databassystem.Communicationsf the ACM, Oct. 1991.

8]

Microsoft Corp. Active directory (in windows 2000sener resourcekit).
Microsoft Press2000.

[0

[10] A. MuthitacharoenB. Chen,andD. Mazieres.lvy: A read/writepeerto-
peerle system.n Proc.5th Symposiunon Operating SystenDesignand
ImplementationDec.2002.

[11] M. Nelson,B. Welch,andJ.OusterhoutCachingin the Spritenetwork le
system.ACM Transactionon ComputerSystems5(1):134-1541988.

[12] P ReiherJ.HeidemannD. Ratner G. Skinner andG. Popek.Resolving
le conicts intheFicus le system.n Proceeding®ftheSummetsenix
Confeence 1994.

[13] A. RowstronandP. Druschel.Storagemanagemerandcachingin PAST,
alarge-scalepersistenpeerto-peerstorageutility. In Proc. 18th Sympo-
siumon Operating System®Trinciples 2001.

Y. Saito,C. KaramanolisM. Karlsson,andM. Mahalingam.Tamingag-
gressve replicationin the Pangaeawide-areale system. In Proc. 5th
Symposiunon Operating SystenDesignand Implementationpagesl5—
30,2002.

[14]

[15] SleepcatSoftware. The BerkeleyDB databasehttp:/sleepycat.

com/, 2000.
[16] S.SusarlaandJ.Carter Middlewaresupportfor locality-avarewide area
replication. TechnicalReportUUCS-04-017 University of Utah School
of ComputerScienceOct. 2004.
[17] B. White, J. Lepreau,L. Stoller, R. Ricci, S. GuruprasadM. Newbold,
M. Hibler, C. Barb,andA. Joglekar An integratedexperimentakerviron-
mentfor distributed systemsand networks. In Proc. 5th Symposiunon
Opeiating SystenDesignand ImplementationBoston,MA, Dec.2002.
[18] H. YuandA. Vahdat. Designandevaluationof a continuousconsisteng
modelfor replicatedservices.In Proc. 4th Symposiunon Opefating Sys-
temDesignand ImplementationOct. 2000.



