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Abstract

Coherentwide-areadatacachingcan improve the scalabilityand responsivenessof dis-
tributedservicessuchaswide-area�le access,databaseanddirectoryservices,andcontent
distribution. However, distributed servicesdiffer widely in the frequency of read/write
sharing,the amountof contentionbetweenclientsfor the samedata,andtheir ability to
make tradeoffs betweenconsistency andavailability. Aggressive replicationenhancesthe
scalabilityandavailability of serviceswith read-mostlydataor datathatneednot bekept
strongly consistent. However, for applicationsthat requirestrongconsistency of write-
shareddata,youmustthrottlereplicationto achievereasonableperformance.

We have developeda middlewaredatastorecalledSwarmdesignedto supportthe wide-
areadatasharingneedsof distributedservices.To supporttheneedsof diversedistributed
services,Swarm provides: (i) a failure-resilientproximity-awaredatareplicationmecha-
nismthatadjuststhe replicationhierarchybasedon observednetwork characteristicsand
nodeavailability, (ii) a customizableconsistency mechanismthat allows applicationsto
specifyallowableconsistency-availability tradeoffs, and(iii) a contention-awarecaching
mechanismthat monitorscontentionbetweenreplicasandadjustsits replicationpolicies
accordingly. On a 240-nodeP2P�le sharingsystem,Swarm's proximity-awarecaching
and replica hierarchymaintenancemechanismsimprove latency by 80%, reduceWAN
bandwidthconsumedby 80%,andlimit theimpactof highnodechurn(5 nodedeaths/sec)
to roughly one-�fth that of randomreplication. In addition, Swarm's contention-aware
cachingmechanismoutperformsRPCsandstaticcachingmechanismsatall levelsof con-
tentiononanenterpriseserviceworkload.



1 Intr oduction

Giventhepervasiveuseof theInternetto accessremoteservices,centralizedserverscannot
alwaysdeliverhighperformanceandhighavailability to endusers.Clientsfrequentlyneed
to accessservicesover wide areanetworks thatarecharacterizedby long delaysthatvary
dueto congestionandcross-traf�c andthatareproneto occasionalfailures.Replicating1

servicedatacloseto end-usersis acommontechniqueto hidethisnetwork variability. Al-
thoughcachingcanimproveservicequality, its effectivenessdependson applicationchar-
acteristicssuchastheapplication's consistency requirements,thefrequency of read/write
datasharing,theamountof contentionbetweenclientsfor thesamedata,andtheapplica-
tion'sability to make tradeoffs betweenconsistency andavailability.

Many replicationtechniqueshave beenproposedto improvewide areaserviceavailability
and/orperformancefor speci�c applicationsandenvironments[9, 4, 14,17]. For example,
aggressively replicatingdatawherever datais accessedhasbeenshown to improve the
availability andscalabilityof wide-area�le access[17]. Unfortunately, notall applications
bene�t from aggressive replication.For example,while databasedesignersoftenreplicate
datafor scalabilitywithin clusters[13], they often restrictremoteusersto usingRPCsto
avoid thehighcostof replicasynchronization.In general,whenclientscontendfor strongly
consistentaccessto write-shareddata,aggressivecachingperformspoorly.

Severalconsistency models(e.g.,TACT [21]) improveservicequalityby selectively weak-
ening the consistency of datadeliveredto users. For example,applicationslike direc-
tory servicescanemploy weakconsistency modelsto avoid frequentdatasynchronization.
However, for applicationslike onlineauctions,relaxeddataconsistency canleadto incor-
rectbehaviors,e.g.,sellingthesameitemto multiplecustomers.It is easyto enforcestrong
consistency by requiringall accessesto beperformedvia RPCsto a centraldatabase,but
this designcanleadto poorperformanceandis unnecessaryif thereis little contentionfor
data.

In thispaper, wepresentamiddlewaredatastorecalledSwarmthatsupportsthewide-area
datacachingneedsof a variety of wide-areadistributedservices. It relievesapplication
writersof theburdenof implementingtheir own replicationandconsistency mechanisms.
Swarmbuilds failure-resilientdynamicreplicahierarchiesto managelargenumbers(thou-
sands)of replicasacrosswide-areanetworks. By default, Swarm aggressively replicates
shareddatabasedonobservedaccesspatterns,but it dynamicallyrestrictsreplicationwhen
it observeshigh contention. Swarms's replicationmechanismdynamicallymonitorsthe

1In this paper, we usethetermreplicationto meancachingfor availability, not �r st-classreplication[8]
for datareliability.



network qualitybetweenclientsandreplicasandreorganizesthereplicahierarchyto mini-
mizetheuseof slow links, therebyreducinglatency andsaving WAN bandwidth[17]. We
referto this featureof Swarmasproximity-awarecaching. LikeTACT[21], Swarmallows
applicationsto tuneconsistency to their availability needs.Swarmssupportsstrongcon-
sistency, close-to-openconsistency, boundedinconsistency (basedonstalenessandunseen
writes), andbest-effort eventualconsistency. Finally, Swarm's replicahierarchymainte-
nancemechanismis resilient to network andnodefailures,andhandlesnodechurn[10]
gracefully.

Swarmmakesthreespeci�c contributionsto the�eld of wideareareplication.First, it pro-
videsanovel replicationmechanismthatsupportsabroadervarietyof consistency seman-
ticsthanexistinglarge-scalesystems.Second,wedemonstratehow trackingreplicaconsis-
tency invariantsvia conciseprivilege vectors andemploying proximity-aware caching en-
ablesscaling.Finally, Swarmdynamicallytracksread-writedatacontentionandhelpsap-
plicationsswitchbetweenaggressivecaching(data-shipping)andRPCs(function-shipping),
a featurewe call contention-aware caching. During periodsof high contention,Swarm
electsonereplica, typically the onethat getsthe mostaccesses,asmasterandforwards
all client requeststo thatreplicato avoid thrashing.Whencontentionsubsides,it resumes
aggressivepeercachingto reducelatency.

This paperfocuseson Swarm's replicahierarchymaintainence,proximity-awarecaching,
andcontention-awarecachingmechanisms.We do not discussin detailSwarm's �e xible
consistency model,which is discussedelsewhere[19], andthe currentSwarm prototype
doesnot considersecurityor authentication,nor doesit implement�rst-class replication.
Proximity-aware caching(i.e., the ability to cache�les from nearbyreplicas)improves
P2P�le accesslatency on a 240-nodesystemby 80% andreducesthe WAN bandwidth
consumedby 75% comparedto randomreplication. Even with a high nodechurnof 5
nodes/sec,performancedegradesby atmost100%comparedto a500%slowdown usinga
non-adaptive mechanism.Whenwe evaluatedSwarm's contention-awarecachingmecha-
nismusinga syntheticenterpriseobject-cachingapplicationrunninga benchmarksimilar
to TPC-A, we found that it is ableto supportstrongconsistency andoutperformbothag-
gressivecachingandfunction-shippingatall levelsof contention.

We presentan overview of Swarm in Section2. We describeSwarm's replication,con-
sistency management,andcontention-awarecachingmechanismsin Sections3, 4, and5,
respectively. We presentour evaluationof Swarm's replicationmechanismsin Section6.
Finally, wediscussprior work anddraw conclusionsin Sections7 and8.



2 Swarm Overview

Swarm is a distributed�le storeorganizedasa collectionof peerservers(calledSwarm
servers) thatprovide coherentwide area�le accessat a variablegranularity. Applications
storetheir sharedstatein Swarm�les andoperateon their statevia nearbySwarmservers.

Files in Swarm are persistentvariable-length�at byte arraysnamedby globally unique
128-bit numberscalledSWIDs. Swarm exportsa �le system-like session-orientedinter-
facethat supportstraditional read/writeoperationson �le blocks as well as operational
updateson �les (explainedbelow). A �le block (alsocalleda page, default 4KB) is the
smallestunit of datasharingandconsistency in Swarm. A specialmetadatablock similar
to a Unix inodeholds the �le' s attributes,e.g., its sizeandconsistency options. Swarm
serverslocate�les by their SWIDs,cachethemasa side-effect of local access,andmain-
tain consistency accordingto consistency optionssettableon a per-�le-accessbasis.Each
Swarmserver usesa portionof its local persistentstorefor permanent(`home') copiesof
some�les andusesthe remainingspaceto cacheremotelyhomed�les. Swarm servers
discover eachotherasa side-effect of locating�les by their SWIDs. EachSwarmserver
monitorstheconnectionquality (latency, bandwidth,connectivity) to otherSwarmservers
with which it hascommunicatedin the recentpast,andusesthis informationto form an
ef�cient dynamichierarchicaloverlaynetwork of replicasof each�le. This enablesusers
in aLAN to synchronizewith eachotherdirectlywithoutgoingthroughafarawayreplica.

Interface: Swarmexportsa traditionalsession-oriented�le interfaceto its client applica-
tionsvia a Swarmclient library linkedinto eachapplicationprocess.Theinterfaceallows
applicationsto createanddestroy �les, opena �le sessionwith speci�ed consistency op-
tions, readandwrite �le blocks,andclosea session.A sessionis Swarm's unit of con-
currency controlandisolation. A Swarmserver alsoexportsa native �le systeminterface
to Swarm �les via the local operatingsystem's VFS layer, ala CodaFS[9]. The wrapper
providesahierarchical�le namespaceby implementingdirectorieswithin Swarm�les.

Swarm allows �les to be updatedin two ways: (i) by directly overwriting the previous
contentson a per �le block basis(calledabsoluteor physicalupdates) or (ii) by register-
ing a semanticupdateprocedure(e.g., “add(name)to directory”) and then invoking the
update() interfaceto get Swarm to performthe operationon eachreplica(calledop-
erational updates). Before invoking an operationalupdate,the applicationmust link a
plugin to eachSwarmserver runningan applicationcomponent.Theplugin is usedboth
to applyupdateproceduresandto performapplication-speci�ccon�ict resolution.When
operationalupdatesareused,Swarmreplicatesanentire�le asasingleconsistency unit.

ConsistencyOptions: Swarmclientscanindicatetheir consistency needsfor a �le when



openingasession.Swarmsupportsfour �a vorsof consistency thatcoveravarietyof appli-
cationneeds:(1) strongconsistency, whichprovidestraditionalconcurrent-read-exclusive-
write semantics,(2) close-to-open, which allowsconcurrentwritesbut ensuresthatclients
seethe latestdataat every open() , (3) boundedinconsistency, which limits how stale
datacanbe in termsof eithertime or thenumberof unseenupdates[21], or (4) eventual
consistency, which providesoptimisticreplicationwith soft time andmodbounds.Swarm
canenforcedistinctsemanticsfor differentclientson thesamedata.The�rst three�a vors
providehardconsistency guaranteesthatareenforcedby synchronouslypulling datawhen
necessary.

Using Swarm: To useSwarm,applicationslink to a Swarmclient library thatinvokesop-
erationson a nearbySwarm server in responseto client operations(e.g.,creatinga �le,
openinganaccesssession,or performinga reador write). As describedin Section3, the
local Swarm server interactswith otherSwarm serversto acquireandmaintaina locally
cachedcopy of the�le with thespeci�edconsistency. Figure1 illustrateshow a database-
backedauctionservicecouldbeorganizedtoemploy Swarm-basedwideareacachingprox-
ies. Clientscanaccessany of theavailableserver clusters,which arefunctionally identi-
cal. The `DB' representsan unmodi�ed replication-oblivious databasebackend(suchas
BerkeleyDB [18] or MySQL), the`AS' representsauction-speci�clogic, andthe'FS' pro-
videslocal storage.To useSwarm for replication,the auctionservicestoresits database
in Swarm �le(s). The AS opensa Swarm sessionon a local databasecopy andperforms
queriesandupdates.The AS updatesthe databaseeitherby accessingits �le blocksvia
Swarm(absoluteupdates)or by issuingoperationalupdatesto the local Swarmserver. In
particular, neithertheAS nor theDB needto implementwide areareplicationandconsis-
tency managementlogic, simplifying their implementation.A distributed�le systemcould
besimilarly organized,but without theDB component.

Contention-Aware Caching: An applicationcanuseSwarm's contention-awarecaching
mechanismto choosebetweendata-shippingand function-shippingfor eachsessionas
follows. As partof its per-�le consistency attributes,each�le hasasoftandahard caching
thresholdthat indicatetheminimumnumberof local accessesa replicamustseebeforeit
canswitch to aggressive caching. The soft andhardlimits provide hysteresisto prevent
oscillations. A zero thresholdforcesaggressive peercaching,while a high valueforces
centralization.Ideally, themiddlewareshoulddeterminetheselimits automaticallybased
on theratio of thecostof cachingdatato thatof performingRPCsremoteservers,but our
prototyperequiresthatthethresholdsbespeci�edby theapplication.

Whenopeninga Swarm sessionon a replica, the AS canaskSwarm to selecta remote
proxy server mastersite and redirectlocal application-level operationsto this masterto
avoid contention.If Swarmsuggestsa remotesite,theAS issuesanapplication-level RPC
to theAS nearthatsitevia externalmeans.Swarmtracksthenumberof suchsessionsredi-
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Figure1: An enterpriseapplicationemploying a Swarm-basedproxy server. Clientsin campus2
accessthelocalproxyserver, while thosein campus3 invoke eitherserver.

rectedinternallyto guideits futuremasterelections.However, theAS neednotqueryfor a
master, in whichcaseSwarmperformsaggressivecaching.Thus,eachAS chooseswhether
to employ contention-awareor aggressive caching,but Swarmdetermineswhetherto use
data-shippingor function-shippingfor individualoperationsbasedonits globalknowledge
of contention.

Overview of Swarm Operation: Figure2 shows theinternalstructureof a Swarmserver
with its majormodulesandtheir �o w of control.A Swarm�le accessrequest(e.g.,open)is
handledby theSwarmserver'ssessionmanagementmodule,which invokesthereplication
moduleto fetchaconsistentlocalcopy in thedesiredaccessmode.Thereplicationmodule
createsa local replicaafter locatingandconnectingto anotheravailablereplicanearby. It
theninvokestheconsistency moduleto bring the local copy to thedesiredconsistency by
interactingwith otherreplicasvia pull andpushoperations.



Figure2: Structureof aSwarmserver andclientprocess.

3 Replication

Having describedSwarm's architectureand usage,we now turn to describingSwarm's
replicationmechanismswhicharethefocusof thispaper. Swarm's replicationdesignmust
meetthreegoals: it must enablethe enforcementof the diverseconsistency guarantees
listed earlier, provide low latency accessto datadespitelarge-scalereplication,andlimit
theloadimposedoneachreplicato amanageablelevel.

Replica Hierar chy: The Swarm servers cachinga particular �le dynamicallyorganize
themselvesinto anoverlayreplicahierarchyfor network-ef�cient communicationandscal-
ing. They imposea user-con�gurablereplica fanout(#children,typically 4 to 8) to limit
theamountof replicamaintenancetraf�c handledby areplica.To supportstrong�a vorsof
consistency acrossnon-uniformlinks, Swarmemploysaconsistency protocolbasedonre-
cursivemessagingalongthelinks of thereplicahierarchy. Henceit requiresthatthereplica
networkbeacyclic. Figure3 showsaSwarmnetwork of six serverswith hierarchiesfor two
�les. Oneor moreserversmaintainpermanentcopiesof a�le, andarecalledits custodians.
Having multiple custodiansenablesfault-tolerant�le lookup.Onecustodian,typically the
server thatcreatedthe�le, is designatedtheroot custodianor homenodeandcoordinates
the�le' s replicationandconsistency managementasdescribedbelow. Whentheroot fails,
othercustodianselectoneamongthemselvesas root by a majority vote. However, our
prototypeimplementationdoesnotsupportmultiplecustodianssincetherearewell-known
fault-tolerantreplicationsolutions[8]. Ourresearchfocusis ratheronscalablecachingand
consistency mechanisms.
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In therestof this section,we describehow Swarmcreatesanddestroys replicasandmain-
tainsdynamiccycle-freehierarchiesandhow alargenumberof Swarmnodesdiscoverand
trackeachother's accessibilityandconnectionquality.

Creating Replicas: A Swarm server cachesa �le locally whenclientsrequestaccessto
it. To do so, it �rst usesthe �le' s SWID to locateits custodians,e.g., via an external
locationservice,like Pastry[15] or via a simplemechanismlike hardwiringthehomeIP
addressinto the SWID, an approachwe employ in our prototype. Swarm keepstrack of
thesecustodiansin a local lookupcache, andthenrequestsoneof them(sayP) to beR's
parentreplicaandprovidea �le copy, preferringthosethatcanbereachedvia highquality
(low-latency) links. UnlessP is serving“too many” child replicas,PacceptsR asits child,
transfersthe�le contents,andinitiatesconsistency maintenanceasexplainedbelow. Palso
sendsthe identitiesof its childrento R, alongwith an indicationif it hasalreadyreached
its con�gured fanout(#children)limit. R augmentsits lookup cachewith the supplied
information. If P wasoverloaded,R remembersto avoid askingP for that �le in thenear
future,otherwiseR setsPasits parentreplica.R repeatsthisparentelectionprocessuntil it
hasavalid �le copy andaparentreplica.Therootcustodianis its own parent.Evenwhena
replicahasavalid parent,it monitorsits network quality to known replicasandreconnects
to a closerreplicain thebackground,if found. R detachesfrom currentparentonly after
attachingsuccessfullyto a new parent.



Figure4: Replicationof �le F2. (a) N1 andN3 cacheF2 from its homeN5. (b) N2 andN4 cache
it from N5; N1 reconnectsto closerreplicaN3. (c) Both N2 andN4 reconnectto N3 asit is closer
thanN5. (d) Finally, N2 reconnectsto N1 asit is closerthanN3.



Thisprocessformsadynamichierarchicalreplicanetwork rootedat therootcustodianlike
Blaze's �le cachingscheme[1], but avoids hopsover slow network links whenpossible,
likePangaea[17]. To keepthehierarchydense,areplicawith fewerchildrenthanits fanout
limit periodicallyadvertisesitself to its subtreeasapotentialparent.Thus,its descendants
canconnectto it andmove up the hierarchyif they �nd it to be nearer. We believe that
a fanoutof 4 to 8 providesa reasonablebalancebetweenload dueto many childrenand
extra hopsneededto traversea deephierarchy. We evaluatedSwarm with hierarchiesup
to 4 or 5 levelsdeepanda fanoutof 4. Sincereplicatedperformanceis primarily sensitive
to numberof hopsandhencedepth,we expectSwarmto gracefullyhandlea fanoutof 8,
enablingit to scaleto thousandsof replicaswith hierarchiesof similar depth.

Avoiding Cycles. Theabove parentelectionschemecouldform cycles.Hencebeforeac-
ceptinganew parentreplica,aninterior replica(i.e.,onethathaschildren)actively detects
cyclesby propagatinga root proberequestalongparentlinks. If a probegetsforwarded
to its originator, it meansthat acceptingthe new parentwill form a cycle. If the probe
reachesa custodian's children,they reply directly to the initiator to reduceloadon custo-
diansincluding the root. Leaf replicasdo not acceptnew childrenwhile they themselves
areelectingtheir parent.Hencethey neednot probefor cycles,nordo they form primitive
cycles. Our evaluationin Section6.1 revealsthat theoverheadof root probesis low even
underheavy nodechurn.

Figure4 illustrateshow �le F2endsupwith thereplicahierarchyshown in Figure3,assum-
ing nodedistancesin the �gure roughly indicatetheir network roundtriptimes. Initially,
the�le is homedat nodeN5, its only custodian.NodesN1 andN3 cachethe�le, making
N5 theirparent(Figure4a).Subsequently, nodesN2 andN4 alsocacheit directly from N5,
while N1 reconnectsto its nearbyreplicaN3 asits parent(Figure4b)2. SinceN5 informs
its new childrenof their sibling N3, they connectto N3, which is nearerto themthanN5
(Figure4c). At that time, N2 getsinformedof thenearerreplicaat N1. Thus,N2 makes
N1 its parentreplicafor �le F2 (Figure4d).

Whena replica losescontactwith its parent,it reelectsits parentin a similar mannerto
reconnectto thehierarchy. To guardagainsttheroot's temporaryfailure, the identitiesof
the root's direct children are propagatedto all replicasin the background,so reachable
replicascanre-groupinto a treeuntil theroot recovers.Whena replicagetspartitioned,it
continuesto providethedesiredconsistency to localclientsandchild replicas.Wedescribe
how Swarmhandlesnodeandnetwork failuresbelow.

Retiring Replicas: EachSwarm server (other than a custodian)tracks local usageof
2Note that N3 could have reconnectedto N1 instead.If both try connectingto eachother, only oneof

themsucceeds,asonehasto initiatea rootprobewhichdetectsthecycle.



cached�le copiesand evicts leastrecentlyusedonesafter propagatingtheir updatesto
neighboringreplicasand informing themof the replica's departure.The orphanedchild
replicaselecta new parentasdescribedabove. However, beforea custodian(including
root) canretire, it must inform the root node. ascustodiansmustparticipatein majority
voting for root election.Whentheroot nodeitself wantsto retire,it �rst transferstheroot
statusto anothercustodian(currently, onewith lowestIP address)via a two-phaseprotocol
andbecomesits non-custodianchild. Thus,a �le' s custodycanmigrateamongnodes.

NodeMembership: Swarm serverslearnabouteachother's existenceasa side-effect of
looking up SWIDs. EachSwarmserver communicateswith anothervia a TCPconnection
to ensurereliable,ordereddelivery of messages.SinceSwarm serversform replicahier-
archiesindependentlyfor each�le, a Swarm server that cachesa lot of �les might need
to communicatewith a large numberof otherSwarm servers,potentiallycausingscaling
problems. To facilitate scalablecommunication,eachSwarm server keepsa �x ed-size
LRU cacheof live connectionsto remotenodes(calleda connectioncache), anda larger
persistentnodecacheto rememberthestatusof remotenodescontactedrecently. A replica
neednot maintainanactiveconnectionwith its neighboringreplicasall thetime,enabling
aSwarmserver's scalablehandlingof a largenumberof �les andotherSwarmservers.

A Swarmserverassumesthatanothernodeis reachableaslong it canestablishaTCPcon-
nectionto it. If TCPshutsdown theconnectiondueto a communicationerror(asopposed
to agracefulcloseby peer),theSwarmserver infersthattheothernodeis unreachableand
avoids it in subsequentlookupsandreplicareconnectionattemptsfor a timeoutperiod.A
Swarm nodetreatsa busy neighbordifferently from unreachableneighborby employing
longertimeoutsfor repliesfrom aconnectednodeto avoid prematurelyreactingto transient
overload.

Network Economy: To aid in forming replicahierarchiesthatutilize network ef�ciently ,
Swarm serverscontinuallymonitor thequality of network links to eachotherandpersis-
tently cachethis information. We currentlyemploy roundtriptime (RTT) asour quality
metric for links, but canalsoencodelink bandwidthandlossiness.In our currentdesign,
eachreplicadecidesfor itself which otherreplicasarecloseto it by pingingthemindivid-
ually (piggybackedon otherSwarmmessagesif possible).Theping traf�c is initially high
whennew nodesjoin theSwarmnetwork, but quickly subsidesandis unaffectedby nodes
goingupanddown. However, SwarmcaneasilyadoptbetterRTT estimationtechniques[6]
asthey becomeavailable.

Failur e Resilience: Swarmtreatscustodians(includingroot) as�rst-class replicasfor re-
liability againstpermanentloss,andemploys a majority voting algorithm[8] to provide
Byzantinefault-tolerance.Hencefor high availability understrongconsistency, custodian
copiesmust be small in number(typically 4), and hostedon well-connectedmachines.



However, Swarm canhandlea large number(thousands)of secondaryreplicasandtheir
failuresdueto its dynamichierarchymaintenance.Swarm employs leasesto recover ac-
cessprivilegesfrom unreachablenon-custodianreplicasasexplainedin Section4. Swarm
handlestransientroot nodefailureasexplainedearlierin this section.Whena replicaper-
manentlyfails, only thoseupdatesoriginatingin it that have not reachedanotherreplica
arelost. To protectagainstsuchloss,a replicaperiodicallypushesupdatesto custodians
regardlessof consistency guarantees.

4 ConsistencyManagement

In this section,we outlinehow Swarm usesits hierarchicalreplicationto enforcediverse
consistency semantics.EachSwarmserverhasa consistency module(CM) thatis invoked
whenclientsopenor closea �le or whenclientsperformreadsor updateswithin asession.
TheCM performschecks,interactingwith replicaneighbors(parentandchildren)via pull
operationsasdescribedbelow, to ensurethatthelocal �le copy meetsclient requirements.
Similarly, whena client issuesupdates,the CM propagatesthemvia pushoperationsto
enforceconsistency guaranteesgivenby peerserversto their clients.

To succintly track concurrency control andreplicadivergenceguarantees(i.e., time and
mod bounds)given to client sessions,the CM internally representsthemby a construct
calledthe privilege vector(PV). The CM canallow a client to accesslocal replicawith-
out contactingpeersif the replica's consistency indicatedby its PV is at leastasstrong
asrequiredby the client. For example,if a client requires200msstalenessand the PV
guaranteesa maxstalenessof 100ms,no pull is required.CMs at neighboringreplicasin
thehierarchyexchangePVsbasedon client consistency demands,ensurethatPVsdo not
violate guaranteesof remotePVs, andpushenoughupdatesto preserve eachother's PV
guarantees.Although a Swarm server is responsiblefor detectinginaccessiblepeersand
repairingreplicahierarchies,its CM mustcontinueto maintainconsistency guaranteesin
spiteof reorganization. To recover from unresponsive peers,the CMs at parentreplicas
grantPVsto childrenasleases,asexplainedbelow.

Privilege Vectors: A PV consistsof four componentsthat are independentlyenforced
by differentconsistency mechanisms:anaccessmode(mode),a hardtime/stalenesslimit
(HT), ahardmodlimit (HM) andasoft time+modlimit (STM.[t,m]). Therearefour access
modes:lockingread(RDLK) andwrite (WRLK) modes,andUnix-style�le read(RD) and
write (WR) modesthatarenon-blocking.PVsarepartially orderedby a PVincludesrela-
tion de�ned in Figure5 that indicateshow to comparethestrengthof guaranteeprovided
by eachof its components.By default, a �le' s root custodianstartswith the highestPV



PVincludes(PV1,PV2) /* � relationship*/
�

/* checksif PV1givesPV2'sconsistencyguarantees*/
/* WRLK � WR � RD; WRLK � RDLK � RD*/
if (PV1.mode== WRLK) or

((PV1.mode== RDLK) and(PV1.mode��� PV2.mode))
returnTRUE;

elseif (PV1.mode� PV2.mode)and
(PV1.[HT, HM, STM] ��� PV2.[HT, HM, STM])

returnTRUE;
elsereturnFALSE;

�

Figure5: ComparingPrivilegeVectorguarantees.

([WRLK, *, *, *] where* is a wildcard), whereasa new replica startswith the lowest
PV ([RD, 	 , 	 , 	 ]). Associatedwith eachreplicaof a �le or �le block is a current
privilege vector(currentPV) that indicatesthehighestaccessmodeandthe tighteststale-
nessandmodlimit guaranteesthatcanbegivento local sessionswithout violating similar
guaranteesmadeat remotereplicas.

A replica remembers,for eachneighborN, the relative PV grantedto N (N.PVout) and
obtainedfrom N (N.PVin). The replica's currentPVis the lowestof the PVs it obtained
from its neighbors.Sinceeachreplicaonly keepstrackof thePVsof its neighbors,thea
replica'sPV stateis proportionalto its fanoutandnot to thetotal numberof replicas.

The bulk of the CM's functionality consistsof the pull andpushoperations.If a client
initiatesa sessionthat requiresstrongerconsistency guaranteesthanthe local replicahas
(e.g.,theclient requeststhe �le in WRLK modebut thePV saysit is read-only),theCM
performsa pull operation. The pull operationobtainsthe consistency guaranteesrepre-
sentedby a PV from thoseneighborswhosePVin is not strongenoughto cover the PV.
by issuingget messagesto themin parallel. In responseto a get message,thoseneigh-
borsrecursively pull thePV from theirotherneighbors,andrecomputetheir own PV to be
compatiblewith thenew PV. Finally they reply with thenew PV andany pendingupdates
via put messages.By grantinga PV, a replicapromisesto call backits neighborbefore
allowing accessesin its portionof thehierarchythatviolatethegrantedPV'sguarantee.

In contrast,a pushoperationis performedwhen thereareupdatesavailableat a replica
from either local clientsor pushedfrom remotereplicasthat needto be passedalongto
othernodesin keepingwith their consistency requirements.After theupdatesareapplied
locally, the local CM sendsthemvia put messagesto its neighborsif their divergence



controlrequirementsdemandit.

To ensurefairnessto client requests,concurrentpull operationsfor a particular�le on a
nodeareperformedin FIFO order. As a replicaissuesget requestsin parallelto neigh-
borsin thehierarchy, pull latency grows logarithmicallywith thetotal numberof replicas
providedthehierarchyis keptdenseby Swarm.

Enforcing Replica DivergenceBounds: To enforcea hardtime bound(HT), a replicaR
issuesa pull to neighborswith a write modein their PV at mostonceevery HT interval.
A replicaenforcesa soft time bound(STM.t) by imposinga minimumpushfrequency (at
leastonceper STM.t) on eachof its neighbors. To enforcea modi�cation boundof M
unseenupdatesglobally (HM andSTM.m),a replicasplitstheboundinto smallerbounds
thatareimposedon eachof its neighborsthatarepotentialwriters. Theseneighborsmay
recursively split the boundto their children,which dividesthe responsibilityof tracking
updatesacrossthe replicahierarchy. A replicapushesupdateswhenever the numberof
queuedupdatesreachesits local bound. If themod boundis hard,the replicawaits until
theupdatesareappliedandacknowledgedby receiversbeforeit allowssubsequentupdates.

Leases: To reclaimPVs from unresponsive neighbors,a replicaalwaysgrantsnon-trivial
PVs higherthan[WR, 	 , 	 , 	 ] to its childrenasleases(time-limited privileges). The
root nodegrants60-secondleases;othernodesgrantslightly smallerleasesthantheir par-
ent leaseto give themsuf�cient time to respondto leaserevocation.A parentreplicacan
unilaterallyrevokePVsfrom its children(andbreakits callbackpromise)aftertheir leases
expire,which letsit recover from a lease-holdingnodebecomingunavailable.Child repli-
casthatacceptupdatesusinga leasedprivilegemustpropagatethemto their parentwithin
the leaseperiod,or risk updatecon�icts andinconsistencies.Leasesareperiodicallyre-
freshedvia a simplemechanismwherebya nodepingsothernodesthat have issuedit a
leasefor any data(four timesper leaseperiodin our currentimplementation).Eachsuc-
cessfulpingresponseimplicitly refreshesall leasesissuedby thepingednodethatareheld
by the pinging node. If a parentis unresponsive, the nodeinforms its own childrenthat
they cannotrenew their lease.

Whenachild replicalosescontactwith its parentwhile holdinga lease,it reconnectsto the
replicahierarchyandissuesaspecial̀ leaserecovery' pull operation.Unlikeanormalpull,
leaserecoverypromptsanancestorof theunresponsiveold parentto immediatelyrenew the
lease,without waiting for the inaccessiblenode's leaseto expire. This “quick reconnect”
is legal becausethe recovering nodehasholdsa valid leaseon the dataandthushasthe
“right” to have its leaserecognizedby its new parent.This mechanismenablesreplicasto
maintainconsistency guaranteesin the faceof nodefailuresanda dynamicallychanging
replicahierarchy.



Update Propagation: Swarmpropagatesupdates(modi�ed �le blocksor operationalup-
dates)via put messages.EachSwarmserver storesoperationalupdatesin FIFO orderin
a persistentupdatelog. For thepurposeof propagation,eachupdatefrom a client session
is taggedby its origin replicaanda node-localversionnumberto identify it globally. To
ensurereliableupdatedelivery, areplicakeepsclientupdatesin its log in thetentativestate
andpropagatesthemvia its parentuntil acustodianacknowledgestheupdate,switchesthe
updateto thesavedstate,handlesfurtherpropagation.Whentheorigin replicaseesthatthe
updateis now saved, it removestheupdatefrom its local log.

To identify whatupdatesto propagateandensureexactly-oncedelivery, Swarmmaintains
a version vector(VV) at eachreplicathat indicatesthe latestupdateincorporatedlocally
originatingateveryotherreplica.Whentwo replicassynchronize,they exchangetheirVVs
to identify missingupdates.In general,theVV sizeis proportionalto thetotal numberof
replicas,which could be very large (thousands),but sinceSwarm maintainsreplicatrees
and thus thereis only one path betweenany two replicasin a stabletree topology, we
canusecompactneighbor-relativeversionnumbersto weedoutduplicateupdatesbetween
alreadyconnectedreplicas. Servers exchangefull versionvectorsonly when a replica
reconnectsto anew parent,whichoccursinfrequently.

Ordering Concurrent Updates: Whenapplyingincomingremoteupdates,areplicachecks
if independentupdatesunknown to thesenderweremadeelsewhere,indicatingapotential
con�ict. Con�icts arepossiblewhenclientsemploy Unix-stylewrite mode(WR) sessions.
Swarmrelieson acon�ict resolutionroutineto imposeacommonglobalorderatall repli-
cas. This routinemustapply the sameupdateorderingcriterion at all replicasto ensure
a convergent �nal outcome.Swarm providesdefault resolutionroutinesthat reorderup-
datesbasedontheiroriginationtimestamp(timestamporder) or by theirarrival orderat the
root custodian(centralizedcommitorder. TheformerapproachrequiresSwarmserversto
looselysynchronizetheir clocksvia protocolssuchasNTP. Thelatterapproachis similar
to Bayou[4] andusesversionvectors.

5 Contention-AwareCaching

In this section,we describeSwarm's contention-awarecachingscheme.Swarm's basic
replicationalgorithmworksasfollows. Every Swarm server trackshow often it receives
a requestto accessa particularpieceof datasinceit last hadits accessrevoked. Until it
receivesan adequatenumber, it attemptsto acquirethe datafrom a masternode. If no
masterexists, it initiates a masterelectionprocess.Oncea server accessesa particular
pieceof datasuf�ciently oftenwithout interruptione,it attemptsto switchinto peer-to-peer
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sharingmodeandcachea replicaof the datalocally. The heartof Swarm's contention-
awarecachingschemeis thewayit handlesthisattemptto switchinto peer-to-peercaching
mode. If Swarm determinesthat thereis adequateaccesslocality, it allows the server to
becomea full-�edged peersharer, otherwiseit tells the server to remainin master-slave
mode.As a result,datawill bewidely replicatedwhencontentionis low, but servicedvia
RPCwhencontentionis high. In the remainderof this section,we describehow Swarm
measurescontention,electsa suitablemasterreplica to which client requestsshouldbe
forwardedduringperiodsof high contention,andrevertsbackto peercachingmodewhen
contentionsubsides.

Tracking Contention: Eachreplicamonitorsthenumberof accessrequests(i.e., session
open() requests)it satis�es locally sincethe last time its accessprivilegewasrevoked.
This reusecountprovidesanindicationof how usefulit would beto replicatethedatalo-
cally. For instance,if thedatais read-mostlyandthelocalserverservicesmany client read
requestsbetweensuccessive remotewrites,thecountwill behigh, indicatingthatreplica-
tion is potentiallyuseful. In contrast,if clientsissuestrictly interleaving write sessionsat
multiple replicasof a �le employing close-to-openconsistency, their reusecountswill all
bezero,indicatingthatreplicationwouldnotbeuseful.

Replicaspiggybacktheirreusecountsonconsistency messagesexchangedwith theirneigh-



check locality(): /* invokedbeforepull */
if reuse� soft threshold,
returnelectmaster();

elseif reuse� hard threshold
�

if i amslave,
sendnotify master(reuse)to master;

�

elsemaster= none;/* PEER*/
returnmaster;

electmaster():
if master
� none,
returnmaster;

�nd replicaN (parent,self,children)
whereN.reuseis highest;

if N 
� self,
sendelectmaster() msgto N;
await reply; /* andbecomeSLAVE*/

elsemaster= self; /* MASTER*/
returnmaster;

Figure 7: Pseudocodefor Contention-aware
Swarm.



borsin thereplicahierarchy(e.g.,get andput operations).They usethis informationto
keeptrackof which nodehasthehighestlocal reusecount(i.e., themselvesor oneof their
neighbors).

Electing a master replica: Recall that Swarm allows clients to specify soft and hard
cachingthresholdswhenthey opena sessionon a replica. Figure6 illustratesthe algo-
rithm's operationin the context of accessesto �le F2 of Figure3, whenemploying soft
andhardcachingthresholdsof 3 and5. Whena server needsto pull datain responseto a
local request,it �rst checksits local reusecountfor the data(seeFigure7). All replicas
startwith a zeroreusecount. If the countis below the soft cachingthreshold,the server
mustlocatea master(M) replica. In our example,in responseto receiving openrequests,
nodesN2 andN4 initiate elections(seeFigure6a). To locatea master, a server sendsan
elect leader requestup thereplicahierarchyto �nd analreadyelectedmasterreplica
or �nd areplicathathasaccumulatedahighreusecount.Therequestingserverswitchesto
slave(S)mode, i.e., createsa sessionat themasterandservicesthelocal readsandwrites
via themaster. Both theslave andmasterreplicaincrementtheir local reusecounts.Fig-
ure6(a)illustratesthesituationafternodesN2 andN4 (reusecountof 1) haveeachinitiated
asinglemaster-slavesharingsessionwith masternodeN5 (reusecount2).

When a slave's reusecount reachesthe soft replicationthreshold,e.g., as illustratedin
Figure6(b) after nodeN2 hasreceived two more local requests,the slave sendsa no-
tify master messageto the master, alongwith the currentreusecount. The master
comparestheslave's reusecountwith its own, andif it determinesthattheslave is amajor
contributor to thetotalnumberof accessesto thedata,it sendsamessageto theslaveto in-
form it thatit canswitchto peer-to-peermodeandcachethedatalocally (seeFigure6(c)).
WhenN4 subsequentlyissuesanopenrequestto N5, N5's usecounthasdroppedto 0, so
it suggestsN4 contactN3 (seeFigure6(d)).

Shoulda slave's reusecount reachthe hard replicationthreshold,the slave unilaterally
switchesto peer (P) cachingmode). The hard thresholdis usedto recover from non-
responsive(e.g.,failed)masternodes.

Continuingourexample,supposeN1,N3 andN4 issueuniformly interleavedopenrequests
while N2 continuesto handlea large volumeof client traf�c. In this case,illustratedin
Figure6(e),nodeN2 is electedasthenew masterdueto its recenthighactivity.

Whenthereis high contentionfor a pieceof data,it is bestto disablereplicationandstick
with a single masteruntil contentiondrops. This scenariois illustratedin Figure 6(f),
wherenodesN1, N3, andN4 have issued2, 2, and3 (respectively) close-to-openwrite
sessionrequeststo masternodeM2. WhennodeN4's notify master messagearrives



atN2 with a reusecountof 3, nodeN2 determinesthatN4 is not responsiblefor amajority
of the 7 total accesses,anddeniesthe requestto upgradeto peer-to-peermode. Instead,
it sendsa notify slave messageto all slavesin the replicahierarchy, alongwith its
reusecount(7). If a slave seesthat it contributedto a majorportionof themaster's reuse
count(via sessionforwarding), it switchesto peermodewithout waiting for its countto
reachthe hardthreshold.Otherwiseit assumesthat thereis contentionat the master, re-
setsits reusecount,andstaysin slave mode. Note that ideally oneof nodesN1, N3, and
N4 would becomethemaster, sinceN2 is no longeraccessingthedata,but our algorithm
doesnot achieve this optimalbehavior. Thatsaid,by simply disablingreplicationduring
contention,our mechanismachievesgoodperformance.As anoptimization,oncea mas-
ter hasissueda notify slave message,indicating that the datais experiencinghigh
contention,it resendsnotify slave messageseverytimeit recrossesthesoft threshold.
This optimizationkeepsslavesfrom needlesslypesteringthemasterwhile contentionre-
mains,while at thesametimeallowing fastmastermigrationshouldany onenodebecome
thedominantaccesserof thedata.

Discussion: Our contention-aware cachingalgorithm has several bene�cial properties.
Whenreplicashandlesuf�cient local requestsbetweensuccessiveremotepulls,e.g.,when
datais infrequentlywritten,datais aggressively cachedafterasmallperiodin master-slave
mode. Whenthereis high contentionbut somereplicasseessigni�cantly moreaccesses
thanothers(moderatelocality), themostfrequentlyaccessedreplicais electedmaster, and
otherclient accessesareredirectedto it. Sincemasterelectionstopsata replicawith reuse
counthigherthana threshold,therecanbemultiple mastermodereplicasactive at a time,
in which casethey areall peersto oneanother. Whenclient accessesareinterleaved“ran-
domly”, e.g.,dueto widespreadcontention(poor locality), oneof the replicasis elected
masteranddatais served in master-slave modeuntil contentioneases.Oncea nodebe-
comesmaster, it is notdemoteduntil remoteusageindicatesthatcontentionhaseasedsuf�-
ciently for slavereusecountsto exceedathresholdin thefaceof frequentnotify slave
operations.Thishysteresispreventsfrequentoscillationbetweenmaster-slaveandpeer-to-
peerreplicationmodes. Oneknown imperfectionof our cachingalgorithmthat it is not
guaranteedto electtheoptimalmasterduringperiodsof highcontention.

6 Evaluation

We now evaluateSwarm's replicationmechanismsin a dynamicwide areaenvironment
andundervaryingdatacontention.In Section6.1,we evaluatethenetwork economyand
failure-resilienceof Swarm's replicahierarchyformationusinga large-scale�le caching
workload involving a hundredsof peernodescontinuouslyjoining and leaving the net-



work (nodechurn). Our evaluationrevealsthat thoughSwarm consumesnetwork band-
width whenanumberof Swarmnodesdiscovereachotherinitially, its WAN usagequickly
subsidesand�le downloadlatency improvesdueto ef�cient replicanetworking andnode
membershipmanagement.

In Section6.2,weevaluatetheeffectivenessof Swarm'scontention-awarenessunderstrongly
consistentpagecachingacrossWAN links. With asyntheticenterpriseobjectproxycaching
workloadmodeledafter the TPC-A benchmark,we show that contention-awarecaching
outperformsaggressive cachingunderhigh locality, high contentionaswell asdynamic
shiftsin workingsetsof objectsatcachingsites.

For all experiments,weusedtheEmulabNetwork Testbed[20] to emulateWAN topologies
amongclusteredPCs.ThePCshave850MHzPentium-IIICPUswith 512MBof RAM and
run FreeBSD4.9or Redhat9. TheSwarmreplicafanoutwascon�gured to a low valueof
4 to inducehierarchies4 to 5 levelsdeep.

6.1 AggressiveFile Cachingunder NodeChurn

To evaluateSwarm's replicationundernodechurn,weemulatea large�le sharingnetwork
wherea numberof wide areapeeruserscontinually join andleave the sharingnetwork,
browsing�les at theirpersonalworkstationsvia localSwarmservers.Eachpeercomeson-
line, repeatedlylooksup �les in asharedindex anddownloadspreviouslyunaccessed�les
for a while by accessingthemat its local Swarmserver, andabruptlygoesof�ine, killing
the server aswell. To evaluatehow Swarm's privilege-leasingperformsunderchurn,we
employ close-to-openconsistency for shared�les without updatingthemto studyreplica
formationperformancein isolation.ThisforcesSwarmto maintainleases,forcingareplica
to makesureit hasthelatestcontentsandvalid lease,re-electingaparentif needed,before
it servesthe�le.

We emulatethenetwork topologyshown in Figure8. Machinesownedby usersareclus-
teredin campusesspreadovermultiplecitiesacrossawideareanetwork. Campusesin the
samecity are10Mbpsand10msRTT apart.Campusesin neighboringcitiesareconnected
by a backbonerouter, andare5Mbpsand50msapart. Campusesseparatedby the WAN
are5Mbpsand150msapartandneedto communicateacrossmultiple backbonerouters
(two in our topology).Eachusernoderunsa �le sharingagentandaSwarmserver, which
arestartedandstoppedtogether. To conductlarge-scaleexperimentson limited physical
nodes,we emulate10 usernodesbelongingto a campuson a single physicalmachine.
Thus,we emulate240usernodeson a total of 24 physicalmachines.TheCPU,memory,
andthediskwereneversaturatedonany of themachinesduringourexperiment.
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We designated10% of the nodesas`home' nodes(i.e., custodians)that createa total of
1000�les andmake themavailablefor sharingby addingtheir keys (i.e., attribute-value
pairs)to aSwarm-basedsharedBerkeleyDB [18] index. Thesenodesarecon�gurednever
to godown,becauseourSwarmprototype'sSWID lookupmechanismcannotrecoverfrom
custodianfailures.Onceevery 1-3 seconds,eachnodelooksup thesharedindex for �les
usinga uniformly randomkey anddownloadsvia Swarmthosenot availablelocally. We
choose50KB �les asthey are large enoughto stressnetwork link bandwidth,but small
enoughto exposetheoverheadsof Swarm's replicahierarchyformation.Weinitially bring
up the homenodesandthenthe othernodesin randomorder, oneevery 2 seconds.We
run them for a warm up period (10 minutes)to let Swarm build replica hierarchiesfor
various�les. We thenchurnthenon-homenodesfor aperiodof 30 minutes,followedby a
quiet (i.e., no churn)periodof 10 minutesbeforeshuttingdown all thenodes.Peernodes
have an exponentiallydistributed lifetime (i.e., time spentonline). We simulatemedian
nodelifetimes of 30 seconds,1 minute,and5 minutes. We starta new nodeeachtime
one is killed to maintainthe total numberof nodesconstantduring the experiment. A
similar churnmodelwasdescribedby Liben-Nowell et.al.[10] andemployedby Bamboo
DHT [16]. Theseshortnodelifetimesexposethesensitivity of Swarm'sreplicanetworking
andconsistency mechanismsto the disruptioncausedby high nodechurnrates(ranging
from anaverageof 5 nodedeaths/secto anodedyingevery2 seconds).

We comparethreecon�gurationsof Swarm with different replica networking schemes.
In the �rst con�guration denotedrandomhierarchies, we disableSwarm's proximity-
awarenessand its associateddistanceestimationmechanism,so that replicasrandomly
connectto otherswilling to servethemwithout regardfor network distances.In thesecond
con�guration denotedeager download, we enableproximity-awarereplication(indicated
asWAN-aware in the �gure), but make a new replicaeagerlystartdownloading�le con-
tentsassoonasit connectsto a parent,andnot disruptits parentassociationuntil it �nds
and connectsto a nearerparentreplicain thebackground.This causesthe �le download
to startfrom the �rst accessibleparentreplica. In thethird con�guration (deferreddown-
load), we make a new replicasearchfor a nearerparenta little moreaggressively before
it startsdownloading�le contentsasfollows: so long asa replicadoesnot have valid �le
contents,it proactivelydisconnectsfrom its old parentassoonasit learnsof anearerparent
candidate.Theeagerdownloadschemeavoidsdisruptinganestablishedreplicahierarchy.
Theintuition behindthedeferredschemeis thatspendinga little moretime initially to �nd
anearerparentallowsbetternetwork utilization.

Results: Figure9 shows themeanlatency observedfor new �le accessesat all nodesasa
timelinefor thethreecon�gurations.For theWAN-awareschemes,the�le accesslatencies
are initially high asa large numberof nodescomeonline for the �rst time, learnabout
eachother, and �nd relative network distancesby pings. However, the averageaccess
latency quickly dropsto about400msasthenetwork traf�c subsidesandnodeslearnabout
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nearbynodesandreplicas.Onaverage,replicastriedabout3 to 5 parentcandidatesbefore
downloadinga�le. Sinceapingacrossrouterstakes150msandadownloadacross10Mbps
campuslinks takes40ms,thisindicatesthat�les arealmostalwaysdownloadedfromwithin
acampus.

In therandomhierarchiesscheme,�le accesslatenciesdo not improvewith time. Though
theWAN-awareschemesareaffectedby nodechurn,their network economypropertystill
holds, and resultsin 6 times better latenciesthan with the randomscheme. The eager
downloadschemeperforms2.5 timesworsethan the deferredscheme,asa new replica
ofteninitiates�le downloadfrom afarawayreplicabeforeit �nds andconnectsto anearby
parent. The latter schemeutilizes the network muchmoreef�ciently resultingin better
latenciesthat approachthosein the stablenetwork phaseeven with a nodejoining and
leaving thenetwork every2 seconds(i.e.,mediannodelife of 5 minutes).Figure10shows
thecumulativedistributionof downloadlatencies.

We alsoplottedthe incomingbandwidthconsumedon a router(R1)'s high-latency WAN
link by Swarmtraf�c in variouscon�gurations.Thegraphwassimilar to theaccesslatency
graphof Figure9 andhenceis omitted.Randomschemeincurred750KB/secduringchurn
whileWAN-awareSwarmincurred70KB/secwithoutchurnandapeakof 150KB/sec(one-
�fth of random)with churn.

To evaluatethe overheadimposedby Swarm's backgroundreconnectionsin the replica
hierarchy, wedisabledthembut did notseemuchimprovementin performance.Thisshows
thattheiroverheadis notsigni�cant underhighchurnatthisscale.Failed�le accesseswere
lessthan0.5%,mainlydueto theerrorreturnedto �le sharingagents'last�le requestwhen
theirlocalSwarmservershadalreadydied.Finally, lessthan0.5%of themessagesreceived
by any node(underall churnlevels)wereroot probes,indicatingthatour cycle detection
schemehasnegligible overhead.

6.2 Contention-aware Caching

To evaluatehow Swarm'scontention-awarecachingtechniquesupportsstrongly-consistent
wide-areacachingof enterpriseobjects(suchassalesandcustomerrecords)in applications
suchasonlineauctions,wedesignedasimplesyntheticproxy-basedobject-cachingwork-
loadmodeledaftertheTPC-Abenchmark.

As we arguedin Section5, contention-awarecachingdoesnot degradeavailability below
whatSwarm'speercachingprovides.WhenaSwarm-basedproxyserverfails,clientsusing



Routing

core

E1

E0
Primary 

fwd

reply request

generator

Proxy

1Mb
10ms

Swarm

Server

Server Node

E9
. . .

. .
 .

E2

E16

E15

Workload

Figure11: Network Topologyemulatedin SwarmProxyexperiments.

it canbe simply redirectedto useotherproxies. Swarm's leasingand replicahierarchy
repairmechanismsenabletheotherproxiesto quickly recover from its failure.

Ar chitecture: Ourworkloadmodelsthatof aweb-basedthree-tierenterpriseservicewhose
middle-tier server acceptsservicerequestsfrom front-endweb servers and operateson
datastoredin a back-endobjectdatabase.Our Swarm-basedversiondeploys wide area
serviceproxies(calledSwarmProxies) to serve regionalclientsby cachingenterpriseob-
jectslocally on demand.Unlike existing clusteredarchitecturesfor web-basedenterprise
services[5],ourwebserversrunnext to theserviceproxiesdeployedatvariousgeographic
locations. As all the enterpriseservers(primary andproxies)accessingdatavia Swarm
they arefunctionallyidentical.Figure11 shows thearchitecturewe emulatein our exper-
iments.It consistsof a primaryserver siteE0 thathoststheobjectdatabasein Swarmand
16othersites(E1-E16)connectedto acommonInternetroutercoreby 1Mbps,10msdelay
links, with 40msroundtripbetweenthem.WerunRedhat9 onall nodes.

Workload: We modelthework of a heavily loadedmulti-threadedwebserver by running
four full-speedworkloadthreads(referredto asclients) ateachof thenodesE1-E16.They
repeatedlyissuequeriesandupdatesonenterpriseobjectsasRPCsto a localserviceproxy
processif available,or to theprimaryenterpriseserveratnodeE0otherwise.Oursynthetic
enterprisedatabaseconsistsof two components:anindex structureanda collectionof 256
enterpriseobjects(each4KB), all storedin a singleSwarm �le managedasa persistent
pageheap(with apagesizeof 4KB). Theindex structureis a page-basedB-treethatmaps



objectIDs to offsetswithin theheapwhereobjectsarestored.We deliberatelyemployeda
relativelysmallobjectspaceto induceareasonabledegreeof sharingandcontentionduring
ashortperiodof experimentaltime.

Processinga requestat a SwarmProxyinvolveswalking theB-treeindex in RDLK mode
to �nd therequestedobject's heapoffsetfrom its OID, andperformingtheoperationafter
lockingtheobject'spagein anappropriatemode.Thus,theindex pagesareread-onlyrepli-
catedwhereastheobjectpagesincurcontentiondueto read-writereplication.TheSwarm-
Proxiesemploy contention-awarecachingfor objectpages.Thus,a proxy cansometimes
forwardrequeststo aremoteproxysuggestedby Swarm,which �nally repliesto theclient.

Performance Metrics: We usetwo metricsto evaluateSwarmProxyperformance:the
aggregateservicethroughput(client requestsprocessedpersecondatall webserverscom-
bined),andthe latency observed by front-endweb serversfor their requests.We expect
thatasproxiesgetdeployednearwebservers,theaggregateservicethroughputscalesbet-
ter with contention-awarecachingthanwith aggressive caching. Ideally, we expect less
contendedobjectsto incurnear-local latency, andthelatency of heavily contendedobjects
not to degradebeyondthatof aWAN RPC.To evaluateSwarm'sperformanceunderheavy
write contention,wemodelahigh (50%)proportionof writes.

Simulating Contention: We vary the degreeof contentionas follows. Associatedwith
eachof the16 webserversare16 “local” objects(e.g.,clientson E1 treatobjects1-16as
their local objectsetc.). Whena client randomlyselectsanobjecton which to operate,it
�rst decideswhetherto selecta local objector a “random” objectfrom theentireset. We
vary thelikelihoodof selectinga localobjectfrom 0%,in whichcasetheclient selectsany
of the256objectswith uniformprobability, to 100%,in whichcasetheclientselectsoneof
its node's 16 local objectswith uniform probability. In essence,the100%caserepresents
a partitionedobjectspacewith maximalthroughputbecausethereis no sharing,while the
0% caserepresentsascenariowherethereis noaccesslocality.

Experiments: We evaluateSwarmProxyperformancevia threeexperimentsrun in se-
quence.Our �rst experimentevaluatestheeffectof addingwideareaproxiesontheoverall
serviceperformance.We run the primary enterpriseserver on nodeE0 anddeploy web
servers running the workloaddescribedabove on eachof the 16 nodes(E1-E16). Thus
initially, all web serversinvoke the primary server via RPCsacrossWAN links, emulat-
ing the traditional client-server organizationwith no caching. Subsequently, we start a
SwarmProxy(andassociatedSwarmserver)atanew node(E1-E16)every50seconds,and
redirectthe “web server” on thatnodeto useits local proxy. As we addproxies,Swarm
cachesobjectsnearwherethey aremostoftenaccessed,atthecostof potentiallyincreasing
thecoherencetraf�c neededto keepindividualobjectsstronglyconsistent.



Our secondexperimentevaluateshow Swarm automaticallyadaptsto dynamicshifts of
datalocality in client requestswhile �xing theamountof locality at40%.After wedeploy
SwarmProxiesatall webservers,eachclient shiftsits notionof whatobjectsare“local” to
bethoseof its next cyclical neighbor(Clientson E1 treatobjects16-31aslocal etc.). We
run this scenariodenotedas“locality shift” for 100seconds.

Ourthirdexperimentevaluateshow Swarmperformswhenmany geographicallywidespread
clientscontendfor a very few objects,aswhenbidding for a popularauctionitem. After
experiment2 ends,clients on nodesE9-E16treat objects1-16 as their “local” objects,
which introducesveryheavy contentionfor those16objects.Werun thisscenariodenoted
as“contention”for 100seconds.

Weruntheaboveexperimentsin two modes:eager replicationmode, whereSwarmservers
always cacheobjectslocally on access,and contention-aware replication mode, where
Swarmadaptsbetweenpeerreplicationandmaster-slave modesto prevent thrashing.For
thecontention-awarecase,we setthedatabase�le' s soft andhardcachingthresholds(de-
�ned in Section2) to 6 and9.

Results: Figures12and13show how aggregatethroughputvariesasweaddSwarmProxies
in experiment1 underdifferentdegreesof locality (0%-100%)whenstrongconsistency is
enforced. Vertical barsdenotethe additionof a proxy neara web server. To determine
the speedupachieved by addingWAN proxies,we measuredthe maximumthroughput
thata singlesaturatedenterpriseserver candeliver. For this, we rana singlewebserver's
workloadwith its four full-speedthreadswhenit is colocatedwith theprimaryserver on
nodeE0. As the line labeled“local” in thegraphsindicates,it is about1000ops/second.
The line labeled“rpc” denotesthe aggregatethroughputachieved when all the 16 web
serversrun thesameworkloadon thesingleprimaryserver acrosstheWAN links without
proxies.It is 480ops/sec,well below whatasingleservercandeliver.

At 100%(i.e., perfect)locality which indicatesthat clientsalwaysaccessobjects“local”
to their region, the additionof proxiescausesnear-linear speedupasexpected,with both
eagerandcontention-awarereplication.Thus,Swarmautomaticallypartitionsthedatato
exploit perfectlocality if it exists.Also with bothreplicationmodes,thehigherthedegree
of locality, thehigherthethroughputat thefront-endwebservers.

With eagerreplication,aggregatethroughputquickly levels off asmoreproxiescontend
for thesameobjects.Evenat 95%locality, throughputnever exceeds2500ops/sec(i.e., a
speedupof 15.6%with 16 proxies),ascachemissesincur a heavy penaltyby disrupting
thelocality at frequent-usesitesaswell. With contention-awarereplication,clientsinitially
forwardall requeststo theprimaryserver on E0, but whenlocality exceeds40%,Swarm-



0

2000

4000

6000

8000

10000

12000

14000

16000

0 200 400 600 800 1000

C
um

ul
at

iv
e 

op
s/

se
c

Time (seconds)

SwarmProxy: Aggregate throughput w/ Adaptive Lock Caching

expt 2
shift

expt 3
contention

local: 1000
rpc: 480

100% locality
95% locality
90% locality
80% locality
60% locality
40% locality
20% locality
0% locality

phases
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Figure14: SwarmProxylatenciesfor localobjects.

Proxiesquickly cachetheir “local” objectssoonafter they arespawned. Underthesecir-
cumstances,nodeswill useRPCsto access“remote” objects,ratherthanreplicatingthem,
whicheliminatesthrashingandallowsthroughputto continueto scaleasproxiesareadded.
With high (95%) locality, thecontention-awareprotocolcansupportalmost9000ops/sec
in thefully proxy-basedsystem(aspeedupof 56%anda3.6ximprovementover theeager
protocol).Furtherimprovementwasnot achievedbecauseourcontention-awarealgorithm
incurssomecommunicationoverheadto tracklocality, which canbeoptimizedfurther.

Figures14showsthedistributionof accesslatenciesfor “local” objectsonnodeE9through-
out the experiment. Even with modest(40%) locality, the contention-awareprotocolre-
ducesthe accesslatency to “local” objectsfrom 100msecsto under5msecsoncea lo-
cal proxy is spawned. In contrast,whenusingeagerreplication,the averageaccessla-
tency hoversaround100msecsdueto frequentlock shuttling. Figure15 shows that the
contention-awaremodeoutperformsthe eagermodefor accessto “non-local” objectsas
well, despitenevercachingtheseobjectslocally, by eliminatingextracoherencetraf�c.
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Whenwe have eachnodeshift the setof objectsthat most interestit, the phasedenoted
“expt2” in thegraphs,thecontention-awareprotocolmigrateseachobjectto thenodethat
now accessesit mostoftenafterabout10seconds,asseenin Figure14. Performanceof the
eagercachingdoesnotchange,nordoestheaverageaccesslatency of “non-local” objects.

Finally, whenwe induceextremelyheavy contentionfor a small numberof objects,the
phasedenoted“expt3” in the graphs,the contention-awareprotocolalmostimmediately
picksasinglereplicato cachethedataandshiftsinto RPCmode.By doingso,it is ableto
serve evenheavily accessedobjectsin under100msecsat nodeE9. In contrast,we found
that the eagerreplicationprotocoloften requiresover 500msecsto servicea requestand
only rarelyseessub-100mseclatency.

In summary, Swarm's contention-awarecachingprovidesbetterperformancethanaggres-
sivecachingandclient-serverRPCsatall degreesof datalocality.

7 RelatedWork

Numeroussolutionsexist to managecachingandreplicationin non-uniformor wide-area
networks [4, 7, 14, 17]. Many supportweak consistency semanticsto improve avail-
ability andcachingperformance,asdoesSwarm. Swarm adoptsexisting techniquesfor
P2Pdatalocation[15], updatepropagation,ordering,versionmaintenance[4], andfault-
tolerance[8].

Databaseand object systemshave long recognizedthe performancetradeoffs between
function-shippinganddata-shipping[2, 12,13]. Many providebothparadigms,but require
thechoiceto bemadeat applicationdesigntime. In contrast,Swarm allows applications
to make thechoicedynamically. TheSprite[11] �le systemdisablesclient cachingwhena
�le is write-shared.Swarmchoosesthefrequentlyaccessedcopy asthemaster. TheMunin
DSM system[3] freezesa locking privilege for a minimum time (hundredsof millisec-
onds)beforeallowing it to migrateaway, which workswell in a LAN. Munin still allows
datashuttling,which quickly offsetsthespeedupachievedby hysteresisin WANs.

Pangaea[17] providesaggressivereplicationin apeer�le system.It organizesreplicasasa
graphand�oods updatesamongits edgesto provideeventualconsistency. Swarmemploys
a cycle-freetopologyandrecursivemessaging,andprovidesmuchstrongersemanticsand
comparablenetwork economyandfailureresiliencecomparedto Pangaea.

A recentstudyof nodechurnin DHTs [16] recommendsthatsystemsnot reactto a failure



by immediatelyreorganizingtheir overlay topology, as this will likely causea positive
feedbackcycle of morefailuresdueto congestion.In contrast,SwarmusesTCPto detect
nodefailuresandreactrapidly, but employs muchlongertimeoutswith busyneighborsto
avoid positive feedbackcycles.

8 Conclusions

In this paper, we presentedandevaluatedthedesignof a middlewaresystemthatsupports
the wide-areadatacachingneedsof diversedistributedservices. Swarm builds failure-
resilientdynamicreplicahierarchiesto managelargenumbersof widely dispersedreplicas.
Swarm supportsa contention-aware caching mechanismthat typically cachesdatavery
aggressively, but restrictsreplicationwhenit observeshigh contention. Swarm supports
a proximity-aware caching mechanismwhereinSwarm continuallymonitorsthe network
quality betweenclientsandreplicasandreorganizesthereplicahierarchyto minimizethe
useof slow links. Swarmallowsapplicationsto tuneconsistency to theiravailability needs.
Finally, Swarmis resilientto network andnodefailures,andhandlesnodechurngracefully.

Our evaluationdemonstratedthat Swarm's replicationmechanismsarenetwork-ef�cient,
contention-aware,andfailure-resilient.Proximity-awarecachingimprovesP2P�le access
latency andreducesWAN bandwidthconsumedon a 240-nodesystemby 80%compared
to randomreplication. Even with a high nodechurnof 5 nodedeaths/sec,performance
degradesonly 20% asmuchusingSwarm's replicationmechanismscomparedto a non-
adaptivemechanism.Finally, wefoundthatSwarm'scontention-awarecachingmechanism
outperformedstaticcachingmechanismsatall levelsof contentionfor anenterpriseservice
workload.
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