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Abstract

Coherentwide-areadatacachingcanimprove the scalability and responsienessof dis-

tributedservicessuchaswide-areale accessgatabasanddirectoryservicesandcontent
distribution. However, distributed servicesdiffer widely in the frequeng of read/write
sharing,the amountof contentionbetweenclientsfor the samedata,andtheir ability to

malke tradeofs betweenconsisteng andavailability. Aggressve replicationenhanceshe
scalabilityandavailability of serviceswith read-mostlydataor datathatneednot be kept
strongly consistent. However, for applicationsthat require strongconsisteng of write-

shareddata,you mustthrottlereplicationto achieve reasonabl@erformance.

We have developeda middleware datastorecalled Swarmdesignedo supportthe wide-
areadatasharingneedsof distributedservices.To supportthe needsof diversedistributed
services,Swarm provides: (i) a failure-resilientproximity-awvare datareplicationmecha-
nismthatadjuststhe replicationhierarchybasedon obsened network characteristicand
nodeavailability, (ii) a customizableconsisteng mechanisnthat allows applicationsto
specify allowable consisteng-availability tradeofs, and (iii) a contention-avare caching
mechanisnthat monitorscontentionbetweerreplicasand adjustsits replicationpolicies
accordingly On a 240-nodeP2P le sharingsystem,Swarm's proximity-avare caching
and replica hierarchymaintenanceanechanismsmprove latengy by 80%, reduceWAN
bandwidthconsumedy 80%,andlimit theimpactof high nodechurn(5 nodedeaths/sec)
to roughly one- fth that of randomreplication. In addition, Swarm’s contention-aare
cachingmechanisnoutperformsRPCsandstaticcachingmechanismatall levelsof con-
tentionon anenterpriseserviceworkload.



1 Intr oduction

Giventhepenasive useof thelnternetto accessemoteservicesgcentralizedsenerscannot
alwaysdeliver high performancendhigh availability to endusers Clientsfrequentlyneed
to accesservicesover wide areanetworksthatare characterizedby long delaysthatvary
dueto congestiorandcross-tratt andthatare proneto occasionafailures. Replicating
servicedatacloseto end-userss acommontechniqueo hidethis network variability. Al-
thoughcachingcanimprove servicequality, its effectivenesslepend®n applicationchar
acteristicssuchasthe applications consisteng requirementsthe frequeng of read/write
datasharing,the amountof contentionbetweerclientsfor the samedata,andthe applica-
tion's ability to make tradeofs betweerconsisteng andavailability.

Many replicationtechnique$ave beenproposedo improve wide areaserviceavailability

and/orperformancdor speci ¢ applicationsandernvironmentd?9, 4, 14, 17]. For example,
aggressiely replicatingdatawherever datais accessedhasbeenshonn to improve the

availability andscalabilityof wide-areale acces$17]. Unfortunatelynotall applications
bene t from aggressie replication. For example,while databaselesigneroftenreplicate
datafor scalabilitywithin clusters[13], they oftenrestrictremoteusersto usingRPCsto

avoid thehigh costof replicasynchronizationln generalwhenclientscontendor strongly
consistenaccesdgo write-sharedlata,aggressie cachingperformspoorly.

Severalconsisteng models(e.g.,TACT [21]) improve servicequality by selectvely weak-
ening the consisteng of datadeliveredto users. For example, applicationslike direc-
tory servicexanemploy weakconsisteng modelsto avoid frequentdatasynchronization.
However, for applicationdik e online auctions relaxed dataconsisteng canleadto incor-
rectbehaiors, e.g.,sellingthesameatemto multiple customersilt is easyto enforcestrong
consisteng by requiringall accesse® be performedvia RPCsto a centraldatabasebut
this designcanleadto poorperformancendis unnecessarif thereis little contentiorfor
data.

In this paperwe presenta middlewvaredatastorecalledSwarmthatsupportghewide-area
datacachingneedsof a variety of wide-areadistributed services. It relievesapplication
writers of the burdenof implementingtheir own replicationandconsisteng mechanisms.
Swarmbuilds failure-resiliendynamicreplicahierarchieso managdarge numbergthou-
sands)of replicasacrosswide-areanetworks. By default, Swarm aggressiely replicates
shareddatabasedn obsenedaccespatternsputit dynamicallyrestrictsreplicationwhen
it obsenes high contention. Swarmss replicationmechanisndynamicallymonitorsthe

1In this paper we usethe termreplicationto meancachingfor availability, not r st-classreplication[8]
for datareliability.



network quality betweerclientsandreplicasandreoganizeghereplicahierarchyto mini-
mizetheuseof slow links, therebyreducinglateny andsaving WAN bandwidth[17]. We
referto this featureof Swarmasproximity-awae cading. Like TACT[21], Swarmallows
applicationsto tune consisteng to their availability needs. Swarmssupportsstrongcon-
sisteng, close-to-operonsistenyg, boundednconsisteng (basedn stalenesandunseen
writes), and best-efort eventualconsisteng. Finally, Swarm's replicahierarchymainte-
nancemechanisnis resilientto network and nodefailures,and handlesnodechurn[10]
gracefully

Swarmmalkesthreespeci c contributionsto the eld of wide areareplication.First, it pro-
videsanovel replicationmechanisnthatsupportsa broadewariety of consisteng seman-
ticsthanexisting large-scalesystems Secondyve demonstratéow trackingreplicaconsis-
teng invariantsvia conciseprivilege vectos andemploying proximity-awae cadcing en-
ablesscaling.Finally, Swarmdynamicallytracksread-writedatacontentionandhelpsap-
plicationsswitchbetweeraggressie caching(data-shippinggandRPCgfunction-shipping),
a featurewe call contention-awag caching. During periodsof high contention,Swarm
electsonereplica, typically the one that getsthe mostaccessesas masterand forwards
all clientrequestgo thatreplicato avoid thrashing.Whencontentionsubsidesit resumes
aggressie peercachingto reducdateng.

This paperfocuseson Swarm's replicahierarchymaintainenceproximity-avarecaching,
andcontention-avare cachingmechanismsWe do not discussn detail Swarm's e xible

consisteng model, which is discusseclsavhere[19], andthe currentSwarm prototype
doesnot considersecurityor authenticationnor doesit implement rst-class replication.
Proximity-avare caching(i.e., the ability to cache les from nearbyreplicas)improves
P2P le accesdateny on a 240-nodesystemby 80% andreduceshe WAN bandwidth
consumedy 75% comparedo randomreplication. Even with a high nodechurnof 5

nodes/seqerformancealegradesy at most100%comparedo a 500%slowdown usinga
non-adaptie mechanismWhenwe evaluatedSwarm'’s contention-avare cachingmecha-
nismusinga syntheticenterpriseobject-cachingpplicationrunninga benchmarksimilar
to TPC-A, we foundthatit is ableto supportstrongconsisteng andoutperformboth ag-
gressve cachingandfunction-shippingat all levelsof contention.

We presentan overview of Swarmin Section2. We describeSwarm's replication,con-
sisteng managementndcontention-aarecachingmechanism# Sections3, 4, and5,
respectrely. We presentour evaluationof Swarm's replicationmechanismsn Section6.
Finally, we discusgrior work anddraw conclusionsn Sections7 and8.



2 Swarm Overview

Swarm s a distributed le storeorganizedasa collectionof peerseners (called Swarm
serves) thatprovide coherentwide area le accesst a variablegranularity Applications
storetheir sharedstatein Swarm les andoperateon their statevia nearbySwarmseners.

Files in Swarm are persistentvariable-lengthat byte arraysnamedby globally unique
128-bit numberscalled SWIDs. Swarm exportsa le system-lile session-orientethter-
facethat supportstraditional read/writeoperationson le blocks aswell as operational
updateson les (explainedbelow). A le block (alsocalleda page, default 4KB) is the
smallestunit of datasharingandconsisteng in Swarm. A specialmetadatalock similar
to a Unix inode holdsthe le' s attributes,e.qg.,its size and consisteng options. Swarm
senerslocate les by their SWIDs, cachethemasa side-efect of local accessandmain-
tain consisteng accordingto consisteng optionssettableon a per le-accessbasis.Each
Swarm sener usesa portion of its local persistenstorefor permanen{ home') copiesof
some les andusesthe remainingspaceto cacheremotelyhomed les. Swarm seners
discover eachotherasa side-efect of locating les by their SWIDs. EachSwarm sener
monitorsthe connectiomquality (lateng, bandwidth,connectity) to otherSwarmseners
with which it hascommunicatedn the recentpast,andusesthis informationto form an
ef cient dynamichierarchicaloverlay network of replicasof eachle. This enablesisers
in aLAN to synchronizeawvith eachotherdirectly without goingthroughafaraway replica.

Interface: Swarmexportsatraditionalsession-orientede interfaceto its client applica-
tionsvia a Swarmclientlibrary linkedinto eachapplicationprocess.Theinterfaceallows
applicationgo createanddestry les, opena le sessiorwith speci ed consisteng op-
tions, readandwrite le blocks,andclosea session.A sessions Swarm's unit of con-
curreny controlandisolation. A Swarmsener alsoexportsa native le systeminterface
to Swarm les via thelocal operatingsystems VFS layer, alaCodaFS9]. The wrapper
providesahierarchicalle namespaceby implementingdirectorieswithin Swarm les.

Swarm allows les to be updatedin two ways: (i) by directly overwriting the previous
contentson aper le block basis(calledabsoluteor physicalupdate$ or (ii) by register
ing a semanticupdateprocedure(e.g., “add(name)to directory”) and then invoking the
update() interfaceto get Swarmto performthe operationon eachreplica(called op-
erational update3. Before invoking an operationalupdate,the applicationmustlink a
plugin to eachSwarm sener runningan applicationcomponent.The plugin is usedboth
to apply updateproceduresandto performapplication-speci ccon ict resolution.When
operationalipdatesareused,Swarmreplicatesanentire le asasingleconsisteng unit.

ConsistencyOptions: Swarm clientscanindicatetheir consisteng needdor a le when



openingasessionSwarmsupportdour avorsof consisteng thatcoveravarietyof appli-
cationneeds(1) strongconsistencywhich providestraditionalconcurrent-read»@lusive-
write semantics(2) close-to-openwhich allows concurrentrites but ensureghatclients
seethe latestdataat every open() , (3) boundedinconsistencywhich limits how stale
datacanbein termsof eithertime or the numberof unseerupdateq21], or (4) eventual
consistencywhich providesoptimisticreplicationwith softtime andmodbounds.Swarm
canenforcedistinctsemanticgor differentclientsonthesamedata.The rst three avors
provide hardconsisteng guaranteethatareenforcedoy synchronouslyulling datawhen
necessary

Using Swarm: To useSwarm, applicationdink to a Swarmclientlibrary thatinvokesop-
erationson a nearbySwarm sener in responseo client operationge.g., creatinga le,
openingan accessessionpr performingareador write). As describedn Section3, the
local Swarm sener interactswith other Swarm senersto acquireand maintaina locally
cachedcopy of the le with the speci ed consistenyg. Figurel illustrateshow a database-
bacledauctionservicecouldbeorganizedo employ Swarm-basedavide areacachingorox-
ies. Clientscanaccessary of the availablesener clusters,which arefunctionally identi-
cal. The 'DB' representanunmodi ed replication-oblvious databaséaclend (suchas
BerkeleyDB [18] or MySQL), the 'AS' representauction-speci clogic, andthe'FS' pro-
videslocal storage.To useSwarm for replication,the auctionservicestoresits database
in Swarm le(s). The AS opensa Swarm sessioron a local databaseopy andperforms
gueriesand updates.The AS updateghe databaseitherby accessingts le blocksvia
Swarm (absoluteupdates)r by issuingoperationaupdatedo the local Swarmsener. In
particular neitherthe AS nor the DB needto implementwide areareplicationandconsis-
tengy managemenbgic, simplifying theirimplementationA distributed le systemcould
be similarly organized put withoutthe DB component.

Contention-Aware Caching: An applicationcanuseSwarm's contention-avarecaching
mechanismo choosebetweendata-shippingand function-shippingfor eachsessionas
follows. As partof its per le consisteng attributes,eachle hasasoftandahard cacing
thresholdthatindicatethe minimum numberof local accessea replicamustseebeforeit
canswitch to aggressie caching. The soft and hardlimits provide hysteresigo prevent
oscillations. A zerothresholdforcesaggressie peercaching,while a high value forces
centralization.ldeally, the middlevareshoulddeterminetheselimits automaticallybased
ontheratio of the costof cachingdatato thatof performingRPCsremoteseners,but our
prototyperequiresthatthethresholdde speci ed by theapplication.

When openinga Swarm sessionon a replica,the AS canask Swarm to selecta remote
proxy sener mastersite and redirectlocal application-l&el operationsto this masterto
avoid contention.If Swarmsuggestsremotesite,the AS issuesanapplication-leel RPC
to the AS nearthatsitevia externalmeans Swarmtracksthe numberof suchsessionsedi-
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Figurel: An enterpriseapplicationemplo/ing a Swarm-basegbroxy sener. Clientsin campus2
accesshelocal proxy sener, while thosein campus3 invoke eithersener.
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rectedinternallyto guideits future masterelections However, the AS neednot queryfor a
masteyin which caseSwarmperformsaggressie caching.Thus,eachAS choosesvhether
to emplgy contention-avareor aggressie caching,but Swarm determinesvhetherto use
data-shippingr function-shippindor individual operationdasecdnits globalknowledge
of contention.

Overview of Swarm Operation: Figure2 shavstheinternalstructureof a Swarmsener
with its majormodulesandtheir o w of control. A Swarm le accesseques(e.g.,open)is
handledby the Swarmsener's sessiormanagemennodule whichinvokesthereplication
moduleto fetcha consistentocal copy in thedesiredaccessnode.Thereplicationmodule
createsa local replicaafterlocatingandconnectingo anotheravailablereplicanearby It
theninvokesthe consisteng moduleto bring thelocal copy to the desiredconsisteng by
interactingwith otherreplicasvia pull andpushoperations.
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Figure2: Structureof a Swarmsener andclientprocess

3 Replication

Having describedSwarm's architectureand usage,we now turn to describingSwarm's
replicationmechanismsvhich arethefocusof this paper Swarm's replicationdesignmust
meetthreegoals: it mustenablethe enforcemenbf the diverseconsisteng guarantees
listed earlier provide low lateny accesgo datadespitelarge-scalereplication,andlimit
theloadimposedon eachreplicato amanageablé&vel.

Replica Hierarchy: The Swarm seners cachinga particular le dynamically organize
themselesinto anoverlayreplicahierarchyfor network-efcient communicatiorandscal-
ing. They imposea usercon gurablereplicafanout(#children,typically 4 to 8) to limit
theamountof replicamaintenancéraf ¢ handledby areplica. To supportstrong a vorsof
consisteng acrosson-uniformlinks, Swarmemploys a consisteng protocolbasedn re-
cursive messaginglongthelinks of thereplicahierarchy Henceit requireghatthereplica
network beagyclic. Figure3 shovsaSwarmnetwork of six senerswith hierarchiegor two
les. Oneor moresenersmaintainpermanentopiesof a le, andarecalledits custodians
Having multiple custodiangnabledault-tolerantle lookup. Onecustodiantypically the
senerthatcreatedhe le, is designatedhe root custodianor homenodeandcoordinates
the le' sreplicationandconsisteng managemerdasdescribedelov. Whentherootfails,
other custodianslect one amongthemseles asroot by a majority vote. However, our
prototypeimplementatiordoesnot supportmultiple custodiansincetherearewell-known
fault-toleranteplicationsolutions[8]. Ourresearchocusis ratheron scalablecachingand
consisteng mechanisms.



Figure 3: File replicationin a Swarm network. FilesF1 andF2 arereplicatedat Swarm seners
N1..N6. Permanentopiesareshavn in darker shade.F1 hastwo custodiansN4 andN5. F2is
homedatN1. Arrows indicateparentlinks of the le replicahierarchies.

In therestof this sectionwe describehow Swarm createsanddestrgs replicasandmain-
tainsdynamiccycle-freehierarchiesandhow alarge numberof Swarmnodeddiscoverand
trackeachother's accessibilityandconnectiorguality.

Creating Replicas A Swarm sener cachesa le locally whenclientsrequestaccesdo
it. To do so,it rst usesthe le' s SWID to locateits custodiansg.g., via an external
locationservice like Pastry[15] or via a simplemechanisnlik e hardwiringthe homelP
addressnto the SWID, an approachwe employ in our prototype. Swarm keepstrack of
thesecustodiansn alocal lookupcade andthenrequestoneof them(sayP)to beR's
parentreplicaandprovide a le copy, preferringthosethatcanbereachedsia high quality
(low-lateng) links. UnlessP is serving“too mary” child replicas,P acceptR asits child,
transferdhe le contentsandinitiatesconsisteng maintenancasexplainedbelow. P also
sendgsheidentitiesof its childrento R, alongwith anindicationif it hasalreadyreached
its con gured fanout (#children)limit. R augmentsts lookup cachewith the supplied
information. If P wasoverloadedR rememberso avoid askingP for that le in thenear
future,otherwiseR setsP asits parentreplica.R repeatgshis parentelectionprocessuntil it
hasavalid le copy andaparentreplica. Therootcustodiaris its own parent.Evenwhena
replicahasavalid parent,it monitorsits network quality to known replicasandreconnects
to a closerreplicain the backgroundif found. R detachegrom currentparentonly after
attachingsuccessfullyto a new parent.



Figure4: Replicationof le F2.(a) N1 andN3 cacheF2from its homeN5. (b) N2 andN4 cache
it from N5; N1 reconnectso closerreplicaN3. (c) Both N2 andN4 reconnecto N3 asit is closer
thanN5. (d) Finally, N2 reconnect$o N1 asit is closerthanN3.



This processormsadynamichierarchicareplicanetwork rootedattheroot custodiarik e
Blazes le cachingschemdl], but avoids hopsover slowv network links whenpossible,
likePangaedl7]. To keepthehierarchydenseareplicawith fewer childrenthanits fanout
limit periodicallyadwertisestself to its subtreeasa potentialparent.Thus,its descendants
canconnectto it andmove up the hierarchyif they nd it to be nearer We believe that
a fanoutof 4 to 8 providesa reasonablédalancebetweenoad dueto mary childrenand
extra hopsneededo traversea deephierarchy We evaluatedSwarm with hierarchiesup
to 4 or 5 levelsdeepanda fanoutof 4. Sincereplicatedperformances primarily sensitve
to numberof hopsandhencedepth,we expectSwarmto gracefullyhandlea fanoutof 8,
enablingit to scaleto thousand®f replicaswith hierarchieof similar depth.

Avoiding Cycles Theabove parentelectionschemecould form cycles. Hencebeforeac-
ceptinganew parentreplica,aninteriorreplica(i.e.,onethathaschildren)actively detects
cyclesby propagatinga root proberequestalongparentlinks. If a probegetsforwarded
to its originator, it meansthat acceptingthe new parentwill form a cycle. If the probe
reaches custodiars children,they reply directly to theinitiator to reduceload on custo-
diansincludingtheroot. Leaf replicasdo not acceptmew childrenwhile they themseles
areelectingtheir parent.Hencethey neednot probefor cycles,nor do they form primitive
cycles. Our evaluationin Section6.1 revealsthatthe overheadof root probesis low even
underheavry nodechurn.

Figure4 illustrateshow le F2endsupwith thereplicahierarchyshovnin Figure3, assum-
ing nodedistancesn the gure roughly indicatetheir network roundtriptimes. Initially,

the le is homedat nodeN5, its only custodian.NodesN1 andN3 cachethe le, making
N5 theirparent(Figure4a). SubsequentinodesN2 andN4 alsocachet directly from N5,

while N1 reconnectso its nearbyreplicaN3 asits parent(Figure4b)?. SinceN5 informs
its new childrenof their sibling N3, they connectto N3, which is nearerto themthanN5

(Figure4c). At thattime, N2 getsinformedof the nearerreplicaat N1. Thus,N2 makes
N1 its parentreplicafor le F2(Figure4d).

Whena replicalosescontactwith its parent,it reelectsits parentin a similar mannerto
reconnecto the hierarchy To guardagainstthe root's temporaryfailure, the identitiesof
the root's direct children are propagatedo all replicasin the backgroundso reachable
replicascanre-groupinto atreeuntil therootrecorers. Whenareplicagetspartitioned,it
continuedo provide thedesiredconsisteng to local clientsandchild replicas.We describe
how Swarmhandlesnodeandnetwork failuresbelow.

Retiring Replicas Each Swarm sener (other than a custodian)tracks local usageof

°Note that N3 could have reconnectedo N1 instead. If bothtry connectingto eachother only one of
themsucceedsasonehasto initiate a root probewhich detectghecycle.



cachedle copiesand evicts leastrecentlyusedonesafter propagatingheir updatesto
neighboringreplicasandinforming them of the replica's departure.The orphanedchild
replicaselecta new parentas describedabore. However, beforea custodian(including
root) canretire, it mustinform the root node. as custodiansnustparticipatein majority
voting for root election.Whentheroot nodeitself wantsto retire,it rst transfergheroot
statugo anothercustodiancurrently onewith lowestlP addressyia a two-phaserotocol
andbecomests non-custodiarchild. Thus,a le' s custodycanmigrateamongnodes.

Node Membership: Swarm senerslearnabouteachother's existenceasa side-efect of

looking up SWIDs. EachSwarm sener communicatesvith anothervia a TCP connection
to ensurereliable,ordereddelivery of messagesSince Swarm senersform replicahier-

archiesindependentlyffor each le, a Swarm sener that cachesa lot of les might need
to communicatenith a large numberof other Swarm seners, potentially causingscaling
problems. To facilitate scalablecommunication.eachSwarm sener keepsa x ed-size
LRU cacheof live connectiongo remotenodes(calleda connectioncache), anda larger
persistenhodecadeto remembethe statusof remotenodescontactedecently A replica
neednot maintainanactive connectiorwith its neighboringreplicasall thetime, enabling
aSwarmsener's scalablénhandlingof alargenumberof les andotherSwarmseners.

A Swarmsenerassumesghatanothemodeis reachableslongit canestablisra TCP con-
nectionto it. If TCP shutsdown the connectiordueto acommunicatiorerror (asopposed
to agracefulcloseby peer) the Swarmsenerinfersthatthe othernodeis unreachabland
avoidsit in subsequenbokupsandreplicareconnectiorattemptsor a timeoutperiod. A
Swarm nodetreatsa busy neighbordifferently from unreachableeighborby employing
longertimeoutsfor repliesfrom aconnectedhodeto avoid prematurelyeactingto transient
overload.

Network Economy. To aid in forming replicahierarchieghat utilize network ef ciently,
Swarm senerscontinually monitor the quality of network links to eachotherand persis-
tently cachethis information. We currently employ roundtriptime (RTT) asour quality
metric for links, but canalsoencoddink bandwidthandlossinessIn our currentdesign,
eachreplicadecidedor itself which otherreplicasarecloseto it by pingingthemindivid-
ually (piggybacledon otherSwarmmessages possible).Thepingtrafc is initially high
whennew nodegoin the Swarmnetwork, but quickly subsidesandis unafectedby nodes
goingupanddown. However, SwarmcaneasilyadoptbetterRTT estimatiortechnique$6]
asthey becomeavailable.

Failur e Resilience Swarmtreatscustodiangincludingroot) as rst-class replicasfor re-
liability againstpermanentoss, andemploys a majority voting algorithm[8] to provide
Byzantinefault-tolerance Hencefor high availability understrongconsisteng, custodian
copiesmust be smallin number(typically 4), and hostedon well-connectednachines.



However, Swarm can handlea large number(thousandspf secondaryeplicasandtheir
failuresdueto its dynamichierarchymaintenance Swarm employs leasedo recover ac-
cessprivilegesfrom unreachabl@on-custodiameplicasasexplainedin Sectiond. Swarm
handledransientroot nodefailure asexplainedearlierin this section.Whenareplicaper
manentlyfails, only thoseupdatesoriginatingin it that have not reachedanotherreplica
arelost. To protectagainstsuchloss, a replicaperiodically pushesupdatedo custodians
regardlesf consisteng guarantees.

4 ConsistencyManagement

In this section,we outline how Swarm usesits hierarchicalreplicationto enforcediverse
consisteng semanticsEachSwarm sener hasa consisteng module(CM) thatis invoked
whenclientsopenor closea le or whenclientsperformreadsor updateswithin asession.
The CM performschecksjnteractingwith replicaneighborgparentandchildren)via pull
operationsaasdescribedelaw, to ensurethatthelocal le copy meetsclientrequirements.
Similarly, whena client issuesupdatesthe CM propagateshemvia pushoperationgo
enforceconsisteng guaranteegivenby peersenersto their clients.

To succintly track concurreng control andreplica divergenceguaranteegi.e., time and
mod bounds)given to client sessionsthe CM internally representshem by a construct
calledthe privilege vector (PV). The CM canallow a client to accesdocal replicawith-

out contactingpeersif the replicas consisteng indicatedby its PV is at leastas strong
asrequiredby the client. For example,if a client requires200msstalenes&andthe PV

guarantees maxstalenes®f 100ms,no pull is required. CMs at neighboringreplicasin

the hierarchyexchangePVsbasedon client consisteng demandsensurethat PVs do not
violate guaranteesf remotePVs, and pushenoughupdatedo presere eachother's PV

guaranteesAlthough a Swarm sener is responsibldor detectinginaccessiblgeersand
repairingreplicahierarchiesjts CM mustcontinueto maintainconsisteng guaranteef

spite of reolganization. To recover from unresponsie peers,the CMs at parentreplicas
grantPVsto childrenasleasesasexplainedbelow.

Privilege Vectors A PV consistsof four componentghat are independentlyenforced
by differentconsisteng mechanismsanaccessnode(mode),a hardtime/stalenesBmit
(HT), ahardmodlimit (HM) andasofttime+modlimit (STM.[t,m]). Therearefour access
modes:locking read(RDLK) andwrite (WRLK) modesandUnix-style le read(RD) and
write (WR) modesthatarenon-blocking.PVs arepartially orderedby a P\Vincludesrela-
tion de ned in Figure5 thatindicateshow to comparethe strengthof guarantegrovided
by eachof its components.By default, a le' s root custodianstartswith the highestPV



PVincludeqPV1,PV2)/* relationship*/

[* cheksif PV1givesPV2's consistencguaranteest/

* WRLK WR RD; WRLK RDLK RD?*

if (PV1.mode==WRLK) or
((PV1.mode== RDLK) and(PV1.mode PV2.mode))
returnTRUE;

elseif (PV1.mode PV2.modeknd

(PVL1.[HT, HM, STM] PV2.[HT, HM, STM])

returnTRUE;

elsereturnFALSE;

Figure5: ComparingPrivilege Vectorguarantees.

(JWRLK, *, *, *] where* is a wildcard), whereasa new replicastartswith the lowest
PV ([RD, , , ). Associatedwith eachreplicaof a le or le blockis a current
privilege vector (currentP\j thatindicatesthe highestaccessnodeandthe tighteststale-
nessandmodlimit guaranteethatcanbe givento local sessionsvithout violating similar
guaranteemadeatremotereplicas.

A replicaremembersfor eachneighborN, the relatve PV grantedto N (N.P\but) and
obtainedfrom N (N.PMn). Thereplica's currentPVis the lowestof the PVsit obtained
from its neighbors.Sinceeachreplicaonly keepstrack of the PVs of its neighborsthe a
replicas PV stateis proportionalto its fanoutandnot to the total numberof replicas.

The bulk of the CM's functionality consistsof the pull and pushoperations.If a client
initiates a sessiorthat requiresstrongerconsisteng guaranteeshanthe local replicahas
(e.g.,theclientrequestshe le in WRLK modebut the PV saysit is read-only),the CM
performsa pull operation. The pull operationobtainsthe consisteng guaranteesepre-
sentedby a PV from thoseneighborswhosePVin is not strongenoughto cover the PV.
by issuingget messagew themin parallel. In responsedo aget messagethoseneigh-
borsrecursvely pull thePV from their otherneighborsandrecomputeheir own PV to be
compatiblewith thenew PV. Finally they reply with the new PV andary pendingupdates
via put messagesBYy grantinga PV, a replicapromisego call backits neighborbefore
allowing accessem its portionof the hierarchythatviolatethe grantedPV's guarantee.

In contrast,a pushoperationis performedwhenthereare updatesavailable at a replica
from eitherlocal clientsor pushedfrom remotereplicasthat needto be passedalongto
othernodesin keepingwith their consisteng requirementsAfter the updatesareapplied
locally, the local CM sendsthemvia put messageso its neighborsif their divergence



controlrequirementslemandt.

To ensurefairnessto client requestsconcurrentpull operationdor a particular le ona
nodeare performedin FIFO order As areplicaissuesget requestsn parallelto neigh-
borsin the hierarchy pull lateng grows logarithmicallywith the total numberof replicas
providedthehierarchyis keptdenseby Swarm.

Enforcing Replica DivergenceBounds To enforcea hardtime bound(HT), areplicaR
issuesa pull to neighborswith a write modein their PV at mostonceevery HT interval.
A replicaenforcesa soft time bound(STM.t) by imposinga minimum pushfrequeng (at
leastonceper STM.t) on eachof its neighbors. To enforcea modi cation boundof M
unseerupdateglobally (HM andSTM.m), areplicasplitsthe boundinto smallerbounds
thatareimposedon eachof its neighborghat are potentialwriters. Theseneighboramay
recursvely split the boundto their children, which dividesthe responsibilityof tracking
updatesacrossthe replicahierarchy A replicapushesupdatesvheneaer the numberof
gueuedupdategeachests local bound. If the mod boundis hard,the replicawaits until
theupdatesreappliedandacknavledgedby receversbeforeit allows subsequenipdates.

Leases To reclaimPVsfrom unresponsie neighborsa replicaalwaysgrantsnon-trivial
PVshigherthan[WR, , , ]toitschildrenasleaseqtime-limited privileges). The
root nodegrants60-secondeasespthernodesgrantslightly smallerleaseghantheir par
entleaseto give themsufcient time to respondo leaserevocation. A parentreplicacan
unilaterallyrevoke PVsfrom its children(andbreakits callbackpromise)aftertheirleases
expire, which letsit recover from alease-holdingrhodebecomingunavailable. Child repli-
casthatacceptupdatesisingaleasedorivilege mustpropagatehemto their parentwithin
the leaseperiod, or risk updatecon icts andinconsistenciesLeasesare periodicallyre-
freshedvia a simple mechanismwherebya node pings other nodesthat have issuedit a
leasefor any data(four timesperleaseperiodin our currentimplementation).Eachsuc-
cessfulping responsémplicitly refreshesll leasesssuedby the pingednodethatareheld
by the pinging node. If a parentis unresponsie, the nodeinformsits own childrenthat
they cannotreneav theirlease.

Whena child replicalosescontactwith its parentwhile holdingaleasejt reconnects$o the
replicahierarchyandissuesaspecial leaserecovery' pull operation.Unlike anormalpull,

leaserecorery promptsanancestoof theunresponsieold parento immediatelyrenav the
lease without waiting for the inaccessiblenodes leaseto expire. This “quick reconnect”
is legal becausehe recovering nodehasholdsa valid leaseon the dataandthus hasthe
“right” to have its leaserecognizedy its new parent.This mechanisnenablegeplicasto

maintainconsisteng guaranteef the faceof nodefailuresanda dynamicallychanging
replicahierarchy



Update Propagationt Swarm propagatesipdategmodi ed le blocksor operationalp-
dates)via put messagesEachSwarm sener storesoperationalupdatesn FIFO orderin
apersistenupdatelog. For the purposeof propagationgeachupdatefrom a client session
is taggedby its origin replicaanda node-localversionnumberto identify it globally. To
ensuraeliableupdatedelivery, areplicakeepsclientupdatesn its log in thetentativestate
andpropagatethemvia its parentuntil a custodiaracknavledgeshe update switcheshe
updateto thesavedstate handledurtherpropagationWhentheorigin replicaseeghatthe
updateis now savedit removesthe updatefrom its local log.

To identify whatupdatego propagatendensuresxactly-oncedelivery, Swarm maintains
a version vector (VV) at eachreplicathatindicatesthe latestupdateincorporatedocally
originatingateveryotherreplica. Whentwo replicassynchronizethey exchangeheirVVs
to identify missingupdates.In generaltheVV sizeis proportionalto the total numberof
replicas,which could be very large (thousands)but since Swarm maintainsreplicatrees
andthusthereis only one path betweenary two replicasin a stabletree topology we
canusecompacheighbotrelative versionnumberdo weedout duplicateupdatebetween
alreadyconnectedeplicas. Seners exchangefull versionvectorsonly when a replica
reconnectso a new parentwhich occursinfrequently

Ordering Concurrent Updates Whenapplyingincomingremoteupdatesareplicachecks
if independentipdatesinknovn to the sendemweremadeelsavhere indicatinga potential
con ict. Con icts arepossiblewhenclientsemploy Unix-stylewrite mode(WR) sessions.
Swarmreliesonacon ict resolutionroutineto imposea commonglobalorderatall repli-
cas. This routine mustapply the sameupdateorderingcriterion at all replicasto ensure
a convergent nal outcome. Swarm provides default resolutionroutinesthat reorderup-
dateshasedntheiroriginationtimestamptimestamprder) or by theirarrival orderatthe
root custodian(centralizedcommitorder. The formerapproachrequiresSwarmsenersto
looselysynchronizetheir clocksvia protocolssuchasNTP. The latterapproachs similar
to Bayou[4] andusesversionvectors.

5 Contention-Aware Caching

In this section,we describeSwarm's contention-avare cachingscheme. Swarm's basic
replicationalgorithmworks asfollows. Every Swarm sener trackshow oftenit receves
arequesto access particularpieceof datasinceit last hadits accesgevoked. Until it
receves an adequatenumber it attemptsto acquirethe datafrom a masternode. If no
masterexists, it initiates a masterelectionprocess. Oncea sener accesses particular
pieceof datasufciently oftenwithoutinterruptionejt attemptgo switchinto peerto-peer
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Figure6: Contention-aare Cachingof le F2 of Figure3 with hysteresiset
to (low=3, high=5). In each gure, the mastermodereplicais darkly shaded,
peersarelightly shadedandslavesareunshaded.

sharingmodeand cachea replicaof the datalocally. The heartof Swarm's contention-
awarecachingschemas theway it handleghis attemptto switchinto peerto-peercaching
mode. If Swarm determineghatthereis adequateccesdocality, it allows the sener to

becomea full- edged peersharey otherwiseit tells the sener to remainin mastesslave

mode.As aresult,datawill bewidely replicatedwhencontentionis low, but servicedvia

RPCwhencontentionis high. In the remainderof this section,we describehow Swarm
measuregontention,electsa suitablemasterreplicato which client requestsshouldbe
forwardedduring periodsof high contentionandrevertsbackto peercachingmodewhen
contentionsubsides.

Tracking Contention: Eachreplicamonitorsthe numberof accessequestgi.e., session
open() requests)t satis eslocally sincethe lasttime its accesrivilege wasrevoked.
This reusecountprovidesanindicationof how usefulit would be to replicatethe datalo-

cally. For instancejf thedatais read-mostlyandthelocal sener servicegnary clientread
requestdetweersuccessie remotewrites, the countwill be high, indicatingthatreplica-
tion is potentiallyuseful. In contrastjf clientsissuestrictly interleaving write sessionst
multiple replicasof a le employing close-to-opertonsisteny, their reusecountswill all

bezero,indicatingthatreplicationwould not be useful.

Replicagpiggybackheirreusecountson consisteng messagesxchangeavith theirneigh-



ched_locality(): /* invoked beforepull */
if reuse softthreshold,
returnelectmastef);
elseif reuse hardthreshold
if i amslave,
sendnotify_mastefreuse)to master;

elsemaster= none;/* PEER*/
returnmaster;

electmaste():
if master none,
returnmaster;
nd replicaN (parentself, children)
whereN.reusds highest;
if N self,
sendelectmastef) msgto N;
await reply; /* andbecomeSLA/E */
elsemaster= self; /* MASTERY/
returnmaster;

Figure 7: Pseudocodeor Contention-are
Swarm.



borsin thereplicahierarchy(e.g.,get andput operations).They usethisinformationto
keeptrack of which nodehasthe highestlocal reusecount(i.e.,themselesor oneof their
neighbors).

Electing a master replica. Recall that Swarm allows clients to specify soft and hard

cachingthresholdswhenthey opena sessioron a replica. Figure 6 illustratesthe algo-

rithm's operationin the context of accesse$o le F2 of Figure3, whenemploying soft

andhardcachingthresholdof 3 and5. Whena sener needgo pull datain responseo a

local request,t rst checksits local reusecountfor the data(seeFigure7). All replicas
startwith a zeroreusecount. If the countis belav the soft cachingthreshold the sener

mustlocatea master(M) replica. In our example,in responsdo receving openrequests,
nodesN2 andN4 initiate elections(seeFigure6a). To locatea master a sener sendsan

elect _leader requesupthereplicahierarchyto nd analreadyelectedmastemreplica
or nd areplicathathasaccumulate@ highreusecount. Therequestingener switchegso

slave(S)mode i.e., createsa sessiorat the masterandserviceghe local readsandwrites

via the master Both the slave andmastereplicaincrementtheir local reusecounts. Fig-

ure6(a)illustratesthesituationafternodedN2 andN4 (reusecountof 1) have eachinitiated

asinglemasterslave sharingsessiorwith mastemodeN5 (reusecount?).

When a slave's reusecount reacheghe soft replicationthreshold,e.g., asillustratedin
Figure 6(b) after nodeN2 hasreceved two more local requeststhe slave sendsa no-
tify _master messagéao the master alongwith the currentreusecount. The master
comparesheslave's reusecountwith its own, andif it determineghatthe slaveis amajor
contributorto thetotal numberof accesse® thedata,it sendsamessagéo theslaveto in-
form it thatit canswitchto peerto-peemodeandcachethe datalocally (seeFigure6(c)).
WhenN4 subsequentlyssuesan openrequesto N5, N5's usecounthasdroppedto 0, so
it suggestN4 contactN3 (seeFigure6(d)).

Shoulda slave's reusecount reachthe hard replicationthreshold,the slave unilaterally
switchesto peer (P) cachingmode). The hard thresholdis usedto recover from non-
responsie (e.g.,failed) mastemodes.

Continuingourexample supposéN1, N3 andN4 issueuniformly interleavedopenrequests
while N2 continuesto handlea large volume of client trafc. In this case,illustratedin
Figure6(e),nodeN2 is electedasthe nev masterdueto its recenthigh actuvity.

Whenthereis high contentionfor a pieceof data,it is bestto disablereplicationandstick
with a single masteruntil contentiondrops. This scenariois illustratedin Figure 6(f),
wherenodesN1, N3, and N4 have issued2, 2, and 3 (respectrely) close-to-operwrite
sessiorequestso mastemodeM2. WhennodeN4's notify _master messagarrives



atN2 with areusecountof 3, nodeN2 determineshatN4 is notresponsibldor a majority

of the 7 total accessesanddeniesthe requestto upgradeto peerto-peermode. Instead,
it sendsa notify _slave messagédo all slavesin the replicahierarchy alongwith its

reusecount(7). If aslave seeghatit contributedto a major portion of the masters reuse
count(via sessiorforwarding), it switchesto peermodewithout waiting for its countto

reachthe hardthreshold. Otherwiseit assumeshatthereis contentionat the mastey re-

setsits reusecount,andstaysin slave mode. Note thatideally oneof nodesN1, N3, and
N4 would becomethe mastey sinceN2 is no longeraccessinghe data,but our algorithm
doesnot achieve this optimal behaior. Thatsaid,by simply disablingreplicationduring

contention,our mechanisnmachiezesgood performance As an optimization,oncea mas-
ter hasissueda notify _slave messageindicatingthatthe datais experiencinghigh

contentionjt resendsiotify _slave messagesverytimeit recrosseghesoftthreshold.
This optimizationkeepsslavesfrom needlesslypesteringhe masterwhile contentionre-

mains,while atthe sametime allowing fastmastemigrationshouldary onenodebecome
thedominantaccesseof thedata.

Discussion Our contention-avare cachingalgorithm has several bene cial properties.
Whenreplicashandlesufcient local requestbetweersuccessie remotepulls, e.g.,when
datais infrequentlywritten, datais aggressiely cachedafterasmallperiodin masterslave
mode. Whenthereis high contentionbut somereplicasseessigni cantly moreaccesses
thanothers(moderatdocality), the mostfrequentlyaccessedeplicais electedmasteyand
otherclientaccesseareredirectedo it. Sincemasterelectionstopsata replicawith reuse
counthigherthana thresholdtherecanbe multiple mastermodereplicasactive atatime,
in which casethey areall peersto oneanother Whenclient accesseareinterleared“ran-
domly”, e.g.,dueto widespreaccontention(poor locality), one of the replicasis elected
masterand datais senedin masterslave modeuntil contentioneases.Oncea nodebe-
comesmasteyit is notdemotediuntil remoteusagendicateghatcontentiorhaseaseduf -
ciently for slave reusecountsto exceedathresholdn thefaceof frequentotify  _slave
operationsThis hysteresipreventsfrequentoscillationbetweemmasterslave andpeerto-
peerreplicationmodes. One known imperfectionof our cachingalgorithmthatit is not
guaranteedbo electthe optimalmasterduring periodsof high contention.

6 Evaluation

We now evaluateSwarm's replicationmechanismsn a dynamicwide areaernvironment
andundervarying datacontention.Iln Section6.1, we evaluatethe network economyand
failure-resilienceof Swarm's replicahierarchyformationusinga large-scalele caching
workload involving a hundredsof peernodescontinuouslyjoining and leaving the net-



work (nodechurn). Our evaluationrevealsthat thoughSwarm consumesetwork band-
width whenanumberof Swarmnodesdiscover eachotherinitially, its WAN usageguickly
subsidesand le downloadlateny improvesdueto ef cient replicanetworking andnode
membershipnanagement.

In Section6.2,we evaluatetheeffectivenes®f Swarm'scontention-aarenessinderstrongly
consistenpagecachingacrossNVAN links. With asyntheticenterprisebjectproxycaching
workload modeledafter the TPC-A benchmarkwe shawv that contention-avare caching
outperformsaggressie cachingunderhigh locality, high contentionaswell asdynamic
shiftsin working setsof objectsat cachingsites.

For all experimentsye usedtheEmulabNetwork Testbed20] to emulaté/ VAN topologies
amongclustered?Cs.The PCshave 850MHzPentium-IIICPUswith 512MB of RAM and
run FreeBSD4.9 or Redhatd. The Swarmreplicafanoutwascon guredto alow valueof

4 to inducehierarchiest to 5 levelsdeep.

6.1 Aggressve File Cachingunder Node Churn

To evaluateSwarm'sreplicationundernodechurn,we emulatealarge le sharingnetwork
wherea numberof wide areapeeruserscontinually join andleave the sharingnetwork,
browsing les attheir personaivorkstationssia local Swarmseners.Eachpeercomeson-
line, repeatedlyooksup les in asharedndex anddownloadspreviously unaccessedes

for awhile by accessinghematits local Swarm sener, andabruptlygoesof ine, killing

the sener aswell. To evaluatehow Swarm's privilege-leasingperformsunderchurn,we
employ close-to-operconsisteny for sharedles without updatingthemto studyreplica
formationperformanceén isolation. ThisforcesSwarmto maintainleasesforcingareplica
to malke sureit hasthelatestcontentsandvalid lease re-electinga parentif neededpefore
it senesthe le.

We emulatethe network topologyshawvn in Figure8. Machinesownedby usersareclus-
teredin campusespreacdcover multiple citiesacrossa wide areanetwork. Campuse the
samecity are10Mbpsand10msRTT apart.Campuse# neighboringcitiesareconnected
by a backboneouter andare 5Mbpsand50msapart. Campuseseparatedby the WAN
are 5Mbpsand 150msapartand needto communicateacrossmultiple backbonerouters
(two in ourtopology).Eachusernoderunsa le sharingagentanda Swarmsener, which
are startedand stoppedtogether To conductlarge-scaleaxperimentson limited physical
nodes,we emulatel0 usernodesbelongingto a campuson a single physicalmachine.
Thus,we emulate240 usernodeson a total of 24 physicalmachines.The CPU, memory
andthedisk werenever saturatecn ary of the machinesluringour experiment.
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We designatedl0% of the nodesas "home' nodes(i.e., custodians}hat createa total of
1000 les andmake themavailablefor sharingby addingtheir keys (i.e., attribute-value
pairs)to a Swarm-basedgharedBerkeleyDB [18] index. Thesenodesarecon gured never
to godown, becaus@ur Swarmprototypes SWID lookupmechanisntannotrecoserfrom
custodiarfailures. Onceevery 1-3 secondseachnodelooks up the sharedndex for les
usinga uniformly randomkey anddownloadsvia Swarmthosenot availablelocally. We
choose50KB les asthey arelarge enoughto stressnetwork link bandwidth,but small
enoughto exposetheoverhead®f Swarm's replicahierarchyformation. We initially bring
up the homenodesandthenthe othernodesin randomorder one every 2 seconds.We
run themfor a warm up period (10 minutes)to let Swarm build replica hierarchiesfor
various les. We thenchurnthenon-homenodedsfor a periodof 30 minutesfollowedby a
quiet(i.e., no churn)periodof 10 minutesbeforeshuttingdown all the nodes.Peermnodes
have an exponentiallydistributed lifetime (i.e., time spentonline). We simulatemedian
nodelifetimes of 30 seconds,l minute,and5 minutes. We starta nev nodeeachtime
oneis killed to maintainthe total numberof nodesconstantduring the experiment. A
similar churnmodelwasdescribedy Liben-Nawvell et.al.[10] andemployed by Bamboo
DHT [16]. Theseshortnodelifetimesexposethesensitvity of Swarm'sreplicanetworking
and consisteng mechanismgo the disruptioncausedoy high nodechurnrates(ranging
from anaverageof 5 nodedeaths/seto a nodedying every 2 seconds).

We comparethree con gurations of Swarm with differentreplica networking schemes.
In the rst con guration denotedrandomhierarchies we disable Swarm’s proximity-
awarenessand its associatedlistanceestimationmechanismso that replicasrandomly
connecto otherswilling to senethemwithoutregardfor network distancesin thesecond
con guration denotedeager download we enableproximity-avarereplication(indicated
asWAN-awae in the gure), but make a new replicaeagerlystartdownloading le con-
tentsassoonasit connectgo a parent,andnot disruptits parentassociatioruntil it nds
and connectgo a nearerparentreplicain the background.This causeghe le download
to startfrom the rst accessiblgarentreplica. In thethird con guration (defered down-
load), we make a new replicasearchfor a nearerparenta little moreaggressiely before
it startsdownloading le contentsasfollows: solong asareplicadoesnot have valid le
contentsit proactvely disconnectérom its old parentassoonasit learnsof anearemparent
candidate The eagerdownloadschemeavoids disruptingan establishedeplicahierarchy
Theintuition behindthe deferredschemas thatspendingalittle moretime initially to nd
anearemparentallows betternetwork utilization.

Results Figure9 showvs the meanlateny obseredfor new le accesseatall nodesasa
timelinefor thethreecon gurations.For the WAN-awae schemesthe le accessatencies
areinitially high asa large numberof nodescomeonline for the rst time, learnabout
eachother and nd relative network distancesby pings. However, the averageaccess
lateng quickly dropsto about400msasthenetwork traf ¢ subsidesndnodedearnabout
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Cumulative distribution of File download Latencies
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nearbynodesandreplicas.On averagereplicastried about3 to 5 parentcandidatebefore
downloadinga le. Sinceapingacrossouterstakesl150msandadownloadacrosslOMbps
campudinks takes40ms thisindicateghat les arealmostaiwaysdownloadedrom within
acampus.

In therandomhierarchiesscheme,le accesdatenciesdo notimprove with time. Though
the WAN-awareschemesreaffectedby nodechurn,their network economypropertystill
holds, andresultsin 6 times betterlatenciesthan with the randomscheme. The eager
download schemeperforms2.5 timesworsethan the deferredschemeasa new replica
ofteninitiates le downloadfrom afarawayreplicabeforeit nds andconnectdo anearby
parent. The latter schemeutilizes the network much more ef ciently resultingin better
latenciesthat approachthosein the stablenetwork phaseeven with a nodejoining and
leaving the network every 2 secondgi.e., mediannodelife of 5 minutes).Figure10shows
the cumulatve distribution of downloadlatencies.

We alsoplottedthe incomingbandwidthconsumedn a router (R1)'s high-lateng WAN

link by Swarmtraf ¢ in variouscon gurations.Thegraphwassimilarto theaccessateny
graphof Figure9 andhenceis omitted. Randomschemencurred750KB/seaduringchurn
while WAN-awareSwarmincurred70KB/seawithoutchurnandapeakof 150KB/seqone-
fth of random)with churn.

To evaluatethe overheadimposedby Swarm's backgroundreconnectionsn the replica
hierarchywe disabledhembut did notseemuchimprovemenin performanceThisshowvs
thattheiroverheads notsigni cant underhigh churnatthisscale.Failed le accessewere
lessthan0.5%,mainly dueto theerrorreturnedo le sharingagentsiast le requestvhen
theirlocal Swarmsenershadalreadydied. Finally, lessthan0.5%o0f themessageseceved
by any node(underall churnlevels) wereroot probes,indicatingthat our cycle detection
schemenhasngjligible overhead.

6.2 Contention-aware Caching

To evaluatehow Swarm's contention-avarecachingtechniquesupportsstrongly-consistent
wide-areacachingof enterprisabjects(suchassalesandcustomerecords)n applications
suchasonlineauctionswe designed simplesyntheticproxy-baseabject-cachingvork-
loadmodeledafterthe TPC-Abenchmark.

As we aiguedin Section5, contention-avare cachingdoesnot degradeavailability belov
whatSwarm's peercachingprovides.Whena Swarm-basegroxy senerfails, clientsusing
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it canbe simply redirectedto useother proxies. Swarm'’s leasingand replica hierarchy
repairmechanismgnablethe otherproxiesto quickly recover from its failure.

Ar chitecture: Ourworkloadmodelghatof aweb-basethree-tierenterpriseservicewhose
middle-tier sener acceptsservicerequestdrom front-endweb seners and operateson
datastoredin a back-endobjectdatabase.Our Swarm-based/ersiondeplo/s wide area
serviceproxies(called SwarmPoxieg to sene regional clientsby cachingenterpriseob-
jectslocally on demand.Unlike existing clusteredarchitecturegor web-baseadenterprise
services[5]purwebsenersrunnext to theserviceproxiesdeployedat variousgeographic
locations. As all the enterpriseseners (primary and proxies)accessinglatavia Swarm
they arefunctionallyidentical. Figure11 shavs the architectureve emulatein our exper
iments.It consistf a primary sener site EQ thathoststhe objectdatabasén Swarmand
16 othersites(E1-E16)connectedo acommoninternetroutercoreby 1Mbps,10msdelay
links, with 40msroundtripbetweerthem.We run Redhat9 onall nodes.

Workload: We modelthe work of a heavily loadedmulti-threadedveb sener by running
four full-speedworkloadthreadqreferredto asclientg ateachof thenodesE1-E16.They
repeatedlyssuequeriesandupdateson enterprisebjectsasRPCsto alocal serviceproxy
processf available,or to the primaryenterpriseseneratnodeE0 otherwise. Our synthetic
enterprisedatabaseonsistf two componentsanindex structureanda collectionof 256
enterpriseobjects(each4KB), all storedin a single Swarm le managedasa persistent
pageheap(with a pagesizeof 4KB). Theindex structureis a page-base8-treethatmaps



objectIDs to offsetswithin the heapwhereobjectsarestored.We deliberatelyemployeda
relatvely smallobjectspacdo induceareasonabléegreeof sharingandcontentiorduring
ashortperiodof experimentatime.

Processin@ requesiat a SwarmProxyinvolveswalking the B-treeindex in RDLK mode
to nd therequesteabject's heapoffsetfrom its OID, andperformingthe operationafter
lockingtheobject'spagein anappropriateanode.Thus,theindex pagesareread-onlyrepli-
catedwhereagheobjectpagesncur contentiondueto read-writereplication. The Swarm-
Proxiesemploy contention-avarecachingfor objectpages.Thus,a proxy cansometimes
forwardrequestso aremoteproxy suggestethy Swarm,which nally repliesto theclient.

Performance Metrics: We usetwo metricsto evaluateSwarmProxyperformance:the
aggreateservicethroughputclientrequestprocessegersecondatall websenerscom-
bined),andthe lateny obsered by front-endweb senersfor their requests.We expect
thatasproxiesgetdeployednearwebseners,theaggreateservicethroughputscaleset-
ter with contention-avare cachingthanwith aggressie caching. Ideally, we expectless
contendeabbjectsto incur nearlocal lateng, andthelateng of heavily contendeabjects
notto degradebeyondthatof aWAN RPC.To evaluateSwarm's performanceinderheavy

write contentionwe modela high (50%) proportionof writes.

Simulating Contention: We vary the degreeof contentionasfollows. Associatedwith
eachof the 16 web senersare 16 “local” objects(e.qg.,clientson E1 treatobjects1-16 as
their local objectsetc.). Whena client randomlyselectsan objecton which to operatejt

rst decideswhetherto selecta local objector a “random” objectfrom the entireset. We
vary thelikelihoodof selectingalocal objectfrom 0%, in which casetheclientselectsary
of the256 0bjectswith uniform probability, to 100%,in which casetheclientselectsoneof
its nodes 16 local objectswith uniform probability. In essencethe 100%caserepresents
a partitionedobjectspacewith maximalthroughputoecauséhereis no sharing,while the
0% caserepresents scenariovherethereis no accesgocality.

Experiments. We evaluate SwarmProxyperformancevia three experimentsrun in se-
guenceOur rst experimentevaluateghe effect of addingwide areaproxiesontheoverall
serviceperformance.We run the primary enterpriseserer on node EO and deploy web
senersrunning the workload describedaborve on eachof the 16 nodes(E1-E16). Thus
initially, all web senersinvoke the primary sener via RPCsacrossWAN links, emulat-
ing the traditional client-serer organizationwith no caching. Subsequentlywe starta
SwarmProxy(andassociate@warmsener) atanen node(E1-E16)every 50 secondsand
redirectthe “web sener” on thatnodeto useits local proxy. As we add proxies,Swarm
cacheobjectsnearwherethey aremostoftenaccessedytthe costof potentiallyincreasing
thecoherenceraf c neededo keepindividual objectsstronglyconsistent.



Our secondexperimentevaluateshow Swarm automaticallyadaptsto dynamicshifts of
datalocality in clientrequestsvhile xing theamountof locality at40%. After we deploy
SwarmProxiesatall webseners,eachclient shiftsits notionof whatobjectsare“local” to
be thoseof its next cyclical neighbor(Clientson E1 treatobjects16-31aslocal etc.). We
runthis scenarialenotedas“locality shift” for 100seconds.

Ourthird experimentvaluateshow Swarmperformsvhenmary geographicallyvidespread
clientscontendfor a very few objects,aswhenbidding for a popularauctionitem. After
experiment2 ends,clients on nodesE9-E16treat objects1-16 astheir “local” objects,
whichintroducesrery heavry contentionfor thosel6 objects.We run this scenariacdenoted
as“contention”for 100seconds.

We runtheabove experimentsn two modes:eager replicationmode whereSwarmseners

always cacheobjectslocally on accessand contention-awag replication mode where

Swarm adaptsbetweerpeerreplicationand masterslave modesto preventthrashing.For

the contention-avarecase we setthe databasde' s softandhardcachingthresholdgde-
ned in Section2) to 6 and9.

Results Figuresl2and13shov how aggregatethroughputariesaswe addSwarmProxies
in experimentl underdifferentdegreesof locality (0%-100%)whenstrongconsisteng is
enforced. Vertical barsdenotethe addition of a proxy neara web sener. To determine
the speedupachieved by addingWAN proxies, we measuredhe maximumthroughput
thata singlesaturatedenterprisesener candeliver. For this, we ranasingleweb sener's
workloadwith its four full-speedthreadswhenit is colocatedwith the primary serner on
nodeEO. As theline labeled“local” in the graphsindicates,it is about1000ops/second.
The line labeled“rpc” denotesthe aggreatethroughputachiezed when all the 16 web
senersrun the sameworkloadon the singleprimary sener acrosgshe WAN links without
proxies.lt is 480ops/secyell belov whatasinglesener candeliver.

At 100%(i.e., perfect)locality which indicatesthat clientsalwaysaccessbjects“local”
to their region, the additionof proxiescausesearlinear speedups expected,with both
eagerandcontention-avarereplication. Thus, Swarm automaticallypartitionsthe datato
exploit perfectlocality if it exists. Also with bothreplicationmodesthehigherthedegree
of locality, the higherthethroughputat thefront-endweb seners.

With eagerreplication,aggreatethroughputquickly levels off as more proxiescontend
for the sameobjects.Evenat 95%locality, throughputnhever exceeds25000ps/sedi.e., a
speedupmf 15.6%with 16 proxies),ascachemissesincur a heavry penaltyby disrupting
thelocality atfrequent-usaitesaswell. With contention-avarereplication clientsinitially

forward all requestdo the primary sener on EO, but whenlocality exceeds40%, Swarm-



16000

14000

12000

10000

8000

6000

Cumulative ops/sec

4000

2000

ocal 1989

SwarmProxy: Aggregate throughput w/ Adaptive Lock Caching

tion

100% locality ——— | L

| 9% locality | e PXPLZ OIS
90% locality | g Shiltcontem
shiocaiy o |

|| 20%locality e | g |
“0%locality > | e

L phases - | . _

0 200 400 600 800 1000

Time (seconds)

Figurel2: SwarmProxyaggr@atethroughputops/secywith contention-aarereplication.



Cumulative ops/sec

SwarmProxy: Aggregate throughput w/ Eager Lock Caching

3000

expt 2 expt 3

[——— 95% locality
| i 909p lhoality shift content

*

%80‘3’/0 Ibcazlityi

29007t = 60% locality

2000 7. 0% locality. I
L phases L[N
S [

Time (seconds)

Figure13: SwarmProxyaggrgatethroughputops/secyith eagemeplication.

ion



SwarmProxy: Access Latency for local objects on node E9

1000 ¢ ' = 'expt2 expt3]
'proxy added 'shift | contend
i to i for E14
E
>
(@)
c
2 ‘
S 10 E_ i % ,,’ \ ’ .
—— Avg. update, eager
fffffffff Avg. read, eager |
——————————— Avg. update, adaptive
-~ Avg. read, adaptive
1 77777777777 phases 1 3 1 1
0 200 400 600 800 1000

Time (seconds)
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Proxiesquickly cachetheir “local” objectssoonafterthey arespavned. Underthesecir-
cumstancesyodeswill useRPCsto accessremote” objects ratherthanreplicatingthem,
which eliminateghrashingandallowsthroughputo continueto scaleasproxiesareadded.
With high (95%) locality, the contention-avare protocolcansupportalmost9000ops/sec
in thefully proxy-basedystem(a speedumf 56%anda 3.6ximprovementover theeager
protocol). Furtherimprovementwasnot achiezedbecaus®ur contention-avarealgorithm
incurssomecommunicatioroverheado tracklocality, which canbe optimizedfurther.

Figuresl4shownsthedistributionof acces$atenciedor “local” objectsonnodeE9through-
out the experiment. Even with modest(40%) locality, the contention-avare protocolre-
ducesthe accesdateng to “local” objectsfrom 100msecdo under5msecsoncea lo-
cal proxy is spavned. In contrast,when using eagerreplication,the averageaccesda-
teng/ hoversaround100msecglueto frequentlock shuttling. Figure 15 shows that the
contention-avare mode outperformsthe eagermodefor accesdo “non-local” objectsas
well, despitenever cachingtheseobjectslocally, by eliminatingextra coherencéraf c.
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Whenwe have eachnodeshift the setof objectsthat mostinterestit, the phasedenoted
“expt2” in the graphsthe contention-avareprotocolmigrateseachobjectto the nodethat
now accesses mostoftenafteraboutl0secondsasseenn Figurel4. Performancef the
eagercachingdoesnotchangenordoesthe averageaccesdateng of “non-local” objects.

Finally, whenwe induceextremely heary contentionfor a small numberof objects,the
phasedenoted‘expt3” in the graphs,the contention-avare protocol almostimmediately
picksasinglereplicato cachethe dataandshiftsinto RPCmode.By doingso, it is ableto
sene evenhearily accessedbjectsin underl00msecsat nodeE9. In contrastwe found
that the eagerreplicationprotocol often requiresover 500msecgo servicea requestand
only rarelyseessub-100msetateng.

In summary Swarm's contention-avarecachingprovidesbetterperformancehanaggres-
sive cachingandclient-sener RPCsat all degreesof datalocality.

7 RelatedWork

Numeroussolutionsexist to managecachingandreplicationin non-uniformor wide-area
networks [4, 7, 14, 17]. Marny supportweak consisteng semanticsto improve avail-

ability and cachingperformanceasdoesSwarm. Swarm adoptsexisting techniquedor

P2Pdatalocation[15], updatepropagationprdering,versionmaintenancé4], andfault-

tolerancg8].

Databaseand object systemshave long recognizedthe performancetradeofs between
function-shippinganddata-shipping2, 12, 13]. Many provide bothparadigmsbut require
the choiceto be madeat applicationdesigntime. In contrast,Swarm allows applications
to make thechoicedynamically The Sprite[11] le systemdisableslientcachingwhena
le iswrite-sharedSwarmchooseshefrequentlyaccessedopy asthemaster TheMunin

DSM system([3] freezesa locking privilege for a minimum time (hundredsof millisec-

onds)beforeallowing it to migrateaway, which workswell in a LAN. Munin still allows

datashuttling,which quickly offsetsthe speedu@chieved by hysteresisn WANSs.

Pangaedl7] providesaggressiereplicationin apeer le systemlt organizegeplicasasa
graphand oods updatesamongits edgedo provide eventualconsisteng. Swarmemploys
acycle-freetopologyandrecursve messagingandprovidesmuchstrongersemanticand
comparablenetwork economyandfailureresiliencecomparedo Pangaea.

A recentstudyof nodechurnin DHTs[16] recommendshatsystemshotreactto afailure



by immediatelyreoiganizingtheir overlay topology as this will likely causea positive
feedbackcycle of morefailuresdueto congestionlin contrastSwarmusesTCPto detect
nodefailuresandreactrapidly, but employs muchlongertimeoutswith busyneighborgo
avoid positive feedbaclkcycles.

8 Conclusions

In this paper we presente@ndevaluatedthe designof a middlevaresystemthat supports
the wide-areadatacachingneedsof diversedistributed services. Swarm builds failure-
resilientdynamicreplicahierarchieso managdargenumbersof widely dispersedeplicas.
Swarm supportsa contention-awag caching mechanisnthat typically cachesdatavery
aggressiely, but restrictsreplicationwhenit obsereshigh contention. Swarm supports
a proximity-awae cacing mechanisnwhereinSwarm continually monitorsthe network
quality betweerclientsandreplicasandreomganizeghe replicahierarchyto minimize the
useof slow links. Swarmallows applicationgo tuneconsisteng to their availability needs.
Finally, Swarmis resilientto network andnodefailures,andhandleshodechurngracefully

Our evaluationdemonstratedhat Swarm's replicationmechanismsre network-ef cient,
contention-avare,andfailure-resilient.Proximity-avarecachingimprovesP2P le access
lateny andreducesNVAN bandwidthconsumedn a 240-nodesystemby 80% compared
to randomreplication. Even with a high nodechurnof 5 nodedeaths/secperformance
degradesonly 20% as much using Swarm'’s replicationmechanismgomparedo a non-
adaptve mechanismFinally, we foundthatSwarm's contention-avarecachingmechanism
outperformedstaticcachingmechanismatall levelsof contentiorfor anenterpriseservice
workload.
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