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Abstract

The lack of a e xible consisteng managemensolution hindersP2P implementationof

applicationsinvolving updatessuchasread-write le sharing,directory services,online

auctionsandwide areacollaboration.Managingmutableshareddatain a P2Psettingre-

quiresaconsisteng solutionthatcanoperateef ciently overvariable-qualityfailure-prone
networks, supportpenasie replicationfor scaling,andgive peersautonomyto tunecon-

sisteng to theirsharingneedsandresourceconstraintsExistingsolutiondack oneor more
of thesefeatures.

In this paper we describea new consisteng modelfor P2Psharingof mutabledatacalled
composableconsistencyand outline its implementationin a wide areamiddlewvare le
servicecalled Swarnt. Composableconsisteng lets applicationscomposeconsisteng
semanticappropriatdor their sharingneedsy combininga smallsetof primitive options.
Swarmimplementgheseoptionsef ciently to supporiscalablepenasie,failure-resilient,
wide-areareplicationbehinda simpleyet e xible interface. We presentwo applications
to demonstratéhe expressve power andeffectivenesf composableonsisteng: awide
areale systenmthatoutperformsCodain providing close-to-operonsisteng over WANS,
andareplicatedBerkeleyDB databas¢hatreapsorderof-magnitudeperformanceyainsby
relaxingconsisteng for queriesandupdates.

ISwarmstanddor Scalablewide AreaReplicationMiddleware.



1 Intr oduction

Organizingwide areaapplicationsn a peerto-peer(P2P)fashioncanimprove availability,

failureresilience andscalabilitycomparedo traditionalclient-sener architecturesMany

effective P2Ptechnique$ave beendevelopedto locateandshareread-onlycontenf14] or

low-write-sharingcontent[3, 11, 15]. Although P2Porganizationcould bene t wide area
applicationsvith mutabledatasuchasonlineauctionsdirectoryservicesandcollaboratve

applicationge.g.,LotusNotes) theirdatacharacteristicandconsisteng needsarediverse
andinadequatelypupportedy existing P2Pmiddlevaresystems.

P2Psharingof mutabledataraisesthe issuesof replicationandconsisteng management.
P2Psystemgoseuniquechallengedo replicationalgorithms.P2Pclientstendto experi-
encediversenetwork characteristicendvary in their resourceavailability andwillingness
to handleload from otherpeers.The collectionof clientstendsto be large, but constantly
changing.A P2Pconsisteng managemensystemmustthereforebe ableto supportper
vasve replicationto scalewith load, enablepeersto individually balanceconsisteng and
availability againstperformanceand resourceusage,and operateef ciently acrossnon-
uniform failure-pronenetworks.

To understandhe diversity of applicationcharacteristicendtheir consisteng needswe
suneyedavariety of wide-areadatasharingapplicationgangingfrom personalle access
(with little datasharing)to widespreadeal-timecollaboration(e.g.,chatandgamesywith
ne-grain synchronization]17]. The surwey identi ed threebroadclasseof distributed
applicationsi(1) le access(2) databasanddirectoryservicesand(3) real-timecollabo-
rative groupware.

We foundthatapplicationdiffer widely in thefrequeny andextentof readandwrite shar
ing amongreplicas thetypical replicationfactor their toleranceto staledata,semantidn-
terdependenciemmongupdatesthelik elihoodof con icts amongconcurrenupdatesand
their amenabilityto automaticcon ict resolution. Someapplicationsneeddifferentcon-
sisteny semanticgor readsandwrites, e.g.,an online auctionservicemight needstrong
consisteng for writes to prevent selling the sameitem twice, but could tolerateprovid-
ing staledatain responsdo queriesto improve performance.Applicationsdiffer in the
degreeto which they toleratereplicadivergence,e.g., usersworking on a shareddocu-
mentexpectit to re ect the latestupdatesmadeby otherusersbeforeeachediting session
(close-to-operonsisteng), while the stalenessf stock-quotaupdateshouldbe bounded
by atime interval. Applicationsaccessles in differentwayswith differentconsisteng
requirementse.g.,personalles arerarely sharedwhile softwareandmultimedia le are
widely read-sharedOtherapplicationsrequentlywrite sharedata,e.g.,distributedlogs,
sharedcalendarsand versioncontrol systems.How concurrentupdatescan be handled



varieswidely, e.g.,it is relatively easyto combineconcurrentappendglogging) or memge-
ablewrites(calendars)but morecomplex sharingandwrite con ict patternsoftenrequire
explicit serialization.For someapplicationspptimisticor eventualconsisteng (i.e., propa-
gatingupdatedazily) providesadequatsemanticandhigh availability, but duringperiods
of closecollaborationusersneedtighter synchronizatiorgyuaranteesuchasclose-to-open
(to view latestupdatespr strongconsisteng (to preventupdatecon icts).

Basedntheresultsof ourapplicationstudy we believethatmanagingnutablesharediata
in a P2Psettingrequiresa consisteng solutionthat canoperateef ciently over variable-
quality failure-pronenetworks, supportpenaswe replicationfor scaling,and give peers
autonomyto tune consisteng to their sharingneedsand resourceconstraints. Existing

solutionsfail to provide oneor moreof theserequirementsSereral P2Psystemssupport
le anddatabaseeplicationwith updatesby providing close-to-operor eventualconsis-
teng [11, 3, 15, 13], which is inadequatdor mary applications.A numberof previous
efforts [18, 7] have viewed consisteng semanticasa continuoudinear spectrunranging
from strongconsisteng to best-efort eventualconsisteng, and provided waysto control
divergenceof replicacontents While powerful, thesesystemsieedto be extendedn sev-

eralwaysto coverthefull spectrunof obseredapplicationneeds.

Whenwe carefully examinedthe resultsof our suney, we obsered that the consisteng
needof applicationscanbeexpressedn termsof asmallnumberof designoptions,which
we classifyinto ve mostlyorthogonaddimensions:

concurency- thedegreeto which con icting (read/write)accessesanbetolerated,

replicasyndironization- thedegreeto which replicadivergencecanbetoleratedjn-
cludingthetypesof inter-dependenciesmongupdateghatmustbe preseredwhen
synchronizingeplicas,

failure handling- how dataaccessshouldbe handledwhensomereplicasare un-
reachabler have poorconnectvity,

updatevisibility - the time at which local modi cations to replicateddatabecome
“stable'andreadyto be madevisible globally, and

view isolation- thetime at which remoteupdatesnustbe madevisible locally.

Therearemultiple reasonableptionsalongeachof thesedimensionghatexisting systems
employ separatelyBasedon this classi cation,we developeda novel composableonsis-
tencymodelthat providesthe optionslisted in Tablel. Whentheseoptionsarecombined
in differentways,they yield arich collectionof consisteng semanticgor shareddatathat



Dimension Available ConsistencyOptions
Concurrency Control Accessmode | concurent(RD, WR) | excl (RDLK, WRLK) |
L manual| time (staleness 0.. secs)
Timeliness .
mod (unseerwrites= 0..
. L Strength | hard | soft |
Replica Synchronization
. - | causal
SemanticDeps. -
- | atomic
Update ordering | none| total | serial |
Failure Handling \ optimistic(ignoredistantreplicasw/ RTT  0.. ) \ pessimistic
Update Visibility session| peraccess| manual
View Isolation session| peraccess| manual

Tablel: Consisteng optionsprovided by the ComposableConsisteng (CC) Model. Consisteng
semanticareexpressedor anaccessessiorby choosingoneof thealternatve optionsin eachrow,
which are mutually exclusive. Optionsin italics indicatereasonabl@efaults that provide close-
to-opensemanticssuitablefor mary applications. In our discussionwhen we leave an option
unspeci ed,we assumats default value.

cover the needsof a broadvariety of applications.Using composableonsisteng, a P2P
auctionservicecould employ strongconsisteng for updateswhile relaxing consisteng

for queriesto limit synchronizatiorcost. An auctionusercanspecifystrongerconsisteng

requirementso ensurel00%accuratequeryresults,althoughdoingsoincreasesverhead
andlateng.

In this paper we describethe composableonsisteng modeland outline how we imple-
mentedt in awide areaP2Pmiddleware le servicecalledSwarm Swarmletsapplications
expressconsisteng requirementsasa vectorof optionsalongthesedimensionon a per
accesdasisratherthan only supportinga few packagedcombinations. Doing so gives
applicationsmore e xibility in balancingconsistenyg, availability, and performance.In
addition,Swarm performsaggressie peerreplicationandtunesits replicationbehaior in
responseao obsened network andnodeavailability conditions. As a result, Swarm more
effectively cacheslatanearwhereit is accessedherebyproviding low lateny dataaccess,
undera broaderangeof datasharingscenarioghanexisting systems.

To determinghevalueof composableonsisteng in Swarm,we implementedothawide
areaP2P le systemandawrapperlibrary thatsupportgeplicationaroundthe BerkeleyDB
databasdébrary. We shav thatSwarm's composableonsisteng ensurelose-to-operse-
manticsover a WAN andoutperformsCodas client-sener implementatiorby exploiting
‘nearby'replicasduringroaming le accessWe alsoshow thatreplicatingBerkeleyDB us-



ing Swarmenableorderof-magnitudamprovementsn write performancendscalability
beyond masterslave replicationby relaxingconsisteng in severalways. Swarmrelieves
applicationwriters of the burdenof implementingtheir own replicationand consisteng

mechanisms Sincethe focus of this paperis on evaluatingcomposableonsisteng in a
wide areaP2Preplicationervironment,we limit our discussiorof Swarm's designto its

consisteng implementation A morecompletedescriptionandevaluationof Swarm'’s de-
sign,includingits dynamichierarchicakeplicationandits scalabilityandfailureresilience
propertiesappearelsavhere[17].

In Section2 we describeprior work on e xible consisteng managemenand wide area
replicationmanagementn Section3 we describehe composableonsisteng model. We

brie y outline Swarm's designin Section4 beforedescribingits consisteng implemen-
tationin Section5. We presentour evaluationof its practicalityin Section6. Finally, in

Section7 we conclude.

2 RelatedWork

Severalsolutionsexist to manageeplicationamongwide-aregpeers.Several P2Psystems
were developedto shareread-onlydatasuchas multimedia les (PAST [14], KaZaa)or

accesgo rarelywrite-sharedgersonalles [15], but not frequentwrite-sharing.Numerous
consisteng scheme$ave beendevelopedindividually to handlethe datacoherenceneeds
of speci ¢ servicessuchas le systemsgdirectoryserviceq10], databaseandpersistent
objectsystemd9]. Distributed le systemssuchasNFS, PangaeaSprite,AFS, Codaand
Ficustagettraditional le accesswith low write-sharingamongmultiple users.lvy [11]

is aread/writeP2P le systemthatsupportsclose-to-opersemanticdasedon P2Pblock

storageandlogs. Composableonsisteng adoptsa novel approachto supportmary of

their consisteng semantic®f ciently in a P2Psetting.

Bayou[3] exploredoptimistic replicationandupdatepropagatiorfor collaboratve appli-
cationsunderad-hocconnectvity. Our consisteng implementatioremploys someof their
techniquesn awider context.

Fluid replication[2] providesmultiple selectableonsisteng policiesfor statichierarchical
caching.In contrastour approacloffersprimitive optionsthatcanbe combinedo yield a
varietyof policies,offering morecustomizabilityfor peerto-peerreplication.Many design
options[8, 7] thatwe identi ed for composableconsisteng are proposedseparatelyby
prior systemsOur modelforgesthemuniquelyfor e xibility .



Many previous efforts have exploreda continuousconsisteng model[18, 7]. Of those,
the TACT toolkit [18] providescontinuouslytunableconsisteng alongthreedimensions
similar to thosecoveredby our timelinessand concurreng control aspects.We provide
additional e xibility includingthenotionof sessionandexplicit semantialependencie®
caterto awider variety of applicationneedsasdescribedn Section3. TACT's ordererror
offerscontinuouscontroloverthenumberof updatecon icts. In contrastour concurreng
optionsprovide a binary choicebetweerzeroandunlimited numberof con icts. We be-
lieve thatfor mary real-world applications a binary choicesuchasoursis adequatend
reducesookkeepingoverhead.

3 ComposableConsistencyModel

The composableonsisteng (CC) modelis applicableto systemshat employ the data-
shippingparadigm. Suchapplicationsare structuredas multiple distributed components,
eachof which holdsa portionof applicationstateandoperate®n otherportionsby locally
cachingthem as needed. The CC model assumeghat applicationsaccesqi.e., reador
write) their datain sessionsandthatconsisteng canbe enforcedat sessiorboundarieor
beforeandaftereachreador write access.

In the CC model,anapplicationexpressedts consisteng requirement$or eachsessioras
avectorof consisteng options, aslistedin Tablel. Eachrow of thetableindicatessereral
mutuallyexclusive optionsavailableto controltheaspecbf consisteng indicatedn its rst

column. Reasonabléefault optionsarenotedin italics, which togetherenforcethe close-
to-openconsisteng semanticprovidedby AFS [5] for coherentead-write le sharing.A

particularCC implementatiorcanprovide reasonablelefaults,but allow anapplicationto
overridethedefaultsif neededTable2 liststhe CC optionsfor severalconsisteng avors.

Concurrency. CC providestwo avorsof accessnodesto controlthe parallelismamong
readsandwrites. Concurrentmodes(RD, WR) allow arbitrary interleaving of accesses
acrossreplicas,similar to Unix le semantics. Exclusve modes(RDLK, WRLK) pro-
videtraditionalconcurrent-readxelusive-writesemantic$12]. Whenboth avorsareem-
ployedonthe samedatasimultaneouslyRD modesessiongoexist with all othersessions,
i.e.,RD operationganhapperin parallelwith exclusive sessionsyhile WR modesessions
areserializedwith respecto exclusive sessionsi.e., they occurbeforethe RDLK/WRLK
sessiorbeginsor aredeferreduntil it ends.

TimelinessGuarantees Thedegreeto which replicacontentsareallowedto diverge(i.e.,
timelinessin Table 1) canbe speci ed in termsof time, the numberof missedupdates,



or both. Theseoptionsare analogougo the TACT toolkit's stalenesand numericerror
metrics[18]. Thetimelinessboundscanbehard,i.e., strictly enforcedby stallingwritesif
necessarylike TACT), or soft, i.e., enforcedin a best-efort mannerfor high availability.
Two typesof semanticdependenciesanbe directly expressecamongmultiple writes (to
the sameor differentdataitems),namely causalityandatomicity. Theseoptionstogether
with the sessiorabstractiorcanbe usedto supporthe transactionamodelof computing.

Update Ordering Constraints: Whenupdatesareissuedndependentlyat multiple repli-
cas(e.g.,by "'WR' modesessions)pur modelallows themto be applied(1) with no par
ticular constrainton their orderingat variousreplicas(called ' noné), (2) in somearbitrary
but commonordereverywhere(called "total’), or (3) sequentiallyvia serialization(called
“serial). Theorderingoptionscanbe speci ed on apersessiorbasis.Unorderedupdates
provides high performancevhen updatesare commutatve, e.g., incrementsto a shared
counteror updatego differententriesin a shareddirectory Totally orderedupdatescan
be concurrentput may needto bereappliedto ensureglobal ordering. Someupdateghat
requiretotal ordercannotbe undoneandreapplied,andthus mustbe globally serialized.
For example,whenmultiple clientsconcurrentlyissuethe dequeueperationat different
replicasof a sharedqueue,they mustnot obtainthe sameitem, althoughmultiple items
canbe enqueuedoncurrentlyandreorderedater Hencethe dequeueperationrequires
“serial' ordering,while enqueueequirestotal’ ordering.

Failure Handling: Whenall replicasarenotequallywell-connecteddifferentconsistenyg
optionscanbeimposedon differentsubset®f replicasbasedn their relatve connectvity
by specifyinga cut-off network quality. Consisteng semanticareguaranteectareplica
only relative to thosereplicasreachablevia higherquality links. For instancethis enables
a directory serviceto provide strongconsisteng amongclients within a campus,while
enforcingoptimisticeventualconsisteng acrosscampuse$or higheravailability.

Visibility and Isolation: Finally, a sessiorcandeterminehow long it staysisolatedfrom
the updatesof remotesessionsas well aswhenits own updatesare readyto be made
visible to remotesessions A sessiorcanchooseto remainisolatedentirely from remote
updateqsession',ensuringa snapshoview of data),allow themto be appliedon local
copiesimmediately("peraccess'usefulfor log monitoring),or whenexplicitly requested
(‘manual’). Similarly, asessiors updatecanbepropagate@ssoonasthey areissueduse-
ful for chat),whenthe sessiorends(usefulfor le updates)pr whenexplicitly requested
(‘manual’).

Although CC's optionsarelargely orthogonal they are not completelyindependentFor
example,the exclusive accesgnodesimply session-grairvisibility andisolation,a hard
most-currentimelinessguaranteeandserialupdateordering.



At rst glance,providing a large numberof optionsratherthana small setof hardwired
protocolsmight appearto imposean extra burdenon applicationprogrammers. How-
ever, thanksto the orthogonalityand composabilityof CC's options,their semanticsare
roughly additive and applicationprogrammerseednot considerall combinationsof op-
tions. Rather we anticipatethatimplementation®f CC will bundlepopularcombinations
of optionsasdefaults(e.g., Unix le semantics', CODA semantics'pr "besteffort stream-
ing’), while allowing individual applicationgo re ne their consisteng mechanismsvhen
required.In thosecircumstancegrogrammerganchoosendividual optionsalonginter-
estingdimensionsvhile retainingthe otheroptionsfrom the default protocol.

4 Swarm

Swarmis a distributed le storeorganizedas a collection of per seners(called Swarm
serves) thatprovide coherentwide area le accesst a variablegranularity Applications
storetheir sharedstatein Swarm les andoperateontheir statevia nearbySwarmseners.

Filesin Swarmarepersistenvariable-lengthat bytearraysnamedoy globally uniquel28-
bit numbersalledSWIDs. Swarmexportsa le system-lile session-orienteishterfacethat
supportgraditionalread/writeoperationson le blocksaswell asoperationaupdateson
les (explainedbelow). A le block (alsocalledapage, default4KB) is thesmallesunit of
datasharingandconsisteng in Swarm. Swarmsenerslocate les by their SWIDs, cache
them as a side-efect of local accessand maintainconsisteng accordingto the per le
consisteng options(asdescribedn Section3). EachSwarm sener usesa portion of its
local persistenstorefor permanent home') copiesof some les andusesthe remaining
spaceo cacheremotelyhomedles. Swarmsenersdiscover eachotherasa side-efect of
locating les by their SWIDs. EachSwarmsener monitorstheconnectiorguality (lateng,
bandwidth,connectvity) to other Swarm senerswith which it hascommunicatedn the
recentpast,and usesthis informationto form an ef cient dynamichierarchicaloverlay
network of replicasof each le.

Swarm exportsthe traditionalsession-orientede interfaceto its client applicationsvia a
Swarmclientlibrary linkedinto eachapplicationprocessTheinterfaceallows applications
to createanddestry les, opena le sessiorwith speci ed consisteng options,readand
write le blocks,andcloseasessionA sessions Swarm's unit of concurreng controland
isolation.A Swarmsener alsoexportsanative le systeminterfaceto Swarm les viathe
local operatingsystems VFS layer, alaCodaFJ6]. Thewrapperprovidesa hierarchical
le namespaceby implementingdirectorieswithin Swarm les.



Swarm allows les to be updatedin two ways: (i) by directly overwriting the previous
contentson aper le block basis(calledabsoluteor physicalupdate$ or (ii) by register
ing a semanticupdateprocedure(e.g., “add(name)to directory”) and then invoking the
update() interfaceto getSwarmto performthe operationon eachreplica(calledoper
ational update$. Beforeinvoking an operationalupdate the application rst mustlink a
plugin to eachSwarm sener runningan applicationcomponent.The plugin is usedboth
to apply updateproceduresandto performapplication-speci ccon ict resolution.When
operationalipdatesareused,Swarmreplicatesentire les asasingleconsisteng unit.

Using Swarm: To useSwarm, applicationdink to a Swarmclientlibrary thatinvokesop-
erationson a nearbySwarm sener in responseo client operationge.g., creatinga le,
openinganaccessessionpr performinga reador write). Whenapplicationsopena le,
they canspecifya setof consisteng options. As describedelow, thelocal Swarmsener
interactswith other Swarm senersto acquireand maintaina locally cachedcopy of the
le with the appropriateconsisteng. Figure 1 illustratesa databaseserviceanda direc-
tory service(both derived from the BerkeleyDB embeddediatabasdibrary [16]) using
Swarmto implementwide areaproxy caching.The DB’ representtheunmodi ed Berke-
leyDB databaseserviceobliviousto replication,the "'AS' representshe auctionor direc-
tory service-speci dogic, andthe'FS' provideslocal storage Our evaluationin Section6
shavsthebene t of suchreplication.

Replication: The Swarmsenerscachingaparticular le dynamicallyorganizethemseles
into an overlay replica hierarchy. All communicatiorbetweenreplicashappensvia this
hierarchy Figure 2 shavs a Swarm network of six senerswith hierarchiedor two les.

Oneor moresenersactascustodianswhichmaintainpermanentopiesof the le. Having
multiple custodianenabledault-tolerantle lookup. Onecustodiantypically the sener
that createdthe le, is designatedhe root custodianor homenode and coordinateghe
le' s replicationand consisteng managementas describedoelon. Whenthe root fails,
anothercustodians electedasroot by a majority vote.

The focusof this paperis Swarm's consisteng maintenanceso we brie y describehow
les arereplicatedn Swarm,andreferthereaderelsavhere[17] for furtherdetailson how
Swarmcreategycle-freereplicahierarchiesn thefaceof nodechurn,optimizesthereplica
hiearchybasedon obsernednetwork characteristicsandprovidesfault resilience.

Swarmcachesles basednlocal accesdy clients. Figure3 illustrateshow the hierarchy
is formedfor le F2 asnodessuccessiely cacheit locally. Nodedistancesn the gure
areroughlyindicative of their network distancegroundtriptimes). Whena Swarm sener
R wantsto cachea le locally (to sene alocal access)a Swarmsener rst usesthe le' s
SWID to locateits custodianse.g.,via anexternallocationservice lik e Pastry[14] or via
asimplemechanisntik e hardwiringtheIP addressnto the SWID, anapproactwe employ
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Figurel: An enterpriseapplicationemplg/ing a Swarm-basegroxy sener. Clientsin campus2
accesghelocal proxy sener, while thosein campus3 invoke eithersener.

Figure2: File replicationin aSwarmnetwork. FilesF1..F3arereplicatedat SwarmsenersN1..N6.
Permanentopiesareshavn in darker shade.F1 andF2 arehomedat N1. F3 hastwo custodians:
N4 andN5. Replicahierarchiesareshawvn for F2 andF3 rootedat N5 andN4 respectiely. Arrows
indicateparentlinks.



Figure3: Replicationof le F2.(a) N1 andN3 cacheF2from its homeN5. (b) N2 andN4 cache
it from N5; N1 reconnectso closerreplicaN3. (c) Both N2 andN4 reconnecto N3 asit is closer
thanN5. (d) Finally, N2 reconnect$o N1 asit is closerthanN3.



in our prototype.Swarmkeepdrackof thesecustodiansandthenrequest®neof them(say
P) to beits parentreplicaandprovide a le copy, preferringthosethatcanbereachedsia
high quality (low-laten) links. UnlessP is serving’too mary” child replicas,t accept®R

asits child, transferghe le contentsandinitiatesconsisteng maintenanc€asexplained
in Sectionb). P alsosendgheidentitiesof its childrento R, alongwith anindicationif it has
alreadyreachedts con guredfanoutlimit. R augmentsts lookup cachewith the supplied
information. If P wasoverloadedR rememberso avoid askingP for that le in the near
future, otherwiseR setsP asits parentreplica. R repeatghis parentelectionprocesauntil

it hasavalid le copy anda parentreplica(the root custodianis its own parent). Even
whena replicahasa valid parent,it monitorsits network quality to known replicasand
reconnectso a closerreplica,if found. This procesformsa dynamichierarchicakeplica
network rootedat the root custodianik e Blaze's le cachingschemd1], but avoids hops
over slow network links whenpossible like Pangaed15]. Whena replicalosescontact
with its parent,it reelectsts parentin a similar mannerto reconnecto the hierarchy To

guardagainstthe root's temporaryfailure, the identitiesof the root's direct childrenare
propagatedo all replicasin the backgroundsoreachableeplicascanre-groupinto atree
until therootrecovers.

5 Implementing ComposableConsistency

To enforcecomposableconsistenyg, eachSwarm sener hasa consisteng module (CC)
thatis invokedwhenclientsopenor closea le or whenclientsperformreadsor updates
within asessionClientscanindicatethedesiredconsisteng for le dataaccesseduringa
sessionThe CC moduleperformschecksjnteractingwith peersvhennecessaryo ensure
thatthelocal le copy meetsclientrequirementsSimilarly, whena clientissuesupdates,
the CC moduleto take actions(i.e., propagatingipdatesjo enforceconsisteng guarantees
givenby peersenersto their clients.

To succintlytrack concurreng controlandreplicasynchronizatiorguarantee$i.e., time-

liness)givento client sessionsthe CC moduleinternally representshemby a construct
called the privilege vector (PV), describedbelon. The CC moduleat a site cangive a
client accesdo a local replicawithout contactingits peersif the replica's PV indicates
that the local replica’s consisteng is guaranteedo be at leastas strongasthe required
by the client (e.g.,if the PV indicatesthatthe local copy is suitablefor concurrentwrite

accessvith 100msstalenesandthe client cantolerate200msstaleness)PeerCC mod-
ulesexchangemessage learnof eachother's PVs,obtainstrongeVs,ensurdghattheir
PVsarecompatible andpushenoughupdatedo presere eachother's PV properties.Al-

thougha Swarmseneris responsibldor detectingnaccessibl@eersandrepairingreplica



hierarchiesjts CC modulemustcontinueto maintainconsisteng guarantees spite of
reoilganization.

Therestof thissectiondescribeiow the CC moduletracksPVsandinteractswith its peers
to enforceCC options.

Privilege Vectors The CC moduleinternally representgoncurreng controlandreplica
synchronizatior(timelinessandstrength)guaranteesisinga privilege vector (PV). Asso-
ciatedwith eachreplicaof datais a currentprivilege vector(currentP\j thatindicatesthe
highestaccessnodeandthe tighteststalenessindmod limit guaranteethatcanbe given
to local sessionsvithout violating similar guaranteemadeat remotereplicas.

A PV consistof four componentshatareindependentlgnforcedby differentconsisteng
mechanismsan accessnode,a hardtime limit (HT), a hardmod limit (HM) anda soft
time+modlimit (STM.[t,m]). By default,a le' sroot custodiarstartswith the highestPV
([WRLK, *, *, *] where* is awildcard),whereasa new replicastartswith the lowestPV

(RD, , ., D

A replicaobtainsthe PV requiredto grantlocal sessiondy recursvely issuingRPCsto
its neighborsn thereplicahierarchy For eachneighborN, it remembershe relative PV
grantedto N (N.P\but) and obtainedfrom N (N.PVin). The replica's currentPVis the
lowestof the PVsit obtainedfrom its neighbors Sinceeachreplicaonly keepgrackof the
PVsof its neighborsthe PV statemaintainedat a replicais proportionalto its fanoutand
notto thetotal numberof replicas.

Core ConsistencyProtocol: The bulk of the CC modules functionality canbe summa-
rizedin termsof two node-locabperations:

Pull(PV): Obtain the consisteng guaranteesepresentedy the PV from remote
replicas.

Push(neighboN): Propagateutstandingipdatego a neighborreplicaN.

To implementtheseoperationsSwarm's core consisteng protocolemploys two kinds of
messages)amely get andput , thatarethe inte-nodecounterpart®f the above opera-
tions.

If aclientinitiatesa sessionthat requiresstrongerconsisteng guaranteeshanthe local
replicahas(e.g.,the clientrequestghe le in WRLK modebut the local replicais read-
only) or if the client requestsa manualsynch,the consisteng module performsa pull



operationby issuingget message$o its neighbors,specifyingthe requestediegree of
consisteng. The neighborsreply with put messageswhich updatethe le' s PV, and
potentiallyits contents. For example,if the client requestghe le in WRLK mode,the
local consisteng modulewaitsuntil it is givenexclusive write accesgo the le. To ensure
fairnessto client requestsconcurrentpull operationsfor a particular le on a nodeare
performedin FIFO order A nodeissuesget requestsn parallelto its neighborsin the
hierarchy sopull lateng grows logarithmicallywith thetotal numberof replicasprovided
the hierarchyis keptdenseby Swarm.

In contrasta pushoperationis performedvhenthereareupdateswvailableatareplicafrom
eitherlocal clientsor pushedfrom remotereplicasthat needto be passedlongto other
nodesn keepingwith their consisteng requirementsAfter theupdatesreappliediocally,
in keepingwith the isolation optionsof local sessionsand arereadyfor propagationjn
keepingwith theoriginatingsessiors visibility setting,thelocal consisteng modulesends
put messageto its neighbors.The mod boundsandtime boundsof remotereplicasare
maintainedby propagatingupdatesin accordancewith their dependencieand ordering
constraints. For example,if a nodehasguaranteedhatit will help a neighboringnode
enforcea timelinessboundof 100ms,its consisteng module may defer push'ing local
updatego the neighboruntil suchtime asdeferringthe pushary longerwill violate that
guaranteebut no longet

A Swarmsener's CC protocolhandlerrespond$o aget messagéom aneighborby rst
invoking a pull operationon the local CC moduleto obtainthe requestedV locally. It
thenrepliesto the neighborvia aput messagetransferringthe requestedgrivilegealong
with any pendingupdatesandupdateghe PV of its local replicato be compatiblewith the
neighbors nev PV. By grantinga PV, areplicapromiseso call backits neighborbefore
allowing accesses its portion of the hierarchythatviolate the grantedPV's consisteng
guarantee.The recursve natureof the pull operationrequiresthatthe replicanetwork be
agyclic, sincecyclesin the network causedeadlocks.To avoid deadlockwhenparentand
child replicassimultaneouslyssuingget sto eachother we allow a parents pull request
to bypassachild'sget requesto its parent.

Whenaput messagarrives,theprotocolhandlerlocksfor ongoingupdatego nish and
local sessionsvith session-grainetolationto end. It thenappliestheincomingupdates
atomically updateghe le' s PV, andmakesa pushrequesto the consisteng moduleto

triggerfurtherupdatepropagatior(if necessary).

Leases To reclaimPVsfrom unresponsie neighborsa replicaalwaysgrantsnon-trivial
PVshigherthan[wr, , , ]toitschildrenasleasegtime-limitedprivileges).Theroot
nodegrants60-secondeases;other nodesgrantslightly smallerleaseghantheir parent
leaseto give them sufcient time to respondto leaserevocation. A parentreplica can



unilaterallyrevoke PVsfrom its children(andbreakits callbackpromise)aftertheir nite
leaseexpires, which lets it recover from a nodeholding a leasebecomingunavailable.
Child replicasthat acceptupdatesusing a leasedprivilege must propagatehemto their
parentwithin the leaseperiod, or risk updatecon icts and inconsistencies.Leasesare
periodicallyrefreshedria a simplemechanismwherebya nodepingsothernodeshathave
issuedit aleasefor arny data(four timesperleaseperiodin our currentimplementation).
Eachsuccessfuping responsemplicitly refreshesll leasesssuedoy thepingednodethat
areheldby thepingingnode.If aparentis unresponsie,thenodeinformsits own children
thatthey cannotrenav theirlease.

Whena child replicalosescontactwith its parentwhile holdingaleasejt reconnectso the
replicahierarchyandissuesaspecial leaserecovery' pull operation.Unlike anormalpull,

leaserecovery promptsanancestoof theunresponsieold parento immediatelyrenav the
lease without waiting for the inaccessiblenodes leaseto expire. This “quick reconnect”
is legal becausehe recovering nodehasholdsa valid leaseon the dataandthus hasthe
“right” to have its leaserecognizedy its new parent.This mechanisnenablegeplicasto

maintainconsisteng guarantees the faceof nodefailuresanda dynamicallychanging
replicahierarchy

Enforcing Replica DivergenceBounds To enforcea hardtime bound(HT), a replica
R issuesa pull to neighborgthat are potentialwriters at mostonceevery HT interval. A
replicaenforcesa soft time bound (STM.t) by imposinga minimum pushfrequeng (at
leastonceper STM.t) on eachof its neighbors. To enforcea modi cation boundof M
unseerupdategylobally (HM andSTM.m), areplicasplitsthe boundinto smallerbounds
thatareimposedon eachof its neighborghat are potentialwriters. Theseneighboramay
recursvely split the boundto their children, which dividesthe responsibilityof tracking
updatesacrossthe replicahierarchy A replicapushesupdatesvheneaer the numberof
gueuedupdategeachests local bound. If the mod boundis hard, the replicawaits until
theupdatesareappliedandacknavledgedby receversbeforeit allows subsequenipdates.

Update Propagationt Swarm propagatesipdategmodi ed le blocksor operationalp-
dates)via put messagesEachSwarm sener storesoperationalupdatesn FIFO orderin
a persistenupdatelog. For the purposeof propagationeachupdatefrom a client session
is taggedby its origin replicaanda node-localversionnumberto identify it globally. To
ensureeliableupdatedelivery, areplicakeepsclientupdatesn its log in thetentativestate
andpropagatethemvia its parentuntil a custodiaracknavledgeshe update switcheshe
updateto thesavedstate handledurtherpropagationWhentheorigin replicaseeghatthe
updateis now savedit removesthe updatefrom its local log.

To identify whatupdatedo propagatendensuresxactly-oncedelivery, Swarmmaintainsa
versionvector(VV)ateachreplicathatindicateghelatestupdatencorporatedocally orig-



inating at every otherreplica. Whentwo replicassynchronizethey exchangeheir VVs to
identify missingupdates.In generalthe VV sizeis proportionalto the total numberof
replicas,which could be very large (thousands)but since Swarm maintainsreplicatrees
andthusthereis only onepathbetweerany two replicasin a stabletreetopology we can
usecompactneighbotrelative versionnumbergo weedout duplicateupdateetweeral-
readyconnectedeplicas.We exchangdull versionvectorsonly whenareplicareconnects
to anew parentwhich occursinfrequently

Ordering Concurrent Updates Whenapplyingincomingremoteupdatesareplicachecks
if independentipdatesinknaovn to the sendemweremadeelsavhere,indicatinga potential
con ict. Con icts arepossiblewhenclientsemploy concurrentnodewrite (WR) sessions.
For “serially' orderedupdates Swarm forwardsthemto the root custodianto be applied
sequentially For “unorderedupdatesSwarmappliesupdatesn their arrival order which
might vary from onereplicato another For “totally' orderedupdatesSwarmrelieson a
con ict resolutionroutineto imposea commonglobal orderat all replicas. This routine
mustapply the sameupdateorderingcriterion at all replicasto ensurea corvergent nal
outcome. Swarm providesdefault resolutionroutinesthat reorderupdatesasedon their
originationtimestamp(timestammrder) or by their arrival orderattheroot custodiarn(cen-
tralizedcommitorder. TheformerapproachrequiresSwarmsenersto looselysynchronize
their clocksvia protocolssuchasNTP. Thelatterapproachs similarto Bayou[3] anduses
versionvectors.

To enforcesemanticorderingconstraintge.g.,atomicor causal) Swarmtagseachupdate
with the orderingconstraintof the issuingsession.It usesthe local updatelog to deter
minein whatorderit mustpropagater apply updatedo satisfytheseorderingguarantees.
Atomically groupedupdatesarealwayspropagate@ndappliedtogether

6 Evaluation

In Section6.1,we shav how Swarm's CC implementatiorof close-to-opersemanticex-
ploits ‘nearbyreplicas'(similarto Pangaedl15]) to outperformCodas client-sererimple-
mentationin a sequentialle sharing(roaming)scenario.In Section6.2 we demonstrate
how the performancendscalabilityof areplicatedBerkeleyDB databaseariesunder ve
consisteng mechanismshatrangefrom “strong' (appropriatdor a corventionaldatabase)
to "time-based(appropriatdor typicaldirectoryservices) Swarmof oaded thehardprob-
lemsof replicationandconsisteng managemerftom bothapplicationstherebysimplify-
ing theirimplementatiorwhile providing themwith arich setof consisteng choices.
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Figure4: Network topologyfor Swarmfsroamingexperiment.

For all experimentswe usedthe EmulabNetwork Testbed4] to emulateWAN topologies
amongclustered”Cs.The PCshave 850MhzPentium-IIICPUswith 512MB of RAM and
runRedhatLinux 7.2. Swarmsenersrun oneachPCasuserlevel processeandstore les
in asingledirectoryin thelocal le systemusingthe SWID asthe lename. The Swarm
replicafanoutwascon guredto alow valueof 4 to inducea multi-level hierarchy

6.1 Swarmfs: A Flexible Distrib uted File System

We evaluatea Swarm-basedle system(Swarmfs) on a syntheticroaming benchmark
acrossan emulatednon-uniformWAN network showvn in Figure4. In this benchmark,
we model collaboratorsat a seriesof locationsaccessinghared les, onelocationat a

time. Thistypeof "sequentialle sharing'is representatie of mobile le accesor work-

o w applicationswherecollaboratorgake turnsupdatingshareddocumentsor les. We

compareSwarmfsto Codaemploying bothweak (coda-w)andstrongconnectvity modes
(coda-s).Like Pangaeaandunlike Coda,Swarm provideslow-lateng by treatingreplicas
aspeersfor consisteng enforcementUnlike PangaeaSwarmfsguaranteeslose-to-open
consisteng. To supportclosecollaborationor nearsimultaneousle accessusersrequire
close-to-opermonsisteng semanticevenunderweakconnectvity.

The topology modeledconsistsof ve widely distributed campuseseachwith two ma-
chinesona100MbpsLAN. ThenodeU1 (marked "homenode")initially storesgheTcl-8.4
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Figure5: RoamingFile Access: Swarmfspulls source les from nearbyreplicas. Strong-mode
Codacorrectlycompilesall les, but exhibits poor performance Weak-modeCodaperformswell,
but generatemcorrectresultson thethreenodesfarthestfrom thesener (U1).

sourceles, 163 les with atotal sizeof 6.7MB. We run SwarmfssenersandCodaclients
onall nodes.TheCodasenerrunsonUL1.

In our syntheticbenchmarkglientsat variousnodessequentiallyaccessles. eachclient
modi es onesourcele, compilesthe Tcl-8.4 sourcetree,andthendeletesall object les.

Theseoperationgepresenisolatedupdatesintensive le-basedcomputationandcreating
anddeletingalargenumberof temporaryles. Clientsoneachnodein eachcampugin the
orderUniversity(U) ISP1(l) Corporate(C) Turkey (T)  France(F)), perform
the edit-compile-cleanupperationoneafteranother

Figure5 showns the compilationtimeson eachnode. SinceSwarm createsef cient replica



hierarchiesandacquiresles from nearbyreplicas(e.g.,from anothernodeon the same
LAN, or, in the caseof France,from Turkey), it outperformsCodas client-sener imple-
mentationwhich alwayspulls les from senerUL1.

In weak connectvity mode(coda-w),Codaguaranteesnly eventualconsisteng, which
causesncorrectbehaior startingat nodeT2. In this case,coda-ws trickle reintegration
causesheclientonT1to eagerlypushhugeobject les to U1, therebycloggingits network
link anddelayingnoti cation of subsequenie deletions.By thetime T2 seesT1's le
deletionoperationsjt hasalreadystartedits compile and usedstaleobject les. Codas
strongconnectvity modeprovidesclose-to-opesemanticdutincursdoublethelateng of
Swarmfsbecausef write-throughgo thesener (U1). Boththeseproblemsoccurbecause
Codasenersnever pull updatedrom clients, but ratherclients mustpushupdatedo the
sener. Swarmavoidsthisby employing thesamepull mechanisnuniformly atall replicas.

6.2 SwarmDB: ReplicatedBerkeleyDB

Populardatabasege.g.,mySQL,Oracle,andBerkeleyDB) predominantlyemploy master

slave replication(if any) acrosshe wide areadueto its simplicity; read-onlyreplicasare
deployednearclientsto scalequeryperformancebut updatesreappliedatacentralmaster
site to ensureserializability For applicationsthat can handleconcurrentupdates(e.g.,
mary directoryservices)masterslave replicationis overly restrictve anddoesnot scaleor

exploit regionallocality. By usingSwarmto implementdatabaseeplication wecanchoose
on a perclient basishow muchconsisteng is required.High throughputcanbe achiesed

whenthe consisteng requirementsare wealer, asin a directory service[10], while the

samecodebasecanbe usedto provide a stronglyconsistentiatabasevhenrequired.

We augmentedhe BerkeleyDB embeddedlatabasdibrary [16] with replicationsupport
asawrapperlibrary calledSwarmDB A typical SwarmDB-basedpplicationis shavn in
Figure1l. SwarmDB storesa BerkeleyDB databasen its native formatin a Swarm le
andinterceptBerkeleyDB updateoperationgo invoke themasoperationalipdatenthe
local Swarm sener via a SwarmDB plugin. SwarmDB-base@pplicationinstancesccess
thedatabaseia Swarmsenersspreadacrossa WAN thatcachethedatabaséocally.

We measureéSwarmDB's read and write throughputundera full-speedupdate-intensie
workloadwhenemploying the ve distinct a vors of consisteng semanticshaovn in Ta-
ble 2. We comparethe performancef the ve avorsof SwarmDBagainstBerkeleyDB's
client-serer (RPC) implementation. The consisteng avors (listed from strongestto
wealest)are: (1) locking writesand optimisticreads wherewritesareserializedvia locks
before being propagated(2) masterslave writes and optimistic reads whereall writes



Consisteng Semantics CCoptions

locking writes WRLK
masterslave writes WR, serial
close-to-opemd, wr RD/WR,time=0,hard
time-boundedd, wr time=10,hard

optimistic/eventualrd, wr | RD/WR,time=0,soft

Table2: Consisteng avorsemplo/edfor ReplicatedBerkeleyDB andthe CC optionsto achieve
them. The unspeci edoptionsaresetto [RD/WR, time=0,mod= , soft, no semanticdeps,total
order pessimisticsessiorvisibility & isolation].

are serially orderedat the root of the replica hierarchybefore propagation(3) close-to-
openconsistency(4) time-boundedtalenesswheredatais synchedoeforeaccessf more
thanathresholdtime haspassedincethe lastsynch,and(5) optimisticwritesandreads
wherewritesareperformedocally beforebeingpropagatedo otherreplicas.Oursynthetic
benchmarlcreatesandpopulatesa BerkeleyDB databasevith 1000key-valuepairsinside
aSwarm le. The databaseizedoesnot affect performancegexceptduring startup,since
we employ operationalipdateswhereSwarmreplicateghe entiredatabasde asasingle
consisteng unit andpropagatesperationsnsteadof changes.

We run the benchmarlon 2 to 48 nodes.Nodesareeachconnectedy a 1Mbps,10-msec
delayWAN link to a backboneouter which implies a 40msroundtrip betweenary two

nodes. Eachsener executesl0,000randomoperationsat full-speed,i.e., no think time.

The operationmix consistf 5% adds,5% deletes 20% updates;30% lookups,and40%

cursorbasedscans .Readglookupsandcursorbasedscanslare performeddirectly on the

databasele, while writes (adds,deletesandupdatesyresentto the local Swarm sener

by the SwarmDBlibrary. Eachoperationopensa Swarmsessioronthedatabasde in the

appropriatanode,performsthe operationandcloseshe session.

Figures6 and7 show the averagethroughpuiobsenedperreplicafor readsandwrites. In
additionto the SwarmDBresults we presenbaselingperformancevhendirectly operating
onadatabasde storedin thelocal le system(local), wheninvoking RPCsto acolocated
berkeleyDB sener (rpclocal), andwhenaccessin@g local Swarm-basediatabasde with
nosharing(Swarmlocal). Swarmlocal representthebestthroughpuipossibleusingSwar-
mDB on top of our Swarm prototype. The high costof IPC betweerthe clientandsener
accounfor the performancalegradationof rpclocal andSwarmlocal comparedo local.

Figure 6 shaws that readthroughputscaleswell when we requestsoft (push-basedpr
time-basedconsisteng guaranteedhut not whenwe requesthard( rm pull-based)guar
anteesas expected. Due to the update-intensie natureof the workload, thereis almost
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alwaysa write in progresssomeavherein the system. Thusthe strict pull-basedschemes
areconstantlypulling updatesacrossWAN links, suffering the samehigh lateng thatthe
RPC-basedolutionincurs. As a result,close-to-opermndstrongconsisteng do not scale
beyond 16 replicas,given the high degreeof write-sharing. Eventualconsisteng scales
well to large replicasetseven whenpushingupdatesagerly becausé&Swarm enableghe
DB plugin to remove self-cancelingupdates.Toleratingeven a small amountof staleness
(10ms)signi cantly improvesreadandwrite performancever close-to-operonsisteny,
becausehe costof synchronizatiorover thewide areais very high,andamortizingit over
multiple operationdhassubstantialateng bene t.

In summary differentconsisteng optionsprovide vastly differentsemanticsand perfor
mancecharacteristicfor the sameworkload. Composableonsisteng enablesanapplica-
tion to chooseheright semantichasedn its speci ¢ needat hand.

7 Conclusions

In this paperwe proposeda newv way to structureconsisteng managemenfior P2Pshar
ing of mutabledata,calledcomposable&onsisteng. It splitsconsisteng managemenhto
designchoicesalongsereralorthogonabdimensionandletsapplicationsxpressheircon-
sisteng requirementasavectorof thesechoicesonaperaccesbasis.Thedesignchoices
areorthogonabndcanbecombinedn variouswaysto yield arich collectionof semantics,
while enablinganef cient implementationWe outlinedanimplementatiorof themodelin
a penasve peerreplicationervironmentspanningnon-uniformnetworks. Our evaluation
shavedhow composableonsisteng is bothexpressve andpractical.
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