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Abstract

The lack of a �e xible consistency managementsolutionhindersP2Pimplementationof
applicationsinvolving updates,suchasread-write�le sharing,directoryservices,online
auctionsandwide areacollaboration.Managingmutableshareddatain a P2Psettingre-
quiresaconsistency solutionthatcanoperateef�ciently overvariable-qualityfailure-prone
networks,supportpervasive replicationfor scaling,andgive peersautonomyto tunecon-
sistency to theirsharingneedsandresourceconstraints.Existingsolutionslackoneor more
of thesefeatures.

In thispaper, we describeanew consistency modelfor P2Psharingof mutabledatacalled
composableconsistency, and outline its implementationin a wide areamiddleware �le
servicecalled Swarm1. Composableconsistency lets applicationscomposeconsistency
semanticsappropriatefor theirsharingneedsby combiningasmallsetof primitiveoptions.
Swarmimplementstheseoptionsef�ciently to supportscalable,pervasive,failure-resilient,
wide-areareplicationbehinda simpleyet �e xible interface. We presenttwo applications
to demonstratetheexpressivepower andeffectivenessof composableconsistency: a wide
area�le systemthatoutperformsCodain providing close-to-openconsistency overWANs,
andareplicatedBerkeleyDB databasethatreapsorder-of-magnitudeperformancegainsby
relaxingconsistency for queriesandupdates.

1Swarmstandsfor ScalableWideAreaReplicationMiddleware.



1 Intr oduction

Organizingwideareaapplicationsin apeer-to-peer(P2P)fashioncanimproveavailability,
failureresilience,andscalabilitycomparedto traditionalclient-serverarchitectures.Many
effectiveP2Ptechniqueshavebeendevelopedto locateandshareread-onlycontent[14] or
low-write-sharingcontent[3, 11, 15]. AlthoughP2Porganizationcouldbene�t wide area
applicationswith mutabledatasuchasonlineauctions,directoryservices,andcollaborative
applications(e.g.,LotusNotes),theirdatacharacteristicsandconsistency needsarediverse
andinadequatelysupportedby existingP2Pmiddlewaresystems.

P2Psharingof mutabledataraisesthe issuesof replicationandconsistency management.
P2Psystemsposeuniquechallengesto replicationalgorithms.P2Pclientstendto experi-
encediversenetwork characteristicsandvary in their resourceavailability andwillingness
to handleloadfrom otherpeers.Thecollectionof clientstendsto belarge,but constantly
changing.A P2Pconsistency managementsystemmustthereforebeableto supportper-
vasive replicationto scalewith load,enablepeersto individually balanceconsistency and
availability againstperformanceand resourceusage,andoperateef�ciently acrossnon-
uniform failure-pronenetworks.

To understandthe diversityof applicationcharacteristicsandtheir consistency needs,we
surveyedavarietyof wide-areadatasharingapplicationsrangingfrom personal�le access
(with little datasharing)to widespreadreal-timecollaboration(e.g.,chatandgames,with
�ne-grain synchronization)[17]. The survey identi�ed threebroadclassesof distributed
applications:(1) �le access,(2) databaseanddirectoryservices,and(3) real-timecollabo-
rativegroupware.

Wefoundthatapplicationsdiffer widely in thefrequency andextentof readandwrite shar-
ing amongreplicas,thetypical replicationfactor, their toleranceto staledata,semanticin-
terdependenciesamongupdates,thelikelihoodof con�icts amongconcurrentupdates,and
their amenabilityto automaticcon�ict resolution. Someapplicationsneeddifferentcon-
sistency semanticsfor readsandwrites,e.g.,anonlineauctionservicemight needstrong
consistency for writes to prevent selling the sameitem twice, but could tolerateprovid-
ing staledatain responseto queriesto improve performance.Applicationsdiffer in the
degreeto which they toleratereplicadivergence,e.g., usersworking on a shareddocu-
mentexpectit to re�ect thelatestupdatesmadeby otherusersbeforeeacheditingsession
(close-to-openconsistency), while thestalenessof stock-quoteupdatesshouldbebounded
by a time interval. Applicationsaccess�les in differentwayswith differentconsistency
requirements,e.g.,personal�les arerarelysharedwhile softwareandmultimedia�le are
widely read-shared.Otherapplicationsfrequentlywrite sharedata,e.g.,distributedlogs,
sharedcalendars,andversioncontrol systems.How concurrentupdatescanbe handled



varieswidely, e.g.,it is relatively easyto combineconcurrentappends(logging)or merge-
ablewrites(calendars),but morecomplex sharingandwrite con�ict patternsoftenrequire
explicit serialization.For someapplications,optimisticor eventualconsistency (i.e.,propa-
gatingupdateslazily) providesadequatesemanticsandhighavailability, but duringperiods
of closecollaborationusersneedtightersynchronizationguaranteessuchasclose-to-open
(to view latestupdates)or strongconsistency (to preventupdatecon�icts).

Basedontheresultsof ourapplicationstudy, webelievethatmanagingmutableshareddata
in a P2Psettingrequiresa consistency solutionthat canoperateef�ciently over variable-
quality failure-pronenetworks, supportpervasive replicationfor scaling,andgive peers
autonomyto tune consistency to their sharingneedsand resourceconstraints. Existing
solutionsfail to provide oneor moreof theserequirements.SeveralP2Psystemssupport
�le anddatabasereplicationwith updatesby providing close-to-openor eventualconsis-
tency [11, 3, 15, 13], which is inadequatefor many applications.A numberof previous
efforts [18, 7] have viewedconsistency semanticsasa continuouslinearspectrumranging
from strongconsistency to best-effort eventualconsistency, andprovidedwaysto control
divergenceof replicacontents.While powerful, thesesystemsneedto beextendedin sev-
eralwaysto cover thefull spectrumof observedapplicationneeds.

Whenwe carefully examinedthe resultsof our survey, we observed that the consistency
needsof applicationscanbeexpressedin termsof asmallnumberof designoptions,which
weclassifyinto � vemostlyorthogonaldimensions:

� concurrency- thedegreeto whichcon�icting (read/write)accessescanbetolerated,

� replicasynchronization- thedegreeto which replicadivergencecanbetolerated,in-
cludingthetypesof inter-dependenciesamongupdatesthatmustbepreservedwhen
synchronizingreplicas,

� failure handling- how dataaccessshouldbe handledwhensomereplicasareun-
reachableor havepoorconnectivity,

� updatevisibility - the time at which local modi�cations to replicateddatabecome
`stable'andreadyto bemadevisibleglobally, and

� view isolation- thetimeatwhich remoteupdatesmustbemadevisible locally.

Therearemultiplereasonableoptionsalongeachof thesedimensionsthatexistingsystems
employ separately. Basedon this classi�cation,we developeda novel composableconsis-
tencymodelthatprovidestheoptionslisted in Table1. Whentheseoptionsarecombined
in differentways,they yield a rich collectionof consistency semanticsfor shareddatathat



Dimension Available ConsistencyOptions
ConcurrencyControl Accessmode concurrent (RD, WR) excl (RDLK, WRLK)

ReplicaSynchronization

Timeliness
manual time(staleness= 0..� secs)

mod(unseenwrites= 0..���

Strength hard soft

SemanticDeps.
- causal
- atomic

Updateordering none total serial
Failure Handling optimistic(ignoredistantreplicasw/ RTT � 0..� ) pessimistic
UpdateVisibility session per-access manual

View Isolation session per-access manual

Table1: Consistency optionsprovidedby theComposableConsistency (CC) Model. Consistency
semanticsareexpressedfor anaccesssessionby choosingoneof thealternativeoptionsin eachrow,
which aremutually exclusive. Optionsin italics indicatereasonabledefaults that provide close-
to-opensemanticssuitablefor many applications. In our discussion,when we leave an option
unspeci�ed,weassumeits default value.

cover theneedsof a broadvarietyof applications.Using composableconsistency, a P2P
auctionservicecould employ strongconsistency for updates,while relaxingconsistency
for queriesto limit synchronizationcost.An auctionusercanspecifystrongerconsistency
requirementsto ensure100%accuratequeryresults,althoughdoingsoincreasesoverhead
andlatency.

In this paper, we describethe composableconsistency modelandoutline how we imple-
mentedit in awideareaP2Pmiddleware�le servicecalledSwarm. Swarmletsapplications
expressconsistency requirementsasa vectorof optionsalongthesedimensionson a per-
accessbasisratherthan only supportinga few packagedcombinations.Doing so gives
applicationsmore �e xibility in balancingconsistency, availability, andperformance.In
addition,Swarmperformsaggressivepeerreplicationandtunesits replicationbehavior in
responseto observednetwork andnodeavailability conditions.As a result,Swarmmore
effectively cachesdatanearwhereit is accessed,therebyproviding low latency dataaccess,
underabroaderrangeof datasharingscenariosthanexistingsystems.

To determinethevalueof composableconsistency in Swarm,we implementedbothawide
areaP2P�le systemandawrapperlibrary thatsupportsreplicationaroundtheBerkeleyDB
databaselibrary. Weshow thatSwarm'scomposableconsistency ensuresclose-to-opense-
manticsover a WAN andoutperformsCoda's client-server implementationby exploiting
`nearby'replicasduringroaming�le access.Wealsoshow thatreplicatingBerkeleyDB us-



ing Swarmenablesorder-of-magnitudeimprovementsin write performanceandscalability
beyondmaster-slave replicationby relaxingconsistency in severalways. Swarm relieves
applicationwriters of the burdenof implementingtheir own replicationandconsistency
mechanisms.Sincethe focusof this paperis on evaluatingcomposableconsistency in a
wide areaP2Preplicationenvironment,we limit our discussionof Swarm's designto its
consistency implementation.A morecompletedescriptionandevaluationof Swarm's de-
sign,includingits dynamichierarchicalreplicationandits scalabilityandfailureresilience
properties,appearselsewhere[17].

In Section2 we describeprior work on �e xible consistency managementandwide area
replicationmanagement.In Section3 we describethecomposableconsistency model.We
brie�y outline Swarm's designin Section4 beforedescribingits consistency implemen-
tation in Section5. We presentour evaluationof its practicalityin Section6. Finally, in
Section7 weconclude.

2 RelatedWork

Severalsolutionsexist to managereplicationamongwide-areapeers.SeveralP2Psystems
weredevelopedto shareread-onlydatasuchasmultimedia�les (PAST [14], KaZaa)or
accessto rarelywrite-sharedpersonal�les [15], but not frequentwrite-sharing.Numerous
consistency schemeshavebeendevelopedindividually to handlethedatacoherenceneeds
of speci�c servicessuchas�le systems,directoryservices[10], databasesandpersistent
objectsystems[9]. Distributed�le systemssuchasNFS,Pangaea,Sprite,AFS,Codaand
Ficustarget traditional�le accesswith low write-sharingamongmultiple users.Ivy [11]
is a read/writeP2P�le systemthat supportsclose-to-opensemanticsbasedon P2Pblock
storageand logs. Composableconsistency adoptsa novel approachto supportmany of
their consistency semanticsef�ciently in a P2Psetting.

Bayou[3] exploredoptimistic replicationandupdatepropagationfor collaborative appli-
cationsunderad-hocconnectivity. Ourconsistency implementationemployssomeof their
techniquesin a widercontext.

Fluid replication[2] providesmultipleselectableconsistency policiesfor statichierarchical
caching.In contrast,ourapproachoffersprimitiveoptionsthatcanbecombinedto yield a
varietyof policies,offeringmorecustomizabilityfor peer-to-peerreplication.Many design
options[8, 7] that we identi�ed for composableconsistency areproposedseparatelyby
prior systems.Ourmodelforgesthemuniquelyfor �e xibility .



Many previous efforts have exploreda continuousconsistency model [18, 7]. Of those,
the TACT toolkit [18] providescontinuouslytunableconsistency alongthreedimensions
similar to thosecoveredby our timelinessandconcurrency control aspects.We provide
additional�e xibility includingthenotionof sessionsandexplicit semanticdependenciesto
caterto a wider varietyof applicationneedsasdescribedin Section3. TACT's ordererror
offerscontinuouscontrolover thenumberof updatecon�icts. In contrast,ourconcurrency
optionsprovide a binarychoicebetweenzeroandunlimited numberof con�icts. We be-
lieve that for many real-world applications,a binary choicesuchasoursis adequateand
reducesbookkeepingoverhead.

3 ComposableConsistencyModel

The composableconsistency (CC) model is applicableto systemsthat employ the data-
shippingparadigm.Suchapplicationsarestructuredasmultiple distributedcomponents,
eachof whichholdsaportionof applicationstateandoperatesonotherportionsby locally
cachingthem as needed.The CC model assumesthat applicationsaccess(i.e., reador
write) their datain sessions,andthatconsistency canbeenforcedat sessionboundariesor
beforeandaftereachreador write access.

In theCCmodel,anapplicationexpressesits consistency requirementsfor eachsessionas
avectorof consistency options, aslistedin Table1. Eachrow of thetableindicatesseveral
mutuallyexclusiveoptionsavailabletocontroltheaspectof consistency indicatedin its �rst
column.Reasonabledefault optionsarenotedin italics,which togetherenforcetheclose-
to-openconsistency semanticsprovidedby AFS [5] for coherentread-write�le sharing.A
particularCC implementationcanprovide reasonabledefaults,but allow anapplicationto
overridethedefaultsif needed.Table2 lists theCCoptionsfor severalconsistency �a vors.

Concurrency: CC providestwo �a vorsof accessmodesto control theparallelismamong
readsandwrites. Concurrentmodes(RD, WR) allow arbitrary interleaving of accesses
acrossreplicas,similar to Unix �le semantics.Exclusive modes(RDLK, WRLK) pro-
videtraditionalconcurrent-read-exclusive-writesemantics[12]. Whenboth�a vorsareem-
ployedon thesamedatasimultaneously, RD modesessionscoexist with all othersessions,
i.e.,RD operationscanhappenin parallelwith exclusivesessions,while WR modesessions
areserializedwith respectto exclusivesessions,i.e., they occurbeforetheRDLK/WRLK
sessionbeginsor aredeferreduntil it ends.

TimelinessGuarantees: Thedegreeto which replicacontentsareallowedto diverge(i.e.,
timelinessin Table1) canbe speci�ed in termsof time, the numberof missedupdates,



or both. Theseoptionsareanalogousto the TACT toolkit's stalenessandnumericerror
metrics[18]. Thetimelinessboundscanbehard,i.e.,strictly enforcedby stallingwritesif
necessary(like TACT), or soft, i.e., enforcedin a best-effort mannerfor high availability.
Two typesof semanticdependenciescanbedirectly expressedamongmultiple writes (to
thesameor differentdataitems),namely, causalityandatomicity. Theseoptionstogether
with thesessionabstractioncanbeusedto supportthetransactionalmodelof computing.

Update Ordering Constraints: Whenupdatesareissuedindependentlyat multiple repli-
cas(e.g.,by `WR' modesessions),our modelallows themto beapplied(1) with no par-
ticularconstrainton theirorderingat variousreplicas(called`none'), (2) in somearbitrary
but commonordereverywhere(called`total'), or (3) sequentiallyvia serialization(called
`serial'). Theorderingoptionscanbespeci�edon a per-sessionbasis.Unorderedupdates
provideshigh performancewhenupdatesare commutative, e.g., incrementsto a shared
counteror updatesto differententriesin a shareddirectory. Totally orderedupdatescan
beconcurrent,but mayneedto bereappliedto ensureglobalordering.Someupdatesthat
requiretotal ordercannotbe undoneandreapplied,andthusmustbe globally serialized.
For example,whenmultiple clientsconcurrentlyissuethe dequeueoperationat different
replicasof a sharedqueue,they mustnot obtain the sameitem, althoughmultiple items
canbe enqueuedconcurrentlyandreorderedlater. Hencethedequeueoperationrequires
`serial' ordering,while enqueuerequires̀ total' ordering.

Failur eHandling: Whenall replicasarenotequallywell-connected,differentconsistency
optionscanbeimposedon differentsubsetsof replicasbasedon their relativeconnectivity
by specifyinga cut-off network quality. Consistency semanticsareguaranteedat a replica
only relative to thosereplicasreachablevia higherquality links. For instance,this enables
a directoryserviceto provide strongconsistency amongclientswithin a campus,while
enforcingoptimisticeventualconsistency acrosscampusesfor higheravailability.

Visibility and Isolation: Finally, a sessioncandeterminehow long it staysisolatedfrom
the updatesof remotesessions,as well as when its own updatesare readyto be made
visible to remotesessions.A sessioncanchooseto remainisolatedentirely from remote
updates(`session',ensuringa snapshotview of data),allow themto be appliedon local
copiesimmediately(`per-access',usefulfor log monitoring),or whenexplicitly requested
(`manual').Similarly, asession'supdatescanbepropagatedassoonasthey areissued(use-
ful for chat),whenthesessionends(usefulfor �le updates),or whenexplicitly requested
(`manual').

Although CC's optionsarelargely orthogonal,they arenot completelyindependent.For
example,the exclusive accessmodesimply session-grainvisibility and isolation,a hard
most-currenttimelinessguarantee,andserialupdateordering.



At �rst glance,providing a large numberof optionsratherthana small setof hardwired
protocolsmight appearto imposean extra burdenon applicationprogrammers.How-
ever, thanksto the orthogonalityandcomposabilityof CC's options,their semanticsare
roughly additive andapplicationprogrammersneednot considerall combinationsof op-
tions. Rather, we anticipatethat implementationsof CC will bundlepopularcombinations
of optionsasdefaults(e.g.,̀ Unix �le semantics',̀CODA semantics',or `besteffort stream-
ing'), while allowing individual applicationsto re�ne their consistency mechanismswhen
required.In thosecircumstances,programmerscanchooseindividual optionsalonginter-
estingdimensionswhile retainingtheotheroptionsfrom thedefault protocol.

4 Swarm

Swarm is a distributed �le storeorganizedas a collection of per servers (called Swarm
servers) thatprovide coherentwide area�le accessat a variablegranularity. Applications
storetheir sharedstatein Swarm�les andoperateon their statevia nearbySwarmservers.

Filesin Swarmarepersistentvariable-length�at bytearraysnamedbygloballyunique128-
bit numberscalledSWIDs.Swarmexportsa�le system-likesession-orientedinterfacethat
supportstraditionalread/writeoperationson �le blocksaswell asoperationalupdateson
�les (explainedbelow). A �le block(alsocalledapage, default4KB) is thesmallestunit of
datasharingandconsistency in Swarm. Swarmserverslocate�les by their SWIDs,cache
themasa side-effect of local access,andmaintainconsistency accordingto the per-�le
consistency options(asdescribedin Section3). EachSwarm server usesa portion of its
local persistentstorefor permanent(`home') copiesof some�les andusestheremaining
spaceto cacheremotelyhomed�les. Swarmserversdiscovereachotherasaside-effectof
locating�les by theirSWIDs.EachSwarmservermonitorstheconnectionquality(latency,
bandwidth,connectivity) to otherSwarm serverswith which it hascommunicatedin the
recentpast,and usesthis information to form an ef�cient dynamichierarchicaloverlay
network of replicasof each�le.

Swarmexportsthetraditionalsession-oriented�le interfaceto its client applicationsvia a
Swarmclient library linkedinto eachapplicationprocess.Theinterfaceallowsapplications
to createanddestroy �les, opena �le sessionwith speci�edconsistency options,readand
write �le blocks,andcloseasession.A sessionis Swarm'sunit of concurrency controland
isolation.A Swarmserveralsoexportsanative �le systeminterfaceto Swarm�les via the
local operatingsystem's VFS layer, alaCodaFS[6]. Thewrapperprovidesa hierarchical
�le namespaceby implementingdirectorieswithin Swarm�les.



Swarm allows �les to be updatedin two ways: (i) by directly overwriting the previous
contentson a per �le block basis(calledabsoluteor physicalupdates) or (ii) by register-
ing a semanticupdateprocedure(e.g., “add(name)to directory”) and then invoking the
update() interfaceto getSwarmto performtheoperationon eachreplica(calledoper-
ational updates). Beforeinvoking an operationalupdate,theapplication�rst mustlink a
plugin to eachSwarmserver runningan applicationcomponent.Theplugin is usedboth
to applyupdateproceduresandto performapplication-speci�ccon�ict resolution.When
operationalupdatesareused,Swarmreplicatesentire�les asasingleconsistency unit.

Using Swarm: To useSwarm,applicationslink to a Swarmclient library thatinvokesop-
erationson a nearbySwarm server in responseto client operations(e.g.,creatinga �le,
openinganaccesssession,or performinga reador write). Whenapplicationsopena �le,
they canspecifya setof consistency options.As describedbelow, the local Swarmserver
interactswith otherSwarm serversto acquireandmaintaina locally cachedcopy of the
�le with the appropriateconsistency. Figure1 illustratesa databaseserviceanda direc-
tory service(both derived from the BerkeleyDB embeddeddatabaselibrary [16]) using
Swarmto implementwideareaproxycaching.The`DB' representstheunmodi�ed Berke-
leyDB databaseserviceoblivious to replication,the `AS' representsthe auctionor direc-
tory service-speci�clogic, andthe'FS' provideslocalstorage.Ourevaluationin Section6
showsthebene�t of suchreplication.

Replication: TheSwarmserverscachingaparticular�le dynamicallyorganizethemselves
into an overlay replica hierarchy. All communicationbetweenreplicashappensvia this
hierarchy. Figure2 shows a Swarm network of six serverswith hierarchiesfor two �les.
Oneor moreserversactascustodians, whichmaintainpermanentcopiesof the�le. Having
multiple custodiansenablesfault-tolerant�le lookup. Onecustodian,typically theserver
that createdthe �le, is designatedthe root custodianor homenode, andcoordinatesthe
�le' s replicationandconsistency management,asdescribedbelow. Whenthe root fails,
anothercustodianis electedasrootby amajorityvote.

The focusof this paperis Swarm's consistency maintenance,so we brie�y describehow
�les arereplicatedin Swarm,andreferthereaderelsewhere[17] for furtherdetailsonhow
Swarmcreatescycle-freereplicahierarchiesin thefaceof nodechurn,optimizesthereplica
hiearchybasedon observednetwork characteristics,andprovidesfault resilience.

Swarmcaches�les basedon local accessby clients.Figure3 illustrateshow thehierarchy
is formedfor �le F2 asnodessuccessively cacheit locally. Nodedistancesin the �gure
areroughlyindicative of their network distances(roundtriptimes).Whena Swarmserver
R wantsto cachea �le locally (to serve a local access),a Swarmserver �rst usesthe�le' s
SWID to locateits custodians,e.g.,via anexternallocationservice,like Pastry[14] or via
asimplemechanismlikehardwiringtheIP addressinto theSWID, anapproachweemploy
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Figure1: An enterpriseapplicationemploying a Swarm-basedproxy server. Clientsin campus2
accessthelocalproxyserver, while thosein campus3 invoke eitherserver.

Figure2: File replicationin aSwarmnetwork. FilesF1..F3arereplicatedatSwarmserversN1..N6.
Permanentcopiesareshown in darker shade.F1 andF2 arehomedat N1. F3 hastwo custodians:
N4 andN5. Replicahierarchiesareshown for F2 andF3 rootedatN5 andN4 respectively. Arrows
indicateparentlinks.



Figure3: Replicationof �le F2. (a) N1 andN3 cacheF2 from its homeN5. (b) N2 andN4 cache
it from N5; N1 reconnectsto closerreplicaN3. (c) Both N2 andN4 reconnectto N3 asit is closer
thanN5. (d) Finally, N2 reconnectsto N1 asit is closerthanN3.



in ourprototype.Swarmkeepstrackof thesecustodians,andthenrequestsoneof them(say
P) to beits parentreplicaandprovide a �le copy, preferringthosethatcanbereachedvia
highquality(low-latency) links. UnlessPis serving”too many” child replicas,it acceptsR
asits child, transfersthe�le contents,andinitiatesconsistency maintenance(asexplained
in Section5). Palsosendstheidentitiesof its childrentoR,alongwith anindicationif it has
alreadyreachedits con�guredfanoutlimit. R augmentsits lookupcachewith thesupplied
information. If P wasoverloaded,R remembersto avoid askingP for that �le in thenear
future,otherwiseR setsP asits parentreplica.R repeatsthis parentelectionprocessuntil
it hasa valid �le copy anda parentreplica(the root custodianis its own parent). Even
whena replicahasa valid parent,it monitorsits network quality to known replicasand
reconnectsto a closerreplica,if found. This processformsa dynamichierarchicalreplica
network rootedat theroot custodianlike Blaze's �le cachingscheme[1], but avoidshops
over slow network links whenpossible,like Pangaea[15]. Whena replicalosescontact
with its parent,it reelectsits parentin a similar mannerto reconnectto thehierarchy. To
guardagainstthe root's temporaryfailure, the identitiesof the root's direct childrenare
propagatedto all replicasin thebackground,soreachablereplicascanre-groupinto a tree
until theroot recovers.

5 Implementing ComposableConsistency

To enforcecomposableconsistency, eachSwarm server hasa consistency module(CC)
that is invokedwhenclientsopenor closea �le or whenclientsperformreadsor updates
within asession.Clientscanindicatethedesiredconsistency for �le dataaccessedduringa
session.TheCCmoduleperformschecks,interactingwith peerswhennecessary, to ensure
that thelocal �le copy meetsclient requirements.Similarly, whena client issuesupdates,
theCCmoduleto takeactions(i.e.,propagatingupdates)to enforceconsistency guarantees
givenby peerserversto their clients.

To succintlytrackconcurrency controlandreplicasynchronizationguarantees(i.e., time-
liness)given to client sessions,the CC moduleinternally representsthemby a construct
called the privilege vector (PV), describedbelow. The CC moduleat a site can give a
client accessto a local replica without contactingits peersif the replica's PV indicates
that the local replica's consistency is guaranteedto be at leastasstrongas the required
by the client (e.g., if the PV indicatesthat the local copy is suitablefor concurrentwrite
accesswith 100msstalenessandthe client cantolerate200msstaleness).PeerCC mod-
ulesexchangemessagesto learnof eachother'sPVs,obtainstrongerPVs,ensurethattheir
PVsarecompatible,andpushenoughupdatesto preserve eachother's PV properties.Al-
thoughaSwarmserver is responsiblefor detectinginaccessiblepeersandrepairingreplica



hierarchies,its CC modulemustcontinueto maintainconsistency guaranteesin spiteof
reorganization.

Therestof thissectiondescribeshow theCCmoduletracksPVsandinteractswith its peers
to enforceCC options.

PrivilegeVectors: The CC moduleinternally representsconcurrency control andreplica
synchronization(timelinessandstrength)guaranteesusinga privilege vector(PV). Asso-
ciatedwith eachreplicaof datais a currentprivilege vector(currentPV) that indicatesthe
highestaccessmodeandthetighteststalenessandmodlimit guaranteesthatcanbegiven
to local sessionswithout violatingsimilar guaranteesmadeat remotereplicas.

A PV consistsof four componentsthatareindependentlyenforcedby differentconsistency
mechanisms:an accessmode,a hardtime limit (HT), a hardmod limit (HM) anda soft
time+modlimit (STM.[t,m]). By default, a �le' s root custodianstartswith thehighestPV
([WRLK, *, *, *] where* is a wildcard),whereasa new replicastartswith thelowestPV
([RD, � , � , � ]).

A replicaobtainsthe PV requiredto grant local sessionsby recursively issuingRPCsto
its neighborsin thereplicahierarchy. For eachneighborN, it remembersthe relative PV
grantedto N (N.PVout) and obtainedfrom N (N.PVin). The replica's currentPVis the
lowestof thePVsit obtainedfrom its neighbors.Sinceeachreplicaonly keepstrackof the
PVsof its neighbors,thePV statemaintainedat a replicais proportionalto its fanoutand
not to thetotal numberof replicas.

Core ConsistencyProtocol: The bulk of the CC module's functionality canbe summa-
rizedin termsof two node-localoperations:

� Pull(PV): Obtain the consistency guaranteesrepresentedby the PV from remote
replicas.

� Push(neighborN): Propagateoutstandingupdatesto aneighborreplicaN.

To implementtheseoperations,Swarm's coreconsistency protocolemploys two kindsof
messages,namely, get andput , thatarethe inter-nodecounterpartsof theabove opera-
tions.

If a client initiatesa sessionthat requiresstrongerconsistency guaranteesthanthe local
replicahas(e.g.,the client requeststhe �le in WRLK modebut the local replicais read-
only) or if the client requestsa manualsynch, the consistency moduleperformsa pull



operationby issuingget messagesto its neighbors,specifyingthe requesteddegreeof
consistency. The neighborsreply with put messages,which updatethe �le' s PV, and
potentially its contents.For example,if the client requeststhe �le in WRLK mode,the
localconsistency modulewaitsuntil it is givenexclusivewrite accessto the�le. To ensure
fairnessto client requests,concurrentpull operationsfor a particular�le on a nodeare
performedin FIFO order. A nodeissuesget requestsin parallel to its neighborsin the
hierarchy, sopull latency grows logarithmicallywith thetotal numberof replicasprovided
thehierarchyis keptdenseby Swarm.

In contrast,apushoperationis performedwhenthereareupdatesavailableatareplicafrom
either local clientsor pushedfrom remotereplicasthat needto be passedalongto other
nodesin keepingwith theirconsistency requirements.After theupdatesareappliedlocally,
in keepingwith the isolationoptionsof local sessions,andarereadyfor propagation,in
keepingwith theoriginatingsession'svisibility setting,thelocalconsistency modulesends
put messagesto its neighbors.Themodboundsandtime boundsof remotereplicasare
maintainedby propagatingupdatesin accordancewith their dependenciesand ordering
constraints.For example,if a nodehasguaranteedthat it will help a neighboringnode
enforcea timelinessboundof 100ms,its consistency modulemay defer push'ing local
updatesto the neighboruntil suchtime asdeferringthe pushany longerwill violate that
guarantee,but no longer.

A Swarmserver'sCCprotocolhandlerrespondsto aget messagefrom aneighborby �rst
invoking a pull operationon the local CC moduleto obtainthe requestedPV locally. It
thenrepliesto theneighborvia a put message,transferringtherequestedprivilegealong
with any pendingupdates,andupdatesthePV of its local replicato becompatiblewith the
neighbor's new PV. By grantinga PV, a replicapromisesto call backits neighborbefore
allowing accessesin its portionof thehierarchythatviolate thegrantedPV's consistency
guarantee.The recursive natureof thepull operationrequiresthat the replicanetwork be
acyclic, sincecyclesin thenetwork causedeadlocks.To avoid deadlockwhenparentand
child replicassimultaneouslyissuingget s to eachother, we allow a parent's pull request
to bypassachild'sget requestto its parent.

Whenaput messagearrives,theprotocolhandlerblocksfor ongoingupdatesto �nish and
local sessionswith session-grainedisolationto end. It thenappliesthe incomingupdates
atomically, updatesthe �le' s PV, andmakesa pushrequestto the consistency moduleto
triggerfurtherupdatepropagation(if necessary).

Leases: To reclaimPVs from unresponsive neighbors,a replicaalwaysgrantsnon-trivial
PVshigherthan[wr, � , � , � ] to its childrenasleases(time-limitedprivileges).Theroot
nodegrants60-secondleases;othernodesgrantslightly smallerleasesthantheir parent
leaseto give them suf�cient time to respondto leaserevocation. A parentreplica can



unilaterallyrevoke PVsfrom its children(andbreakits callbackpromise)after their �nite
leaseexpires, which lets it recover from a nodeholding a leasebecomingunavailable.
Child replicasthat acceptupdatesusinga leasedprivilege mustpropagatethemto their
parentwithin the leaseperiod, or risk updatecon�icts and inconsistencies.Leasesare
periodicallyrefreshedvia asimplemechanismwherebyanodepingsothernodesthathave
issuedit a leasefor any data(four timesper leaseperiodin our currentimplementation).
Eachsuccessfulpingresponseimplicitly refreshesall leasesissuedby thepingednodethat
areheldby thepingingnode.If aparentis unresponsive,thenodeinformsits own children
thatthey cannotrenew their lease.

Whenachild replicalosescontactwith its parentwhile holdinga lease,it reconnectsto the
replicahierarchyandissuesaspecial̀ leaserecovery' pull operation.Unlikeanormalpull,
leaserecoverypromptsanancestorof theunresponsiveold parentto immediatelyrenew the
lease,without waiting for the inaccessiblenode's leaseto expire. This “quick reconnect”
is legal becausethe recovering nodehasholdsa valid leaseon the dataandthushasthe
“right” to have its leaserecognizedby its new parent.This mechanismenablesreplicasto
maintainconsistency guaranteesin the faceof nodefailuresanda dynamicallychanging
replicahierarchy.

Enforcing Replica DivergenceBounds: To enforcea hard time bound(HT), a replica
R issuesa pull to neighborsthat arepotentialwriters at mostonceevery HT interval. A
replicaenforcesa soft time bound(STM.t) by imposinga minimum pushfrequency (at
leastonceper STM.t) on eachof its neighbors. To enforcea modi�cation boundof M
unseenupdatesglobally (HM andSTM.m),a replicasplitstheboundinto smallerbounds
thatareimposedon eachof its neighborsthatarepotentialwriters. Theseneighborsmay
recursively split the boundto their children,which dividesthe responsibilityof tracking
updatesacrossthe replicahierarchy. A replicapushesupdateswhenever the numberof
queuedupdatesreachesits local bound. If themod boundis hard,the replicawaits until
theupdatesareappliedandacknowledgedby receiversbeforeit allowssubsequentupdates.

Update Propagation: Swarmpropagatesupdates(modi�ed �le blocksor operationalup-
dates)via put messages.EachSwarmserver storesoperationalupdatesin FIFO orderin
a persistentupdatelog. For thepurposeof propagation,eachupdatefrom a client session
is taggedby its origin replicaanda node-localversionnumberto identify it globally. To
ensurereliableupdatedelivery, areplicakeepsclientupdatesin its log in thetentativestate
andpropagatesthemvia its parentuntil acustodianacknowledgestheupdate,switchesthe
updateto thesavedstate,handlesfurtherpropagation.Whentheorigin replicaseesthatthe
updateis now saved, it removestheupdatefrom its local log.

To identify whatupdatesto propagateandensureexactly-oncedelivery, Swarmmaintainsa
versionvector(VV)ateachreplicathatindicatesthelatestupdateincorporatedlocally orig-



inatingateveryotherreplica.Whentwo replicassynchronize,they exchangetheir VVs to
identify missingupdates.In general,the VV size is proportionalto the total numberof
replicas,which could be very large (thousands),but sinceSwarm maintainsreplicatrees
andthusthereis only onepathbetweenany two replicasin a stabletreetopology, we can
usecompactneighbor-relativeversionnumbersto weedout duplicateupdatesbetweenal-
readyconnectedreplicas.Weexchangefull versionvectorsonly whenareplicareconnects
to a new parent,whichoccursinfrequently.

Ordering Concurrent Updates: Whenapplyingincomingremoteupdates,areplicachecks
if independentupdatesunknown to thesenderweremadeelsewhere,indicatingapotential
con�ict. Con�icts arepossiblewhenclientsemploy concurrentmodewrite (WR) sessions.
For `serially' orderedupdates,Swarm forwardsthemto the root custodianto be applied
sequentially. For `unordered'updates,Swarmappliesupdatesin their arrival order, which
might vary from onereplicato another. For `totally' orderedupdates,Swarm relieson a
con�ict resolutionroutineto imposea commonglobal orderat all replicas. This routine
mustapply the sameupdateorderingcriterion at all replicasto ensurea convergent�nal
outcome.Swarm providesdefault resolutionroutinesthat reorderupdatesbasedon their
originationtimestamp(timestamporder) or by theirarrival orderat therootcustodian(cen-
tralizedcommitorder. TheformerapproachrequiresSwarmserversto looselysynchronize
theirclocksvia protocolssuchasNTP. Thelatterapproachis similar to Bayou[3] anduses
versionvectors.

To enforcesemanticorderingconstraints(e.g.,atomicor causal),Swarmtagseachupdate
with the orderingconstraintof the issuingsession.It usesthe local updatelog to deter-
minein whatorderit mustpropagateor applyupdatesto satisfytheseorderingguarantees.
Atomically groupedupdatesarealwayspropagatedandappliedtogether.

6 Evaluation

In Section6.1,we show how Swarm's CC implementationof close-to-opensemanticsex-
ploits `nearbyreplicas'(similar to Pangaea[15]) to outperformCoda'sclient-server imple-
mentationin a sequential�le sharing(roaming)scenario.In Section6.2 we demonstrate
how theperformanceandscalabilityof a replicatedBerkeleyDB databasevariesunder� ve
consistency mechanismsthatrangefrom `strong'(appropriatefor aconventionaldatabase)
to `time-based'(appropriatefor typicaldirectoryservices).Swarmof�oadedthehardprob-
lemsof replicationandconsistency managementfrom bothapplications,therebysimplify-
ing their implementationwhile providing themwith a rich setof consistency choices.
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Figure4: Network topologyfor Swarmfsroamingexperiment.

For all experiments,weusedtheEmulabNetwork Testbed[4] to emulateWAN topologies
amongclusteredPCs.ThePCshave850MhzPentium-IIICPUswith 512MBof RAM and
runRedhatLinux 7.2.SwarmserversrunoneachPCasuser-level processesandstore�les
in a singledirectoryin the local �le system,usingtheSWID asthe�lename. TheSwarm
replicafanoutwascon�guredto a low valueof 4 to inducea multi-level hierarchy.

6.1 Swarmfs: A Flexible Distrib uted File System

We evaluatea Swarm-based�le system(Swarmfs) on a syntheticroamingbenchmark
acrossan emulatednon-uniformWAN network shown in Figure 4. In this benchmark,
we modelcollaboratorsat a seriesof locationsaccessingshared�les, one locationat a
time. This typeof `sequential�le sharing'is representative of mobile �le accessor work-
�o w applicationswherecollaboratorstake turnsupdatingshareddocumentsor �les. We
compareSwarmfsto Codaemploying bothweak(coda-w)andstrongconnectivity modes
(coda-s).LikePangaea,andunlikeCoda,Swarmprovideslow-latency by treatingreplicas
aspeersfor consistency enforcement.Unlike Pangaea,Swarmfsguaranteesclose-to-open
consistency. To supportclosecollaborationor near-simultaneous�le access,usersrequire
close-to-openconsistency semanticsevenunderweakconnectivity.

The topologymodeledconsistsof � ve widely distributedcampuses,eachwith two ma-
chinesona100MbpsLAN. ThenodeU1 (marked`homenode') initially storestheTcl-8.4
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but generatesincorrectresultson thethreenodesfarthestfrom theserver (U1).

source�les, 163�les with a totalsizeof 6.7MB.WerunSwarmfsserversandCodaclients
on all nodes.TheCodaserver runsonU1.

In our syntheticbenchmark,clientsat variousnodessequentiallyaccess�les. eachclient
modi�es onesource�le, compilestheTcl-8.4sourcetree,andthendeletesall object�les.
Theseoperationsrepresentisolatedupdates,intensive�le-basedcomputation,andcreating
anddeletingalargenumberof temporary�les. Clientsoneachnodein eachcampus(in the
orderUniversity(U) � ISP1(I) � Corporate(C) � Turkey (T) � France(F)), perform
theedit-compile-cleanupoperationoneafteranother.

Figure5 shows thecompilationtimeson eachnode.SinceSwarmcreatesef�cient replica



hierarchiesandacquires�les from nearbyreplicas(e.g., from anothernodeon the same
LAN, or, in the caseof France,from Turkey), it outperformsCoda's client-server imple-
mentation,which alwayspulls �les from serverU1.

In weakconnectivity mode(coda-w),Codaguaranteesonly eventualconsistency, which
causesincorrectbehavior startingat nodeT2. In this case,coda-w's trickle reintegration
causestheclientonT1 to eagerlypushhugeobject�les to U1, therebycloggingits network
link anddelayingnoti�cation of subsequent�le deletions.By the time T2 seesT1's �le
deletionoperations,it hasalreadystartedits compileandusedstaleobject �les. Coda's
strongconnectivity modeprovidesclose-to-opensemanticsbut incursdoublethelatency of
Swarmfsbecauseof write-throughsto theserver (U1). Both theseproblemsoccurbecause
Codaserversnever pull updatesfrom clients,but ratherclientsmustpushupdatesto the
server. Swarmavoidsthisbyemploying thesamepull mechanismuniformlyatall replicas.

6.2 SwarmDB: ReplicatedBerkeleyDB

Populardatabases(e.g.,mySQL,Oracle,andBerkeleyDB) predominantlyemploy master-
slave replication(if any) acrossthewide areadueto its simplicity; read-onlyreplicasare
deployednearclientsto scalequeryperformance,butupdatesareappliedatacentralmaster
site to ensureserializability. For applicationsthat can handleconcurrentupdates(e.g.,
many directoryservices),master-slavereplicationis overly restrictiveanddoesnotscaleor
exploit regionallocality. By usingSwarmto implementdatabasereplication,wecanchoose
on a per-client basishow muchconsistency is required.High throughputcanbeachieved
whenthe consistency requirementsareweaker, as in a directoryservice[10], while the
samecodebasecanbeusedto providea stronglyconsistentdatabasewhenrequired.

We augmentedthe BerkeleyDB embeddeddatabaselibrary [16] with replicationsupport
asa wrapperlibrary calledSwarmDB. A typical SwarmDB-basedapplicationis shown in
Figure1. SwarmDB storesa BerkeleyDB databasein its native format in a Swarm �le
andinterceptsBerkeleyDB updateoperationsto invoke themasoperationalupdateson the
local Swarmserver via a SwarmDBplugin. SwarmDB-basedapplicationinstancesaccess
thedatabasevia SwarmserversspreadacrossaWAN thatcachethedatabaselocally.

We measureSwarmDB's readand write throughputundera full-speedupdate-intensive
workloadwhenemploying the � ve distinct �a vorsof consistency semanticsshown in Ta-
ble 2. We comparetheperformanceof the� ve �a vorsof SwarmDBagainstBerkeleyDB's
client-server (RPC) implementation. The consistency �a vors (listed from strongestto
weakest)are:(1) locking writesandoptimisticreads, wherewritesareserializedvia locks
beforebeing propagated,(2) master-slavewrites and optimistic reads, whereall writes



Consistency Semantics CCoptions
lockingwrites WRLK

master-slave writes WR, serial
close-to-openrd, wr RD/WR,time=0,hard
time-boundedrd, wr time=10,hard

optimistic/eventualrd, wr RD/WR,time=0,soft

Table2: Consistency �a vorsemployedfor ReplicatedBerkeleyDB andtheCC optionsto achieve
them. Theunspeci�edoptionsaresetto [RD/WR, time=0,mod=� , soft, no semanticdeps,total
order, pessimistic,sessionvisibility & isolation].

areserially orderedat the root of the replicahierarchybeforepropagation,(3) close-to-
openconsistency, (4) time-boundedstaleness, wheredatais synchedbeforeaccessif more
thana thresholdtime haspassedsincethe lastsynch,and(5) optimisticwritesandreads,
wherewritesareperformedlocally beforebeingpropagatedto otherreplicas.Oursynthetic
benchmarkcreatesandpopulatesa BerkeleyDB databasewith 1000key-valuepairsinside
a Swarm �le. The databasesizedoesnot affect performance,exceptduringstartup,since
weemploy operationalupdates,whereSwarmreplicatestheentiredatabase�le asasingle
consistency unit andpropagatesoperationsinsteadof changes.

We run thebenchmarkon 2 to 48 nodes.Nodesareeachconnectedby a 1Mbps,10-msec
delayWAN link to a backbonerouter, which implies a 40msroundtripbetweenany two
nodes.Eachserver executes10,000randomoperationsat full-speed,i.e., no think time.
Theoperationmix consistsof 5% adds,5% deletes,20%updates,30%lookups,and40%
cursor-basedscans.Reads(lookupsandcursor-basedscans)areperformeddirectly on the
database�le, while writes (adds,deletes,andupdates)aresentto the local Swarmserver
by theSwarmDBlibrary. EachoperationopensaSwarmsessionon thedatabase�le in the
appropriatemode,performstheoperation,andclosesthesession.

Figures6 and7 show theaveragethroughputobservedperreplicafor readsandwrites. In
additionto theSwarmDBresults,wepresentbaselineperformancewhendirectlyoperating
onadatabase�le storedin thelocal �le system(local), wheninvokingRPCsto acolocated
berkeleyDB server (rpclocal), andwhenaccessinga local Swarm-baseddatabase�le with
nosharing(Swarmlocal). SwarmlocalrepresentsthebestthroughputpossibleusingSwar-
mDB on top of our Swarmprototype.Thehigh costof IPC betweentheclient andserver
accountfor theperformancedegradationof rpclocalandSwarmlocal comparedto local.

Figure 6 shows that readthroughputscaleswell when we requestsoft (push-based)or
time-basedconsistency guarantees,but not whenwe requesthard(�rm pull-based)guar-
antees,asexpected.Due to the update-intensive natureof the workload,thereis almost
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alwaysa write in progresssomewherein the system.Thusthe strict pull-basedschemes
areconstantlypulling updatesacrossWAN links, suffering thesamehigh latency that the
RPC-basedsolutionincurs.As a result,close-to-openandstrongconsistency do not scale
beyond 16 replicas,given the high degreeof write-sharing. Eventualconsistency scales
well to large replicasetsevenwhenpushingupdateseagerly, becauseSwarmenablesthe
DB plugin to remove self-cancelingupdates.Toleratingevena smallamountof staleness
(10ms)signi�cantly improvesreadandwrite performanceoverclose-to-openconsistency,
becausethecostof synchronizationover thewide areais veryhigh,andamortizingit over
multipleoperationshassubstantiallatency bene�t.

In summary, differentconsistency optionsprovide vastly differentsemanticsandperfor-
mancecharacteristicsfor thesameworkload.Composableconsistency enablesanapplica-
tion to choosetheright semanticsbasedon its speci�c needathand.

7 Conclusions

In this paperwe proposeda new way to structureconsistency managementfor P2Pshar-
ing of mutabledata,calledcomposableconsistency. It splitsconsistency managementinto
designchoicesalongseveralorthogonaldimensionsandletsapplicationsexpresstheircon-
sistency requirementsasavectorof thesechoicesonaper-accessbasis.Thedesignchoices
areorthogonalandcanbecombinedin variouswaysto yield arich collectionof semantics,
while enablinganef�cient implementation.Weoutlinedanimplementationof themodelin
a pervasive peerreplicationenvironmentspanningnon-uniformnetworks. Our evaluation
showedhow composableconsistency is bothexpressiveandpractical.
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