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Abstract

Network emulationis valuabldargely becausef its abil-
ity to studyapplicationsunningonrealhostsand“some-
whatreal” networks. However, conseratively allocating
a physical hostor network link for eachcorresponding
virtual entity is costly and limits scale. We presenta
systemthat canfaithfully emulateon low-endPCs,vir-
tual topologiesover an order of magnitudelarger than
the physical hardware, when running typical classesf
distributed applicationsthat have modestresourcere-
quirements. This versionof Emulab virtualizes hosts,
routers,andnetworks, while retainingneartotal applica-
tion transpareng goodperformancedelity , responsie-
nesssuitablefor interactive use, high systenthroughput,
andef cient useof resourcesOurkey designtechniques
areto usethe minimumdegreeof virtualizationthatpro-
videstransparengto applicationsto exploit the hierar
chy found in real computernetworks, to perform opti-
mistic automatedresourceallocation,and to usefeed-
backto adaptvely allocateresourcesThe entiresystem
is highly automatedmakingit easyto useeven when
scalingto morethanathousandiirtual nodes.This paper
identi es the mary problemsposedin building a practi-
cal system,and describeghe systems motivation, de-
sign,andpreliminaryevaluation.

1 Intr oduction

Network experimentationervironments that emulate
someaspectof the ervironment—netwrk testbeds—
play animportantrolein thedesignandvalidationof dis-
tributedsystemsandnetworking protocols.In contrasto
simulatedervironments,testbeddike Emulab[28] and
PlanetLal20] provide morerealistictestinggroundsfor
developingandexperimentingwith software. Emulated
ernvironmentsimplementvirtual network con gurations
atop real hardware: this meansthat experimenterscan
usereal operatingsystemsand othersoftware, run their
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applicationsunmodi ed, and obtain actual (not simu-
lated)performanceneasures.

A primary challengefor future emulation environ-
mentsis scale.Becauseemulatedervironmentsaresup-
ported by actual hardware, an emulatedsystemthat is
“larger” thanthe underlyingphysicalsystenrequireshe
carefulallocationand multiplexing of a testbeds physi-
cal resources.To avoid experimentalartifacts,the orig-
inal Emulabusedstrictly conserative resourcealloca-
tion. It mappedvirtual network nodesandlinks one-to-
oneontodedicated®CsandswitchedEthernetinks. We
have four motivationsfor relaxingthis constraintallow-
ing controlledmultiplexing of virtual onto physical re-
sources. First, someapplicationssuch as peerto-peer
systemsor dynamiclP routing algorithmsrequirelarge
topologiesor nodesof high degreefor evaluation,yetare
not resource-hungry Second,much researchand edu-
cationaluse simply doesnot needperfectperformance

delity, or doesnot needit on every run. Third, such
multiplexing providesmoreef cient useof sharedhard-
wareresourcesfor example virtual links rarelyusetheir
maximumbandwidthandso wastethe underlyingphys-
ical link. Fourth,it makessmall-scaleemulationclusters
muchmoreuseful.

In this papemwe present collectionof techniqueshat
allow network emulationervironmentsto virtualize re-
sourcessuch as hosts, routers, and networks in ways
that presere high performancehigh delity, andnear
total transparengto applications.Our primary motiva-
tion is scale: i.e., to supportlarger and more comple
emulatedervironments,andto allow a singletestbedo
emulatemore suchervironmentsat the sametime. Our
techniguesallow a testbedto betterutilize its physical
resourcesand allow a testbedto emulatekinds of re-
sourceghatit may not have (e.g.,hostswith very large
numbersof network interfaces). One goal of our tech-
niquesis to presere the performancedelity of emu-
lated resourceshut our approachcan also be usedin
casesvhereusersdo not requirehigh delity, e.g.,dur
ing earlysoftwaredevelopmentjn educationpr in mary



kinds of reliability studies.Our techniquegprovide ben-
e ts to both testbedoperatorswho can provide better
serviceswith fewer hardwareresourcesanduserswho
have improvedaccesso testbedsndtheir expandedser
vices.

Ourgoalis thatthe overall systemscaleswell with in-
creasingsizeof virtual topologies.Scalabilityis notonly
aboutspeedand size, but also concernsreliability and
easeaf use.Weareconcerneavith (i) thetimeto reliably
instantiatean experimentwhich affectssystemthrough-
put and Emulabs interactive usagemodel; (i) the num-
ber of physicalmachinesandlinks requiredfor a partic-
ular virtual topology; (iii) monitoring, control, and vi-
sualizationof testbedexperimentspoth by the userand
the system;and (iv) the users time spentin customiz-
ing instrumentatiorand managemeninfrastructure. In
achieving goodscalability however, we requiretwo con-
straintsto be met. Oneis thatthe emulationsystembe,
asmuchaspossible transpaentto applications Even
if they dealwith the network or OS ervironmentin an
idiosyncraticmanner we shouldnot requirethemto be
modi ed, recompiled,relinked, or even run with magic
ervironmentvariables. Second,we must provide good
(not perfect)performancedelity, sothatexperimenters
cantrusttheirresults.

To meetour goals,our enhancedestbedmultiplexes
virtual entitiesontothephysicalinfrastructurausingfour
key designtechniquesFirst,it usesheminimumdegree
of virtualizationthatwill provide sufcient transpareng
to applications Secondit exploitsthehierarcly foundin
thelogical designof computemetworksandin the phys-
ical realizationof thosenetworks. Ourresourceallocator
relieson implicit hierarcly in thevirtual topologyto re-
duceits searchspacepur IP addressssigneinfershier
archy to providerealisticaddressesgndourtestbecton-
trol systemexploits the hierarcly betweervirtual nodes
andtheir physical hosts. Third, our systememploys op-
timistic automatedresourceallocation. The systemor
the usermakesa “bestguess’at the resourcesequired,
which are fed into a resourceassignerthat usescom-
binatorial optimization. Fourth, our testbedusesfeed-
backto allocateresourcesadaptvely. In training runs
andin normaluse system-lgel andoptionalapplication-
speci ¢ metricsare monitored. The metricsare usedto
detectoverloador underloacconditions,andto guidere-
sourcere-allocation. Emulabcanautomaticallyexecute
thisadaptve process.

This papemakesthefollowing contrikutions:

It describedevelsof virtualizationthatareappropri-
atefor this domain,anddiscusseshe designtrade-
offs.

It shavs how to solve the NP-hardresourceassign-
mentproblemfor networksof thousandsf entities,
anddescribesow to support e xible speci cation

of arbitraryresources.

It presentsa new feedback-directedechniqueto
supportvirtualizationandscaling.

It outlinesa new algorithmfor ef ciently assigning
realisticlP addresses.

It providesapreliminaryexperimentakvaluationof
variousaspect®f the system.

Thesystemit describeprovidesa usefulnew facil-
ity andis provenin productionuse.

One of the lessonsof our work is that, in practice,
achierzing sucha scalablesystenrequiresa collectionof
techniquescovering a wide rangeof issues. The chal-
lengeis more broad and dif cult than simply virtual-
izing an OS or virtualizing network links. It includes
solving dif cult problemsin IP addressassignmentjn
allocatingnode and network resourcesin performance
feedback,andin scalableinternal control systems.We
believe that this fact—thata host of problemsmustbe
solved to achieve scalablenetwork experimentationin
practice—isnotwidely recognized.

2 TestbedContext

The Emulab software is the managemensystemfor a
network-rich PCclusterthat providesa space-andtime-
sharedpublic facility for studying networked and dis-
tributed systems.Oneof Emulabs goalsis to transpar
ently integratea variety of differentexperimentalervi-
ronmentsHistorically, Emulabhassupportedhreesuch
ervironments: emulation,simulation, and live-Internet
experimentation.This paperfocuseson our work to ex-
pandit into afourth ervironment,virtualizedemulation.
An “experiment”is Emulabs centraloperationalen-
tity. An experimenterrst submitsa network topology
speci edin anextendecdhs[6] syntax.Thisvirtual topol-
ogy canincludelinks and LANs, with associateahar
acteristicssuchas bandwidth,lateng, and paclet loss.
Limiting andshapingthetrafc on alink, if requested,
is doneby interposing“delay nodes”betweenthe end-
points of the link, or by performingtrafc shapingon
the nodesthemseles. Speci cationsfor hardware and
softwareresourceganalsobeincludedfor nodesin the
virtual topology
Oncethetestbedsoftwareparseghe speci cationand
storest in thedatabaseit startsthe processof “swapin”
to physical resources. Resourceallocationis the rst
step,in which Emulabattemptgo mapthevirtual topol-
ogy onto the PCsand switcheswith the three-vay goal
of meetingall resourcaequirementsminimizing useof
physical resourcesandrunningquickly. In our casethe
physical resourceshave a complex physical topology:
multiple typesof PCs,with eachPC connectedria four
100Mbps or 1000Mbps Ethernetinterfacesto switches
that are themseles connectedwvith multi-gigabit links.



Thetestbedsoftwaretheninstantiateshe experimenton
the selectednachinesandswitches.This canmeancon-
guring nodesand their operatingsystems setting up
VLANSs to emulatelinks, andcreatingvirtual resources
ontop of physicalones.Emulabincludesa synchroniza-
tion serviceaswell asadistributedeventsystemthrough
which both the testbedsoftware and userscan control
andmonitorexperiments.

We have seren yearsof statisticson 2000 users,do-
ing 69,000swapins,allocating806,000nodes. An im-
portantobsenation is that peopletypically use Emulab
interactively They swapin anexperimentlog in to one
or moreof their nodesandspendhoursrunningevalua-
tions, deluggingtheir systemandtweakingparameters,
or sometimespendjust a few minutesmakinga single
run. Whendonefor the morning,day; or run, they swap
outtheir experimentreleasinghe physicalresources.

This leadsto two points: speedf swapinmattersand
people‘reuse” experimentalcon gurationsmary times.
Thesepointsareimportantdriversof our goalsandde-
sign.

3 Minimal Effective Virtualization

Multiplexing logical nodesandnetworks ontothe physi-
cal infrastructureis our approacho scaling. Virtualiza-
tion is the techniquewe useto make the multiplexing
transparentOur fundamentaboal for virtual entitiesis
thatthey behare asmuchlik e their real-life counterparts
aspossible.In thetestbedcontet, therearethreeimpor-
tantdimensiongo thatrealism: functionalequialence,
performancesquivalence and“control equivalencé. By
the last, we meansimilarity with respectto control by
the testbedmanagemensystem(enablingcode reuse)
andby the experimenter(enablingknowledgereuseand
scriptingcodereuse).Thispaperconcentratesnthe rst
two dimensionsfunctionalrealism,whichwe call trans-
parency andperformanceealism.

Our designapproachs to nd the minimum level of
virtualizationthat providestransparengcto applications
while maintaininghigh performance.lf a virtualization
mechanismis transparento applications,it will also
be transparento experimenters'control scriptsand to
their preconceied concepts.We achieve both high per
formanceand transpareng by virtualizing using native
mechanismsmechanismghat are closeto identicalto
thebasemechanisms.

For virtual nodeswe implementvirtualizationwithin
the operatingsystem extendingFreeBSDs jail abstrac-
tion, sothatunmodi ed applicationseea systencall in-
terfacethatis identicalto the baseoperatingsystem.For
virtual links andLANSs, we virtualize the network inter-
faceandthe routing tables. That allows us to provide
key aspectf emulatednetworks using native switch-

supportedmechanismssuch as broadcastand multi-
cast. Thesemechanismgjive us high—indeednatve—
performance,while providing near functional equiva-
lenceto applications. In our currentvirtual nodeim-
plementatiorwe give up resourcesolation, but we are
saved by our higherlevel adaptve approacho resource
allocationanddetectionof overload.

3.1 Virtual Nodes

Thereare mary possiblewaysto implementsomeno-

tion of a “virtual node” The available technologies
andthe trade-ofs arewell documentedn the literature
(e.g.,[19]). Whenchoosingthe technologyfor Emulab
virtual nodeswe evaluateceachagainstfour criteria,two

from anapplicationperspectie, two from asystem-wide
perspectie:

Application transparency The extentto which vir-
tual node namespacege.g., processnetwork, lesys-
tem) areisolatedfrom eachother (Canthe application
rununchanged?)

Application delity . Theextenttowhichvirtualnode
resourceqe.g., CPU, memory 10 bandwidth)are iso-
latedfrom eachother (Doesthe applicationgetthere-
sourcest needdo functioncorrectly?)

Systemcapacity. The amountof virtualizationover-
head.(How mary virtual nodescanwe hostperphysical
node?)

System exibility . The level at which virtualization
takesplace(canwe run multiple OSes?)andthe degree
of portability (canwe run on awide rangeof hardware?)

3.1.1 Emulab Virtual Nodes

Applicationtransparengis importantin the Emulaben-
vironment,requiring at leastnamespacésolationto be
present.On the otherhand,we anticipatedthat the ini-

tial network applicationsrun insidevirtual nodeswould

have modestCPU and memory requirementsmaking
resourceisolation—ecept for the network, which we
already handle—lessmportant. We do at least pro-
vide inter-experimentresourceisolation since physical
nodesarededicatedo experimentshostingvirtual nodes
only for that experiment. Finally, we hopedto achie/e
at leasta ten fold multiplexing factor on low-end PCs
(850MHz, 512MB memory) necessitatinglightweight
virtualization mechanism. Consideringtheserequire-
ments, a process-leel virtualization seemedthe best
match. Given our BSD heritageandexpertise we opted
to designandimplementour virtual nodesby extending
FreeBSDjails. In the following discussionwe referto

aninstanceof our virtual nodeimplementatiorasa vn-
ode



Jails. Jailsprovide lesystemandnetwork namespace
isolationandsomedegreeof superuseprivilegerestric-
tion. A jailed processand all its descendentsire re-
strictedto auniquesliceof the lesystemnamespacas-
ing chroot Thisnotonly giveseachjail acustomyirtual
root lesystem but alsoinsulatesthemfrom the lesys-
tem actuities of others. Jails also provide the mecha-
nism for virtualizing and restrictingaccesgo the net-
work. Whena jail is created|t is given a virtual host-
nameand a setof IP addresseshatit canbind to (the
basgail implementatiorallowedasinglelP addressvith
a jail, we addedthe ability to specify multiple IP ad-
dresses). TheselP addressesre associatedvith net-
work interfacesoutsideof thejail context andcannotbe
changedrom within the jail. Hence jails areimplicitly
limited to a setof interfacesthey may use. We further
extendedjails to correctlylimit the binding of the IN-
ADDR_ANY wildcard addresgo only thoseinterfaces
visible to the jail and addedrestrictedsupportfor raw
soclets.Finally, jails allow processewithin themto run
with diminishedroot privilege. With root inside a jail,
applicationscanadd, modify andremove whatever les
they want (exceptfor device special les), bindto privi-
legedports,andkill any otherprocesses the samgjail.
However, jail root cannotperformoperationghat affect
the globalstateof the hostmachine(e.g.,reboot).

Virtual disks. Our designof virtual disks madeit
easynot only to be ef cient in disk use,but alsoto sup-
port inter-vnodedisk spaceseparation.Jails provide lit-
tle help: eventhougheachjail hasits own subsetf the
lesystemnamespacethatspacss likely to be partof a
larger lesystem. Jailsthemseles do nothingto limit
hov much disk spacecan be usedwithin the hosting
lesystem.

Our designusesthe BSD vd device to createa regu-
lar le with a x ed size and exposeit via a disk inter
face. Filesystemspaceis only requiredfor blocksthat
areallocatedin avirtual disk, thusthis methodis space-
efcient for the typical casewherethe virtual disk re-
mainsmostly empty These x ed-sizevirtual diskscon-
tainaroot lesystemfor eachjail, mountedattheroot of
eachjail's namespace.Sincethe virtual disksare con-
tainedin regular les, they areeasyandef cient to move
or clone.

Control of vnodes.While enhancinghe Emulabsys-
tem with nodetypesotherthan physical clusternodes,
we worked to presere uniformity andtranspareng be-
tweenthe differentnodetypeswherever possible. The
resultis thatthe systemis almostalwaysableto treata
nodethe sameregardlesf its type,exceptat thelayers
thatcomein directcontactwith unavoidabledifferences
betweemodetypes,or whenwe aggrejateexpensve ac-
tionsby operatingthroughthe parentphysicalnode.

An exampleof thetransparengis the statemachines
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Figure1l: A network topologyillustrating routing issuesdue
to the multiplexing of virtual nodesand links. Large boxes
represenphysicalnodesandlinks, while smallboxesandlines
(with jtalic labelg representirtual nodesand links. Virtual
network interfaceqvlinks), virtual LANs (vlans), andphysical
links (plinks) have namesasshown.

usedto monitor and control nodesof all types. While
non-plysical nodes have signi cant differencesfrom
physicalnodesthe statemachinesisedto managehem
are almostidentical. In addition, the samemachineis
usedfor Emulab vnodesas well as PlanetLabvirtual
seners. Reusing—indeedsharing—sucttomplex and
crucial codecontributesto the overall systems reliabil-

ity.

3.2 Virtual Networks

Virtualizing a network includesnot only multiplexing

mary logical links onto a smallernumberof physical

links, but alsodealingwith network namespacesolation
issuesandthe subtletiesof interconnectingirtual nodes
within, and between,physical nodes. As with virtual-

izing nodes thereis a rangeof techniquesavailable for

virtualizing networks. When choosingthe technology
for Emulab the criteriawe evaluatedagainstwere:

Level of virtualization. A virtual network imple-
mentationcan presentithera virtual layer 2 (e.g.,Eth-
ernet)or avirtual layer3 (e.g.,IP).

Useof encapsulation. Virtual network links may
(e.g.,802.1QVLANS) or maynot(e.g.,"fake” MAC ad-
dressesgncapsulatéheir pacletswhentraversingphys-
ical links.

Sharing of interfaces. Theendpointof avirtual net-
work link as seenby a virtual node may be either a
sharedphysicalinterfacedevice or a privatevirtual one.
This may affect whetherinterface-centricapplications
like tcpdumpcanbeusedin avirtual node.

Ability to co-locatevirtual nodes. Can there be
more than one virtual node from a given network
topology on the samephysical host? If so, thereare
additionalrequirementgor correctvirtualization.



3.2.1 Emulab Virtual Networks

The Emulabvirtual nodeimplementatiorusesunshared,
virtual Ethernetlevicesin orderto maintaintransparengc
with the“baremachine’modelwhich presentsledicated
physical Ethernetdevices to applications. By default,
thesevirtual devicesarecon gured to usea customl16-
byte encapsulatiorformat, allowing use of the virtual
deviceswith ary switchinginfrastructure.Thereis also
anoptionto allow rewriting the sourceMAC addressn
outgoing paclets with the virtual MAC address.Since
ary physical hostis dedicatedto a single experiment,
whetherusingvirtual nodesor not, it is necessarilythe
casethatvirtual nodesfor atopologywill be co-located.
This raisestwo issueselatedto forwardingpacletsthat
areaddresseth thenext sections.

Virtual network interfaces. While the FreeBSDjail
mechanisndoesprovide somedegreeof network virtu-
alization by limiting network accesgo specic IP ad-
dressesijt falls short of what we need. In particular
thoughjails have theirown distinctIP addresseshoselP
addresseareassociatedirectly with sharedphysicalin-
terfaces andthushave problemswith interface-oriented
applicationsuchastcpdump. Moreover, becauseve al-
low co-location,it is possiblethat two virtual nodesin
thesamel AN couldwind up onthe samephysicalhost,
for exampleB1 andB2 in Figurel. FreeBSDdoesnot
allow two addressem the samesubneto beassignedo
oneinterface.

To solve theseproblems we developeda virtual Eth-
ernetinterface device (“veth”). The veth driver is an
unusualhybrid of a virtual interface device, an encap-
sulatingdevice and a bridging device. It allows us to
createunboundedhumbersof Ethernetinterfaces(virtu-
alization), multiplex them on physical interfacesor tie
themtogetherin aloopbackfashion(bridging) andhave
themcommunicateransparentlyhroughour switchfab-
ric (encapsulation)Thesedevicesalsoprovide the han-
dle to which we attachthe IPFW/Dummynetrules nec-
essaryfor doing trafc shaping. Veth devices can be
bridgedwith eachotherandwith physical interfacesto
createintra- and inter-node topologiesand ensurethe
correctrouting of pacletsatthelink level. For example,
this bridging prevents“short-circuit” delivery of traf c
betweerco-locatechodesAO andA2 in Figurel, which
might otherwiseoccur when FreeBSDrecognizedthat
both interfacesare local. Since multiple veth devices
may be bridgedto the samephysical device, incoming
paclets on that device are demultiplexed basedon the
virtual device's MAC addresswhich is eithercontained
in thepaclet (encapsulationdr is exposeddirectly asthe
paclet's MAC addresgno encapsulation).

Virtual routing tables. While virtual Ethernetde-
vicesaresufcient to enableconstructiorof virtual Eth-

ernettopologies,they arenot sufcient to supportarbi-
trary IP topologies.This is dueto FreeBSDjails sharing
the hosts IP infrastructurejn particular the routing ta-
ble. In the routing table, it is only possibleto have one
entry per destination.But with a physical nodehosting
multiple jails representinglifferentvirtual nodesat dif-

ferentpointsin thetopology we needto be ableto sup-
port multiple routesto (next hopsfor) a single destina-
tion. This is known asthe “revisitation” problem[24].

For example,in Figure 1, paclets sentfrom AO to CO
will passthroughhostB twice. BO0's next hop for C

needsto be A (for A1) while B1's needsto be C (for

C0). Thusthereneedto be separateouting tablesfor

BO andB1. Further evenwith separateouting tables,
incomingpacletsto B needcontet to determinewhich

routingtableto use.

For Emulab,we have adoptedandextendedthe work
of Scandariat@nd Risso[22] which implementsmulti-
ple IP routingtablesto supportmultiple VPN endpoints
on a physical node. Routing tablesareidenti ed by a
small integer routing table ID. An ID is the glue that
bindstogetherajail, its virtual interfaces,anda routing
table. Incomingpacletsfor differentjails on a physical
nodecanthusbe differentiatedby the ID of the recev-
ing interfaceandcanbe routeddifferently basedon the
contentof theassociatedoutingtable.

3.2.2 IP AddressAssignment

A subtleaspectof implementingvirtual networksis as-
signing addressesin particular IPv4 addressesto the
potentially thousandsf links which make up a topol-
ogy. The topologiessubmittedto Emulabtypically do
not come annotatedwith IP addressesmost topology
generatorgdo not provide them, and it is cumbersome
anderrorpronefor experimentergo assignthemmanu-
ally. Wethusrequireanautomatedanethodfor producing
“good” IP addressassignmentsandit mustscaleto the
large networksenabledy virtualization. A desirablead-
dressassignments onethatis realistic—thatis similar
to how addressesvould be allocatedin a real network.
In the real world, the primary (thoughnot only) factor
thatin uencesaddressassignments the underlyinghi-
erarcly of thenetwork. Hierarchicaladdressassignment
alsoleadsto smallerrouting tablesandthusbetterscal-
ing. Sincereal topologiesare not strictly hierarchical,
thechallengebecomesdentifying a suitablehierarchical
embeddingof the topology Ourwork on IP addresss-
signmentcenterson inferring hierarcly in this practical
setting.

We developedandevaluatedthreedifferentclasseof
algorithms:bottom-up top-davn, andspectraimethods,
describedn detail elsevhere[8]. The approachwe ul-
timately deployed in production,called recursve parti-



tioning, createshe IP addresgreein a top-dovn man-
ner At thetop level, theroot of the tree containsevery
nodein the graph. Thenwe partitionit into two pieces
usingagraph-partitionef17], assigningeachhalf of the
graphto achild of theroot. By applyingthis stratey re-
cursiely, we createa treesuitablefor IP addressassign-
ment. The resultis a fastalgorithmthat producesmall
routing tables: for example, it can assignaddresseso
networksof 5000routers—comparabl® today's largest
single-avnernetworks—inlessthan3 seconds.

4 Automated Resource Assignment

When an experimentersubmitsan experiment,Emulab
automaticallychoosesa setof physical nodeson which
to instantiatethat experiment. This processof map-
ping thevirtual topologyto a physicaltopologyis called
the network testbedmappingproblem[21], and virtual
nodesadd new challengego an alreadyNP-hardprob-
lem. The needsof this mappingarefundamentallysim-
ilar to othervirtualized networking ervironments,such
asthe plannedGENI facility [10] (wheresuchmapping
will bedoneby a SliceEmbeddingService) andModel-
Net[26].

For anexperimentwith virtual nodesagoodmapping
is onethat“packs” virtual hosts routers,andlinks on to
aminimumnumberof physicalnodeswithout overload-
ing the physical nodes. This means for example,plac-
ing, whenpossible nhodesthatareadjacenin thevirtual
topologyonthesamephysicalnode,sothatthelinks be-
tweenthem neednot use physical interfacesor switch
capacity Thisis particularlydif cult becausehe virtual
nodesmay not have uniform resourceneedsand physi-
cal nodesmay not have identicalcapacities SinceEmu-
labis aspace-sharestbedit is alsoimportantthatbot-
tleneckresourcessuchastrunk links betweerswitches,
are consered, sincethey may be neededy othercon-
currentexperiments Finally, experimentersnayrequest
nodeswith specialhardwareor software,andthe mapper
mustsatisfytheserequests.

Emulab nds anapproximatesolutionto the network
testbedmappingproblemby taking a combinatorialop-
timization approach. It usesa comple solver called
assign [21]. assign is built arounda simulatedan-
nealingcore: it usesa randomizecdheuristicto explore
the solutionspace scoringpotentialmappingshasedon
how well they matchthe experimenters request,avoid
overloading nodesand links, and consere bottleneck
resources.We found, however, that Emulabs existing
assign wasnot sufcient for mappingvirtual nodeex-
perimentsandenhancedt accordingly

First,we needechen e xibility in specifyinghow vir-
tualnodesareto bemultiplexed (“packed”) ontophysical
nodes.To getef cient useof resourceswe foundit nec-

essaryto add ne-grainedresourcedescriptionsandto
relaxassign 'sconserative resourceallocationpolicies.

Second,becausevirtualization allows for topologies
that are an order of magnitudelarger than one-to-one
emulation,we ran into scalingproblemswith assign .
Sinceit mustberuneverytime anexperimentis swapped
in or re-mappedas part of auto-adaptationsuntimesin
thetensof minuteswereinterferingwith the usability of
thesystemandmakingauto-adaptatiotoo cumbersome.
To combatthis, we madeenhancement® assign that
exploit the naturalstructureof thevirtual topologiesit is
givento map.

4.1 Flexible Resource Speci cation

assign mustusesomecriteriato determinehow densely
it canpackvirtual nodesonto physical nodes. assign
alreadyhadthe ability to usea coarse-grainegacking,
in which eachphysical nodehasa speci ed numberof
“slots; andeachvirtual nodeis assumedo occupy asin-
gle slot. Thus,it canbespeci edthatassign may pack
up to, for example, 20 virtual nodeson eachphysical
node. It becameclearthatthis would not be sufciently
ne-grained for mary applications,including our auto-
adaptatiorscheme becausalifferentvirtual nodeswill
have differentrolesin the experimentandthusconsume
differentamountf resources.

To addresghis, we addedmore packingschemedo
assign . In the rst, virtual nodescan Il morethanone
slot; experimentersanusethis whenthey have anintu-
itive knowledge,for example thatsenersin theirtopol-
ogywill requiremoreresourceshanclientsby aninteger
ratio: 2:1,10:1,etc.

Thesecondpackingschememodelsmultiple indepen-
dentresourcesuchasCPU cyclesandmemory andcan
be usedwhen the experimenterhas estimatedor mea-
suredvaluesfor the resourceneedsof the virtual nodes.
Eachvirtual nodeis taggedwith the amountof eachre-
sourcethatit is estimatedo consumeandassign en-
suresthatthe sumof resourceneeddor all virtual nodes
assignedo a particularphysical node doesnot exceed
the capacityof the physical node. This schemebuilds
on assign 's systemof “featuresand desires”; virtual
nodescanbeidenti ed ashaving “desires”which must
be matchedby “features” on the physical nodesthey
aremappedo. Featuresanddesiresare simply opaque
strings,makingthis system e xible and extensible. We
have enhancedssign to allow featuresand desiresto
also expresscapacitieswhich arethenenforcedas de-
scribedabore. While we usethis scheméor relatively
low-level resourcegCPUandmemory),it couldalsobe
usedfor higherlevel metricssuchas sustainablesvent
ratefor discreteeventsimulatorssuchasns

The resource-modelingchemes particularly useful



for feedback-baseduto-adaptationThe valuesusedfor
CPU and memory consumptionof a virtual node can
simply be obtainedby taking measurementsf an ear
lier run of theapplication.The maximumor steady-state
usagecanthenbe usedasinput to the mappingprocess.
The coarse-grainednd resource-basepackingcriteria
canbeusedin ary combination.

In addition to packing nodes,virtual links must be
pacled onto physical links. Thoughthe two types of
packingareconceptuallysimilar, a differentsetof issues
appliesto link packing. Someof theseissuesexist for
one-to-oneemulation but therearealsosomenew chal-
lengesthatcomewith virtual emulation.

Link mapping issuesthat one-to-oneand virtual
emulation have in common. First, physical nodesin
a Emulab-basedestbedhave multiple interfacesonto
which the virtual links must be pacled. Second,the
topology of the experimentalnetwork is typically large
enoughthatit is comprisedof multiple switches.These
switchesare connectedwith links thatbecomea bottle-
neck,sothemappingmustbe carefulto avoid over-using
them.

Link mapping challengesthat arise with virtual
emulation. When mappingvirtual-node experiments,
links betweentwo virtual nodesthat are mappedto the
samephysical nodebecome'intra-node” links that are
carriedoverthenodes “loopback”interface.lt is adwan-
tageoudo useintra-nodelinks, asthey do not consume
the limited physicalinterfacesof the physicalnode. Al-
thoughthe bandwidthon a loopbackinterfaceis high,
therearepracticallimits onit, andfor someexperiments
thatuselittle CPUtime but large amountsof bandwidth,
loopbackbandwidthcan becomethe limiting factorfor
packingvirtual nodesonto physical ones. We have ex-
tendedassign to takethis nite resourcento account.

One of the guiding principlesof assign hashistor
ically beenconserative resourceallocation; when as-
signinglinks, it ensureghatthefull bandwidthspeci ed
for the link will alwaysbe available. While this males
sensdor artifact-freeemulation,is at oddswith our goal
of usingvirtualizationto provide best-efort, large-scale
emulation. For example, an experimentermay have a
topology containinga cluster of nodesconnectedn a
LAN. Thoughthenative speedf thisLAN is 100Mbps,
the nodesin this LAN may never transmitdataat the
full line rate. Thus,if assign wereto allocatethe full
100Mbps for the LAN, much of that bandwidthwould
be wasted. To make more ef cient resourceutilization
possible we have addeda mechanisnso that estimated
or measuredandwidthscanbe passedo assign . As
with noderesourcesthis bandwidthcanbe measureds
partof auto-adaptation.

4.2 Improving assign 's Scaling

assign hasbeendesignedandtunedto runwell on Em-
ulab'stypical one-to-onevorkload,consistingof topolo-
gieswith atmosta few hundrednodes.In orderto malke
assign scaleto topologiesof the scaleenabledby vir-
tualnodeswe developedseveralnew techniques.

4.2.1 Searhing the Solution Space

Our rst techniguedor tacklingscalingissuesareaimed
atimproving theway in whichassign searcheshrough
the solution spaceof possiblemappings.assign nds
setsof homogeneouphysicalnodesandcombineshem
into equivalenceclassesthis allowsit to avoid largepor-
tionsof thesolutionspacewnhich areequivalent,andthus
donotneedo besearchedHowever, this stratgy breaks
down with the high degree of multiplexing that comes
with virtual-nodeexperiments because physical node
thathasbeenpartially lled is nolongerequivalentto an
empty node. We have addressedhis problemby mak-
ing theseequialenceclassesadaptdynamicallyat run
time, with physicalnodesenteringandleaving classess
virtual nodesareassignedr unassignedo them.

Another improvementto the searchstratgy came
from the obsenrationthat,in a goodsolution,nodesthat
areadjacentn thevirtual topologywill tendto beplaced
onthesamephysicalnode.So,we madeanenhancement
to theway assign selectsnew virtual-to-physical map-
pingsto try, asit movesthroughthe searchspace. To
conductthis search,assign takesa potentialsolution,
selectsavirtual node selectsanew physicalnodeto map
it to, and determinesvhetheror not the resultingmap-
ping is betterthanthe original. This processs repeated,
typically hundredof thousandsr millions of times,un-
til a no bettersolutionsare found.  In our modi ed
version, ratherthan selectinga randomphysical node,
with someprobability, assign selectsa physical node
thatoneof thevirtual nodes neighborshasalreadybeen
mappedto. This improvementmadea dramaticdiffer-
encein solutionquality, leadingto muchtighterpacking
and exhibiting much betterbehaior in clusteringcon-
nectednodestogether

4.2.2 Coarseningthe Virtual Graph

Thoughthesechangedo the searchstratgy improved
assign 's runtimeandsolutionquality, runningassign
on very large topologiescould still take more than an
hour, muchtoolongfor our purposesTo make the prob-
lemmoretractablewe exploit topologicalfeaturef the
virtual topology

We expectthat most large virtual topologieswill be
basedon the structureof the Internet;thesemay come



from actual Internet “maps” from tools like Rocket-
fuel [23] or from topologygeneratorsiesignedo create
Internet-like networks, suchasGT-ITM [33], inet[29],
andOrbis[15]. Thekey realizationis thatsuchnetworks
tend to have subgraph=f well-connectedhodes,such
asISPs,ASes,and enterprises.In addition, we expect
thatmary topologieswill have edge-LANsthatrepresent
clustersgroupsof workstationsetc.

We exploit the structureof the input topology by ap-
plying aheuristiccoarseningre-passo thevirtual graph
beforerunningassign . By giving assign asmallervir-
tual topology we reducethe solutionspacethatit must
searchjn turn reducingthetime requiredto nd agood
solution. The goal of this pre-passs to nd setsof vir-
tual nodesthat,in agoodmapping,will likely be placed
on a single physical node. A new virtual graphis then
generatedwith eachof thesesetscombinedinto a sin-
gle node. These“conglomerates’retain all properties
of their constituentnodes;for example,the CPU needs
of eachconstituentare summedogetherto producethe
CPUrequiredfor theconglomerate.

We have implementedwo coarseninglgorithms.The

rst stemsfrom therealizationthatmary topologiescon-
tain LANs representinggroupsof clients or farms of
seners. An optimal mappingwill almostalways place
asmary memberf theseLANs ontoa singlephysical
nodeaspossible.So,we nd leaf nodesin LANSs (that
is, nodeswhoseonly network interfaceis in thatLAN),

and combineall leaf nodesfrom the sameLAN into a
conglomerate.

The second algorithm uses a graph partitioner
METIS [17], to partitionthe nodesin the virtual graph.
We choosea numberof partitions suchthat the aver-
agepartitionwill t onthe“smallest”availablephysical
node. We thencombinethe virtual nodesin eachparti-
tion into a singleconglomeratenode. The quality of the
partitionsreturnedby the partitioneris dependentn the
extentto which separablelustersof nodesarepresenin
thegraph.Sincewe arefocusingon Internet-like topolo-
gieswith someinherenthierarcly, we expectgoodre-
sultsfrom this method.

The coarseningalgorithms (particularly METIS) do
notknow theintricaciesof the network testbedmapping
problem,suchasconstraintn nodetypes,resourceaus-
age,andlink bandwidthsthisis onereasorthey areable
torunmuchfastethanassign itself. Thisleavesuswith
the problemthatthey mayreturnsetsof nodesto cluster
that cannotbe mappedonto ary physical resourcesfor
example they mayrequiretoo muchCPU power or have
more bandwidththan a single node can handle. Once
the coarseninglgorithmhasreturnedsetsof nodeswe
usea multidimensionabin-packingapproximatioralgo-
rithm to packtheseinto the minimum numberof map-
pableconglomerates.
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Figure2: Medianruntimeof assign with andwithouta coars-
eningpre-pass.

Both coarseninglgorithmshelpassign to runfaster
by makingheuristicdecisionghatlimit assign 'ssearch
space put could, in turn, make clusteringdecisionsthat
resultin sub-optimalmapping.However, in our domain
obtaininga solutionin reasonabldime is more impor-
tant than obtaininga nearoptimal solution. The map-
pings obtainedby assign will always be valid, but it
is possiblethat sometopologiesare coarsenedh sucha
way the mappingdoesnot make themostef cient useof
resources.The biggestpotentialproblemis fragmenta-
tion, in which the coarseningpassmakesconglomerates
whosesizesdonot packwell into thephysicalnodes We
take measureso try to avoid this circumstanceby care-
fully choosingour targetconglomeratesize. In practice,
theworstfragmentatiorwe have seercausednly a13%
increasen physicalresourcesised.

To evaluateour new resourcamapperaswell asto un-
derstandhe effectsof the coarseningre-passwe com-
paredruns of assign with and without the pre-pass.
Theserunsmappedransit-stuttopologiesgeneratedy
GT-ITM [33] onto Emulabs physical topology Each
testwasrun tentimes. In all casesthe runtime of the
pre-passtself wasnegligible comparedo theruntimeof
assign .

Figure 2 presentghe medianruntimesfor thesetests
onal.5GHzPentiumlV, shaving thegreatlysigni cant
time savingsfrom the pre-passAs we scaleup thenum-
ber of virtual nodesthe improvementgoesfrom a factor
of 15at100nodes(12.0to 0.78seconds)to a factorof
32 at 1000 nodes(6560to 200 seconds).The absolute
resultis alsogood:it takesjust200second$o map1000
nodes.

Thisspeedupof coursedoesnotcomewithoutacost.
Figure3 shavs thedecreasén solutionquality, in terms
of the quality of link mappings. Intra-nodelinks con-
necttwo virtual nodesmappedo thesamephysicalnode;
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Figure 3: Numberof intra-nodeand inter-switch links found
by assign . Larger numbersof intra-nodelinks arebetter and
smallernumbersof inter-switchlinks arebetter

they do not useup sharedswitch resourcesso having a
large numberof themis anindicatorof agoodmapping.
Inter-switchlinks, on the otherhand,areanindicatorof

a poor mapping,becausahey consumethe sharedre-
sourceof inter-switch links. Thoughthe pre-passloes
causaassign to nd somavhatworsemappingsthedif-

ferencesaretolerable,andthe speedups a clearwin. In

over 70%of thetestcasesthenumberof intra-noddinks

found when using the pre-passwvas within 10% of the
numberfound by assign by itself. The worstrun was
within 16%.

5 Exploiting Physical Hierar chy

In additionto thepreviously describedP assignmenand
mappingproblemsanumberof moregenerabut severe
“system” scalingissuesarose which preventedus from
reachinglarge size until we addressedhem. Someare
system-widdssuesthat are the byproductsof the order
of magnitudeincreasen the potentialsize of an exper
iment. Othersare pernodeissuesthat are the result of
increasinghe resourceconsumptioron a node. In both
caseswe devisesolutionsthatexploit the physicalstruc-
tureandrealitiesof the physicaltestbednfrastructure.
Mostsystem-widgroblemshave to dowith accessing
centralizedservicesandthe useof unreliableprotocols,
primarily during initial experimentsetup. The system-
wide scalingproblemsencounteredhereare essentially
the sameissuesfacedwhen increasingthe numberof
physicalmachinesn thetestbed For example,sharinga
singleNFS lesystem doesnot scalewell. We arecon-
stantlyaddressingheseypesof issuesaswe expandinto
largervirtual nodeexperiments Ultimately, virtual node
grovthwill continueto outpacephysicalresourcegrowth
by 1-2 ordersof magnitude However, by leveragingthe
closerelationshipbetweenvirtual nodesand their host

we signi cantly reducethe burdenon the centralinfras-
tructureashighlightedby thefollowing examples.

Therearea numberof situationsin which we usethe
physical hostas a cachingproxy for its hostedvirtual
nodes. Nodesin Emulab “self con gure” when they
boot, after obtainingthe necessaryon guration infor-
mationfrom acentralsener. Sincethephysicalhostnec-
essarilybootsbeforeits virtual nodesjt downloadscon-
guration informationfor all virtual nodesn asingleop-
eration,pre-loadinga cachefor each,andin somecases,
performingcon guration operationstself in a moreef-
cient manner Similarly, the physical hostactsas an
Emulabeventsystemproxy, usingasingleconnectiorto
the masterevent sener to collect and distribute control
eventsfor all its virtual nodes.

One of the most compute-intensie parts of instan-
tiating an experimentis calculatingrouting tablesfor
all of the nodes. Though Emulab supportsdynamic
routing through the use of a routing daemonsuch as
gated or zebra, most experimentersprefer the con-
sisteny and stability offered by computingrouting ta-
bles off-line beforethe experimentbegins. Typical al-
gorithmsfor doingthis, however, have runtimesranging
fromO(V? lIg(V) + V E) (Dijkstra's algorithmwith
a Fibonacciheap)to O(V 2) (Dijkstra's algorithm with
a lineararray priority queue),with respectto the num-
ber of vertices(nodes)andedgegqlinks) in thetopology
graph. To solve this problem,we parallelizeroute com-
putationacrossall of the physical nodesin the experi-
ment,with eachphysical noderesponsibldor the rout-
ing tablesof thevirtual nodest hosts.We distribute one
copy of the topologyto eachphysical host,andrun Di-
jkstra's algorithmsourcedrom eachvirtual nodehosted
on that physical node. Thusthe route calculationtime
becomesO(V?2 n), wheren is the numberof virtual
nodeshostedon eachphysical node. In practice,with
the size of virtual topologiesthat are feasibleto run on
Emulabandthelevel of virtual-to-physical multiplexing
possiblethistime never exceedsa few seconds.

Theoriginal Emulabsystemcouldnot reliably instan-
tiate an experimentlarger than about 100 nodes. Our
improvementsin Emulaballow experimentsof up to at
leasttwo thousandnodesto be reliably instantiated. A
fundamentalimitation on speedof instantiationis that
vnodeconstructions not parallelizablewithin a unipro-
cessorhost. However, virtual nodeson distinct physical
hostscanbesetupin parallel. To demonstrat¢hedegree
to which this parallelismcan be successfullyexploited,
we performeda simpletestin which anexperimentcon-
sistingof asingleLAN wasrepeatedlynstantiatedeach
time addingto the LAN one physical node hosting 10
virtual nodes.In the basecaseof onephysicalnodewith
10 virtual nodesin the LAN, setup,including topology
mapping,node con guration and startup,required194



secondsAt 80 virtual nodeson 8 physicalnodesijt took
290 secondsa 50% increasein time for an 800% in-
creaseén size.

6 Feedback-DirectedResource Allocation

Maximum scalabilityis achieed whenEmulab’ physi-
calnodesandnetworkscanbedividedas nely aspossi-
ble, eachphysicalresourceproviding supportto asmary
emulatedand/or simulatedentities as possible. How-
ever, for theseemulatedand simulatedernvironmentsto
be worthwhile to most Emulabusers,they mustbe ac-
curaterecreationsf devicesin the real world. Meet-
ing our scalabilitygoal andour realismconstraintat the
sametime meangnakingvirtual nodeshatare“just real
enough”from the point of view of the softwaresystems
undertest.

Findingthe properbalancebetweerscalabilityand -
delity is not easy: the ideal tradeof that is “just real
enough” is inherently speci c to the software being
tested.Thereforeto nd the appropriateresourcemap-
pings for a users experiment,our techniqueis to au-
tomatically searchfor a mappingthat minimizesphys-
ical resourceusewhile preserving delity accordingto
application-independefjprovidedby the system)and/or
application-dependefiprovided by theuser)feedback.

Testbedusershave two optionsfor adaptingtheir ex-
periments: executinga single-stagétraining” run that
requireslittle effort, or runninga multi-stageautomatic
experimentadapterthatrequiresadditionaleffort.

The rst optiondoesnot requirethe experimentto be
fully automatedsois suitablefor aninteractve style of
experimentation.In this model, the usercreatesan ex-
perimentand swapsit in on virtual nodesmappedone-

to-oneon physical nodesto ensureadequatgesources.

Userscanthenlogin to the nodes,run their programs,
and,whenthey have determinedhat the experimentis
in a representatke state,click a button to recorda pro-
le. Thispro le is thenusedin subsequemunsto drive
theresourcanapping.Of course becaus®f the one-to-
oneinitial mapping this simplisticmanualapproactwill
not work for large topologies. For thosetopologieswe
will necessarilyeedto startoutwith somevirtual nodes
multiplexed mary to oneon physicalnodesandthuswe
cannotgatheran accurateresourcerequirementgro le
with a singlerun. For thesesituationswe offer the sec-
ondoption.

In themulti-stageapproachanexperiments automat-
ically run multiple times, eachtime adjustingthe map-
ping to accountfor ary resourceoverloadsnotedin the
previousrun. To do this, the usermustautomatehe ex-
ecutionof the experiment. Eachrun of the experiment
startsup a representatie workload, monitorsresource
usageoncethatworkloadreaches steadystate invokes

ascriptto gatherthe monitoroutputandcreateapro le,
andthenremapsandreinstantiateshe experimentbased
onthatpro le. Thisprocessontinueauntil thereisarun
in which noresourceoverloadis detected.

Our feedback-drien adaptationtechniqueautomati-
cally nds virtual-to-physicalmappingsthat provide the
usersrequiredevel of emulation delity while allowing
Emulabto make maximallyef cient useof its resources.
Thereis arisk, however, thatthe mappingssetup by the
adaptemwill fail to provide sufcient delity totheusers
softwareduring “production” testbedruns,e.g.,because
theusermodi es the softwareor is driving it in a differ-
entway. Emulabrelieson run-time feedbackto detect
suchcasesand signalthe useraboutpossibleproblems
with his or herexperiment.

6.1 Implementation

Ensuringapplication delity when multiplexing virtual
nodescan be achiezed quickly and accuratelythrough
monitoring the applications steady state resourceus-
age and feedingthis databackinto assign . Utilizing
application-independemnetrics,like CPUand memory
usagewe canautomaticallyadaptthe packingof virtual
resourcesnto physicalhosts.Thisis donein away that
minimizesphysicalresourcausewhile leaving sufcient
headroonfor thevnodes steadystateresource&eonsump-
tion. Any available application-speci ametricscanthen
be usedto re ne the mappingto accountfor lack of pre-
cisionin thelow level data.

On eachphysical node Emulabgathersa numberof
application-independemgsourcaisagestatisticsto feed
backto the adaptatiormechanism.Theseinclude CPU
use, interrupt load, disk actvity, network trafc rates,
and memoryconsumption.CPU and memoryinforma-
tion arealsogatheredat vnodegranularity whichis how
we determinehe resourcelemandf individual vnodes.
The other global statisticsallow us to ensurethat the
physicalnodeasawholeis not overloaded.

The multi-stageadaptatiortechniquerequiresthatan
experimentbe automatedrunninga particularsequence
of actions.This s easilydoneusingEmulab’s eventsys-
tem,whichallows for executingoperationsn parallel,in
sequencegr at speci c timesrelative to the startof the
experiment. The useronly needsto createan event se-
quenceto performthe stepsdescribeckarlier Thereare
built-in eventsfor two feedbackspeci c actvities. One
allows for runningthe application-independemésource
monitoronall nodedor a x edlengthof time. Theother
performstheremapitself, aprocessvhichincludesgath-
eringthelog les from all nodes,analyzingthe datato
detectoverloadsandproducenew pernoderesourceus-
ageestimatesand nally invoking assign andrecon-
guring the experimentto re ect the new virtual node



layout.

Finally, in the third scenario,an Emulabexperiment

The mechanisnfor supportingapplication-dependent can incorporatepurely simulatednodesand networks,

metricsand providing userdirectedfeedbackbasedon

thosemetricsis a prototypeand likely to change. In

the currentimplementationthe usermustprovide three
components.First, he or sheprovidesone or morere-

sourcemonitorsthatgatherandlog appropriateesource
usagedata. Thesecould be separatgrograms,or they

could just be the applicationsthemseles, logging rele-

vantinformation. Secondthe userprovidesa “baseline
summary” le describingthe expectedbehaior of the

systemwhen not constrainecby noderesources. This

summary le canbein ary format, asit is interpreted
by a usersuppliedscript. That scriptis the third com-

ponent. The script is automaticallyinvoked at the end
of eachrun of the experiment,with the log les from

themonitorsandthe baselinesummaryasinputs. Its job

is to aggreyatethelog le informationinto a new sum-
maryandcomparehatsummarywith thebaselingo de-

termineif thereis a resourceoverload. If the answeris

“yes; thentheexperimentwill beremapped.

6.2 UsageScenarios

We seethreecommonwaysin whichtheauto-adaptation
mechanisntanbe used.In the rst, theuserstartswith
a one-to-onanappingof virtual nodesto physicalnodes
and “packs” the experimentinto fewer physical nodes.
Startingwith the one-to-onemappingwe gatherboot-
strapresourcealatain the rst pass.Thesystenthenruns
successie passesincreasingor decreasindhe packing
until it arrivesat a maximally densepackingfactorwith
virtual noderesourcausethatis consistentvith the one-
to-onemapping. At this point, the userwill probably
wantto increasehesizeof heror hertopology Thesim-
plestapproachis to usethe bootstrapdatafor nodesthat
will remainin the experimentand perform a bootstrap
on the nenvly addednodes. Alternatively, the usercan
divide nodesinto resourceclassede.g., client/serer),
which are initialized using dataderived from previous
runs.

A secondstyle of adaptation,usingthe samemech-
anism, is to startwith a densemappingof a topology
andthen expandit. A densemappingis achieved by
providing no initial feedbackdata,allowing assign to
map strictly on the basisof available physical nodeand
link characteristics.In this con guration, therecanbe
no training run to gathercleanresourceusagedata. In-
stead,feedbackdata are provided by the application-
independenimetrics(pushingthe experimentaway from
ohvious overload conditions)or with interactve guid-
ancefrom theuser This form of adaptatioris usedwith
large topologieswheretherearenot enoughphysicalre-
sourcego mapit one-to-one.

usingamodi ed versionof nse[9]. As describedn de-
tail elsavhere[12, 13], thesesimulatedentitiescan be
transparentlyspreadacrossphysical nodes,just as vn-
odesare dispersed. Sincethesesimulatednodesinter
actwith realtrafc, thesimulatormustkeepup with real
time. Detectingwhenvirtual time hassigni cantly fallen
behindrealtime givesusaway to detectoverloadthatis
more straightforvard than with vnodes,althoughthere
are subtletieswith synchronizingthe two that mustbe
taken into considerationas describedn the above ref-
erences.Our infrastructurecanadaptvely remapsimu-
latednetworkssimilarly to theway it handlesvirtualized
nodesandlinks.

7 Results

In thefollowing sectionsve present preliminaryevalu-

ationof the Emulabvirtual nodeimplementatiorin three
areas:application delity , applicationtranspareng and

performanceand delity of the adaptationmechanism.
All resultsweregatheredon Emulabs low-end“pc850”

machines850MHz PCswith 512MB of RAM andfour

100Mb Ethernetinterfaces.

7.1 Application Fidelity

Micr obenchmarks. To get a lower-level view of -
delity with increasingco-location,we performedan ex-
perimentin which we ranthe pathrate [7] bandwidth-
measurementool betweenpairs of nodesco-located
on the samephysical host. Each pair of nodeswas
connectedwith a T1-speed(1.5Mbps) link. We mea-
suredthebandwidthfoundby pathrate asweincreased
the number of node pairs from one to ten. Across
all runs, pathrate measuredhe correctbandwidthto
within 1 Kbps, with a standarddeviation acrossruns of
pathrate of 0.004.

Applications. We ran a synthetic peerto-peer le
sharingapplicationcalledKindex, whichis modeledafter
apeermusic le sharingnetwork suchasKaZaa.Kindex
maintainsaadistributedpeerto-peerindex of le contents
amonga collection of peerseners. It alsokeepstrack
of replicasof a le amongpeersandtheir proximity, to
expeditesubsequendovnloadsof the samele. In our
simpli ed experiment,we starta seriesof 60 clientsse-
guentially Eachof 60clientsuploadsasingle le' sinfor-
mationto theglobalindex, andstartsrandomlysearching
for other les, fetchingthosenot previously fetchedinto
its local disk. Eachclient generatedbetween20 to 40
requestper minute for les, whosepopularity follows
a Zipf distribution. Eachclient hassufcient spaceto
hold all 60 les. Henceafterthe experimenthasrun for
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Figure4: Cumulatve systembandwidthfor co-locationfactors

of 0,10,15and20. “All peersnline”isthepointin timewhere
all 60 peersarerunninganddownloading les.

awhile, all clientsendup cachingall les, atwhichtime
we stopthe experiment.

The network topology consistsof six 10Mbps cam-
pusLANs connectedo a core40Mbps LAN of routers
with 100ms roundtrip betweenthemseles. Eachcam-
pusLAN is connectedo a routervia a 3Mbps, 20ms
RTT link.

We plotted the aggrejate bandwidthdeliveredby the
systemto all its usersasa time line. For this, we mea-
suredthe total size of les downloadedby all usersin
every 10-secondntenal. We expectthatinitially down-
loadsare slow, but as popular les are cachedwidely,
subsequentiownloads are more likely to be satis ed
from a peerwithin the samecampusgdriving up the ag-
gregate bandwidthdueto the higherspeedinks. How-
ever, dueto the fetch-oncebehaior of clients,asmore

les aredownloadedby all usersdownloadsbecomdess
frequentdriving down the aggr@atebandwidth.

We ran the experimentin four con gurations. First,
we emulatedthe topology on just physical nodesto es-
tablisha baseline. We thenrepeatedhe experimentus-
ing virtual nodeswith co-locationfactorsof 10, 15 and
20 virtual nodesper physical node. Figure4 shaws the
results. The baseline (pack-00)shavs the expectedbe-
havior, aggreate bandwidthincreasingto a peak and
then taperingoff. At a co-locationfactor of 10, one
campusLAN mappedper physical node, the behaior
is indistinguishabldor the basdline. However, aswe in-
creasethe co-locationto 15 and 20, sincepeershave to
supply les over the fasterLAN links, the load on the
local disk rises. This is the reasorfor the reducedpeak
bandwidthandits shift to theright, causingthe curve to
be attened.

While thisexampleshavsthatwe canachieze anorder
of magnitudescalingimprovementwith anlO intensve

applicationon low-endPCs,it alsoillustratesthe utility
of feedbackdatafor driving virtual node multiplexing.
In this example,somenodediskshit 100%busyin both
the pack-15andpack-20casesan event easilydetected
by application-independemnetrics. However, the user
might alsodecidethatthe resultsfrom pack-15wereac-
ceptableput thosein pack-20werenot. In this casethey
might constructa custommetric sayingthat remapping
is only necessarif thediskweresaturatedor threecon-
secutve measurements.

7.2 Application Transparency

Correctlyachievedtransparengis dif cult to rigorously
demonstratepnly failuresof transpareng are obvious.
Ourmostcompellingevidenceis thatexperimenterhiave
run thousandof diversevirtual node experiments,yet
generatecbnly a handful of requestdor “missing fea-
tures” suchas supportfor multicastrouting and IPFW
re wall rules. We did performoneempiricalstresgest,
runninga routing daemonin a comple virtual network
topology By causinga seriesof link failures within
thetopology we veri ed thatthe routing daemonsvere
functioningasexpected.In thattest,we ranunmodi ed
gated routingdaemon®nall nodesn a416vnodehier
archicaltopologyon 22 PCsandautomaticallygenerated
OSPFcon guration scripts. Oncewe veri ed the con-
nectvity betweensomeleaf nodesacrossthe diameter
of the topology we causeda link failure in the interior
to seehow OSPFwould route aroundthe failure. Be-
forethefailure,aroutebetweertwo leafnodesvassym-
metricwith 11 hops. We founda 5 seconddowntimein
onedirectionand9 secondén thereversedirection,after
which alternatel2 hop pathswere established The for-
ward andreversepathsweredifferentin onehop. When
we removed the link failure, it took 22 and 28 seconds
respectiely for the route pathsto be restored. Finally,
we rebootedtwo interior nodesin the topology gated
restoredall theroutesin alittle overaminute.

7.3 Adaptation Results

We evaluatedour feedbacksystemin threescenariosa
Java-basedveb sener andclients, the BitTorrent peer
to-peer le distribution systemandthe Darwin Stream-
ing Sener[2].

We rst ranaJava-basedvebsener on onehostwith
69 clients continually downloadinga 64KB le. The
clientswereseparatethto threedifferenttypesbaseddn
theirlink characteristicaNine clientswereevenly spread
acrossthreelinks on a single router using2 Mb LANs
to emulatecablemodemclients. Forty clientsweredi-
rectly connectedto a single router using 2Mb multi-
plexedlinks to emulateDSL modems Finally, 20 clients



Metric 2Mb | 2Mb 56Kb
LAN | Link Link
74 vnodeson 74 physical nodes
Avg. TransactiorRate 1.19| 2.29 0.09
Avg. Responsd&ime(s) | 0.84 | 0.43 10.67
Packed onto 7 phys. nodesafter rst iteration
Avg. TransactiorRate 1.10| 1.85 0.09
Avg. Responsdime(s) | 0.91| 0.53 10.77
Packed onto 7 phys. nodesafter seconditerations
Avg. TransactiorRate 1.19| 2.29 0.09
Avg. Responsdime(s) | 0.84| 0.43 10.70

Table 1: Performanceof clients continually downloading a
64KB le in differentvnodemappings.

were directly connectedo a single router using 56Kb

multiplexedlinks, to emulatephonemodemclients. The
feedbackoop requiredthreeiterationsto reachaccept-
ableapplication delity; theresultsareshovnin Tablel.

The rst iterationis a one-to-onemappingthat allows

the systemto geta cleansetof feedbaclkdata. The sec-
onditerationpacledthe 74 vnodesonto7 physicalnodes
andresultedin adropin performancebecausehe CPU

intensize sener nodewas co-locatedwith several client
nodes. The nal iteration ampli es the feedbackdata
(i.e., increaseghe CPU and memoryrequirementshy

20%,whichis enoughto isolatethe senerandreturnthe
applicationmetricsto their original one-to-onevalues,
withoutallocatingarny morephysicalnodes.t shouldbe
notedthatthe badmappingfoundin the secondteration
could have beenavoidedwith higherprecisionmonitor

ing. However, in our contet a badinitial remappings a
bene t becauseét denoteghe lower boundon the num-
ber of requirednodesandwe alwayswish to minimize
thenumberof physicalnodesrequiredfor atopology

To demonstratescaling a real applicationto large
topologiesthat cannot t in a one-to-onemapping,we
rantheBitTorrentp2p le distribution programona310-
nodenetwork pacledonto74 physicalnodes.Thetopol-
ogy consistedof 300 clients communicatingover 2 Mb
LANSs or links, asingle“seed”nodewith a 100Mb link,
andnine routersthatformedthe core. To bootstrapthe
mappingwe usedfeedbacldatafrom a smallertopology
for theclients,sincetheir resourcaisagevasdependent
on thelink constraintsandnot the numberof clientsin
the system.However, the resourceuseof the seednode
androutersis tiedto thesizeof thenetwork, sothey were
left one-to-oneln total, it took 19 minutesto instantiate
thetopology: seven minutesfor assign to mapthe vir-
tualtopologyontothephysicaltopologyandtwelve min-
utesto load disks onto the machinesyeboot,and setup
the individual virtual nodes. This shouldbe compara-
ble to the lengthof time it would take to setupthe same

Mapping Videogap (ms) | Audio gap (ms)

Min Max | Min Max
Oneto one 0.93 90.99| 48.23| 210.96
Phys.Link Shared 0.04 470.3| 0.07| 531.27
Phys.Link Unshared| 0.54 91.99| 30.88| 232.10

Table?2: Interpaclet gap of clientsreceving a 100Kbpsvideo
andaudiostreamn differentcon gurationswherethephysical
link is sharecandnotshared Thevaluesarethemedianof ve
runs.

topologyon physicalmachinegif Emulabhadsufcient
nodes). On physical nodes,the assign time would be
less,but the time to setupswitch VLANs would exceed
thetime requiredto setupvirtual links.

Theadaptatiormechanisntanalsoaccommodateap-
plicationsthathavethroughputonstraintaswell astim-
ing sensitvity. We testedthe Darwin StreamingSener
sendinga 100Kbps video and audiofeedto 20 clients.
When pacled denselyto 2 physical nodes,the inter-
paclet gap varianceis high, but if we setthe estimated
bandwidthfor the clientlinks to 100Mb, sparsewirtual
to physicallink mappingresults.Thisin turn forcesvir-
tual nodesto relocateonto otherphysical nodes raising
thetotal numberphysical nodesto 6 (seeTable2). The
oversubscriptiof network bandwidththusclearsapath
for time sensitve paclets.

8 RelatedWork

The ModelNet network emulator [26] achiees ex-
tremely large scaleby foregoing e xibility and option-
ally abstractingaway detailin the interior of a network
topology Edge hostsrun the users applicationson
genericOSesusinglP aliasingandasocletinterposition
library to give a weaknotion of virtual machine called
aVN. TheVNs routetheir trafc throughoneor more
physical “core” machineghat emulatethe link charac-
teristicsof theinteriortopology ModelNethasemulated
topologiesin excessof 10,000links. However, it can-
not emulatearbitrarycomputationn the coreof atopol-
ogy, which excludessimple applicationdik e traceroute
aswell asmorecomple servicedik e usercon gurable
dynamicrouting,unlesssupportfor eachfeatureis hard-
wiredin (ashasbeendonefor DSR)[25].

Comparedo Emulab,ModelNetis lesstransparento
applicationsandit is harderto provide performancenon-
itoring, becauset currently usesonly a very weak no-
tion of virtual machine. For example,it doesnot virtu-
alize lesystemnamespaceyNs cannotbe multihomed,
andit providesno network bandwidthisolationbetween
VNSs on the samephysical host. ModelNetandthe new
Emulabare clearly complementary—ModelNes per
fectfor genericnetwork interiors,while thenew Emulab



is strongin otherways.

Building onModelNetandtheXen[3] virtual machine
monitor, DieCast{11] usegtime dilationto run largevir-
tual experiments.In DieCasttimeis “sloweddown” in-
side of the virtual machinesby an amountequalto the
multiplexing factor resultingin anexperimentthattakes
muchlongerto execute,but which providestheillusion
that the full capacityof the host CPU, network band-
width, andother“time-scalable’resourcesreavailable
to eachvirtual node. As a resultof this time dilation,
eachDieCastvirtual nodehasmore of theseresources
availableto it thanoursdo, but the overall ef ciency of
the testing facility is not improved. Thus, our virtual
nodesaremoreappropriatdor asharedacility. DieCast
representanalternatve approacho scaleup experimen-
tation resourcesbringingwith it a differentsetof chal-
lengesto solwe.

TheVirtual Internetarchitecturg24] is a partially im-
plementedmodel targetedto deploying virtual IP net-
works asoverlay networks on the live Internet. The VI
work identi ed mostof the issueswith link virtualiza-
tion at the IP layer that we encounterecht the Ether
net level. It focuseson correctimplementationof vir-
tual links whennodescan simultaneouslyparticipatein
multiple topologies(concurrence)as multiple nodesin
asingletopology (revisitation)andwhennodesin a vir-
tual topologycanthemselesactasbasenodesfor other
topologies(recursion).It doesnot virtualize othernode
resources.

Virtual machineshave along history, but we discuss
only a few recentexamplesthat have beenusedspecif-
ically to implementnetwork emulation ervironments.
Thisrelatedwork generallyconcentratesn nodeand/or
network virtualization, but we provide a completesys-
temincluding experimentercontrol, automatedesource
assignmenandfeedbacldirectedvirtualization.

IMUNES [32] is anintegratednetwork emulationen-
vironmentusing FreeBSDjail-basedvirtual nodesand
the “vimage” virtual network infrastructurework [30,
31] (whichis now partof FreeBSD-CURREN;Tbut was
not available when we started). Ratherthan virtualize
piecesof the network stack theauthorsvirtualizetheen-
tire stackandassociataninstancewith eachjail. While
conceptuallycleanerthecompleteduplicationof all net-
work resourcesaisesssuef kernelmemoryfragmen-
tation. Their implementationprovides somebasiccon-
trol over CPU usagethat ours currently doesnot. Al-
thoughIMUNES topologiescan spanmultiple physical
machines they do not have the automationsupportto
layoutandcontrolsuchtopologies.

The nodevirtualizationfacility addedto the Network
Emulation Testbed(NET) [16] provides a lightweight
virtual nodemechanisnin Linux basedon virtual rout-
ing tablesand customLinux modi cations. Their en-

vironment provides wirelessas well as wired network
emulation.The NET virtual networking implementation
is analogoudo ours, with their “vnmux” virtual inter
faceandbridgetakingtheplaceof our “veth” device and
the“NETshaper’replacingour Dummynetusage Some
degreeof applicationtransparengis achieved by using
chvrf, aLinux chroot-like utility, to separat@rocessand
network namespacesThe NET work is highly comple-
mentaryto oursin thatit providesa Linux virtual node
implementationas well as wirelessnetwork emulation
thatcouldbeintegratedwith Emulab

PlanetLalf20] is ageographicallyistributednetwork
testbedwith machinegime-sharecamongmutually un-
trusting users. PlanetLabusesLinux vseners[14] en-
hancedwith a customkernel modulethat provides en-
hancedresourceisolation, including CPU and network
bandwidth.Nodevirtualizationis constrainedy thefact
that the nodesare subjectto the restrictionsof the site
atwhich they reside.For example,sincethey cannotas-
sumemorethanasingleroutablelP addresss available
pernode,IP namespacseis notvirtualized.

VINI [4] is avirtual network infrastructuredesignedo
allow multiple, simultaneougxperimentswith arbitrary
network topologiegorunona‘“real” sharecghysicalnet-
work infrastructure.Speci cally, PL-VINI is animple-
mentationof VINI on PlanetLalnodes.lIt builds on top
of PlanetLabvseners,addingvirtual routersconnected
by virtual point-to-pointlinks alongwith theability to di-
rectrealInternettraf c throughtheresultingvirtual net-
work. The absoluteperformanceof PL-VINI was poor
dueto the needto implementforwardinginfrastructure
in usermodeon the PlanetLabLinux kernel. It alsoof-
fersonly rudimentarytraf c shapingandtopologysetup
mechanisms.

A new implementatiorof VINI called Trellis [5] im-
provesthe performanceand capabilitiesof PL-VINI by
moving thevirtual networking into the Linux kernel,en-
abling fasterpaclet forwarding and traf ¢ shapingvia
standardLinux tools. We are currently collaborating
with theVINI developergo bringVINI nodesunderEm-
ulabcontrol,enablingthefull power of Emulab’s exper
imentcreationandcontrolinfrastructure.

Auto adaptation, using an automatedterative pro-
cessto bestmatcha workloadto availableresourcesis
alsonot a new idea. Oneexampleis Hippodrome[1], a
tool for optimizing storagesystemcon gurations. Hip-
podromeusesstorage-releant metrics(e.g.,l0Os/sec)to
analyzeatargetworkload. It feedsthatinformationinto
a “solver” which usesmodelingto nd a good candi-
datestoragearchitecturethenrecon guresthe underly-
ing storagesubsystenaccordingly This processs re-
peateduntil a con guration is found that satis es the
workload’s 10 requirements.

Comparedwith our work, Hippodromeis focusedon



a much narraver set of resources. They are concen-
tratedon IO bandwidthwherewe mustconsidera work-
load's CPU,memoryandnetwork resourceequirements
aswell asstoragaequirementsAs aresult,they canuse
more sophisticatecand specializedanalysisand design
tools (e.g., storagesystemmodels), allowing quicker
convergenceon asuitableresourcecon guration.

9 Discussionand Conclusion

Our resourceallocation and monitoring techniquesdo
not assurethe timelinessof events. In general,assured
timelinessis expensve to provide, requiring real-time
schedulingof CPU andlinks. However, we do provide
two ways to addressthe issue, with anotherplanned.
First, the users application-speci cmetrics,if they can
be gatheredon unmultiplexed nodes,sene as a safety
mechanismto catch arbitrary performancein delities.
Secondthe usercan specify a shortertime period (the
defaultis 1 second)over which the monitoringdaemon
will average,asit looks for overload. Finally, we may
adda kernelmechanisnthatwill detectif ary resource
useover very ne time scalesg.g.,1-10msecshasex-
ceededh usersettablethreshold. Giventhis mechanism
andtypical Internetlatencies,userscan be quite con -
dentthattiming effectsregardingnetwork 1/0 have not
affectedtheir experiments.

Evaluation of paclet timelinessand CPU schedul-
ing effectsremainto be done,but by offering the user
application-leel metricsdirectingadaptationthatis not
essential. Exhaustve validation of the link emulation
delity should be done, similar to the inter-paclet ar
rival and time-varianceanalysiswe do for mixed sim-
ulated/emulatedesource$13]. Anotherissueis thatour
default mode of encapsulatiordecreaseshe MTU by
a few bytes,which could affect someapplications. In
this casewe supporttwo other techniqueghat require
no lossof MTU size:thevirtual network devicescanbe
con gured to usefake MAC addressei placeof en-
capsulationpr to use802.1QVLAN tagging. We may
addwell-known OSresourcasolationmechanismsuch
as proportional-shareschedulingand resourcecontain-
ers. In a completelydifferentbut importantarea,some
aspectof Emulabs Web-basediserinterface,suchas
its Graphviz-basedopology visualization,are incorve-
nientto useon thousand®f nodes.In responsave have
built on Munzners hyperbolicthree-dimensionagraph
explorer library[18] to provide aninteractive “ sh-eye”
visualizerfor Emulab, though have not yet put it into
productionuse. Finally, our nodesupportis limited to
FreeBSD,yet mary want Linux or Windows. When
the Trellis work is maturewe planto adoptthatto ob-
tain equivalent supportfor Linux. We currently have
Xen partially supportedin Emulab, and are exploring

VMware[27].

In conclusion,we have identi ed, designedandim-
plementedhe mary featuresnecessaryo supportprac-
tical scalablenetwork experimentation,and deployed
themin a productionsystem. We have shawvn that, by
relaxingthe constraintof conserative resourcealloca-
tion, we cansigni cantly increasethe scaleof topolo-
giesthatwe cansupport,or lower the requiredphysical
resourceswith minimal loss of delity. In the future
we will gatherexperienceon how experimentersisethe
feedbackand adaptatiorsystem,andevolve our system
accordingly
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