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Abstract
Networkemulationisvaluablelargelybecauseof itsabil-
ity tostudyapplicationsrunningonrealhostsand“some-
whatreal” networks.However, conservatively allocating
a physical hostor network link for eachcorresponding
virtual entity is costly and limits scale. We presenta
systemthatcanfaithfully emulate,on low-endPCs,vir-
tual topologiesover an order of magnitudelarger than
the physical hardware,whenrunning typical classesof
distributed applicationsthat have modestresourcere-
quirements. This versionof Emulabvirtualizeshosts,
routers,andnetworks,while retainingnear-totalapplica-
tion transparency, goodperformance�delity , responsive-
nesssuitablefor interactiveuse,highsystemthroughput,
andef�cient useof resources.Ourkey designtechniques
areto usetheminimumdegreeof virtualizationthatpro-
videstransparency to applications,to exploit thehierar-
chy found in real computernetworks, to perform opti-
mistic automatedresourceallocation,and to usefeed-
backto adaptively allocateresources.Theentiresystem
is highly automated,making it easyto useeven when
scalingto morethanathousandvirtual nodes.Thispaper
identi�es themany problemsposedin building a practi-
cal system,and describesthe system's motivation, de-
sign,andpreliminaryevaluation.

1 Intr oduction

Network experimentationenvironments that emulate
someaspectsof the environment—network testbeds—
playanimportantrolein thedesignandvalidationof dis-
tributedsystemsandnetworkingprotocols.In contrastto
simulatedenvironments,testbedslike Emulab[28] and
PlanetLab[20] providemorerealistictestinggroundsfor
developingandexperimentingwith software. Emulated
environmentsimplementvirtual network con�gurations
atop real hardware: this meansthat experimenterscan
userealoperatingsystemsandothersoftware,run their
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applicationsunmodi�ed, and obtain actual (not simu-
lated)performancemeasures.

A primary challengefor future emulation environ-
mentsis scale.Becauseemulatedenvironmentsaresup-
portedby actualhardware, an emulatedsystemthat is
“larger” thantheunderlyingphysicalsystemrequiresthe
carefulallocationandmultiplexing of a testbed's physi-
cal resources.To avoid experimentalartifacts,theorig-
inal Emulabusedstrictly conservative resourcealloca-
tion. It mappedvirtual network nodesandlinks one-to-
oneontodedicatedPCsandswitchedEthernetlinks. We
have four motivationsfor relaxingthis constraint,allow-
ing controlledmultiplexing of virtual onto physical re-
sources. First, someapplicationssuchas peer-to-peer
systemsor dynamicIP routing algorithmsrequirelarge
topologiesor nodesof highdegreefor evaluation,yetare
not resource-hungry. Second,much researchand edu-
cationalusesimply doesnot needperfectperformance
�delity , or doesnot needit on every run. Third, such
multiplexing providesmoreef�cient useof sharedhard-
wareresources;for example,virtual links rarelyusetheir
maximumbandwidthandsowastetheunderlyingphys-
ical link. Fourth,it makessmall-scaleemulationclusters
muchmoreuseful.

In thispaperwepresentacollectionof techniquesthat
allow network emulationenvironmentsto virtualize re-
sourcessuch as hosts, routers,and networks in ways
that preserve high performance,high �delity , andnear-
total transparency to applications.Our primary motiva-
tion is scale: i.e., to supportlarger and more complex
emulatedenvironments,andto allow a singletestbedto
emulatemoresuchenvironmentsat thesametime. Our
techniquesallow a testbedto betterutilize its physical
resources,and allow a testbedto emulatekinds of re-
sourcesthat it maynot have (e.g.,hostswith very large
numbersof network interfaces). Onegoal of our tech-
niquesis to preserve the performance�delity of emu-
lated resources,but our approachcan also be usedin
caseswhereusersdo not requirehigh �delity , e.g.,dur-
ing earlysoftwaredevelopment,in education,or in many



kindsof reliability studies.Our techniquesprovide ben-
e�ts to both testbedoperators,who can provide better
serviceswith fewer hardwareresources,andusers,who
haveimprovedaccessto testbedsandtheirexpandedser-
vices.

Ourgoalis thattheoverall systemscaleswell with in-
creasingsizeof virtual topologies.Scalabilityis notonly
aboutspeedand size, but also concernsreliability and
easeof use.Weareconcernedwith (i) thetimeto reliably
instantiateanexperiment,whichaffectssystemthrough-
put andEmulab's interactive usagemodel;(ii) thenum-
berof physicalmachinesandlinks requiredfor a partic-
ular virtual topology; (iii) monitoring, control, and vi-
sualizationof testbedexperiments,bothby theuserand
the system;and (iv) the user's time spentin customiz-
ing instrumentationandmanagementinfrastructure. In
achieving goodscalability, however, werequiretwo con-
straintsto bemet. Oneis that theemulationsystembe,
asmuchaspossible,transparent to applications. Even
if they dealwith the network or OS environmentin an
idiosyncraticmanner, we shouldnot requirethemto be
modi�ed, recompiled,relinked,or even run with magic
environmentvariables. Second,we mustprovide good
(not perfect)performance�delity , so thatexperimenters
cantrusttheir results.

To meetour goals,our enhancedtestbedmultiplexes
virtual entitiesontothephysicalinfrastructureusingfour
key designtechniques.First, it usestheminimumdegree
of virtualizationthatwill provide suf�cient transparency
to applications.Second,it exploitsthehierarchy foundin
thelogicaldesignof computernetworksandin thephys-
ical realizationof thosenetworks.Ourresourceallocator
relieson implicit hierarchy in thevirtual topologyto re-
duceits searchspace;our IP addressassignerinfershier-
archy to providerealisticaddresses;andour testbedcon-
trol systemexploits thehierarchy betweenvirtual nodes
andtheir physicalhosts.Third, our systememploys op-
timistic automatedresourceallocation. The systemor
theusermakesa “bestguess”at the resourcesrequired,
which are fed into a resourceassignerthat usescom-
binatorial optimization. Fourth, our testbedusesfeed-
back to allocateresourcesadaptively. In training runs
andin normaluse,system-level andoptionalapplication-
speci�c metricsaremonitored.The metricsareusedto
detectoverloador underloadconditions,andto guidere-
sourcere-allocation.Emulabcanautomaticallyexecute
thisadaptive process.

Thispapermakesthefollowing contributions:
� It describeslevelsof virtualizationthatareappropri-

atefor this domain,anddiscussesthedesigntrade-
offs.

� It shows how to solve theNP-hardresourceassign-
mentproblemfor networksof thousandsof entities,
anddescribeshow to support�e xible speci�cation

of arbitraryresources.
� It presentsa new feedback-directedtechniqueto

supportvirtualizationandscaling.
� It outlinesa new algorithmfor ef�ciently assigning

realisticIP addresses.
� It providesapreliminaryexperimentalevaluationof

variousaspectsof thesystem.
� Thesystemit describesprovidesausefulnew facil-

ity andis provenin productionuse.
One of the lessonsof our work is that, in practice,

achieving suchascalablesystemrequiresacollectionof
techniquescovering a wide rangeof issues. The chal-
lenge is more broad and dif�cult than simply virtual-
izing an OS or virtualizing network links. It includes
solving dif�cult problemsin IP addressassignment,in
allocatingnodeandnetwork resources,in performance
feedback,and in scalableinternalcontrol systems.We
believe that this fact—thata hostof problemsmustbe
solved to achieve scalablenetwork experimentationin
practice—isnotwidely recognized.

2 TestbedContext

The Emulabsoftware is the managementsystemfor a
network-rich PCclusterthatprovidesa space-andtime-
sharedpublic facility for studyingnetworked and dis-
tributedsystems.Oneof Emulab's goalsis to transpar-
ently integratea variety of differentexperimentalenvi-
ronments.Historically, Emulabhassupportedthreesuch
environments: emulation,simulation,and live-Internet
experimentation.This paperfocuseson our work to ex-
pandit into a fourthenvironment,virtualizedemulation.

An “experiment” is Emulab's centraloperationalen-
tity. An experimenter�rst submitsa network topology
speci�edin anextendedns[6] syntax.Thisvirtual topol-
ogy can include links andLANs, with associatedchar-
acteristicssuchasbandwidth,latency, andpacket loss.
Limiting andshapingthe traf�c on a link, if requested,
is doneby interposing“delay nodes”betweenthe end-
points of the link, or by performingtraf�c shapingon
the nodesthemselves. Speci�cationsfor hardwareand
softwareresourcescanalsobeincludedfor nodesin the
virtual topology.

Oncethetestbedsoftwareparsesthespeci�cationand
storesit in thedatabase,it startstheprocessof “swapin”
to physical resources. Resourceallocation is the �rst
step,in whichEmulabattemptsto mapthevirtual topol-
ogy onto the PCsandswitcheswith the three-way goal
of meetingall resourcerequirements,minimizing useof
physical resources,andrunningquickly. In our casethe
physical resourceshave a complex physical topology:
multiple typesof PCs,with eachPCconnectedvia four
100Mbps or 1000Mbps Ethernetinterfacesto switches
that are themselves connectedwith multi-gigabit links.



Thetestbedsoftwaretheninstantiatestheexperimenton
theselectedmachinesandswitches.This canmeancon-
�guring nodesand their operatingsystems,settingup
VLANs to emulatelinks, andcreatingvirtual resources
on topof physicalones.Emulabincludesasynchroniza-
tion serviceaswell asadistributedeventsystemthrough
which both the testbedsoftware and userscan control
andmonitorexperiments.

We have seven yearsof statisticson 2000users,do-
ing 69,000swapins,allocating806,000nodes. An im-
portantobservation is that peopletypically useEmulab
interactively. They swapin anexperiment,log in to one
or moreof their nodes,andspendhoursrunningevalua-
tions,debuggingtheir system,andtweakingparameters,
or sometimespendjust a few minutesmakinga single
run. Whendonefor themorning,day, or run, they swap
out their experiment,releasingthephysicalresources.

This leadsto two points:speedof swapinmatters,and
people“reuse”experimentalcon�gurationsmany times.
Thesepointsareimportantdriversof our goalsandde-
sign.

3 Minimal EffectiveVirtualization

Multiplexing logical nodesandnetworksontothephysi-
cal infrastructureis our approachto scaling. Virtualiza-
tion is the techniquewe useto make the multiplexing
transparent.Our fundamentalgoal for virtual entitiesis
thatthey behave asmuchlike their real-life counterparts
aspossible.In thetestbedcontext, therearethreeimpor-
tant dimensionsto that realism: functionalequivalence,
performanceequivalence,and“control equivalence.” By
the last, we meansimilarity with respectto control by
the testbedmanagementsystem(enablingcode reuse)
andby theexperimenter(enablingknowledgereuseand
scriptingcodereuse).Thispaperconcentratesonthe�rst
two dimensions,functionalrealism,whichwecall trans-
parency, andperformancerealism.

Our designapproachis to �nd the minimum level of
virtualizationthatprovidestransparency to applications
while maintaininghigh performance.If a virtualization
mechanismis transparentto applications,it will also
be transparentto experimenters'control scriptsand to
their preconceivedconcepts.We achieve bothhigh per-
formanceandtransparency by virtualizing usingnative
mechanisms:mechanismsthat arecloseto identical to
thebasemechanisms.

For virtual nodes,we implementvirtualizationwithin
theoperatingsystem,extendingFreeBSD's jail abstrac-
tion, sothatunmodi�edapplicationsseeasystemcall in-
terfacethatis identicalto thebaseoperatingsystem.For
virtual links andLANs, we virtualize thenetwork inter-
faceand the routing tables. That allows us to provide
key aspectsof emulatednetworks using native switch-

supportedmechanismssuch as broadcastand multi-
cast. Thesemechanismsgive us high—indeednative—
performance,while providing near functional equiva-
lence to applications. In our currentvirtual node im-
plementationwe give up resourceisolation,but we are
savedby our higher-level adaptive approachto resource
allocationanddetectionof overload.

3.1 Virtual Nodes

Thereare many possibleways to implementsomeno-
tion of a “virtual node.” The available technologies
andthe trade-offs arewell documentedin the literature
(e.g.,[19]). Whenchoosingthe technologyfor Emulab
virtualnodes,weevaluatedeachagainstfourcriteria,two
from anapplicationperspective,two from asystem-wide
perspective:

Application transparency. The extent to which vir-
tual nodenamespaces(e.g., process,network, �lesys-
tem) areisolatedfrom eachother. (Canthe application
rununchanged?)

Application �delity . Theextenttowhichvirtualnode
resources(e.g., CPU, memory, IO bandwidth)are iso-
latedfrom eachother. (Doesthe applicationget the re-
sourcesit needsto functioncorrectly?)

Systemcapacity. The amountof virtualizationover-
head.(How many virtual nodescanwehostperphysical
node?)

System�exibility . The level at which virtualization
takesplace(canwe run multiple OSes?)andthedegree
of portability (canwerunonawide rangeof hardware?)

3.1.1 Emulab Virtual Nodes

Applicationtransparency is importantin theEmulaben-
vironment,requiringat leastnamespaceisolation to be
present.On the otherhand,we anticipatedthat the ini-
tial network applicationsrun insidevirtual nodeswould
have modestCPU and memory requirements,making
resourceisolation—except for the network, which we
alreadyhandle—lessimportant. We do at least pro-
vide inter-experimentresourceisolation sincephysical
nodesarededicatedto experiments,hostingvirtual nodes
only for that experiment. Finally, we hopedto achieve
at leasta ten fold multiplexing factor on low-end PCs
(850MHz, 512MB memory),necessitatingalightweight
virtualization mechanism. Consideringtheserequire-
ments, a process-level virtualization seemedthe best
match.Givenour BSD heritageandexpertise,we opted
to designandimplementour virtual nodesby extending
FreeBSDjails. In the following discussion,we refer to
an instanceof our virtual nodeimplementationasa vn-
ode.



Jails. Jailsprovide�lesystemandnetwork namespace
isolationandsomedegreeof superuserprivilegerestric-
tion. A jailed processand all its descendentsare re-
strictedto auniquesliceof the�lesystemnamespaceus-
ing chroot. Thisnotonly giveseachjail acustom,virtual
root �lesystem but alsoinsulatesthemfrom the �lesys-
tem activities of others. Jails also provide the mecha-
nism for virtualizing and restrictingaccessto the net-
work. Whena jail is created,it is given a virtual host-
nameanda setof IP addressesthat it canbind to (the
basejail implementationallowedasingleIP addresswith
a jail, we addedthe ability to specify multiple IP ad-
dresses). TheseIP addressesare associatedwith net-
work interfacesoutsideof thejail context andcannotbe
changedfrom within the jail. Hence,jails areimplicitly
limited to a setof interfacesthey may use. We further
extendedjails to correctly limit the binding of the IN-
ADDR ANY wildcard addressto only thoseinterfaces
visible to the jail and addedrestrictedsupportfor raw
sockets.Finally, jails allow processeswithin themto run
with diminishedroot privilege. With root insidea jail,
applicationscanadd,modify andremove whatever �les
they want(exceptfor device special�les), bind to privi-
legedports,andkill any otherprocessesin thesamejail.
However, jail root cannotperformoperationsthataffect
theglobalstateof thehostmachine(e.g.,reboot).

Virtual disks. Our designof virtual disks madeit
easynot only to beef�cient in disk use,but alsoto sup-
port inter-vnodedisk spaceseparation.Jailsprovide lit-
tle help: even thougheachjail hasits own subsetof the
�lesystemnamespace,thatspaceis likely to bepartof a
larger �lesystem. Jails themselves do nothing to limit
how much disk spacecan be usedwithin the hosting
�lesystem.

Our designusesthe BSD vd device to createa regu-
lar �le with a �x ed sizeandexposeit via a disk inter-
face. Filesystemspaceis only requiredfor blocks that
areallocatedin a virtual disk, thusthis methodis space-
ef�cient for the typical casewherethe virtual disk re-
mainsmostlyempty. These�x ed-sizevirtual diskscon-
tainaroot �lesystemfor eachjail, mountedat therootof
eachjail' s namespace.Sincethe virtual disksarecon-
tainedin regular�les, they areeasyandef�cient to move
or clone.

Control of vnodes.While enhancingtheEmulabsys-
tem with nodetypesother thanphysical clusternodes,
we worked to preserve uniformity andtransparency be-
tweenthe differentnodetypeswherever possible. The
result is that the systemis almostalwaysableto treata
nodethesame,regardlessof its type,exceptat thelayers
thatcomein directcontactwith unavoidabledifferences
betweennodetypes,or whenweaggregateexpensiveac-
tionsby operatingthroughtheparentphysicalnode.

An exampleof the transparency is thestatemachines
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Figure 1: A network topology illustrating routing issuesdue
to the multiplexing of virtual nodesand links. Large boxes
representphysicalnodesandlinks, while smallboxesandlines
(with italic labels) representvirtual nodesand links. Virtual
network interfaces(vlinks), virtual LANs (vlans), andphysical
links (plinks)havenamesasshown.

usedto monitor andcontrol nodesof all types. While
non-physical nodes have signi�cant differencesfrom
physicalnodes,thestatemachinesusedto managethem
are almostidentical. In addition, the samemachineis
usedfor Emulab vnodesas well as PlanetLabvirtual
servers. Reusing—indeed,sharing—suchcomplex and
crucial codecontributesto the overall system's reliabil-
ity.

3.2 Virtual Networks

Virtualizing a network includesnot only multiplexing
many logical links onto a smallernumberof physical
links, but alsodealingwith network namespaceisolation
issuesandthesubtletiesof interconnectingvirtual nodes
within, and between,physical nodes. As with virtual-
izing nodes,thereis a rangeof techniquesavailablefor
virtualizing networks. Whenchoosingthe technology
for Emulab,thecriteriaweevaluatedagainstwere:

Level of virtualization. A virtual network imple-
mentationcanpresenteithera virtual layer2 (e.g.,Eth-
ernet)or avirtual layer3 (e.g.,IP).

Useof encapsulation. Virtual network links may
(e.g.,802.1QVLANs) or maynot (e.g.,“f ake” MAC ad-
dresses)encapsulatetheir packetswhentraversingphys-
ical links.

Sharing of interfaces. Theendpointof avirtual net-
work link as seenby a virtual node may be either a
sharedphysical interfacedevice or a privatevirtual one.
This may affect whether interface-centricapplications
like tcpdumpcanbeusedin avirtual node.

Ability to co-locatevirtual nodes. Can there be
more than one virtual node from a given network
topology on the samephysical host? If so, there are
additionalrequirementsfor correctvirtualization.



3.2.1 Emulab Virtual Networks

TheEmulabvirtual nodeimplementationusesunshared,
virtualEthernetdevicesin ordertomaintaintransparency
with the“baremachine”modelwhichpresentsdedicated
physical Ethernetdevices to applications. By default,
thesevirtual devicesarecon�gured to usea custom16-
byte encapsulationformat, allowing useof the virtual
deviceswith any switchinginfrastructure.Thereis also
anoption to allow rewriting thesourceMAC addressin
outgoingpacketswith the virtual MAC address.Since
any physical host is dedicatedto a single experiment,
whetherusingvirtual nodesor not, it is necessarilythe
casethatvirtual nodesfor a topologywill beco-located.
This raisestwo issuesrelatedto forwardingpacketsthat
areaddressedin thenext sections.

Virtual network interfaces. While theFreeBSDjail
mechanismdoesprovide somedegreeof network virtu-
alization by limiting network accessto speci�c IP ad-
dresses,it falls short of what we need. In particular,
thoughjails havetheirown distinctIP addresses,thoseIP
addressesareassociateddirectlywith sharedphysicalin-
terfaces,andthushave problemswith interface-oriented
applicationssuchastcpdump. Moreover, becauseweal-
low co-location,it is possiblethat two virtual nodesin
thesameLAN couldwind upon thesamephysicalhost,
for exampleB1 andB2 in Figure1. FreeBSDdoesnot
allow two addressesin thesamesubnetto beassignedto
oneinterface.

To solve theseproblems,we developeda virtual Eth-
ernet interface device (“veth”). The veth driver is an
unusualhybrid of a virtual interfacedevice, an encap-
sulatingdevice and a bridging device. It allows us to
createunboundednumbersof Ethernetinterfaces(virtu-
alization), multiplex them on physical interfacesor tie
themtogetherin a loopbackfashion(bridging)andhave
themcommunicatetransparentlythroughourswitchfab-
ric (encapsulation).Thesedevicesalsoprovide thehan-
dle to which we attachthe IPFW/Dummynetrulesnec-
essaryfor doing traf�c shaping. Veth devices can be
bridgedwith eachotherandwith physical interfacesto
createintra- and inter-node topologiesand ensurethe
correctroutingof packetsat thelink level. For example,
this bridging prevents“short-circuit” delivery of traf�c
betweenco-locatednodesA0 andA2 in Figure1, which
might otherwiseoccur when FreeBSDrecognizedthat
both interfacesare local. Sincemultiple veth devices
may be bridgedto the samephysical device, incoming
packets on that device are demultiplexed basedon the
virtual device's MAC address,which is eithercontained
in thepacket(encapsulation)or is exposeddirectlyasthe
packet's MAC address(noencapsulation).

Virtual routing tables. While virtual Ethernetde-
vicesaresuf�cient to enableconstructionof virtual Eth-

ernettopologies,they arenot suf�cient to supportarbi-
trary IP topologies.This is dueto FreeBSDjails sharing
the host's IP infrastructure,in particular, the routing ta-
ble. In the routing table,it is only possibleto have one
entry per destination.But with a physical nodehosting
multiple jails representingdifferentvirtual nodesat dif-
ferentpointsin thetopology, we needto beableto sup-
port multiple routesto (next hopsfor) a singledestina-
tion. This is known asthe “revisitation” problem[24].
For example,in Figure 1, packets sentfrom A0 to C0
will passthroughhost B twice. B0's next hop for C
needsto be A (for A1) while B1's needsto be C (for
C0). Thus thereneedto be separaterouting tablesfor
B0 andB1. Further, even with separaterouting tables,
incomingpacketsto B needcontext to determinewhich
routingtableto use.

For Emulab,we have adoptedandextendedthework
of ScandariatoandRisso[22] which implementsmulti-
ple IP routingtablesto supportmultipleVPN endpoints
on a physical node. Routing tablesare identi�ed by a
small integer routing table ID. An ID is the glue that
bindstogethera jail, its virtual interfaces,anda routing
table. Incomingpacketsfor differentjails on a physical
nodecanthusbe differentiatedby the ID of the receiv-
ing interfaceandcanbe routeddifferentlybasedon the
contentof theassociatedroutingtable.

3.2.2 IP Addr essAssignment

A subtleaspectof implementingvirtual networks is as-
signing addresses,in particular IPv4 addresses,to the
potentially thousandsof links which make up a topol-
ogy. The topologiessubmittedto Emulabtypically do
not comeannotatedwith IP addresses;most topology
generatorsdo not provide them, and it is cumbersome
anderror-pronefor experimentersto assignthemmanu-
ally. Wethusrequireanautomatedmethodfor producing
“good” IP addressassignments,andit mustscaleto the
largenetworksenabledby virtualization.A desirablead-
dressassignmentis onethat is realistic—thatis similar
to how addresseswould be allocatedin a real network.
In the real world, the primary (thoughnot only) factor
that in�uencesaddressassignmentis the underlyinghi-
erarchy of thenetwork. Hierarchicaladdressassignment
alsoleadsto smallerrouting tablesandthusbetterscal-
ing. Sincereal topologiesare not strictly hierarchical,
thechallengebecomesidentifyingasuitablehierarchical
embeddingof thetopology. Our work on IP addressas-
signmentcenterson inferring hierarchy in this practical
setting.

We developedandevaluatedthreedifferentclassesof
algorithms:bottom-up,top-down, andspectralmethods,
describedin detail elsewhere[8]. The approachwe ul-
timately deployed in production,calledrecursive parti-



tioning, createsthe IP addresstreein a top-down man-
ner. At the top level, the root of the treecontainsevery
nodein the graph. Thenwe partition it into two pieces
usinga graph-partitioner[17], assigningeachhalf of the
graphto achild of theroot. By applyingthisstrategy re-
cursively, we createa treesuitablefor IP addressassign-
ment. Theresultis a fastalgorithmthatproducessmall
routing tables: for example, it can assignaddressesto
networksof 5000routers—comparableto today's largest
single-ownernetworks—inlessthan3 seconds.

4 AutomatedResourceAssignment

Whenan experimentersubmitsan experiment,Emulab
automaticallychoosesa setof physical nodeson which
to instantiatethat experiment. This processof map-
ping thevirtual topologyto aphysicaltopologyis called
the network testbedmappingproblem[21], andvirtual
nodesaddnew challengesto an alreadyNP-hardprob-
lem. Theneedsof this mappingarefundamentallysim-
ilar to othervirtualizednetworking environments,such
astheplannedGENI facility [10] (wheresuchmapping
will bedoneby aSliceEmbeddingService),andModel-
Net [26].

For anexperimentwith virtual nodes,agoodmapping
is onethat“packs” virtual hosts,routers,andlinks on to
a minimumnumberof physicalnodeswithout overload-
ing the physical nodes.This means,for example,plac-
ing, whenpossible,nodesthatareadjacentin thevirtual
topologyon thesamephysicalnode,sothatthelinks be-
tweenthem neednot usephysical interfacesor switch
capacity. This is particularlydif�cult becausethevirtual
nodesmaynot have uniform resourceneeds,andphysi-
cal nodesmaynot have identicalcapacities.SinceEmu-
labis aspace-sharedtestbed,it is alsoimportantthatbot-
tleneckresources,suchastrunk links betweenswitches,
areconserved, sincethey may be neededby othercon-
currentexperiments.Finally, experimentersmayrequest
nodeswith specialhardwareor software,andthemapper
mustsatisfytheserequests.

Emulab�nds anapproximatesolutionto thenetwork
testbedmappingproblemby takinga combinatorialop-
timization approach. It usesa complex solver called
assign [21]. assign is built arounda simulatedan-
nealingcore: it usesa randomizedheuristicto explore
thesolutionspace,scoringpotentialmappingsbasedon
how well they matchthe experimenter's request,avoid
overloadingnodesand links, and conserve bottleneck
resources.We found, however, that Emulab's existing
assign wasnot suf�cient for mappingvirtual nodeex-
periments,andenhancedit accordingly.

First,weneedednew �e xibility in specifyinghow vir-
tualnodesareto bemultiplexed(“packed”) ontophysical
nodes.To getef�cient useof resources,we foundit nec-

essaryto add�ne-grainedresourcedescriptions,andto
relaxassign 'sconservativeresourceallocationpolicies.

Second,becausevirtualization allows for topologies
that are an order of magnitudelarger than one-to-one
emulation,we ran into scalingproblemswith assign .
Sinceit mustberuneverytimeanexperimentis swapped
in or re-mappedaspart of auto-adaptation,runtimesin
thetensof minuteswereinterferingwith theusabilityof
thesystemandmakingauto-adaptationtoocumbersome.
To combatthis, we madeenhancementsto assign that
exploit thenaturalstructureof thevirtual topologiesit is
givento map.

4.1 Flexible ResourceSpeci�cation

assign mustusesomecriteriato determinehow densely
it canpackvirtual nodesonto physical nodes. assign
alreadyhadthe ability to usea coarse-grainedpacking,
in which eachphysical nodehasa speci�ed numberof
“slots,” andeachvirtual nodeis assumedto occupy asin-
gle slot. Thus,it canbespeci�ed thatassign maypack
up to, for example,20 virtual nodeson eachphysical
node.It becameclearthat this would not besuf�ciently
�ne-grained for many applications,including our auto-
adaptationscheme,becausedifferentvirtual nodeswill
havedifferentrolesin theexperiment,andthusconsume
differentamountsof resources.

To addressthis, we addedmorepackingschemesto
assign . In the�rst, virtual nodescan�ll morethanone
slot; experimenterscanusethis whenthey have anintu-
itive knowledge,for example,thatserversin their topol-
ogywill requiremoreresourcesthanclientsby aninteger
ratio: 2:1,10:1,etc.

Thesecondpackingschememodelsmultiple indepen-
dentresourcessuchasCPUcyclesandmemory, andcan
be usedwhen the experimenterhasestimatedor mea-
suredvaluesfor theresourceneedsof thevirtual nodes.
Eachvirtual nodeis taggedwith theamountof eachre-
sourcethat it is estimatedto consume,andassign en-
suresthatthesumof resourceneedsfor all virtual nodes
assignedto a particularphysical nodedoesnot exceed
the capacityof the physical node. This schemebuilds
on assign 's systemof “featuresand desires”: virtual
nodescanbe identi�ed ashaving “desires”which must
be matchedby “features” on the physical nodesthey
aremappedto. Featuresanddesiresaresimply opaque
strings,makingthis system�e xible andextensible. We
have enhancedassign to allow featuresanddesiresto
alsoexpresscapacities,which are thenenforcedasde-
scribedabove. While we usethis schemefor relatively
low-level resources(CPUandmemory),it couldalsobe
usedfor higher-level metricssuchas sustainableevent
ratefor discreteeventsimulatorssuchasns.

The resource-modelingschemeis particularlyuseful



for feedback-basedauto-adaptation.Thevaluesusedfor
CPU and memory consumptionof a virtual node can
simply be obtainedby taking measurementsof an ear-
lier runof theapplication.Themaximumor steady-state
usagecanthenbeusedasinput to themappingprocess.
The coarse-grainedandresource-basedpackingcriteria
canbeusedin any combination.

In addition to packing nodes,virtual links must be
packed onto physical links. Though the two typesof
packingareconceptuallysimilar, adifferentsetof issues
appliesto link packing. Someof theseissuesexist for
one-to-oneemulation,but therearealsosomenew chal-
lengesthatcomewith virtual emulation.

Link mapping issuesthat one-to-oneand virtual
emulation have in common. First, physical nodesin
a Emulab-basedtestbedhave multiple interfacesonto
which the virtual links must be packed. Second,the
topologyof the experimentalnetwork is typically large
enoughthat it is comprisedof multiple switches.These
switchesareconnectedwith links that becomea bottle-
neck,sothemappingmustbecarefulto avoid over-using
them.

Link mapping challengesthat arise with virtual
emulation. When mappingvirtual-nodeexperiments,
links betweentwo virtual nodesthat aremappedto the
samephysical nodebecome“intra-node” links that are
carriedover thenode's “loopback” interface.It is advan-
tageousto useintra-nodelinks, asthey do not consume
the limited physical interfacesof thephysicalnode.Al-
thoughthe bandwidthon a loopbackinterfaceis high,
therearepracticallimits on it, andfor someexperiments
thatuselittle CPUtimebut largeamountsof bandwidth,
loopbackbandwidthcanbecomethe limiting factor for
packingvirtual nodesonto physical ones. We have ex-
tendedassign to take this �nite resourceinto account.

One of the guiding principlesof assign hashistor-
ically beenconservative resourceallocation; when as-
signinglinks, it ensuresthatthefull bandwidthspeci�ed
for the link will alwaysbe available. While this makes
sensefor artifact-freeemulation,is atoddswith ourgoal
of usingvirtualizationto provide best-effort, large-scale
emulation. For example,an experimentermay have a
topology containinga clusterof nodesconnectedin a
LAN. Thoughthenativespeedof thisLAN is 100Mbps,
the nodesin this LAN may never transmitdataat the
full line rate. Thus,if assign wereto allocatethe full
100Mbps for the LAN, muchof that bandwidthwould
be wasted. To make moreef�cient resourceutilization
possible,we have addeda mechanismso thatestimated
or measuredbandwidthscanbe passedto assign . As
with noderesources,this bandwidthcanbemeasuredas
partof auto-adaptation.

4.2 Impr oving assign 's Scaling

assign hasbeendesignedandtunedto runwell onEm-
ulab's typicalone-to-oneworkload,consistingof topolo-
gieswith at mosta few hundrednodes.In orderto make
assign scaleto topologiesof the scaleenabledby vir-
tualnodes,wedevelopedseveralnew techniques.

4.2.1 Searching the Solution Space

Our �rst techniquesfor tacklingscalingissuesareaimed
at improving theway in whichassign searchesthrough
the solutionspaceof possiblemappings.assign �nds
setsof homogeneousphysicalnodesandcombinesthem
into equivalenceclasses;thisallows it to avoid largepor-
tionsof thesolutionspacewhichareequivalent,andthus
donotneedto besearched.However, thisstrategy breaks
down with the high degreeof multiplexing that comes
with virtual-nodeexperiments,becausea physical node
thathasbeenpartially �lled is no longerequivalentto an
emptynode. We have addressedthis problemby mak-
ing theseequivalenceclassesadaptdynamicallyat run
time,with physicalnodesenteringandleaving classesas
virtual nodesareassignedor unassignedto them.

Another improvement to the searchstrategy came
from theobservationthat, in a goodsolution,nodesthat
areadjacentin thevirtual topologywill tendto beplaced
onthesamephysicalnode.So,wemadeanenhancement
to theway assign selectsnew virtual-to-physicalmap-
pingsto try, asit movesthroughthe searchspace. To
conductthis search,assign takesa potentialsolution,
selectsavirtual node,selectsanew physicalnodeto map
it to, anddetermineswhetheror not the resultingmap-
ping is betterthantheoriginal. This processis repeated,
typically hundredsof thousandsor millions of times,un-
til a no bettersolutionsare found. In our modi�ed
version, rather than selectinga randomphysical node,
with someprobability, assign selectsa physical node
thatoneof thevirtual node's neighborshasalreadybeen
mappedto. This improvementmadea dramaticdiffer-
encein solutionquality, leadingto muchtighterpacking
and exhibiting much betterbehavior in clusteringcon-
nectednodestogether.

4.2.2 Coarseningthe Virtual Graph

Thoughthesechangesto the searchstrategy improved
assign 's runtimeandsolutionquality, runningassign
on very large topologiescould still take more than an
hour, muchtoo longfor ourpurposes.To maketheprob-
lemmoretractable,weexploit topologicalfeaturesof the
virtual topology.

We expect that most large virtual topologieswill be
basedon the structureof the Internet; thesemay come



from actual Internet “maps” from tools like Rocket-
fuel [23] or from topologygeneratorsdesignedto create
Internet-like networks, suchasGT-ITM [33], inet [29],
andOrbis[15]. Thekey realizationis thatsuchnetworks
tend to have subgraphsof well-connectednodes,such
as ISPs,ASes,andenterprises.In addition,we expect
thatmany topologieswill haveedge-LANsthatrepresent
clusters,groupsof workstations,etc.

We exploit the structureof the input topologyby ap-
plying aheuristiccoarseningpre-passto thevirtual graph
beforerunningassign . By giving assign asmallervir-
tual topology, we reducethe solutionspacethat it must
search,in turn reducingthetime requiredto �nd a good
solution. Thegoalof this pre-passis to �nd setsof vir-
tual nodesthat,in a goodmapping,will likely beplaced
on a singlephysical node. A new virtual graphis then
generated,with eachof thesesetscombinedinto a sin-
gle node. These“conglomerates”retain all properties
of their constituentnodes;for example,the CPU needs
of eachconstituentaresummedtogetherto producethe
CPUrequiredfor theconglomerate.

Wehaveimplementedtwo coarseningalgorithms.The
�rst stemsfrom therealizationthatmany topologiescon-
tain LANs representinggroupsof clients or farms of
servers. An optimal mappingwill almostalwaysplace
asmany membersof theseLANs ontoa singlephysical
nodeaspossible.So,we �nd leaf nodesin LANs (that
is, nodeswhoseonly network interfaceis in thatLAN),
andcombineall leaf nodesfrom the sameLAN into a
conglomerate.

The second algorithm uses a graph partitioner,
METIS [17], to partition the nodesin the virtual graph.
We choosea numberof partitions such that the aver-
agepartitionwill �t on the“smallest”availablephysical
node. We thencombinethe virtual nodesin eachparti-
tion into a singleconglomeratenode.Thequality of the
partitionsreturnedby thepartitioneris dependenton the
extentto whichseparableclustersof nodesarepresentin
thegraph.Sincewearefocusingon Internet-like topolo-
gies with someinherenthierarchy, we expect good re-
sultsfrom thismethod.

The coarseningalgorithms(particularly METIS) do
not know theintricaciesof thenetwork testbedmapping
problem,suchasconstraintson nodetypes,resourceus-
age,andlink bandwidths;this is onereasonthey areable
to runmuchfasterthanassign itself. Thisleavesuswith
theproblemthatthey mayreturnsetsof nodesto cluster
that cannotbe mappedonto any physical resources;for
example,they mayrequiretoomuchCPUpoweror have
more bandwidththan a single nodecan handle. Once
thecoarseningalgorithmhasreturnedsetsof nodes,we
useamultidimensionalbin-packingapproximationalgo-
rithm to packtheseinto the minimum numberof map-
pableconglomerates.
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Figure2: Medianruntimeof assign with andwithoutacoars-
eningpre-pass.

Both coarseningalgorithmshelpassign to run faster
by makingheuristicdecisionsthatlimit assign 'ssearch
space,but could, in turn, make clusteringdecisionsthat
resultin sub-optimalmapping.However, in our domain
obtaininga solution in reasonabletime is more impor-
tant than obtaininga near-optimal solution. The map-
pings obtainedby assign will always be valid, but it
is possiblethatsometopologiesarecoarsenedin sucha
waythemappingdoesnotmakethemostef�cient useof
resources.The biggestpotentialproblemis fragmenta-
tion, in which thecoarseningpassmakesconglomerates
whosesizesdonotpackwell into thephysicalnodes.We
take measuresto try to avoid this circumstance,by care-
fully choosingour targetconglomeratesize. In practice,
theworstfragmentationwehaveseencausedonly a13%
increasein physicalresourcesused.

To evaluateournew resourcemapperaswell asto un-
derstandtheeffectsof thecoarseningpre-pass,we com-
paredruns of assign with and without the pre-pass.
Theserunsmappedtransit-stubtopologiesgeneratedby
GT-ITM [33] onto Emulab's physical topology. Each
testwasrun ten times. In all cases,the runtimeof the
pre-passitself wasnegligible comparedto theruntimeof
assign .

Figure2 presentsthe medianruntimesfor thesetests
ona1.5GHzPentiumIV, showing thegreatlysigni�cant
timesavingsfrom thepre-pass.As wescaleup thenum-
berof virtual nodestheimprovementgoesfrom a factor
of 15 at 100nodes(12.0to 0.78seconds),to a factorof
32 at 1000nodes(6560to 200 seconds).The absolute
resultis alsogood:it takesjust200secondsto map1000
nodes.

Thisspeedup,of course,doesnotcomewithoutacost.
Figure3 shows thedecreasein solutionquality, in terms
of the quality of link mappings. Intra-nodelinks con-
necttwovirtualnodesmappedto thesamephysicalnode;
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Figure3: Numberof intra-nodeand inter-switch links found
by assign . Largernumbersof intra-nodelinks arebetter, and
smallernumbersof inter-switchlinks arebetter.

they do not useup sharedswitch resources,sohaving a
largenumberof themis anindicatorof a goodmapping.
Inter-switch links, on theotherhand,areanindicatorof
a poor mapping,becausethey consumethe sharedre-
sourceof inter-switch links. Thoughthe pre-passdoes
causeassign to �nd somewhatworsemappings,thedif-
ferencesaretolerable,andthespeedupis a clearwin. In
over70%of thetestcases,thenumberof intra-nodelinks
found when using the pre-passwas within 10% of the
numberfound by assign by itself. The worst run was
within 16%.

5 Exploiting PhysicalHierar chy

In additionto thepreviouslydescribedIP assignmentand
mappingproblems,anumberof moregeneralbut severe
“system”scalingissuesarose,which preventedus from
reachinglarge sizeuntil we addressedthem. Someare
system-wideissuesthat arethe byproductsof the order
of magnitudeincreasein the potentialsizeof an exper-
iment. Othersareper-nodeissuesthat arethe resultof
increasingtheresourceconsumptionon a node. In both
cases,wedevisesolutionsthatexploit thephysicalstruc-
tureandrealitiesof thephysicaltestbedinfrastructure.

Mostsystem-wideproblemshaveto dowith accessing
centralizedservicesandthe useof unreliableprotocols,
primarily during initial experimentsetup. The system-
wide scalingproblemsencounteredhereareessentially
the sameissuesfacedwhen increasingthe numberof
physicalmachinesin thetestbed.For example,sharinga
singleNFS �lesystem doesnot scalewell. We arecon-
stantlyaddressingthesetypesof issuesasweexpandinto
largervirtual nodeexperiments.Ultimately, virtual node
growthwill continuetooutpacephysicalresourcegrowth
by 1–2ordersof magnitude.However, by leveragingthe
closerelationshipbetweenvirtual nodesand their host

we signi�cantly reducetheburdenon thecentralinfras-
tructureashighlightedby thefollowing examples.

Therearea numberof situationsin which we usethe
physical host as a cachingproxy for its hostedvirtual
nodes. Nodesin Emulab “self con�gure” when they
boot, after obtainingthe necessarycon�guration infor-
mationfrom acentralserver. Sincethephysicalhostnec-
essarilybootsbeforeits virtual nodes,it downloadscon-
�guration informationfor all virtual nodesin asingleop-
eration,pre-loadinga cachefor each,andin somecases,
performingcon�guration operationsitself in a moreef-
�cient manner. Similarly, the physical host actsas an
Emulabeventsystemproxy, usingasingleconnectionto
the masterevent server to collect anddistribute control
eventsfor all its virtual nodes.

One of the most compute-intensive parts of instan-
tiating an experiment is calculatingrouting tablesfor
all of the nodes. Though Emulab supportsdynamic
routing through the use of a routing daemonsuch as
gated or zebra , most experimentersprefer the con-
sistency and stability offered by computingrouting ta-
bles off-line beforethe experimentbegins. Typical al-
gorithmsfor doingthis,however, have runtimesranging
from O(V 2 � lg(V ) + V � E) (Dijkstra's algorithmwith
a Fibonacciheap)to O(V 3) (Dijkstra's algorithmwith
a linear-arraypriority queue),with respectto the num-
berof vertices(nodes)andedges(links) in thetopology
graph.To solve this problem,we parallelizeroutecom-
putationacrossall of the physical nodesin the experi-
ment,with eachphysical noderesponsiblefor the rout-
ing tablesof thevirtual nodesit hosts.We distributeone
copy of the topologyto eachphysical host,andrun Di-
jkstra'salgorithmsourcedfrom eachvirtual nodehosted
on that physical node. Thus the routecalculationtime
becomesO(V 2 � n), wheren is the numberof virtual
nodeshostedon eachphysical node. In practice,with
the sizeof virtual topologiesthat arefeasibleto run on
Emulabandthelevel of virtual-to-physicalmultiplexing
possible,this timenever exceedsa few seconds.

TheoriginalEmulabsystemcouldnot reliably instan-
tiate an experimentlarger than about100 nodes. Our
improvementsin Emulaballow experimentsof up to at
leasttwo thousandnodesto be reliably instantiated.A
fundamentallimitation on speedof instantiationis that
vnodeconstructionis not parallelizablewithin a unipro-
cessorhost. However, virtual nodeson distinctphysical
hostscanbesetupin parallel.To demonstratethedegree
to which this parallelismcanbe successfullyexploited,
we performeda simpletestin which anexperimentcon-
sistingof asingleLAN wasrepeatedlyinstantiated,each
time addingto the LAN one physical nodehosting10
virtual nodes.In thebasecaseof onephysicalnodewith
10 virtual nodesin the LAN, setup,including topology
mapping,nodecon�guration and startup,required194



seconds.At 80virtual nodeson8 physicalnodes,it took
290 seconds,a 50% increasein time for an 800% in-
creasein size.

6 Feedback-DirectedResourceAllocation

Maximumscalabilityis achievedwhenEmulab's physi-
calnodesandnetworkscanbedividedas�nely aspossi-
ble,eachphysicalresourceproviding supportto asmany
emulatedand/or simulatedentities as possible. How-
ever, for theseemulatedandsimulatedenvironmentsto
be worthwhile to mostEmulabusers,they mustbe ac-
curaterecreationsof devices in the real world. Meet-
ing our scalabilitygoalandour realismconstraintat the
sametimemeansmakingvirtual nodesthatare“just real
enough”from thepoint of view of thesoftwaresystems
undertest.

Findingtheproperbalancebetweenscalabilityand�-
delity is not easy: the ideal tradeoff that is “just real
enough” is inherently speci�c to the software being
tested.Therefore,to �nd theappropriateresourcemap-
pings for a user's experiment,our techniqueis to au-
tomatically searchfor a mappingthat minimizesphys-
ical resourceusewhile preserving�delity accordingto
application-independent(providedby thesystem)and/or
application-dependent(providedby theuser)feedback.

Testbedusershave two optionsfor adaptingtheir ex-
periments:executinga single-stage“training” run that
requireslittle effort, or runninga multi-stageautomatic
experimentadapterthatrequiresadditionaleffort.

The�rst optiondoesnot requiretheexperimentto be
fully automated,so is suitablefor an interactive styleof
experimentation.In this model, the usercreatesan ex-
perimentandswapsit in on virtual nodesmappedone-
to-oneon physical nodesto ensureadequateresources.
Userscan then login to the nodes,run their programs,
and,whenthey have determinedthat the experimentis
in a representative state,click a button to recorda pro-
�le. This pro�le is thenusedin subsequentrunsto drive
theresourcemapping.Of course,becauseof theone-to-
oneinitial mapping,thissimplisticmanualapproachwill
not work for large topologies.For thosetopologieswe
will necessarilyneedto startoutwith somevirtual nodes
multiplexedmany to oneon physicalnodesandthuswe
cannotgatheran accurateresourcerequirementspro�le
with a singlerun. For thesesituationswe offer thesec-
ondoption.

In themulti-stageapproach,anexperimentis automat-
ically run multiple times,eachtime adjustingthe map-
ping to accountfor any resourceoverloadsnotedin the
previousrun. To do this, theusermustautomatetheex-
ecutionof the experiment. Eachrun of the experiment
startsup a representative workload, monitors resource
usageoncethatworkloadreachesa steadystate,invokes

a scriptto gatherthemonitoroutputandcreatea pro�le,
andthenremapsandreinstantiatestheexperimentbased
onthatpro�le. Thisprocesscontinuesuntil thereis arun
in whichno resourceoverloadis detected.

Our feedback-driven adaptationtechniqueautomati-
cally �nds virtual-to-physicalmappingsthatprovide the
user's requiredlevel of emulation�delity while allowing
Emulabto makemaximallyef�cient useof its resources.
Thereis a risk, however, thatthemappingssetup by the
adapterwill fail to providesuf�cient �delity to theuser's
softwareduring“production” testbedruns,e.g.,because
theusermodi�es thesoftwareor is driving it in a differ-
ent way. Emulabrelieson run-timefeedbackto detect
suchcasesandsignal the useraboutpossibleproblems
with hisor herexperiment.

6.1 Implementation

Ensuringapplication�delity whenmultiplexing virtual
nodescan be achieved quickly and accuratelythrough
monitoring the application's steadystate resourceus-
ageand feedingthis databack into assign . Utilizing
application-independentmetrics,like CPUandmemory
usage,we canautomaticallyadaptthepackingof virtual
resourcesonto physicalhosts.This is donein awaythat
minimizesphysicalresourceusewhile leaving suf�cient
headroomfor thevnode'ssteadystateresourceconsump-
tion. Any available application-speci�cmetricscanthen
beusedto re�ne themappingto accountfor lack of pre-
cisionin thelow level data.

On eachphysical nodeEmulabgathersa numberof
application-independentresourceusagestatisticsto feed
backto the adaptationmechanism.TheseincludeCPU
use, interrupt load, disk activity, network traf�c rates,
andmemoryconsumption.CPU andmemoryinforma-
tion arealsogatheredatvnodegranularity, which is how
wedeterminetheresourcedemandof individualvnodes.
The other global statisticsallow us to ensurethat the
physicalnodeasawholeis notoverloaded.

Themulti-stageadaptationtechniquerequiresthatan
experimentbeautomated,runninga particularsequence
of actions.This is easilydoneusingEmulab'seventsys-
tem,whichallowsfor executingoperationsin parallel,in
sequence,or at speci�c timesrelative to the startof the
experiment. The useronly needsto createan event se-
quenceto performthestepsdescribedearlier. Thereare
built-in eventsfor two feedbackspeci�c activities. One
allows for runningtheapplication-independentresource
monitoronall nodesfor a�x edlengthof time. Theother
performstheremapitself, aprocesswhichincludesgath-
ering the log �les from all nodes,analyzingthe datato
detectoverloadsandproducenew per-noderesourceus-
ageestimates,and �nally invoking assign and recon-
�guring the experimentto re�ect the new virtual node



layout.
Themechanismfor supportingapplication-dependent

metricsand providing user-directedfeedbackbasedon
thosemetrics is a prototypeand likely to change. In
thecurrentimplementation,theusermustprovide three
components.First, he or sheprovidesoneor morere-
sourcemonitorsthatgatherandlog appropriateresource
usagedata. Thesecould be separateprograms,or they
could just be the applicationsthemselves, logging rele-
vant information. Second,theuserprovidesa “baseline
summary” �le describingthe expectedbehavior of the
systemwhen not constrainedby noderesources.This
summary�le can be in any format, as it is interpreted
by a user-suppliedscript. That script is the third com-
ponent. The script is automaticallyinvoked at the end
of eachrun of the experiment,with the log �les from
themonitorsandthebaselinesummaryasinputs.Its job
is to aggregatethe log �le informationinto a new sum-
maryandcomparethatsummarywith thebaselineto de-
termineif thereis a resourceoverload. If the answeris
“yes,” thentheexperimentwill beremapped.

6.2 UsageScenarios

Weseethreecommonwaysin whichtheauto-adaptation
mechanismcanbeused.In the �rst, theuserstartswith
a one-to-onemappingof virtual nodesto physicalnodes
and “packs” the experimentinto fewer physical nodes.
Startingwith the one-to-onemappingwe gatherboot-
strapresourcedatain the�rst pass.Thesystemthenruns
successive passes,increasingor decreasingthe packing
until it arrivesat a maximallydensepackingfactorwith
virtual noderesourceusethatis consistentwith theone-
to-onemapping. At this point, the userwill probably
wantto increasethesizeof heror hertopology. Thesim-
plestapproachis to usethebootstrapdatafor nodesthat
will remainin the experimentand perform a bootstrap
on the newly addednodes. Alternatively, the usercan
divide nodesinto resourceclasses(e.g., client/server),
which are initialized using dataderived from previous
runs.

A secondstyle of adaptation,using the samemech-
anism, is to start with a densemappingof a topology
and then expand it. A densemappingis achieved by
providing no initial feedbackdata,allowing assign to
mapstrictly on thebasisof availablephysical nodeand
link characteristics.In this con�guration, therecanbe
no training run to gathercleanresourceusagedata. In-
stead,feedbackdata are provided by the application-
independentmetrics(pushingtheexperimentaway from
obvious overload conditions)or with interactive guid-
ancefrom theuser. This form of adaptationis usedwith
largetopologieswheretherearenot enoughphysicalre-
sourcesto mapit one-to-one.

Finally, in the third scenario,an Emulabexperiment
can incorporatepurely simulatednodesand networks,
usinga modi�ed versionof nse[9]. As describedin de-
tail elsewhere[12, 13], thesesimulatedentitiescan be
transparentlyspreadacrossphysical nodes,just as vn-
odesare dispersed.Sincethesesimulatednodesinter-
actwith realtraf�c, thesimulatormustkeepupwith real
time. Detectingwhenvirtual timehassigni�cantly fallen
behindrealtimegivesusaway to detectoverloadthatis
more straightforward than with vnodes,althoughthere
are subtletieswith synchronizingthe two that must be
taken into consideration,asdescribedin the above ref-
erences.Our infrastructurecanadaptively remapsimu-
latednetworkssimilarly to theway it handlesvirtualized
nodesandlinks.

7 Results

In thefollowing sectionswepresentapreliminaryevalu-
ationof theEmulabvirtual nodeimplementationin three
areas:application�delity , applicationtransparency, and
performanceand �delity of the adaptationmechanism.
All resultsweregatheredon Emulab's low-end“pc850”
machines,850MHz PCswith 512MB of RAM andfour
100Mb Ethernetinterfaces.

7.1 Application Fidelity

Micr obenchmarks. To get a lower-level view of �-
delity with increasingco-location,we performedanex-
perimentin which we ranthepathrate [7] bandwidth-
measurementtool betweenpairs of nodesco-located
on the samephysical host. Each pair of nodeswas
connectedwith a T1-speed(1.5Mbps) link. We mea-
suredthebandwidthfoundby pathrate asweincreased
the number of node pairs from one to ten. Across
all runs, pathrate measuredthe correctbandwidthto
within 1Kbps, with a standarddeviation acrossrunsof
pathrate of 0.004.

Applications. We ran a syntheticpeer-to-peer �le
sharingapplicationcalledKindex, whichismodeledafter
apeermusic�le sharingnetwork suchasKaZaa.Kindex
maintainsadistributedpeer-to-peerindex of �le contents
amonga collectionof peerservers. It alsokeepstrack
of replicasof a �le amongpeersandtheir proximity, to
expeditesubsequentdownloadsof the same�le. In our
simpli�ed experiment,we starta seriesof 60 clientsse-
quentially. Eachof 60clientsuploadsasingle�le' sinfor-
mationto theglobalindex, andstartsrandomlysearching
for other�les, fetchingthosenot previously fetchedinto
its local disk. Eachclient generatesbetween20 to 40
requestsper minute for �les, whosepopularity follows
a Zipf distribution. Eachclient hassuf�cient spaceto
hold all 60 �les. Henceafter theexperimenthasrun for
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awhile, all clientsendupcachingall �les, atwhich time
westoptheexperiment.

The network topology consistsof six 10Mbps cam-
pusLANs connectedto a core40MbpsLAN of routers
with 100ms roundtripbetweenthemselves. Eachcam-
pusLAN is connectedto a routervia a 3Mbps, 20ms
RTT link.

We plottedthe aggregatebandwidthdeliveredby the
systemto all its usersasa time line. For this, we mea-
suredthe total size of �les downloadedby all usersin
every 10-secondinterval. We expectthat initially down-
loadsare slow, but as popular �les are cachedwidely,
subsequentdownloadsare more likely to be satis�ed
from a peerwithin thesamecampus,driving up theag-
gregatebandwidthdueto the higherspeedlinks. How-
ever, dueto the fetch-oncebehavior of clients,asmore
�les aredownloadedby all users,downloadsbecomeless
frequent,driving down theaggregatebandwidth.

We ran the experimentin four con�gurations. First,
we emulatedthe topologyon just physical nodesto es-
tablisha baseline. We thenrepeatedtheexperimentus-
ing virtual nodeswith co-locationfactorsof 10, 15 and
20 virtual nodesper physical node. Figure4 shows the
results.Thebaseline (pack-00)shows theexpectedbe-
havior, aggregate bandwidthincreasingto a peak and
then taperingoff. At a co-locationfactor of 10, one
campusLAN mappedper physical node, the behavior
is indistinguishablefor thebaseline. However, aswe in-
creasetheco-locationto 15 and20, sincepeershave to
supply �les over the fasterLAN links, the load on the
local disk rises. This is the reasonfor the reducedpeak
bandwidthandits shift to theright, causingthecurve to
be�attened.

While thisexampleshowsthatwecanachieveanorder
of magnitudescalingimprovementwith an IO intensive

applicationon low-endPCs,it alsoillustratestheutility
of feedbackdatafor driving virtual nodemultiplexing.
In this example,somenodediskshit 100%busyin both
thepack-15andpack-20cases,aneventeasilydetected
by application-independentmetrics. However, the user
might alsodecidethattheresultsfrom pack-15wereac-
ceptable,but thosein pack-20werenot. In thiscasethey
might constructa custommetric sayingthat remapping
is only necessaryif thediskweresaturatedfor threecon-
secutive measurements.

7.2 Application Transparency

Correctlyachievedtransparency is dif�cult to rigorously
demonstrate;only failuresof transparency areobvious.
Ourmostcompellingevidenceis thatexperimentershave
run thousandsof diversevirtual nodeexperiments,yet
generatedonly a handful of requestsfor “missing fea-
tures” suchas supportfor multicastrouting and IPFW
�re wall rules. We did performoneempiricalstresstest,
runninga routingdaemonin a complex virtual network
topology. By causinga seriesof link failures within
the topology, we veri�ed that theroutingdaemonswere
functioningasexpected.In that test,we ranunmodi�ed
gated routingdaemonsonall nodesin a416vnodehier-
archicaltopologyon22PCsandautomaticallygenerated
OSPFcon�guration scripts. Oncewe veri�ed the con-
nectivity betweensomeleaf nodesacrossthe diameter
of the topology, we causeda link failure in the interior
to seehow OSPFwould route aroundthe failure. Be-
forethefailure,aroutebetweentwo leafnodeswassym-
metricwith 11 hops.We founda 5 seconddowntimein
onedirectionand9 secondsin thereversedirection,after
which alternate12 hoppathswereestablished.Thefor-
wardandreversepathsweredifferentin onehop. When
we removed the link failure, it took 22 and28 seconds
respectively for the routepathsto be restored.Finally,
we rebootedtwo interior nodesin the topology. gated
restoredall theroutesin a little over aminute.

7.3 Adaptation Results

We evaluatedour feedbacksystemin threescenarios:a
Java-basedweb server andclients, the BitTorrentpeer-
to-peer�le distribution system,andtheDarwin Stream-
ing Server [2].

We �rst rana Java-basedwebserver on onehostwith
69 clients continually downloadinga 64KB �le. The
clientswereseparatedinto threedifferenttypesbasedon
theirlink characteristics.Nineclientswereevenlyspread
acrossthreelinks on a single routerusing2Mb LANs
to emulatecablemodemclients. Forty clientsweredi-
rectly connectedto a single router using 2Mb multi-
plexedlinks to emulateDSL modems.Finally, 20clients



Metric 2Mb 2Mb 56Kb
LAN Link Link

74vnodeson 74physicalnodes
Avg. TransactionRate 1.19 2.29 0.09
Avg. ResponseTime(s) 0.84 0.43 10.67

Packedonto 7 phys.nodesafter �rst iteration
Avg. TransactionRate 1.10 1.85 0.09
Avg. ResponseTime(s) 0.91 0.53 10.77
Packedonto 7 phys.nodesafter seconditerations
Avg. TransactionRate 1.19 2.29 0.09
Avg. ResponseTime(s) 0.84 0.43 10.70

Table 1: Performanceof clients continually downloading a
64KB �le in differentvnodemappings.

were directly connectedto a single router using 56Kb
multiplexedlinks, to emulatephonemodemclients.The
feedbackloop requiredthreeiterationsto reachaccept-
ableapplication�delity; theresultsareshown in Table1.
The �rst iteration is a one-to-onemappingthat allows
thesystemto geta cleansetof feedbackdata.Thesec-
onditerationpackedthe74vnodesonto7 physicalnodes
andresultedin a drop in performancebecausetheCPU
intensive server nodewasco-locatedwith several client
nodes. The �nal iteration ampli�es the feedbackdata
(i.e., increasesthe CPU and memoryrequirements)by
20%,which is enoughto isolatetheserverandreturnthe
applicationmetrics to their original one-to-onevalues,
withoutallocatingany morephysicalnodes.It shouldbe
notedthatthebadmappingfoundin theseconditeration
couldhave beenavoidedwith higherprecisionmonitor-
ing. However, in our context a badinitial remappingis a
bene�t becauseit denotesthe lower boundon thenum-
ber of requirednodesandwe alwayswish to minimize
thenumberof physicalnodesrequiredfor a topology.

To demonstratescaling a real application to large
topologiesthat cannot�t in a one-to-onemapping,we
rantheBitTorrentp2p�le distributionprogramona310-
nodenetwork packedonto74physicalnodes.Thetopol-
ogy consistedof 300 clientscommunicatingover 2Mb
LANs or links, a single“seed”nodewith a 100Mb link,
andnine routersthat formedthe core. To bootstrapthe
mappingweusedfeedbackdatafrom asmallertopology
for theclients,sincetheir resourceusagewasdependent
on the link constraintsandnot the numberof clientsin
thesystem.However, the resourceuseof theseednode
androutersis tiedto thesizeof thenetwork, sothey were
left one-to-one.In total, it took 19 minutesto instantiate
thetopology: sevenminutesfor assign to mapthevir-
tualtopologyontothephysicaltopologyandtwelvemin-
utesto load disksonto the machines,reboot,andsetup
the individual virtual nodes. This shouldbe compara-
ble to the lengthof time it would take to setupthesame

Mapping Videogap (ms) Audio gap (ms)
Min Max Min Max

Oneto one 0.93 90.99 48.23 210.96
Phys.Link Shared 0.04 470.3 0.07 531.27
Phys.Link Unshared 0.54 91.99 30.88 232.10

Table2: Interpacket gapof clientsreceiving a 100Kbpsvideo
andaudiostreamin differentcon�gurationswherethephysical
link is sharedandnotshared.Thevaluesarethemedianof � ve
runs.

topologyonphysicalmachines(if Emulabhadsuf�cient
nodes). On physical nodes,the assign time would be
less,but the time to setupswitchVLANs would exceed
thetime requiredto setupvirtual links.

Theadaptationmechanismcanalsoaccommodateap-
plicationsthathavethroughputconstraintsaswell astim-
ing sensitivity. We testedthe Darwin StreamingServer
sendinga 100Kbps video andaudiofeedto 20 clients.
When packed denselyto 2 physical nodes,the inter-
packet gap varianceis high, but if we set the estimated
bandwidthfor theclient links to 100Mb, sparservirtual
to physical link mappingresults.This in turn forcesvir-
tual nodesto relocateontootherphysicalnodes,raising
the total numberphysicalnodesto 6 (seeTable2). The
oversubscriptionof network bandwidththusclearsapath
for timesensitivepackets.

8 RelatedWork

The ModelNet network emulator [26] achieves ex-
tremely large scaleby foregoing �e xibility andoption-
ally abstractingaway detail in the interior of a network
topology. Edge hosts run the user's applicationson
genericOSes,usingIP aliasingandasocketinterposition
library to give a weaknotion of virtual machine,called
a VN. The VNs routetheir traf�c throughoneor more
physical “core” machinesthat emulatethe link charac-
teristicsof theinterior topology. ModelNethasemulated
topologiesin excessof 10,000links. However, it can-
not emulatearbitrarycomputationin thecoreof a topol-
ogy, which excludessimpleapplicationslike traceroute
aswell asmorecomplex serviceslike user-con�gurable
dynamicrouting,unlesssupportfor eachfeatureis hard-
wired in (ashasbeendonefor DSR)[25].

Comparedto Emulab,ModelNetis lesstransparentto
applicationsandit ishardertoprovideperformancemon-
itoring, becauseit currentlyusesonly a very weakno-
tion of virtual machine.For example,it doesnot virtu-
alize�lesystemnamespace,VNs cannotbemultihomed,
andit providesno network bandwidthisolationbetween
VNs on thesamephysicalhost. ModelNetandthenew
Emulabare clearly complementary—ModelNetis per-
fect for genericnetwork interiors,while thenew Emulab



is strongin otherways.
BuildingonModelNetandtheXen[3] virtualmachine

monitor, DieCast[11] usestimedilation to run largevir-
tual experiments.In DieCast,time is “sloweddown” in-
sideof the virtual machinesby an amountequalto the
multiplexing factor, resultingin anexperimentthattakes
muchlongerto execute,but which providesthe illusion
that the full capacityof the host CPU, network band-
width, andother“time-scalable”resourcesareavailable
to eachvirtual node. As a result of this time dilation,
eachDieCastvirtual nodehasmore of theseresources
availableto it thanoursdo, but theoverall ef�ciency of
the testing facility is not improved. Thus, our virtual
nodesaremoreappropriatefor asharedfacility. DieCast
representsanalternativeapproachto scaleupexperimen-
tation resources,bringingwith it a differentsetof chal-
lengesto solve.

TheVirtual Internetarchitecture[24] is apartially im-
plementedmodel targetedto deploying virtual IP net-
works asoverlay networks on the live Internet. The VI
work identi�ed most of the issueswith link virtualiza-
tion at the IP layer that we encounteredat the Ether-
net level. It focuseson correctimplementationof vir-
tual links whennodescansimultaneouslyparticipatein
multiple topologies(concurrence),asmultiple nodesin
a singletopology(revisitation)andwhennodesin a vir-
tual topologycanthemselvesactasbasenodesfor other
topologies(recursion).It doesnot virtualizeothernode
resources.

Virtual machineshave a long history, but we discuss
only a few recentexamplesthat have beenusedspecif-
ically to implementnetwork emulationenvironments.
This relatedwork generallyconcentrateson nodeand/or
network virtualization,but we provide a completesys-
temincludingexperimentercontrol,automatedresource
assignmentandfeedbackdirectedvirtualization.

IMUNES [32] is anintegratednetwork emulationen-
vironmentusing FreeBSDjail-basedvirtual nodesand
the “vimage” virtual network infrastructurework [30,
31] (which is now partof FreeBSD-CURRENT, but was
not available when we started). Ratherthan virtualize
piecesof thenetwork stack,theauthorsvirtualizetheen-
tire stackandassociateaninstancewith eachjail. While
conceptuallycleaner, thecompleteduplicationof all net-
work resourcesraisesissuesof kernelmemoryfragmen-
tation. Their implementationprovidessomebasiccon-
trol over CPU usagethat ours currently doesnot. Al-
thoughIMUNES topologiescanspanmultiple physical
machines,they do not have the automationsupportto
layoutandcontrolsuchtopologies.

Thenodevirtualizationfacility addedto theNetwork
Emulation Testbed(NET) [16] provides a lightweight
virtual nodemechanismin Linux basedon virtual rout-
ing tablesand customLinux modi�cations. Their en-

vironmentprovides wirelessas well as wired network
emulation.TheNET virtual networking implementation
is analogousto ours, with their “vnmux” virtual inter-
faceandbridgetakingtheplaceof our “veth” deviceand
the“NETshaper”replacingourDummynetusage.Some
degreeof applicationtransparency is achieved by using
chvrf, aLinux chroot-likeutility, to separateprocessand
network namespaces.TheNET work is highly comple-
mentaryto oursin that it providesa Linux virtual node
implementationas well as wirelessnetwork emulation
thatcouldbeintegratedwith Emulab.

PlanetLab[20] is ageographicallydistributednetwork
testbed,with machinestime-sharedamongmutuallyun-
trustingusers. PlanetLabusesLinux vservers [14] en-
hancedwith a customkernel modulethat provides en-
hancedresourceisolation, including CPU and network
bandwidth.Nodevirtualizationis constrainedby thefact
that the nodesaresubjectto the restrictionsof the site
at which they reside.For example,sincethey cannotas-
sumemorethana singleroutableIP addressis available
pernode,IP namespaceis not virtualized.

VINI [4] is avirtual network infrastructuredesignedto
allow multiple, simultaneousexperimentswith arbitrary
network topologiesto runona“real” sharedphysicalnet-
work infrastructure.Speci�cally, PL-VINI is an imple-
mentationof VINI on PlanetLabnodes.It builds on top
of PlanetLabvservers,addingvirtual routersconnected
by virtual point-to-pointlinks alongwith theability to di-
rectrealInternettraf�c throughtheresultingvirtual net-
work. The absoluteperformanceof PL-VINI waspoor
dueto the needto implementforwarding infrastructure
in usermodeon thePlanetLabLinux kernel. It alsoof-
fersonly rudimentarytraf�c shapingandtopologysetup
mechanisms.

A new implementationof VINI calledTrellis [5] im-
provesthe performanceandcapabilitiesof PL-VINI by
moving thevirtual networking into theLinux kernel,en-
abling fasterpacket forwarding and traf�c shapingvia
standardLinux tools. We are currently collaborating
with theVINI developersto bringVINI nodesunderEm-
ulabcontrol,enablingthefull power of Emulab's exper-
imentcreationandcontrolinfrastructure.

Auto adaptation, using an automatediterative pro-
cessto bestmatcha workloadto availableresources,is
alsonot a new idea. Oneexampleis Hippodrome[1], a
tool for optimizing storagesystemcon�gurations. Hip-
podromeusesstorage-relevantmetrics(e.g.,IOs/sec)to
analyzea targetworkload. It feedsthat informationinto
a “solver” which usesmodeling to �nd a good candi-
datestoragearchitecture,thenrecon�gurestheunderly-
ing storagesubsystemaccordingly. This processis re-
peateduntil a con�guration is found that satis�es the
workload's IO requirements.

Comparedwith our work, Hippodromeis focusedon



a much narrower set of resources. They are concen-
tratedon IO bandwidthwherewemustconsidera work-
load'sCPU,memoryandnetwork resourcerequirements
aswell asstoragerequirements.As aresult,they canuse
moresophisticatedandspecializedanalysisanddesign
tools (e.g., storagesystemmodels), allowing quicker
convergenceonasuitableresourcecon�guration.

9 Discussionand Conclusion

Our resourceallocationand monitoring techniquesdo
not assurethe timelinessof events. In general,assured
timelinessis expensive to provide, requiring real-time
schedulingof CPU andlinks. However, we do provide
two ways to addressthe issue,with anotherplanned.
First, the user's application-speci�cmetrics,if they can
be gatheredon unmultiplexed nodes,serve as a safety
mechanismto catch arbitrary performancein�delities.
Second,the usercanspecifya shortertime period(the
default is 1 second)over which the monitoringdaemon
will average,as it looks for overload. Finally, we may
adda kernelmechanismthatwill detectif any resource
useover very �ne time scales,e.g.,1–10msecs,hasex-
ceededa user-settablethreshold.Given this mechanism
andtypical Internetlatencies,userscanbe quite con�-
dentthat timing effectsregardingnetwork I/O have not
affectedtheir experiments.

Evaluation of packet timelinessand CPU schedul-
ing effects remainto be done,but by offering the user
application-level metricsdirectingadaptation,thatis not
essential. Exhaustive validation of the link emulation
�delity shouldbe done, similar to the inter-packet ar-
rival and time-varianceanalysiswe do for mixed sim-
ulated/emulatedresources[13]. Anotherissueis thatour
default mode of encapsulationdecreasesthe MTU by
a few bytes,which could affect someapplications. In
this casewe supporttwo other techniquesthat require
no lossof MTU size: thevirtual network devicescanbe
con�gured to usefake MAC addressesin placeof en-
capsulation,or to use802.1QVLAN tagging. We may
addwell-known OSresourceisolationmechanismssuch
as proportional-shareschedulingand resourcecontain-
ers. In a completelydifferentbut importantarea,some
aspectsof Emulab's Web-baseduserinterface,suchas
its Graphviz-basedtopologyvisualization,are inconve-
nientto useon thousandsof nodes.In responsewe have
built on Munzner's hyperbolic three-dimensionalgraph
explorer library[18] to provide an interactive “�sh-eye”
visualizer for Emulab, thoughhave not yet put it into
productionuse. Finally, our nodesupportis limited to
FreeBSD,yet many want Linux or Windows. When
the Trellis work is maturewe plan to adoptthat to ob-
tain equivalent supportfor Linux. We currently have
Xen partially supportedin Emulab, and are exploring

VMware[27].
In conclusion,we have identi�ed, designed,and im-

plementedthemany featuresnecessaryto supportprac-
tical scalablenetwork experimentation,and deployed
themin a productionsystem. We have shown that, by
relaxingtheconstraintsof conservative resourcealloca-
tion, we can signi�cantly increasethe scaleof topolo-
giesthatwe cansupport,or lower the requiredphysical
resources,with minimal loss of �delity . In the future
we will gatherexperienceon how experimentersusethe
feedbackandadaptationsystem,andevolve our system
accordingly.
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