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Abstract
Multiprocessor computer systems are currently widely used in

commercial settings to run critical applications. These applications
often operate on sensitive data such as customer records, credit
card numbers, and financial data. As a result, these systems are
the frequent targets of attacks because of the potentially signifi-
cant gain an attacker could obtain from stealing or tampering with
such data. This provides strong motivation to protect the confi-
dentiality and integrity of data in commercial multiprocessor sys-
tems through architectural support. Architectural support is able to
protect against software-based attacks, and is necessary to protect
against hardware-based attacks. In this work, we propose architec-
tural mechanisms to ensure data confidentiality and integrity in Dis-
tributed Shared Memory multiprocessors which utilize a point-to-
point based interconnection network. Our approach improves upon
previous work in this area, mainly in the fact that our approach re-
duces performance overheads by significantly reducing the amount
of cryptographic operations required. Evaluation results show that
our approach can protect data confidentiality and integrity in a 16-
processor DSM system with an average overhead of 1.6% and a
maximum of only 7% across all SPLASH-2 applications.

1 Introduction
Computer users are becoming increasingly aware of and con-

cerned for the security of their computer systems. While many se-
curity software packages are available, they are ineffective in pro-
tecting against an emerging class of security attacks that involve
directly tampering with the physical operation of the system. Such
hardware attacks have been demonstrated to be feasible and rela-
tively easy to perform in breaking the Digital Rights Management
features in game consoles [5, 6], and in breaking the security fea-
tures of a version of a secure processor DS5002FP [10]. These hard-
ware attacks may involve inserting a device on the communication
path between the processor and other chips to passively snoop [5, 6]
or to actively modify [10] data communication.

Realizing these threats, researchers have proposed secure pro-
cessor architectures [2, 3, 4, 12, 13, 14, 15, 19, 20, 21, 22, 23, 25, 27,
29, 30]. The microprocessor industry has also offered secure pro-
cessors for commercial use, including the IBM SecureBlue [7], and
Dallas Semiconductor DS5002FP [16]. A secure processor assumes
that data on a processor chip is secure, while off-chip data can be
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observed or modified by an attacker. Since snooping or manipulat-
ing on-chip transistors/wires is much more difficult than snooping
or manipulating off-chip components/interconnections, combined
with the fact that the chip can be protected through the use of various
manufacturing techniques such as special coating [16], the proces-
sor chip provides a reasonable security boundary. With this security
boundary, in order to protect the secrecy and integrity of data stored
off-chip, data must be encrypted before being moved off-chip, and
then decrypted and authenticated when brought back on-chip.

Prior studies have proposed secure processor designs for single-
chip uniprocessor systems [3, 4, 13, 14, 15, 20, 21, 22, 23, 25, 27,
29, 30], and bus-based Symmetric Multiprocessors (SMPs) [2, 21,
30]. However, secure designs suitable for Distributed Shared Mem-
ory (DSM) multiprocessor systems have not been thoroughly inves-
tigated, with only a few designs proposed [12, 19]. This is unfortu-
nate because multiprocessor computer systems are currently widely
used in commercial settings. These multiprocessors often run ap-
plications that operate on sensitive data, such as customer records,
credit cards numbers, financial information, etc. Obtaining or modi-
fying such data can be very lucrative to attackers, so this data should
be protected from unauthorized access. Also, secure DSMs are in-
creasingly needed as utility or on-demand computing proliferates.
In utility computing, companies “lease” computation and storage
resources of a large-scale, powerful system (e.g. the HP Super-
dome [18]) to customers who need such resources on a temporary
basis or who want to offload their IT operations. These large-scale
DSM systems are not under the control of the customers who are us-
ing them, so naturally customers may want the secrecy and integrity
of their code and data ensured. Indeed, industry analysts have re-
ported that security concerns have partly restricted adoption of the
utility computing model [1].

Certainly, utility computing providers would take steps to avoid
unwanted physical tampering to their DSM system through enforc-
ing physical security, such as by restricting physical access to the
DSM to a few “trusted” employees and contractors. However, one
of the key principles of security is that relying only on one layer of
security is risky and is often insufficient. The risk of security attacks
by select employees or parties that are trusted with physical access
to the machine should not be underestimated. We can take an exam-
ple from the case of Automated Teller Machines (ATMs) which also
employ a certain level of physical security. However this is often in-
sufficient, as is evident in a report by Global ATM Security Alliance
(GASA) which states that more than 80% of computer-based bank-
related frauds involve employees [11]. In the case of DSM systems
used for utility computing, the large amounts of sensitive data in
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these systems create a financial incentive for attackers to perform
corporate espionage or other malicious intents.

Additionally, physical or hardware attacks on DSM systems may
be performed more easily than on uniprocessor systems because
there are interconnect wires that are more exposed. For example,
to snoop processor-to-memory communication in a uniprocessor
system, attackers must tamper with the motherboard of the system.
While in a DSM system, attackers can snoop the interconnect wires
that are exposed at the back of the server racks using snooping de-
vices similar in principle to a keyboard logger, without much dis-
ruption to the system. This lack of disruption is important for at-
tackers since attacks can be performed quickly and without leaving
traces. The possibility of hardware attacks may prompt customers
to demand that DSM utility computing systems be equipped with
secure hardware features that make them resistant even to hardware
attacks. Utility computing providers that offer these features have
an important competitive advantage compared to those who do not.
Hence, we believe that data security in DSM systems will become
an increasingly important issue in the future.

To the best of our knowledge, only two protection schemes have
been proposed to address the data protection problem in multipro-
cessor systems with non-bus based interconnects [12, 19]. The main
drawbacks of the scheme proposed in [12] are that very large on-
chip storage overheads are required (e.g. a 512KB cache structure).
It is also vulnerable to replay attacks against data integrity, espe-
cially if attackers can drop messages. The scheme proposed in [19],
as with our approach, is designed specifically for DSM systems.
This scheme differentiates between processor-to-memory commu-
nication and processor-to-processor communication across the in-
terconnect, protecting each with a separate security mechanism. For
example, a remote data request may result in one processor fetch-
ing, decrypting, and authenticating data from its local memory using
processor-to-memory protection mechanisms. Then this processor
will encrypt, sign, and communicate the data to the requesting pro-
cessor which will decrypt and authenticate the data again, all using
processor-to-processor protection mechanisms.

Because inter-node communication involves two separate secu-
rity mechanisms, we refer to this approach as a two-level approach.
Such a two-level approach results in a number of inefficiencies.
First, the latency-hiding techniques of both protection mechanisms
must simultaneously succeed for the cryptographic latencies to be
completely hidden. This may be difficult to achieve in practice, and
thus cryptographic latencies may be exposed frequently. Second,
this results in a large number of cryptographic operations, which
can increase cryptographic latencies because of contention due to
excessive utilization of the hardware cryptographic engines. Fi-
nally, authentication-related operations (e.g. MAC generations and
verifications) are directly in the critical path of remote data requests
because the authentication by one mechanism should be completed
before passing data to the next mechanism. Overall, this type of
approach is inherently performance inefficient. However, because
fundamentally processor-to-processor communication seems best
suited to a communication based protection scheme (e.g. associ-
ating a MAC value with each message), while processor-memory
communication seems best suited to a storage based protection
scheme (e.g. a Merkle Tree covering memory), it is difficult to pro-
vide a single, unified scheme that is able to protect all types of data
communication in a DSM system efficiently.

Contributions. In this work we propose a new and efficient
memory encryption and authentication solution for protecting the
confidentiality and integrity of data in a DSM system. Our solution
requires modest on-chip storage overheads and removes the ineffi-

ciencies of a two-level protection scheme by using a single mecha-
nism to protect both processor-memory and processor-to-processor
communication. We refer to our approach as single-level memory
encryption and authentication. The efficiency of our single-level
approach comes from a significant reduction of cryptographic op-
erations on remote requests. A single mechanism is used to en-
crypt and sign data when it is sent off-chip by a processor (either
to memory or a remote processor), and to decrypt and authenticate
data when it is brought on-chip for use by a requesting processor
(either from memory or a remote processor). This approach not
only reduces the amount of cryptographic work involved, but also
reduces the possibility of contention-related latencies at the crypto-
graphic engines. In addition, only one latency-hiding mechanism
is involved, which has a higher chance of succeeding compared to
the simultaneous successes of multiple latency-hiding mechanisms
of a two-level approach. Finally, we avoid transitions between two
security mechanisms, allowing authentication of data on a remote
request to be moved off the critical path.

Overall, we find that our techniques can provide secure data en-
cryption and authentication in a DSM system with very low over-
heads. Passive or eavesdropping attacks are avoided by encrypting
off-chip data communication, while active attacks involving mes-
sage modification, injection, and deletion, are detected as failed au-
thentication or coherence protocol errors. Our simulation results
across all SPLASH-2 [26] benchmarks show that the average over-
head of our mechanisms on a 16-processor DSM system is less than
1.6% with a maximum of 7%, relative to an identical but unpro-
tected system. Compared to a two-level approach which has an
average overhead of 5.3% and worst-case overhead of 16.3%, our
approach shows a reduction in overheads by a factor of 3.3× on av-
erage, and by a factor of 2.3× in the worst case. Since DSMs are
often used to run performance-critical applications, this is important
because our single-level scheme reduces performance overheads of
even problem applications to an acceptable level, giving customers
confidence that their applications would perform well.

The remainder of this paper is organized as follows. Related
work is discussed in Section 2. We discuss our assumptions and
attack model in Section 3. Section 4 introduces our single-level
memory encryption and authentication scheme for DSM systems.
Section 5 details our evaluation setup. Section 6 presents our evalu-
ation results and insights. Finally, we conclude with Section 7.

2 Related Work
Researchers have proposed various designs of secure processor

architectures [2, 3, 4, 12, 13, 14, 15, 19, 20, 21, 22, 23, 25, 27, 29,
30]. The microprocessor industry has also offered secure processors
for commercial use, including the IBM SecureBlue [7], and Dal-
las Semiconductor DS5002FP [16]. The motivation behind secure
processors is to provide a private and tamper-resistant execution en-
vironment. It is typically assumed that on-chip data is secure, but
off-chip data can be subjected to eavesdropping and direct modi-
fications. Therefore, off-chip data communication and storage is
protected by encryption and Message Authentication Code (MAC)-
based integrity verification. The various designs differ in the en-
cryption modes used and the latency-hiding techniques employed.

XOM uses a direct encryption approach where a block cipher
such as AES is used to directly encrypt and decrypt data [4, 14, 15].
Direct encryption has an advantage of being simple and straightfor-
ward to implement. However, because on a cache miss a block must
be fetched on chip before it can be decrypted, the latency of off-chip
data fetches is directly increased by cryptographic operation laten-

162



cies. There is also a security concern with direct encryption in that
the statistical distribution of ciphertexts matches that of the plain-
texts. More recent studies have proposed counter-mode encryption
in which a data block is not directly encrypted [22, 25, 27, 29].
Rather, a pseudo-random pad is obtained and XORed with the data
block. The pseudo-random pad is constructed by encrypting a seed,
which is typically composed of a per-block counter and the block’s
address. The ability of counter-mode encryption to hide the decryp-
tion latency of an off-chip data fetch depends on whether the pad of
a block can be generated while the block is being fetched on chip.
Since pad generation can only begin when a data block’s counter is
available on chip, various counter management strategies have been
proposed, which include counter caching [25, 27, 29], and counter
value prediction [22].

For integrity verification, XOM stores MAC values along with
off-chip data, and verifies the integrity of the data by recomputing
its MAC and comparing it with the stored MAC. A stronger integrity
verification scheme utilizes a Merkle Tree of MACs [3] to addition-
ally protect against data replay attacks. A Merkle Tree is formed
over the data blocks in memory, with a tree node in one level pro-
tecting multiple nodes in the lower level. The tree root is always
kept on-chip to ensure its safety against tampering. Data integrity
can be ensured by verifying MACs up the tree to the secure root.

Researchers have also proposed secure multiprocessors. Con-
structing a secure multiprocessor system by piecing together secure
processors alone does not give sufficient protection because com-
munication between processors is not automatically protected. The
main challenge is that communicating processors must share neces-
sary encryption information, so that a data block encrypted by one
processor can be decrypted by another processor. In a bus-based
Symmetric Multi-Processor (SMP) system, the shared bus provides
an ideal medium for sharing encryption information because all pro-
cessors can observe the same bus. For example, a global bus counter
can be used to encrypt data transfers between processors [21], or
data transmitted on the bus itself can be used to encrypt new data
blocks through Cipher Block Chaining [30]. Additionally, [2] pro-
poses a technique to authenticate a shared bus.

Distributed Shared Memory (DSM) multiprocessors use a point-
to-point interconnect, so there is no shared communication medium
that all processors can monitor. Hence, the mechanisms proposed
for SMP protection cannot be extended easily for protecting DSM
systems. To the best of our knowledge, only two secure architec-
tures have been proposed which can be used for non-bus based in-
terconnects [12, 19]. Most closely related to our work is the design
in [19] which is also a protection scheme for DSM systems. The
main drawback of this approach is that it relies on a two-level en-
cryption and authentication approach, which can lead to a variety of
inefficiencies. The scheme in this paper utilizes a novel single-level
approach that achieves lower execution time overheads and avoids
the complexity of supporting two security protection schemes com-
pared to a two-level approach.

In [12], an approach is proposed to protect communication in
multiprocessors across an arbitrary interconnection network and co-
herence protocol. Instead of maintaining per-processor-pair coun-
ters for communication between processors as in [19], this approach
uses a global counter controller to distribute different counter ranges
to processors in the system. To minimize the cryptographic delays
caused by communication between processors, a keystream cache is
used at the sender to move the AES latency off the critical path. The
pads which are pre-computed and stored in the keystream cache can
be used to encrypt blocks sent to other processors immediately. At
the receiver side, a keystream pool is maintained to store the pads

for all potential senders. When an encrypted data block arrives at
the receiver, the data can be used shortly afterwards if the pads used
for encryption can be found in the keystream pool. The main draw-
backs of this approach are that significant on-chip storage overheads
are required for the various structures (e.g. a 512KB keystream
pool). Also, data communications are vulnerable to replay attacks,
especially if attackers can drop messages in the system.

3 Attack Model and Assumptions
Before we present our solution for ensuring data confidentiality

and integrity in DSM systems (Section 4), we discuss the types of
attacks that we assume possible in a DSM system. Our attack model
is the same as one assumed in [19], and we will briefly overview it
in this section.

Like other work on secure processors [2, 3, 4, 7, 12, 14, 15, 19,
20, 21, 22, 23, 25, 27, 29, 30], our main assumption is that data lo-
cated on a processor chip is secure, while data located off-chip is
vulnerable to attack. In a DSM multiprocessor, the main off-chip
structures that are vulnerable to attack are the interconnection net-
work which connects the processors, and the local main memory
of each processor (memory bus and DRAM). Such an assumption
is also used in commercial secure processors such as IBM Secure-
Blue [7] and Dallas Semiconductor DS5002FP [16].

In addition, we assume that attackers can target major off-chip
structures such as the local memory bus and DRAM, and the in-
terconnection network. The types of attacks that may be attempted
on these structures include passive attacks (eavesdropping) and ac-
tive attacks (altering data in memory or messages on the intercon-
nect and local buses). Through active attacks, attackers may modify
headers or the data payload of a coherence message, as well as re-
play an old version of a message. We refer to the latter attack as
a message replay attack. Attackers can also act as a man-in-the-
middle, dropping and injecting messages in the interconnect.

We assume that attackers are primarily interested in discovering
secret data, and hence our goal in protecting against passive attacks
is to always ensure privacy by encrypting all data communicated
off-chip between processors and their local memories or between
different processors.

We assume that traces of attacks, which we define as detectable
anomalous behavior such as cryptographic errors (failed authenti-
cation), invalid coherence messages, or system crashes, are suffi-
cient deterrents to active attacks. The rationale for this assumption
is that since DSM systems are typically large and expensive, they
are likely protected with physical security that includes restricted
access to a few select people. Therefore, attackers are likely mali-
cious employees or contractors with access to the system. We have
discussed that this is a real possibility as hinted by a case study in
Automated Teller Machines [11]. Such attackers will likely prefer
performing an active attack that produces no traces that can alert
other users and allow an investigation to correlate the traces to the
attackers. Consequently, it is sufficient for our security mechanism
to ensure that all active attacks produce traces that are detectable.
We also assume that a secure mechanism is in place to log these
traces and alert users when a log is created.

We also assume that precise authentication, which refers to de-
laying load instruction retirement (or even load data use) until data
authentication is completed [21, 27], is not needed. The rationale
for this assumption is that a hardware attack takes time to perform,
so detection within a reasonable time window (say, thousands to
millions of cycles) serves as a sufficiently powerful deterrent to at-
tackers. In our design, detection of an attack occurs within the la-
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tency of a message round trip, which is on the order of hundreds to
thousands of cycles.

A secure DSM system with memory encryption support must
have mechanisms in place to provide secure booting of the machine
and secure key setup. This is an important issue that is beyond the
scope of this paper. In this paper, we simply assume that there is a
mechanism in place to guarantee secure booting and key set up on
the machine.

Finally, we do not assume any specific configuration of the in-
terconnect network such as message delivery ordering or routing
strategies. However, we assume that the DSM employs a home-
based coherence write invalidate protocol, and we specifically illus-
trate our mechanisms with the MESI protocol in mind.

4 Data Protection for DSM Systems
4.1 Counter-Mode Encryption/Authentication

Popular cryptographic functions such as 3DES/AES encryption
and SHA-1/MD-5 authentication can be used in a direct encryp-
tion or electronic codebook (ECB) mode, where these functions are
applied directly to the plaintext of the data to produce its ciphertext
and a MAC (Message Authentication Code). One drawback of ECB
in the context of memory encryption is that decryption and authen-
tication of the ciphertext cannot begin until it is fetched on-chip.
Consequently, cryptographic latencies are added directly to the crit-
ical path of off-chip data fetches. Therefore, in this paper, we focus
our solution around counter-mode encryption and authentication.

Counter-mode encryption assigns a counter for each data block
that is used for encrypting/decrypting the block. While there are
various counter mode encryption and authentication algorithms,
one promising algorithm is Galois/Counter Mode (GCM) [17, 28].
GCM combines encryption and authentication operations very effi-
ciently, and has been demonstrated to be as secure as the underlying
AES encryption algorithm [17, 28]. In encryption, a unique encryp-
tion seed is input to the AES engine to obtain an encryption pad,
which is XORed with the plaintext to obtain the ciphertext. To guar-
antee security, a necessary condition in counter-mode encryption is
that each encryption pad value can only be used for encryption once,
so consequently the encryption seed value must also be used only
once. To encrypt a cache block, typically the encryption seed can
be composed of the concatenation of block address (to ensure spa-
tial uniqueness), a per-block counter that is incremented after each
use (to ensure temporal uniqueness), and an encryption initial vec-
tor (EIV – to ensure that pads used for encryption are different than
ones for other uses).

To generate a MAC for a block in GCM, an authentication seed
is input to the AES encryption unit to obtain an authentication pad.
The authentication seed must also be unique for each use, so similar
to encryption seed, it can be composed by concatenating an authen-
tication initial vector (AIV), block address, and a per-block counter.
The ciphertext together with additionally authenticated data (AAD)
are input to a function called GHASH. The AAD contains data that
needs to be authenticated but not encrypted. The GHASH function
consists of a short chain of bitwise XORs and Galois Field multipli-
cations. Finally, we can clip the MAC to the desired length based
on security requirements by taking its most significant bits (MSBs).
It is worth noting that a MAC in GCM is generated using a secret
key. Consequently, given a ciphertext, an attacker cannot generate a
valid MAC for it.

Performance-wise, most of the cryptographic latency comes
from generating encryption and authentication pads. Once these
pads are available, a ciphertext can be obtained through a bitwise

XOR, and a MAC can be obtained through the GHASH and XOR
operations. All operations past pad generation only require a few
cycles to complete. As a result, we primarily need to focus on hid-
ing the latency of pad generation.

4.2 Challenges in Providing Secure DSM Architectures
Secure processor architectures, which include counter-mode en-

cryption and Merkle Tree authentication, already have the capabil-
ity of providing secrecy and integrity to data in the local memory.
However, data transmitted between processors are not automatically
protected from attacks. The main challenges to providing such pro-
tection are: (1) how to allow data encrypted by one processor to be
decrypted by another processor, and (2) how to protect data that is
communicated among different processors.

The first problem, in counter-mode encryption, essentially im-
plies that communicating processors must share the same counter
that is used for encrypting a data block. However, counter shar-
ing necessitates communicating its value across multiple proces-
sors, implying that counters will be subjected to alteration attempts
by attackers. In counter-mode encryption, it is well-known that un-
detected counter modifications can be used by attackers to break
the encryption through reuse of encryption pads. Hence, we have
to deal with an open problem of how to provide secure counter
communication. In the past, researchers avoided the problem of
protecting counter communication by relying on information that is
naturally shared by multiple processors without needing communi-
cation. In bus-based Symmetric Multi-Processor (SMP) system, the
shared bus naturally provides a shared medium for all processors to
use for processor-processor encryption [21, 30]. Note that because
the global bus counter or bus data is used for encrypting processor-
processor communication (rather than the per-block counters used
for processor-memory encryption), such an approach relies on two
separate security mechanisms: one to handle processor-processor
communication, and another to handle processor-memory commu-
nication. We refer to this approach as a two-level memory encryp-
tion and authentication.

The same principle of two-level memory encryption and au-
thentication to avoid secure counter communication is applied in
Distributed Shared Memory (DSM) multiprocessors by Rogers et
al. [19]. Since DSMs use a point-to-point interconnect and lack
a shared communication medium that all processors can monitor,
their scheme relies on maintaining shared communication counters
between each processor pair that are incremented by each proces-
sor independently after encrypting or decrypting a block communi-
cated between the two. This way counters do not need to be com-
municated between processors in the common case. In a two-level
approach, since a remote read request involves two security mecha-
nisms, there are two major performance drawbacks. First, in order
for the full cryptographic latencies of a remote read request to be
hidden, all latency-hiding techniques associated with each crypto-
graphic operation must simultaneously succeed. This is illustrated
in Figure 1(a).

The critical path of the two-level approach includes decryption
and Merkle Tree authentication after local memory fetch (Circle 1),
re-encryption of the requested block and its MAC generation using
the processor-processor mechanism (Circle 2), and finally decryp-
tion and MAC verification at the requestor side (Circle 3). Each of
these cryptographic operations incurs a latency that needs to be hid-
den by latency-hiding techniques such as counter caching, counter
prediction, and pad pre-generation. Each technique is imperfect
(the counter cache may miss, counter prediction may mis-predict,
while pads may be pre-generated too late), and this contributes to
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Figure 1. Critical Path of a remote data request for a Two-Level
encryption scheme (a) and Single-Level encryption scheme (b).

the inability to fully hide cryptographic latencies. For example, if
individual techniques operate independently and the success rate of
each technique ranges from 70% to 80%, full latency-hiding only
occurs between 34% to 51% of the time (i.e. because 0.73 = 0.343
and 0.83 = 0.512), which means that a significant fraction of the
time only parts of cryptographic latencies are hidden. Note that
this is in addition to non-hidable latency such as the GHASH func-
tion in GCM. Another major drawback is the large amount of cryp-
tographic work which increases occupancy and contention at the
cryptographic engine, which could further exacerbate cryptographic
latencies. Overall, a two-level approach is bound to suffer from rel-
atively high execution time overheads and high complexity due to
employing two security mechanisms.

We note that the drawbacks of the two-level approach can be
avoided if we employ a unified encryption and MAC generation
scheme for both processor-memory and processor-processor com-
munication, as illustrated in Figure 1(b). On a remote request, the
home node fetches the ciphertext of a data block, and immediately
sends it off to the requestor. Only the requestor performs crypto-
graphic operations to decrypt the block and verify its MAC. This
cuts down the total cryptographic latencies in the critical path by two
thirds. More importantly, because only one latency-hiding mecha-
nism must succeed in order to hide the full cryptographic latency,
a single-level approach achieves lower and more stable overheads
than a two-level approach, as we will show in Section 6.

4.3 Single Level Memory Encryption

In a single-level encryption scheme, the per-block encryption
counter that was used to encrypt a data block in one node (e.g., the
home) is needed to decrypt it in another node (the requestor). Log-
ically, one may think that this counter can be cached at both nodes
and can automatically be kept coherent by the coherence protocol.
However, it is problematic to keep counters coherent when coher-
ence messages that ensure counter coherence are themselves subject
to security attacks, e.g. attackers can replay an old counter message
to force pad reuse. We can protect counter coherence messages us-

ing a separate security mechanism, but this increases complexity
and the difficulty of hiding latencies even more.

To avoid the complexity of relying on the cache coherence pro-
tocol to keep counters securely coherent, we adopt an alternative
approach in which a counter of a block can only be cached at the
home node and at the owner node (if any). For a data block in a
clean state, only the home can cache the counter value. For a data
block in the modified state cached at an owner, the owner eventu-
ally needs to encrypt the block and send it off to another processor
(due to intervention or write-back), and hence it is allowed to cache
the counter value temporarily until the block is replaced or becomes
clean. When a processor asks for an exclusive state for a data block
through an upgrade or read-exclusive request, the home processor
increments the counter value of the block, and replies with the new
counter value to the requestor. Certainly, this counter value must be
protected from tampering, so we protect it using the same mecha-
nism used to protect data communication (to be discussed in Sec-
tion 4.4). We will now discuss the latency-hiding aspect of this
approach, and leave the security aspect until later in Section 4.4.

Hiding Decryption Latency at the Requestor. In our single-
level memory encryption, typically the only node that performs a
cryptographic operation is the requestor of a data block, which must
decrypt the block before it can use it. The key to successful latency-
hiding at the requestor is that the requestor must have the counter
to pre-generate the appropriate decryption pad before the data ar-
rives. Since the requestor is not allowed to cache the counter, the
home node that caches the counter must supply the counter early.
Fortunately, with simple coherence protocol modifications, this is
achievable. Figure 2 shows how various scenarios are handled. The
first scenario is when the requested data is in the home node’s lo-
cal memory (Figure 2(a)). In this case, the home looks up its local
counter cache to obtain the block’s counter (CTR). If it finds the
counter, it forwards the counter immediately to the requestor, and
in parallel begins to fetch the data block ciphertext (CTEXT) from
its local memory. The counter value arrives at the requestor one
memory-latency before the data, allowing the requestor to generate
the decryption pad ahead of receiving the data ciphertext.

Figure 2(b) shows another scenario in which the data block re-
quested is also in the home processor’s cache (in plaintext form
because it is on chip). Before forwarding the data block to the
requestor, the home processor must first encrypt the data block.
In parallel, it sends the counter value to the requestor. The re-
questor, upon receiving the counter, immediately pre-generates the
pad needed to decrypt the ciphertext of the data block that is still yet
to arrive. In this case, the one pad generation latency at the home
node is exposed, but the pad generation latency at the requestor is
hidden. This is still better than the two-level approach which in
the worst case can suffer up to three pad generation latencies. Fur-
thermore, the scenario in Figure 2(b) may be rare because typically
different processors work on different data, so a remote read rarely
finds the data in the clean state at the home processor’s cache (if the
state of the data is dirty, it is handled in the next scenario).

Figure 2(c) shows a scenario in which the data is owned by an-
other processor. In this case, the home node will forward the request
to the owner, and in parallel send the counter value to the requestor.
When the data block owner receives the request, it will first encrypt
the data block and send it to both the home processor and the re-
questor. The requestor still receives the counter before it receives
the data, and can overlap pad generation with the communication
latency. However, one pad generation latency at the owner is ex-
posed. Unfortunately, compared to the scenario in Figure 2(b), this
case quite frequently occurs when different processors share data
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Figure 2. Coherence protocol modifications for hiding cryp-
tographic latencies of remote data request in our single-level
counter mode memory encryption when data is supplied by the
home node’s local memory (a), home node’s cache (b), remote
owner (c), and remote owner with an owned block pad buffer (d).

that is frequently written (both true and false sharing). Hence, we
seek ways to optimize this scenario next.

Hiding Encryption Latency at the Sender/Owner. In Fig-
ure 2(c), the encryption pad generation at the owner’s side is in the
critical path. In Figure 2(d), we illustrate an optimization to move
the latency off the critical path. To achieve that, when a data block
becomes dirty or modified, immediately we trigger its encryption
(and authentication) pad generation. These pads are then stored in
a small buffer called the Owned-Block Pad Buffer. We only pre-
generate pads for modified blocks because these are the only blocks
that have a possibility to be intervened by another processor. When
an owner receives an intervention for a data block, if it finds pads
for the block in the owned-block pad buffer, it can immediately en-
crypt and generate the MAC for the block in a few cycles, and send
the block off to the requestor.

One important question is how large the owned-block pad buffer
needs to be. We observe that frequently communicated blocks typi-
cally reside in any one cache for only a short time since they receive
interventions quite frequently (e.g. shared locks), and that blocks
that have been in the modified state for a long time are unlikely to be
intervened frequently. Therefore, the owned-block pad buffer only

needs to store pads for the blocks which are most recently upgraded
to a modified state. We find that a 32-entry owned-block pad buffer
is sufficiently large to ensure that in most cases, pre-generated pads
are available for intervened data blocks.

Local Counter Management and Counter Prediction. Note
that Figure 2 assumes that the home finds the counter in its local
counter cache for each request. If this is not the case, the home must
first fetch the counter from the local memory before the counter can
be sent to the requestor. The frequency of this case can be made
very rare with a good counter caching policy at the home. Since
a home node only caches counters of blocks that are in its local
memory, the counter cache size can be kept constant regardless of
the number of processors in the DSM. In fact, when a cache block
is shared by multiple processors, the first processor that requests
the data block from its home node will cause the home node to
cache the counter of the block, effectively prefetching the counter
for subsequent processors that want to fetch the block. In addition,
since block counters can be small (e.g. 8 bits), a counter cache
block can hold many counters from many cache blocks. Hence, the
common case is that the home finds a counter of a requested block
in its local counter cache.

Furthermore, the requestor can employ a counter prediction
mechanism such that even if a home node cannot find the counter
in its local counter cache, the requestor can still pre-generate pads
ahead of time. For example, each processor can keep track of the
last counter value of remote blocks that it has recently evicted. If
the last value is zero, it is highly likely that it corresponds to a read-
only block for which the counter value will remain zero, hence we
can start pad generation assuming that the counter value is zero. In
addition, tracking such zero-valued counters is very space efficient
since we only need a single bit per counter. We use a mask buffer
to store these bits, with a bit value of “1” indicating a particular
counter was last seen as zero. We find that a 32 entry mask buffer
is able to provide effective counter prediction of zero-valued coun-
ters. When a node sends a data request to a remote node, it can send
along the predicted counter value that it used for pregenerating its
pad. If the predicted value of the counter is correct, the home node
can skip sending the counter value to the requestor, hence we have
an additional benefit of conserving network bandwidth. We note
that there are many other ways for predicting counter values and it
is beyond the scope of the paper to search for the best counter pre-
diction scheme exhaustively. However, we find that even this simple
counter prediction scheme can achieve high accuracy of 76% (Sec-
tion 6).

Summary. Overall, we have shown that cryptographic latency-
hiding can be achieved through simple coherence protocol modi-
fications that allow the home node to forward counter values, pad
pre-generation at owner nodes for modified blocks that they cache,
and relatively simple counter prediction at the requestor. With these
mechanisms in place, pad generation latency is exposed in only a
few cases, and even in these cases, only one pad generation latency
is exposed.

Small architecture components are added to each processor as
shown in Figure 3. A secure processor architecture for unipro-
cessor systems already contains a cryptographic engine and local
counter cache. Over them, we add a 32-entry owned-block pad
buffer to hold pre-generated encryption and authentication pads, and
a 32-entry mask buffer to store the bit masks indicating zero-valued
counters for counter prediction.
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Figure 3. Architecture modifications to a node

4.4 Single-Level Memory Authentication

In this section, we will discuss the security aspects of our
scheme. Since data is always communicated as ciphertext, pas-
sive attacks are protected against. We now discuss our mechanisms
to ensure that active attacks are detected. Memory authentication
in DSM systems requires protection not only from attacks on data
loaded from a processor’s local memory, but also from attacks on
data communicated between processors across the system intercon-
nect. Protection of data loaded from off-chip memory has been pro-
posed in a prior study [3] in the form of Merkle tree authentication
for uniprocessor systems. However, as with counter-mode encryp-
tion, it is not an easy task to extend Merkle tree based protection to
protect data communicated between processors. It may seem pos-
sible to cover the entire shared memory with a single Merkle tree
which is distributed across all processors. However, keeping the
Merkle tree nodes coherent is similar to the problem of keeping
block counters coherent, as discussed in Section 4.3.

To avoid the significant complexity of supporting a coherent
global Merkle Tree, we adopt an alternative approach. Each node
maintains its own local Merkle Tree that covers only the node’s lo-
cal memory, and a lightweight message authentication protocol pro-
vides authentication for all data communicated in a DSM system. In
a traditional early authentication protocol such as that used in [19]
and illustrated in Figure 4(a), protection is provided as follows. To
send a message X over the interconnect from node A to node B, the
message authentication code (MAC) of the message is first com-
puted at the sender A as MAC = HK(X), where HK(.) is a cryp-
tographic keyed hash function with private key K. Upon receiving
the message, B recomputes HK(X) and compares it against the
received MAC. If either X or the MAC has been altered, the recom-
puted MAC will mismatch at B. B then sends an acknowledgement
message back to A to indicate the receipt of the message. Attack-
ers cannot generate a correct MAC for a given value of X or for an
arbitrarily chosen value since they do not know the secret key K.
However, this approach may be vulnerable to replay attacks where
the value of X and its MAC are replaced by old, stale values that an
attacker has recorded, unless another protection mechanism is used
to prevent such attacks. In addition, the MAC computation is in the
critical path of communicating X from A to B.

Our approach uses a different delayed protocol as illustrated in
Figure 4(b). First, node A sends X to node B (we refer to it as the
forward edge). Node B then computes the MAC for the message
value it receives and sends it back to node A piggybacked to the
standard acknowledgement message (we refer to it as the backward
edge). Node A knows the original value of X so it can recom-

A BA B

(a) (b)

X, MAC

Ack

X

Ack, MAC

Figure 4. High-Level illustration of an early (a) versus our delayed
(b) authentication protocol.

pute HK(X) and match it against the received MAC. If either X or
the MAC have been tampered with, the recomputed MAC will mis-
match at A. Note that both protocols incur the same cryptographic
work, but our approach incurs no delay in the latency-critical path
of communicating X from node A to node B. If the communication
already involves such a loop (both forward and backward edges are
naturally present), no extra bandwidth is consumed over the tradi-
tional early protocol. In addition, our approach supports protection
against replay attacks as we will describe below.

While attackers cannot inject a valid message or compute a valid
MAC given a message, attackers may attempt to reroute a message
destined for one node to another node. To detect such attempt, the
MAC computed by node B should include its own processor ID, i.e.
MAC = HK(X, IDB). Meanwhile, node A can remember the
message value X and its intended destination IDB in its structure
which tracks outstanding transaction, so it can compute the MAC
that it expects to receive from node B. If the received MAC mis-
matches, then it has discovered a message tampering or rerouting
attempt by the attacker. Similarly, attackers may attempt to replay
an old message. As a general mechanism to detect such attacks,
the sender node A may piggyback a unique timestamp IDA||TS
to each message. TS can be a monotonically increasing message
counter that each node increments when it sends a forward-edge
message. Thus the combination of a processor’s ID and current
message counter forms a unique timestamp for each message. Node
A can also store the timestamp value in the outstanding transaction
table. Node B must compute the MAC that includes the timestamp
it receives, i.e. MAC = HK(X, IDB , IDA||TS), and send the
MAC to A in the backward edge. Since no two messages share the
same timestamp value, the computed MAC is always unique. Over-
all, our protocol is able to detect communication attacks such as
message tampering, message reroute, and message replay without
adding delay to the critical path of communication.

In our secure DSM coherence protocol, we can identify five
main types of communication: request (sent by a requestor to the
home), data response (data sent by the home or owner as a response
to a request), non-data response (acknowledgement or negative ac-
knowledgment as a response to a request), write-back (data sent to
the home by an owner), and counter (per-block counters sent to
requestors to enable decryption latency hiding). In principle, it is
straightforward to protect them all by (1) requiring that all of them
to have loops (adding backward edges when necessary), and (2) ap-
plying our delayed authentication protocol to protect them.

Based on this classification of messages, we identify two pro-
tection levels that seem to be reasonable. The first is simply full
protection in which all types of communication are protected us-
ing delayed authentication. Full protection’s security level is the
strongest since all messages in the system are cryptographically
protected. Another option is to provide data-counter-only protec-
tion in which only communications that include data and counter
values are protected (i.e. data response, write-back, and counter
messages), but others are not (i.e. request, and non-data response
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messages). We note that requests, invalidations, and other non-data
messages are directly involved in maintaining the correctness of co-
herence protocol implementations and hence their tampering will
result in anomalous coherence protocol operations. For example, a
non-home node could receive a read request or an invalidation could
be received by a node that does not cache the block. So it may be
an attractive option to use data-counter-only protection and rely on
coherence protocol anomaly detection to further deter attackers.

While the above discussion of our delayed authentication pro-
tocol provides a framework for us to provide protection, another
interesting issue is with regard to optimizations of different cases
in terms of efficiency or flexibility. For example, a node requesting
data will receive both a counter value and clean data from the data
provider. As such, for both communication types, the requestor can
send a single backward edge message for validation, rather than two
separate backward edge messages. In the following subsections, we
provide a more concrete discussion of how to apply the delayed au-
thentication protocol to protect DSM systems.

4.4.1. Authenticating Data Response and Counter Messages.
The first type of protection we discuss is that for data response and
counter messages. As we mentioned, since these messages are al-
ways paired, we can merge the protection of each with a single
MAC on the backward edge message. Figure 5 shows the steps
of our process to authenticate data communicated to a requesting
processor, where in this case the data is supplied by the data’s home
node. This figure also notes the roles of various messages and mes-
sage components as they relate to our delayed authentication ap-
proach described in the previous section. This scenario matches
that in Figure 2(a), except that now we augment its security through
message authentication. When the home node receives the data re-
quest, it first sends the block counter as the forward message of
counter communication (Circle 1b). At the same time it fetches both
the data ciphertext (CTEXT) and also the block’s MAC – which is
the lowest level MAC in the node’s local Merkle tree and is gener-
ated as described in Section 4.1 (Circle 1a). Then the home sends
the forward message for the data response which consists of the ci-
phertext, its MAC, and a message counter (MCTR) (Circle 2). The
MCTR is the per-processor, on-chip message counter value as de-
scribed in the previous section. The MCTR and processor ID will
form the timestamp used to prevent replay attacks. Each processor’s
message counter is stored in an on-chip, non-volatile register so that
its value remains even across system resets. Also, each processor
will need to buffer the MCTR values for outstanding messages so
that it can be used to verify the response MAC that is included in
the backward edge acknowledgement message. This is needed so
that processors can have more than one outstanding transaction at a
time. Also, note that we choose to send the block’s MAC value in
this message. We describe the reason for this below, but note that
this MAC is not in the critical path of sending the data response.

Upon receiving the data response message, the requestor de-
crypts the data for use by the processor. Then it verifies the MAC
of the ciphertext, which ensures that the ciphertext, block counter,
and MAC combination are valid, since the counter is a component
of MAC generation using GCM (Circle 3). Thus, up to this point,
the only option for an attacker is to attempt a replay attack by pro-
viding stale, but corresponding block counter, ciphertext, and MAC
values. However, our delayed authentication protocol still has one
more step, the backward edge MAC, which ensures that both the
counter and data response messages are free from tampering, in-
cluding replay. The MAC computed (Circle 4) for the backward

edge message (MSGMAC as shown in the figure) is computed based
on the components shown in Equation 1.
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Path
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MCTR = timestamp for authenticationData response forward edge

Figure 5. Steps for authenticating data sent to a request-
ing processor across the interconnect.

MSGMAC ⇐ HK(MAC||PIDR||PIDH ||MCTR) (1)

The MSGMAC is computed by the requestor following the
general process described in the previous section for backward
edge MACs. Again, the combination of the home’s PID (PIDH )
and the home’s message counter (MCTR) form the timestamp to
make each MSGMAC computation unique, and the requestor’s PID
(PIDR) ensures that messages cannot be rerouted. The final com-
ponent is the data block’s MAC. Since a replay attack on data re-
sponse message must roll-back the block ciphertext, block counter,
and block MAC in unison, verifying that the correct block MAC
was received by the requestor allows the verifying processor to en-
sure that such a replay attack did not occur.

Finally, the MSGMAC is piggybacked to the traditional ac-
knowledgement message (Circle 5), and the home node can then
verify MSGMAC (Circle 5) by recomputing it based on the com-
ponents that it knows the requestor should have used. If any of the
components of the counter or data response messages have been
modified, the MSGMAC verification will fail. Additionally, an at-
tacker cannot generate a correct MSGMAC because: (1) they do not
have the secret key of the keyed-MAC function, (2) the timestamp
included in the MSGMAC ensures that MSGMAC values do not re-
peat, and (3) the home node always knows the components that it is
verifying in the MSGMAC.

We would like to point out that we have made the design choice
to include the block’s MAC value in the data response message and
have this verified by the requestor for the following reason. This
prevents an attacker from being able to forge any arbitrary value
that the requesting processor will receive and use before the tam-
pering can be detected at the home node through the MSGMAC.
However, if this issue is not a concern, it would be straightforward
to eliminate the block’s MAC from the data response message and
have the MSGMAC computation include both the block ciphertext
and block counter instead of the MAC value. Finally, we note that
the procedure of authenticating a counter and data response mes-
sage is similar if the data is provided by a remote processor which
currently owns the data. The main difference is that in this case, the
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backward edge message and MSGMAC are communicated between
the requesting and owning processors. Additionally, the owning
processor may also be required to flush the data to the home node
using the writeback protocol discussed in the next subsection.

4.4.2. Authenticating Data Writeback Messages. For authenti-
cating writeback messages from a node owning a data block to the
home node we apply another optimization compared to the basic
delayed protocol described in Section 4.4, which allows us to elim-
inate the backward edge message. The key observation is that due
to the way our encryption scheme manages the per-block counters,
both a node owning a data block and the data’s home node know the
correct, current block counter value. Therefore, the block counter
value can be used as the timestamp in the MAC computation for
writeback messages. The owner of the data block can first generate
the block ciphertext and MAC value using GCM and the per-block
counter, and then send the ciphertext and MAC in the writeback
message to the home node. Then the home node can use its known
block counter value to recompute and verify the MAC of the re-
ceived ciphertext.

Attackers cannot alter the ciphertext or MAC without trigger-
ing a failed MAC verification at the home node. Additionally they
cannot replay an old ciphertext and MAC pair. The reason is that
this would require also replaying the block counter value since it
is included in the MAC computation, but this is infeasible since
both the owning node and the home node know the correct counter
value. The advantage of including the MAC value on the forward
edge for writeback messages is that it still prevents replay attacks,
and writeback messages are typically not latency-critical. This also
relieves the owning processor from having to send its current mes-
sage counter value to the home node with the writeback message
and from having to buffer the MAC value that it would expect to
see on the backward acknowledgement edge from the home node.

4.4.3. Authenticating Request and Other Non-Data Coherence
Messages. The last types of messages that may require authentica-
tion are coherence messages which do not contain data or counters
such as request, invalidation, and intervention messages. For these
types of messages, we can apply the delayed authentication proto-
col in a straightforward manner. In full protection, along with each
forward edge request, invalidation, or intervention message, the ini-
tiating node will also send its message counter value. Then the node
receiving the message can compute the response MAC based on the
timestamp of the message counter and initiator processor ID as well
as the content of the received message. This MAC is sent along with
the backward edge reply, ACK, NACK, etc. message to be verified
by the initiating node.

Protection of these messages may be important in protecting cer-
tain types of attacks. For example, if an invalidation message is
dropped by an attacker, then the node meant to receive that message
may continue to use stale data from its cache, resulting in an indirect
replay attack. By cryptographically protecting these messages, we
can prevent such attacks because the initiator of the message will
expect to see a valid MAC of the message returned to it, and the
attacker cannot generate this valid MAC.

4.5 Security Analysis
In the previous sections we have discussed how our authentica-

tion mechanisms protect the various types of messages in our secure
DSM system, and how this protection can prevent various attacks.
Now we will reiterate the security of our delayed authentication pro-
tocol for DSM systems by identifying some of the major attacks that
may be attempted and how our schemes can prevent these attacks.

First and foremost, attackers may attempt to tamper with ciphertext,
block counter, or MAC values in the system in hope of discovering
some plaintext information or altering the execution of an applica-
tion. However, since all data and block counter communication is
protected by the data’s cryptographically secure MAC value, attack-
ers cannot tamper with any of these components without triggering
a failed MAC verification. In addition if an attacker tries to replay
all three components in unison to a requesting processor, this will be
detected when the node that supplied the data verifies the response
MAC included in the backward edge message. Since the response
MAC includes information from the original message plus a unique
timestamp, attackers also cannot forge this response MAC.

Attackers may also attempt to manipulate the system in other
ways than just by modifying data or counter values. For example,
attackers may attempt to drop messages. However, doing this will
simply result in a timeout and retry if the initiating node does not
receive a backward edge acknowledgement message. Additionally,
attackers cannot forge such messages since they cannot generate the
valid MAC that should accompany backward edge acknowledge-
ment messages. Attackers may also attempt to reroute a message
destined for one processor to another, however this is prevented be-
cause the response MAC to authenticate the message contains the
destination node’s processor ID.

Finally, we would like to reiterate that it may not be strictly nec-
essary to protect all types of messages cryptographically with MAC
values (full protection as discussed in Section 4.4). We believe that
messages containing data, counter, or MAC values will certainly re-
quire this type of protection since this information is not directly
used to maintain the coherence protocol. However, other types of
messages and other message information such as invalidation and
request messages and the type of a message typically have a direct
effect on the state of the coherence protocol. Therefore tampering
with these messages may be better protected by having a mecha-
nism to report an abnormal amount of coherence protocol anoma-
lies, as discussed in [19]. Nonetheless, our DSM authentication
mechanisms allow for cryptographic protection of such messages if
required.

5 Experimental Setup

We model our DSM system using a detailed execution-driven
simulator based on SESC [8], an open source simulation environ-
ment. The simulated DSM system consists of 16 2GHz, 3-way out-
of-order issue processors as the default. Each processor has separate
data and instruction L1 caches that are both 16KB, 2-way with 64B
lines and a 2 cycle hit latency. The L2 cache of each processor
is 256KB, 8-way associative, with a 64B block size and 10 cycle
round-trip hit latency. The reason for choosing a relatively small L2
cache for the evaluation is to induce higher miss rates that would
stress our protection mechanisms more. For our protection mech-
anism, we model our single-level encryption scheme (Section 4.3
and the data-counter-only authentication scheme (Section 4.4). The
memory system uses round-robin page allocation among the proces-
sors with 4KB pages. Each processor uses a 1 GHz, 4-Byte wide,
split transaction memory bus to access the main memory with a 200
cycle uncontended round-trip latency. The processors are connected
by a hypercube network with fixed-path routing. Each link has a
bandwidth of 2 GB/s and the hop delay is 50ns modeled after the
SGI Altix [24]. A MESI cache coherence protocol is implemented
using a full bit vector with a home-based directory using reply for-
warding.
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The hardware for our protection scheme includes a default
32KB, 8-way counter cache to store the block counters of fre-
quently accessed blocks in a processor’s local memory. This cache
is the same as in uniprocessor memory encryption schemes. For the
owned-block pad buffer, we use a 32-entry FIFO buffer having a
total size of 1 KB. For counter prediction, we add a small 32-entry
mask buffer for storing a bit vector of which data blocks last had
a counter value of zero. The total size of the bit vector is approxi-
mately 512 Bytes because each entry is 16-bytes in size. We assume
a 2-cycle latency for accessing the pad buffer and mask buffer. The
AES encryption engine is pipelined with an 80 cycle latency and 5
cycle occupancy. On a 2 GHz processor, this is comparable to the
37ns implementation shown in [9].

To evaluate our scheme, we use all 12 applications from the
SPLASH-2 benchmark suite [26]. We use the standard input sets,
and simulate all applications from start to completion with no fast
forwarding or sampling. Table 1 shows the global L2 miss rate
(number of L2 misses divided by all memory reference instruc-
tions), local L2 cache miss rate (number of L2 misses divided by L2
accesses), and percentage of L2 misses satisfied by a home node’s
local memory, of each application running on the simulated DSM
without any security protection.

Table 1. Our applications and their memory access statistics.

App Glb L2 MR % Local L2 MR % % Home Reqs
Barnes 0.05% 3.3% 64%
Cholesky 0.24% 45.9% 88%
FFT 0.83% 63.0% 99%
FMM 0.04% 18.9% 60%
LU 0.05% 24.4% 80%
Ocean 1.05% 27.4% 75%
Radiosity 0.07% 28.4% 66%
Radix 0.65% 22.3% 96%
Raytrace 0.39% 22.3% 91%
Volrend 0.26% 34.6% 89%
Water-n2 0.04% 6.4% 50%
Water-sp 0.03% 12.1% 88%

6 Evaluation
6.1 Overhead of DSM Data Protection

In Figure 6 we show the execution time overhead our single-level
DSM data protection scheme, normalized to a DSM system with no
support for data encryption or authentication. For comparison, we
also show the overhead of the two-level, CACHED scheme from the
previous work on data protection for DSM systems [19]. We com-
pare against this scheme since it is the only one which is similar to
ours in that it meets the design criteria of small on-chip storage over-
heads and the ability to scale to arbitrarily large DSM system sizes
(in terms of number of processors in the DSM). However, we note
that this scheme on its own cannot prevent all data replay attacks, so
we augmented it with the ability to detect replay attacks using our
delayed authentication technique discussed in Section 4.4. Thus,
the two schemes are also comparable in terms of security strength.

From this figure, it is clear that while both schemes are similar
in terms of small hardware support, the ability to support large sys-
tems, and security, our single-level scheme provides significantly
better performance than the CACHED two-level scheme. The av-
erage overhead across all applications of our scheme is 1.6% while
the overhead of CACHED is 5.3%, representing a reduction of over-
heads by a factor of 3.3×. In addition, there are several applications
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Figure 6. The execution time overhead of our single-level DSM
data protection scheme versus previously proposed two-level
protection using the CACHED scheme with 4-entry communi-
cation counter table [19].

which suffer from fairly significant overheads under the CACHED
scheme, for example ocean and radiosity at 16.3% and 10.7% re-
spectively. Our scheme reduces these overheads to 7.0% for ocean
and 2.1% for radiosity. Equally important is the number of cases
in which the execution time overheads are practically negligible.
With CACHED, there are nine benchmarks that are slowed down by
more than 2%, while for our proposed single-level scheme there are
only three benchmarks slowed down by more than 2%. Since DSM
systems are typically very pricey and they are often used to run
critical applications, it is likely that performance overheads such as
those seen for the worst-case applications with a two-level scheme
are not tolerable. Additionally, the performance of our single-level
scheme is more stable than that of the two-level scheme. With a
standard deviation of 1.9% in execution time overhead, our single-
level scheme provides more confidence to users that their applica-
tions will perform acceptably well than the two-level scheme with a
standard deviation of 4.3%.

The central reason for the high performance overheads of the
two-level scheme shown in Figure 6 is that cryptographic laten-
cies may be exposed at multiple points in the critical path of a data
fetch from a remote processor. More specifically, there are three
points in this critical path where cryptographic delays may occur
as shown in Figure 1 ( (1) when a memory block requested by a
remote processor is fetched on-chip by the block’s home proces-
sor and decrypted, (2) when the block is encrypted again to be sent
to the requesting processor, and (3) when the requesting processor
receives and decrypts the block on-chip). Our data confirms this ob-
servation: on average, cryptographic latencies are at least partially
exposed at point (1) 9% of the time, at point (2) 29% of the time,
and at point (3) 46% of the time. This means that roughly only
(1− 0.09)× (1− 0.29)× (1− 0.46) = 35% of the time full cryp-
tographic latencies are hidden in the CACHED scheme (versus 82%
of the time for our scheme – we will discuss the result in Figure 7
later). This shows that two-level schemes are inherently inefficient
because there are too many points on the critical path where delays
can be introduced.

Now that we have examined the performance of our single-level
DSM data protection scheme, we will take a closer look at the rea-
sons for its low performance overhead. Figure 7 shows the percent-
age of off-chip data requests for which the decryption pads are fully
generated (pad hit), partially generated (pad half-miss), or not gen-
erated (pad miss) when the requested data arrives on-chip. If a pad
is fully generated, the decryption latency is totally hidden, while if it
is partially generated then the latency is partially hidden. From this
figure, we can see that for most applications and on average the full,
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critical-path decryption latency is hidden 80% of the time or more.
Additionally, the percentage of requests which suffer from the full
decryption latency is less than 1% in almost all applications. On
average, 82.4% of the time pad generation latency is fully hidden,
17.1% of the time it is partially hidden, while only 0.5% of the time
the latency is fully exposed.
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Figure 7. Fraction of off-chip data requests that experience pad
hit (full latency- hiding), half-miss (partial latency-hiding), and
miss (no latency-hiding).

To further explain the performance of our scheme, we present
Figures 8 and 9. In Figure 8, we show the percentage of off-chip
data requests for which we correctly predict the counter value for
the data block. In Figure 9 we show how frequently the home node
of a data block finds the requested block’s counter cached in its lo-
cal counter cache. This percentage is the total height of the two
bars, and it corresponds to the percentage of data requests in which
the home node can reply with the data’s counter early to hide the
decryption delay at the requestor. However, with our counter pre-
diction scheme, if the counter has been predicted correctly by the
requestor, the home node does not need to reply with a separate
counter message. The gray portion of the bars shows how frequently
this event occurs.
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Figure 8. Percentage of requests for which the counter value is
correctly predicted.

Figure 8 shows that despite its simplicity, our counter predic-
tion scheme is very successful at correctly predicting counter val-
ues. The correct prediction rate is 76% on average, and over 90%
for 5 applications. This high prediction rate benefits our scheme
in two ways. First, if counters are predicted correctly, then it is
very likely that the decryption pad is fully pre-generated before it
is needed, thus fully hiding the decryption latency. Also, as shown
in Figure 9, we can eliminate a large number of separate counter
messages from the home processor to the requestor. This reduces
the pressure placed on interconnect bandwidth, because a separate
counter message requires more overhead than simply including the
counter value with the data of the reply message. Figure 9 also
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Figure 9. Local counter cache hit rate and portion of counter
messages skipped due to correct prediction.

shows that, when counter prediction fails, most of the time we can
still hide the decryption latency by forwarding the correct counter.
This figure shows that a block’s counter value can either be pre-
dicted or sent early over 90% of the time in most cases, and 91% of
the time on average.

The final comparison we make between our single-level scheme
with the previously proposed two-level scheme is on the AES unit
bandwidth utilization shown in Figure 10. This figure shows that
due to the reduced amount of cryptographic work, for most applica-
tions we observe a large decrease in AES utilization with our single-
level scheme. For all but two of the applications, we use the AES
unit 30% less than in the two-level scheme, and for some appli-
cations this savings is closer to 40%. This result shows that we
provide secure data encryption and authentication in a DSM system
with fewer cryptographic operations required compared to a two-
level scheme.
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Figure 10. The normalized AES bandwidth usage of single-level
vs. two-level DSM data protection.

6.2 Sensitivity Analysis
In Figure 11, we show how our single-level DSM data protection

scheme performs as the number of processors in the DSM system
increases. Again, the performance is shown as execution time nor-
malized to a DSM system with equivalent configuration but with no
support for data protection.

It is clear from this figure that the overheads of our protection
scheme remain low as the number of processors increases. In fact,
in most cases and on average the overhead decreases with respect
to the system size. On average, the overhead goes from 1.6% on
16-processor DSM to 1.0% for both 32-processor and 64-processor
DSM system. The worst-case overhead also improves significantly
from 7.0% on 16 processors down to 4.9% on 32 processors and
2.4% on 32 processors. With a larger DSM size, there are more
remote data requests because data is scattered around more nodes.
However, at the same time communication latencies increase with
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Figure 11. Execution time overhead of our single-level DSM data
protection scheme across system size.

the number of processors since data must travel more hops across
the interconnection network on average, making the impact of cryp-
tographic latencies less significant relative to the total remote data
fetch latencies. The figure shows that in general, the increase in
inter-node communication is the more important factor, resulting in
execution time overheads of just 1% as the DSM size increases.

7 Conclusions
In this paper, we have proposed a single-level data encryption

and authentication scheme to protect the confidentiality and in-
tegrity of data in Distributed Shared Memory multiprocessors that
use a point-to-point interconnect. Our scheme reduces the amount
of cryptographic work by a factor of three compared to a previ-
ously proposed two-level approach, and reduces the average execu-
tion time overhead by a factor of 3.3× (from 5.3% to 1.6%). In
addition, our single-level scheme reduces the performance penalty
of applications that suffer from intolerable overheads with a two-
level scheme down to a much more acceptable level. The overheads
due to our single-level scheme are also much more stable than those
seen with a two-level scheme. Our approach requires only relatively
minor modifications to secure processors used for uniprocessor sys-
tems, and can scale to large numbers of processors.
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