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9:00 to 10:30

« Overview of Formal Verification, especially Dynamic Verification

* Overview of MPI

« Demo of our tool ISP

* Architecture of ISP

* Presentation of Any_src_can_deadlock (from Umpire test suite)

e Our algorithm POE (Partial Order avoiding Elusive interleavings)

« Presentation of POE-Illustration

* Present details of POE-Illustration: ISP’s Eclipse framework and GUI
« Boot into LiveDVD and practice on POE-Illustration



10:30 to 11:00

 (Coffee Break

« |MPORTANT : Please give feedback before it is too late

« Too fast?
» Too slow ?
Just right !l ?
* Assuming a lot ?

Other suggestions ?

«  We will TRY to take into account these valuable suggestions!



11:00 to 12:00

 |llustration of Resource Dependent Deadlocks, and Detection
* [llustration of Resource Leak, and Detection

* |probe behavior, and illustration using GUI

« Assertion Violation in Red/Blue Problem

« Audience Participation in Above Exercises

« |SP’s Theory : MPl Happens-before

Also called “matches before, completes before” in the tool



12:00 to 12:30

« Example of Matrix Multiplication: Four Variations
« Analysis of these variations using ISP, with Audience Participation



14:00 to 15:00

« Assisted Problem Solving by Audience



15:00 to 15:30

* Overview of Dynamic Verification of Shared Memory Thread Programs



16:00 to 17:30

« Dynamic Verification of Thread Programs using Inspect
« Concluding Remarks



Overview of
Formal Verification methods
for Validating Concurrent Systems

About 30 minutes - by Ganesh



Problem: Engineering Reliable Concurrent Systems

& MPI Project? - Microsoft Visual Studio

File Edit View Project Build Debug Tools Window Help
(-G @ | %GB0 E-5 | b Debug < Win32 - | e M o BN R
(E R A A 2083 8385Q75
iRunlSP #Procs: 4+ Config Java GUI Source Analyzer | Status: Source Analyzer Running _ Output
[Solution Fynlorer - MPIPr = 3 X | YT T ) \Showoutpmlrom: 5P - @R ||

o) IspStepperGui =] [52] [2 10 2 1 Barrier d:\users\avo\documents\visual studic 2008\projeci

Transtions Interleavings
Intedeaving: 172 Deadlock in Interieaving 2 Transition list for 2
o Barrier d:\users\avo\documents\visual studio 2008\project:
Rank 0 - File: d: studio npi Ranks 1,2, 3 - Fle: d: sy ol } Send d:\users\avo\documents\visual studic 2008\projects\m

project2\mpi project2\mpi project2.cpp - Line: 37
MPI_Barericomm = MPI_COMM_WORLD)

project2\mpi project2\mpi weaz
{ COMM WORLD)

 foprocs < 3)
prinf ("ot enough tasks\n"):
else f frank ==

//deep (60);
MPI_recv (buf0, buf_size, MPL_INT, MPI_ANY_SOURCE
MPI_Recv (buf1, buf_size, MPI_INT. 2, 0, MP COMM_Wy

NP Send buf1, bul_siz. MPLINT. 2, 0.MPLCOMM W
ecv (buf1, buf_size. MPLINT,

tip ANY _SOURCE. 0, MPI_COMM_WORLD, 3status):

MPI_Wat (éreq, dstatus);

.(euseu.ank =2
memset (buf0, 0. buf_size):
MPI_Send (buf0, buf_size. MPI_INT. 0, 0. MPI_COMM_W/
MPI_Recv (buf1. buf_size. MPI_INT. 0. 0. MPI_COMM_W
MPI_Send (buf1. buf size. MPIZINT. 0, 0, MPI_COMM_W.
.(euse i rank == 1)
memset 1,1, sz
// sleep (30)
MPI_Send (buf1, buf_size. MPI_INT. 0, 0. MPI_COMM_W,

MPI_Barrer (MPI_COMM_WORLD):
MPI Finaiize ()

i ] v

Rank 1: MPL_| P
F\‘ankZ P Barerconm - MPI_COMN_VORLD)
I = MPI_COMM_WORLD)

HPLB-h' (MPI_COMM_WORLD):
i{ {nprocs < 3)

prinf ("ot enough tasks\n'):
?w # fank == 0)

//sleep (80):
MPI_krecv (buf, buf_size, MPL_INT, MPI_ANY_SOURCE. 0, MPI_
MPI_Recv (buf1, buf_size. MPI_INT. 2. 0. MPI_COMM_WORLD. &

MPI_Send (buf1, buf_size, MPI_INT. 2. 0. MPI_COMM_WORLD);
MPI_Recy (buf1, buf _size, MPLINT,

MPIZANY_SOURCE. 0, MP|_COMM_WORLD, &status):
MPI_Wat (&req, dstatus):

i

o k==
memsat (buf0, 0, buf_size):
MPI_Send (buf0, buf_size, MPL_INT. 0. 0. MPI_COMM_WORLD):
MPI_Recv (buf1, buf size, MPIINT. 0, 0, MPI_COMM_WORLD. &
MPI_Send (buf1., buf. PILINT, 0. 0, MPI_COMM_WORLD):

i
else f (ank ==
et U1, 1, buf_size):

MPI. Send ﬂauﬂ buf_size, MPI_INT, 0, 0, MPI_COMM_WORLD);
< [ . ] >

n

11 2 2 Recv d:\users\avo\documents\visual studio 2008\projects\:

ion list for 3
Barrier d:\users\avo\documents\visual studio 2008\project:
Barrier d:\users\avo\documents\visual studio 2008\project:

No Matching found!!!

Deadlock Detecte:

Killing program D:\Users\avo\Documents\Visual Studioc 2008\Project:

job aborted:

3: charon2: 1: aborting MPI_COMM WORLD, error 1, comm rank

: exit code: message
terminated

1: aborting MPI_COMM _WORLD, error 1, comm rank
1: aborting MPI_COMM _WORLD, error 1, comm rank

wwm e

---- error analysis —--—-

:\Users\avo\Documents\Visual Studic 2008\Projects\MPI Project!
:\Users\avo\Documents\Visual Studic 2008\Projects\MPI Project:
:\Users\avo\Documents\Visual Studic 2008\Projects\MPI Project!

m J

P ——
g Solut.. [FFClass .. [ Prope...

MPI_Comm_size (MPI_COMM_WORLD, &nprocs);
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For many important reasons, we advocate
Dynamic Formal Verification methods

« Designers require a push-button debugger-like interface
— But one that offers coverage guarantees and deeper insights



For many important reasons, we advocate
Dynamic Formal Verification methods

« Testing methods suffer from bug omissions

Bug Omissions

13



For many important reasons, we advocate
Dynamic Formal Verification methods

 Static analysis methods generate many false alarms

Bug Omissions False Alarms
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For many important reasons, we advocate
Dynamic Formal Verification methods

* Model based verification requires tedious model building

Bug Omissions False Alarms Tedious Modeling




For many important reasons, we advocate
Dynamic Formal Verification methods

* Dynamic verification methods are ideal for designers!

* No omissions
* No false alarms
* No need for modeling

Bug Omissions False Alarms Tedious Modeling




Growing Importance of Dynamic Verification

‘

Code written using mature libraries
(MPI, OpenMP, PThreads, ...)

API calls made from real
programming languages
(C, Fortran, C++)

Runtime semantics determined by
realistic compilers and runtimes

Dynamic Verification
Methods are going to
be very important for
real engineers !

(static analysis and model
based verification can
play important
supportive roles)

17



A Brief Survey of Dynamic Verification tools

* Verisoft Project
— Used for telephone switch software verification in Bell Labs
— Available



A Brief Survey of Dynamic Verification tools

« The Java Pathfinder Project
— Developed at NASA for Java Control Software
— On SourceForge



A Brief Survey of Dynamic Verification tools

 The CHESS Project

— Microsoft Research ; available for academic institutions
— In use within Microsoft product groups, and used by academics



A Brief Survey of Dynamic Verification tools

 Inspect : Our fairly unique Pthread / C verifier
— Discussed in this tutorial



A Brief Survey of Dynamic Verification tools

* Inspect : Our fairly unique Pthread / C verifier
— Discussed in this tutorial

* ISP : Our very unique MPI / C program verifier
— Main focus of THIS TUTORIAL !!



Example : How ISP Effects Dynamic Verification




Example : How ISP Effects Dynamic Verification

* Somehow Instruments the Source / Binary



Example : How ISP Effects Dynamic Verification

* Somehow Instruments the Source / Binary
— Through PMPI at source level
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* Runs the code under a verification scheduler
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Example : How ISP Effects Dynamic Verification

* Somehow Instruments the Source / Binary
— Through PMPI

* Runs the code under a verification scheduler

— ‘Hijacks’ MPI Function Calls
« By interposing a profiler

— Exerts its own Interleaving Generation Control
» Selective replay, Dynamic Instruction Rewriting

— TRIES HARD to generate only RELEVANT interleavings

* Only replays around “non-determinism”

— Does ‘stateless’ (replay) verification
« Restarts from MPI_Init for each new interleaving



Sketch of Stateless / Replay Verification

Start system A

In v L, v Lo
U v Uo
Red, Green, and Blue moves v
Belong to different processes 1 1
¥ 1 ‘\ \ 2
1
Dotted arrow shows some U, | l U
1 2
Dependency v !
(e.g., runtime non-determinism) Wy l L,
2




Exponential number of TOTAL Interleavings - most
are EQUIVALENT - generate only RELEVANT ones !!

TOTAL > 10 Billion Interleavings !!

PO P1L P2 P3 P4

@<—0<—0<—0<0
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Exponential number of TOTAL Interleavings - most
are EQUIVALENT - generate only RELEVANT ones !!

PO P1L P2 P3 P4

These are the only dependent actions
E.g. One ANY-SOURCE (wildcard) receive @ A
And two of its MATCHING SENDS @ Bl

© B2

Point-to-point actions can be issued in ANY order
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Exponential number of TOTAL Interleavings - most
are EQUIVALENT - generate only RELEVANT ones !!

PO P1L P2 P3 P4

o
Bl xBZ
$
S

o)
These are the only dependent actions
E.g. One ANY-SOURCE (wildcard) receive @ A Only TWO
And two of its MATCHING SENDS @ Bl RELEVANT
® B2 Interleavings !

Point-to-point actions can be issued in ANY order
38



Workflow of ISP

MPI
Program

+

Interposition
Layer

Run

Executable

Proc,
Proc,

MPI Runtime

—

—,

Scheduler that
generates ALL
RELEVANT
schedules
(one per partial
order)




Hijack Calls, Generate Relevant Interleavings

PO P2
Isend(1)
M Barrier
a N
Isend(1, req) Irecv(*, req) Barrier
Barrier Barrier Isend(1, req)
Wait(req) Recv(2) Wait(req)
Wait(req)

“ 40



Hijack Calls, Generate Relevant Interleavings

PO P1 P2
Isend(1)
Barrier
~a ~ ncNext
Isend(1, req) Irecv(*, req) Barrier Irecv(*)
ﬁ
. —_ Barrier
Barrier Barrier Isend(1, req)
Wait(req) Recv(2) Wait(req)
Wait(req)

“ 41



Hijack Calls, Generate Relevant Interleavings

PO Pl P2
Isend(1)
Barrier
N
Isend(1, req) Irecv(*, req) Barrier W r
— L Irecv(*)
\ =
Barrier Barrier send(1, rec Barrier
Wait(req) Recv(2) Wait(req)
Wait(req) Barrier

42



Hijack Calls, Generate Relevant Interleavings

PO
Isend(1) *—
<QBarrier
o .
Isend(1, req) Irecv(*, req) Wait (req) | I
Irecv(*) ::
Barrier Barrier ) Barrier
— R 2
R — ) . ecv(2)
Wait(req) Recv(2) Wait(req)
Wait(req) qBarrier
send(1
- Deadlock! > C (e
 Wait (req)
v |
MPI Runtime
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Let us see ISP in action on ° and ‘unlucky.c’

has a deadlock that shows upon testing

 unlucky.c does not reveal a deadlock upon testing

» Testing is done using mpicc ; mpirun

» Verification is done using ispcc ; isp



Example MPI program ‘lucky.c’ (lucky for tester)

Process PO

R(from:*, rl) ;
R(from:2, r2);
S(to:2, r3);

R(from:*, r4);

All the Ws...

Process P1

Sleep(3);
S(to:0, rl);

All the Ws...

Process P2

//Sleep(3);
S(to:0, rl);
R(from:0, r2);
S(to:0, r3);

All the Ws...

45



MPI program ‘unlucky.c’

Process PO

R(from:*, r1) ;
R(from:2, r2);
S(to:2, r3);

R(from:*, r4);

All the Ws...

Process P1

// Sleep(3);

S(to:0, rl);

All the Ws...

Process P2

Sleep(3);
S(to:0, rl);
R(from:0, r2);
S(to:0, r3);

All the Ws...

46



Runs of lucky.c and unlucky.c on mpich
using “standard testing” (“lucky” for tester)

mpicc lucky.c -o lucky.out
mpirun -np 3 ./lucky.out

(0) is alive on ganesh-desktop
(1) is alive on ganesh-desktop
(2) is alive on ganesh-desktop
Rank O did Irecv

Rank 2 did Send

Rank 1 did Send

[.. hang ..]

mpicc unlucky.c -o unlucky.out
mpirun -np 3 ./unlucky.out

(0) is alive on ganesh-desktop
(2) is alive on ganesh-desktop
(1) is alive on ganesh-desktop
Rank O did Irecv

Rank 1 did Send

Rank 0 got 11

Rank 2 did Send

(2) Finished normally
(1) Finished normally
(0) Finished normally

[.. OK ..]



Runs of lucky.c and unlucky.c on mpich
using “standard testing” (“lucky” for tester)

mpicc lucky.c -o lucky.out mpicc unlucky.c -o unlucky.out
mpirun -np 3 ./lucky.out mpirun -np 3 ./unlucky.out

(0) is alive on ganesh-desktop (0) is alive on ganesh-desktop
(1) is alive on ganesh-desktop (2) is alive on ganesh-desktop
(2) is alive on ganesh-desktop (1) is alive on ganesh-desktop
Rank O did Irecv Rank O did Irecv

Rank 2 did Send Rank 1 did Send

Rank 0 got 11

Rank 1 did Send
Rank 2 did Send

[.. hang ..] (2) Finished normally
(1) Finished normally
(0) Finished normally

[.. OK ..]

ispcc; isp  will detect deadlock in both cases !!



Commands to verify lucky.c or unlucky.c

 With ISP at hand, WE ARE LUCKY IN BOTH CASES
Not just ‘feeling lucky’ !!
« COMMANDS RUN :

Ispcc lucky.c [ later try unlucky.c ]
Isp -n3 -log /tmp/logl ./a.out

« ispUl /tmp/log1



End of A



