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Abstract
Network emulationis valuablelargely becauseof its abil-
ity to studyapplicationsrunningon real hostsand“some-
what real” networks. However, conservatively allocatinga
physicalhostor network link for eachcorrespondingvirtual
entity is costly andlimits scale. We presenta systemthat
can faithfully emulate,on relatively low-end PCs,virtual
topologiesover anorderof magnitudelargerthanthephys-
ical hardware, when running typical classesof distributed
applicationsthat have modestresourcerequirements.The
new Emulabvirtualizeshosts,routers,andnetworks,while
retainingnear-total applicationtransparency, good perfor-
mance�delity , responsivenesssuitablefor interactive use,
high systemthroughput,andef�cient useof resources.Our
key designtechniquesareto usetheminimumdegreeof vir-
tualizationthatprovidestransparency to applications,to ex-
ploit thehierarchy foundin realcomputernetworks,to per-
form optimistic automatedresourceallocation,and to use
feedbackto adaptively allocateresources.The entiresys-
tem is highly automated,makingit easyto useeven when
scalingto thousandsof virtual nodes.This paperdescribes
thesystem'smotivation,design,andpreliminaryevaluation.

1 Intr oduction
Network experimentationenvironmentsthat emulatesome
aspectsof theenvironment—network testbeds—playanim-
portantrole in thedesignandvalidationof distributedsys-
temsandnetworkingprotocols.In contrastto simulateden-
vironments,testbedslike Emulab[27] andPlanetLab[18]
provide more realistic testinggroundsfor developing and
experimentingwith software. Emulatedenvironmentsim-
plementvirtual network con�gurationsatoprealhardware:
this meansthat experimenterscan usereal operatingsys-
temsandothersoftware,run their applicationsunmodi�ed,
andobtainactual(not simulated)performancemeasures.
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A primarychallengefor futureemulationenvironmentsis
scale.Becauseemulatedenvironmentsaresupportedby ac-
tual hardware,anemulatedsystemthat is “larger” thanthe
underlyingphysical systemrequiresthe careful allocation
andmultiplexing of a testbed'sphysicalresources.To avoid
experimentalartifacts,theoriginalEmulabusedstrictly con-
servative resourceallocation. It mappedvirtual network
nodesandlinks one-to-oneontodedicatedPCsandswitched
Ethernetlinks. We have four motivationsfor relaxingthis
constraint,allowing controlledmultiplexing of virtual onto
physical resources.First, someapplicationssuchaspeer-
to-peersystemsor dynamicIP routing algorithmsrequire
largetopologiesor nodesof high degreefor evaluation,yet
arenot resource-hungry. Second,muchresearchandeduca-
tionalusesimplydoesnotneedperfectperformance�delity ,
or doesnot needit on every run. Third, suchmultiplexing
provides more ef�cient useof sharedhardware resources;
for example,virtual links rarely usetheir maximumband-
width andsowastetheunderlyingphysical link. Fourth, it
makessmall-scaleemulationclustersmuchmoreuseful.

In this paperwe presentnew techniquesthat allow net-
work emulationenvironmentsto virtualizeresourcessuchas
hosts,routers,andnetworksin waysthatpreserve high per-
formance,high�delity , andnear-total transparency to appli-
cations.Oneof ourprimarymotivationis scale:i.e., to sup-
port larger andmorecomplex emulatedenvironments,and
alsoto allow asingletestbedto emulatemoresuchenviron-
mentsat the sametime. Our techniquesallow a testbedto
betterutilize its physical resources,andallow a testbedto
emulatekindsof resourcesthat it maynot have (e.g.,hosts
with very large numbersof network interfaces). Onegoal
of our techniquesis to preserve theperformance�delity of
emulatedresources,but our approachcan also be usedin
caseswhereusersdo not requirehigh �delity , e.g.,during
earlysoftwaredevelopment,in education,or in many kinds
of reliability studies. Our techniquesprovide bene�ts to
bothtestbedoperators,whocanprovidebetterserviceswith
fewer hardware resources,and users,who have improved
accessto testbedsandtheir expandedservices.



Ourmotivatinggoalis thattheoverall systemscaleswell
with increasingsizeof virtual topologies.Scalabilityis not
only aboutspeedandsize,but alsoconcernsreliability and
ease-of-use.Our primarydimensionsare: i) “swapin” per-
formance: the time to reliably instantiatean experiment,
which affects systemthroughputand Emulab's interactive
usagemodel; ii) monitoring, control, and visualizationof
testbedexperiments,both by the userand the system;iii)
resourceuse—thenumberof physical machinesand links
requiredfor aparticularvirtual topology;iv) theuser's time
spentin customizinginstrumentationandmanagementin-
frastructure.

However, no matterhow scalablethesystem,we require
two constraintsto bemet. Oneis thattheemulationsystem
be,asmuchaspossible,transparent to applications. Even
if they dealwith the network or OS environmentin an id-
iosyncraticmanner, we shouldnot requirethemto bemod-
i�ed, recompiled,relinked,or evenrunwith magicenviron-
mentvariables.Second,wemustprovidegood(notperfect)
performance�delity , so that experimenterscan trust their
results.

To meetthesegoals,wemultiplex virtual entitiesontothe
physicalinfrastructure,usingfour key designtechniques:

� Using the minimum degreeof virtualization that will
provide suf�cient transparency to applications.In our case,
this meansthat the majority of the OS andnetwork mech-
anismsusedby virtual entitiesare identical to the native
mechanisms.

� Exploiting hierarchy, both in real computernetworks
(which the user's virtual topology represents)and in the
physical realizationof thosenetworks. Our resourceallo-
catorrelieson implicit hierarchy in the virtual topologyto
reduceits searchspace,andour IP addressassignerinfers
hierarchy in order to provide realistic IP addresses.Our
testbedcontrol systemexploits the hierarchy betweenvir-
tual nodesandtheir physical hosts;for example,by exten-
sive proxying,caching,andactingon many virtual entities
simultaneously.

� Optimisticautomatedresourceallocation.Thesystem
or the usermakesa “best guess”at the resourcesrequired,
which are fed into a powerful resourceassignerthat uses
combinatorialoptimization.

� Useof feedbackto adaptively allocateresources.Both
in trainingrunsandduringnormaluse,system-level andop-
tional application-speci�cmetricsaremonitored.Themet-
rics are usedto detectoverloador (sometimes)underload
conditions,andto guideresourcere-allocation,if required.
Emulabcanautomaticallyexecutethis adaptive processby
leveragingits highdegreeof automation.

This papermakesthe following contributions: (1) It de-
scribeslevels of virtualizationthat areappropriatefor this
domain,anddiscussessomeof the designtradeoffs. (2) It
shows how to solve theNP-hardresourceassignmentprob-
lemfor networksof thousandsof entities,anddescribeshow
to support̄ exible speci�cationof arbitraryresources.(3) It

presentsa new feedback-directedtechniqueto supportvir-
tualizationandscaling.(4) It describesa new algorithmfor
assigningrealistic IP addresses.(5) It providesa prelimi-
naryexperimentalevaluationof variousaspectsof thesys-
tem. (6) Thesystemit describesprovidesa usefulnew fa-
cility, and,with theexceptionof auto-adaptation,is proven
in publicproductionuse.

The restof this paperis organizedasfollows. Section2
providesbackgroundon Emulabandits use. Section3 de-
scribesournodeandnetwork virtualizationmechanisms,as
well asour algorithmto assignIP addresseshierarchically.
Section4 coversautomatedresourceassignment,andSec-
tion 5 outlineshow we exploit hierarchy afterresourcesare
allocated.Sections6 describesour feedback-directedadap-
tationandpresentsexperimentalresults.Section7 describes
relatedwork, andwethendiscusslimitationsof oursystem,
futurework, andconclude.

2 TestbedContext
The Emulab software is the managementsystem for a
network-rich PC cluster that provides a space-and time-
sharedpublicfacility for studyingnetworkedanddistributed
systems.Oneof Emulab'sgoalsis to transparentlyintegrate
a variety of differentexperimentalenvironments. Histori-
cally, Emulabhassupportedthreesuchenvironments:em-
ulation,simulation,andlive-Internetexperimentation.This
paperfocuseson our work to expandit into a fourth envi-
ronment,virtualizedemulation.

An “experiment” is Emulab's centraloperationalentity.
An experimenter�rst submitsa network topologyspeci�ed
in an extendedns syntax. This virtual topology can in-
cludelinks andLANs, with associatedcharacteristicssuch
asbandwidth,latency, andpacket loss. Limiting andshap-
ing the traf�c on a link, if requested,is doneby interpos-
ing “delay nodes”betweentheendpointsof the link, or by
performingtraf�c shapingon the nodesthemselves. Spec-
i�cations for hardwareandsoftwareresourcescanalsobe
includedfor nodesin thevirtual topology.

Once the testbedsoftware parsesthe speci�cation and
storesit in thedatabase,it startstheprocessof “swapin” to
physical resources.Resourceallocationis the �rst step,in
whichEmulabattemptsto mapthevirtual topologyontothe
PCsandswitcheswith thethree-waygoalof meetingall re-
sourcerequirements,minimizing useof physicalresources,
and running quickly. In our casethe physical resources
have a complex physical topology: multiple typesof PCs,
with eachPC connectedvia four 100Mbps Ethernetinter-
facesto switchesthatarethemselvesconnectedwith multi-
gigabit links. Thetestbedsoftwaretheninstantiatestheex-
perimenton the selectedmachinesandswitches.This can
meancon�guring nodesandtheiroperatingsystems,setting
up VLANs to emulatelinks, andcreatingvirtual resources
on topof physicalones.Emulabincludesasynchronization
serviceaswell asa distributedeventsystemthroughwhich
boththetestbedsoftwareanduserscancontrolandmonitor
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experiments.
Wehave3.5yearsof statisticson700users,doing10,000

swapins,allocating155,000nodes.An importantobserva-
tion is thatpeopletypically useEmulabinteractively. They
swapin anexperiment,log in to oneor moreof theirnodes,
andspendhoursrunningevaluations,debuggingtheir sys-
tem,andtweakingparameters,or sometimespendjustafew
minutesmakinga singlerun. Whendonefor themorning,
day, or run, they swap out their experiment,releasingthe
physicalresources.

This leadsto two points: speedof swapin matters,and
people “reuse” experimental con�gurations many times.
Thesepointsareimportantdriversof ourgoalsanddesign.

3 Minimal EffectiveVirtualization

Multiplexing logical nodesandnetworks onto the physical
infrastructureis our approachto scaling. Virtualization is
thetechniquewe useto make themultiplexing transparent.
Our fundamentalgoalfor virtual entitiesis thatthey behave
asmuchlike their real-life counterpartsaspossible.In the
testbedcontext, therearethreeimportantdimensionsto that
realism: functionalequivalence,performanceequivalence,
and “control equivalence.” By the last, we meansimilar-
ity with respectto control by the testbedmanagementsys-
tem(enablingcodereuse)andby theexperimenter(enabling
knowledgereuseandscriptingcodereuse).This papercon-
centrateson the �rst two dimensions,functional realism,
whichwecall transparency, andperformancerealism.

Our designapproachis to �nd theminimumlevel of vir-
tualizationthatprovidestransparency to applicationswhile
maintaininghigh performance. If a virtualization mecha-
nismis transparentto applications,it will alsobetransparent
to experimenters'control scriptsandto their preconceived
concepts. We achieve both high performanceand trans-
parency by virtualizing usingnative mechanisms:mecha-
nismsthatarecloseto identicalto thebasemechanisms.

For virtual nodes,we implementvirtualizationwithin the
operatingsystem,extendingFreeBSD's jail abstraction,so
thatunmodi�ed applicationsseea systemcall interfacethat
is identical to the baseoperatingsystem. For virtual links
andLANs, wevirtualizethenetwork interfaceandtherout-
ing tables. That allows us to provide key aspectsof emu-
lated networks using native switch-supportedmechanisms
suchas broadcastand multicast. Thesemechanismsgive
ushigh—indeednative—performance,whileprovidingnear
functionalequivalenceto applications.In ourcurrentvirtual
nodeimplementationwe give up resourceisolation,but we
aresavedby our higher-level adaptive approachto resource
allocationanddetectionof overload.

3.1 Virtual Nodes
DesignAlter natives
Therearemany possiblewaysto implementsomenotionof
a“virtual node.” Whichstrategy is chosendependsuponthe

requirementsof the environmentrelative to the following
attributes:

Application transparency: the extent to which name
spacesareisolated.(Cantheapplicationrununchanged?)

Application �delity: the extent to which resourcesare
isolated.(Doestheapplicationget theresourcesit needsto
functioncorrectly?)

Systemcapacity: theamountof virtualizationoverhead.
(How many vnodescanwehost?)

System�exibility: thelevel of virtualization(canwerun
multipleOSs?)andthedegreeof portability (canwerunon
awide rangeof hardware?)

Here,we brie¯y summarizesomeof the alternativesfor
virtual nodeimplementations.

Thebig hammerin thevirtualizationtoolbox is theclas-
sic virtual machinemonitor (VMM). ClassicVMMs like
VMware [25] provide completevirtualizationof an archi-
tecture,typically presentingan instanceof the underlying
physicalhardware.Full virtualizationprovidestheultimate
in ¯exibility , allowing arbitraryunmodi�ed operatingsys-
temsandtheir applicationsto run on thesamehostconcur-
rently. But full virtualizationcomesatacostbothin perfor-
manceandhostresources.

A recenttrend,representedby Xen [1], is so-calledpar-
avirtualization, in which the VMM presentsan architec-
turethatis largely thesameastheunderlyinghardware,but
in somecasesprovides abstractionsthat are more closely
alignedwith OSexpectations.Sincethearchitectureis not
a completevirtualization,OSesmustbe“ported” to run on
the VMM architecture.Onceported,an OS andits appli-
cationstypically performmuchbetterthanundera classic
VMM. However, thereis still considerablecostto running
anapplicationinsideits own instanceof anOScomparedto
runningit in aprocessona traditionalOS.

A third alternative is to make modi�cations to an exist-
ing operatingsystemto provide limited virtualization fea-
turesfor processes.Techniquesusedhereincludeoverrid-
ing library interfaces(ModelNet[24]), interceptingsystem
calls (UML [2]), or addingfeaturesto theOSkernel(BSD
jails [11], Linux vservers[13]). The emphasisis typically
on providing namespace(e.g.,�lesystemor network) isola-
tion ratherthanresourceisolationsincethe latter is much
harderandoftennot needed.Someresourceisolationmay
beavailablecourtesyof pre-existingmechanismsin theker-
nel. Herewe achieve very low virtualizationoverheadand
transparency for applications,but requireOSmodi�cations
andmostlikely give up resourceisolation.

Finally, in many environments,it is suf�cient to just run
multiple copiesof anapplicationasmultiple processeson a
singlemachine.Thisstrategy is not in generaltransparentto
applications.Applicationswill needto bemodi�ed, or con-
�gured at run time, to re¯ectthatthey aresharingresources
with otherinstances;e.g.,acon�g �le thattells it how much
memoryto use,whereto getor storeits datain the �lesys-
tem,whatnetwork portsto use,andhow to identify itself to
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otherprograms.Thereis novirtualizationoverheadbecause
the “virtualization” is static,embodiedin thecon�guration
�le or programitself. Thusyougetthehighestperformance,
sinceapplicationsarerunning“directly onthehardware,” at
theexpenseof almostany level of isolation.

Emulab Virtual Nodes:the Abstraction

A virtual nodeis a �rst classobject in Emulab. Abstract
virtual nodeshave � ve key attributes:

1. They aremultiplexedontophysicalhosts.
2. They have independentnamespaces:eachhasits own

hostname,interfaces,IP addresses,routingtable,�lesystem,
andprocessspace.Two virtual nodesrunningon thesame
hostcannotseeeachother.

3. Eachvirtual nodecanbe controlledindependentlyof
thephysicalnodehostingit. Virtual nodescanbeindividu-
ally booted,rebooted,andhalted. Userscanlogin directly
to the virtual nodesusingssh andEmulab's event system
candirectly control a virtual node. Emulabstate-machine-
driven“nodelifecycle” controlandmonitoringsystemtreats
eachvirtual nodeindependently.

4. Thereis strongcommunicationisolationbetweenvir-
tual nodeson a physical host: they cancommunicateonly
throughthe network. There is weaker isolation from the
host, so it canbootstrapandproxy servicesfor its virtual
nodes.

5. Virtual nodessupportcontrollable,shapedlinks and
LANs to othernodes,bothvirtual andphysical.

Emulab Virtual Nodes:the Reality

Application transparency is importantin the Emulabenvi-
ronment,requiringat leastnamespaceisolationbepresent.
On the otherhand,we anticipatedthat the initial network
applicationsrun inside virtual nodeswould have modest
CPUandmemoryrequirements,makingresourceisolation–
exceptfor thenetwork, which we alreadyhandle–lessim-
portant. Moreover, sincephysical nodesare dedicatedto
experiments,hostingonly vnodesfor that experiment,we
do provide inter-experimentresourceisolation. Finally, we
hopedto achieve at leasta ten fold multiplexing factoron
relatively low-end PCs (600MHz, 256MB memory) ne-
cessitatinga lightweight virtualization mechanism. Con-
sidering theserequirements,a process-level virtualization
seemedthebestmatch.Givenour BSD heritageandexper-
tise,weoptedto designandimplementourvirtual nodesby
extendingFreeBSDjails.

Jails. Jails provide �lesystem and network namespace
isolationandsomedegreeof superuserprivilegerestriction.
A jailed processandall its descendentsare restrictedto a
uniquesliceof the�lesystemnamespaceusingchroot. This
notonly giveseachjail acustom,virtual root �lesystembut
alsoinsulatesthemfrom the �lesystem activities of others.
Jails also provide the mechanismfor virtualizing and re-
strictingaccessto thenetwork. Whena jail is created,it is
givenavirtual hostnameandasetof IP addressesthatit can

bindto (thebasejail implementationallowedasingleIP ad-
dresswith a jail, we addedtheability to specifymultiple IP
addresses).TheseIP addressesareassociatedwith network
interfacesoutsideof thejail context andcannotbechanged
from within the jail. Hence,jails are implicitly limited to
a setof interfacesthey may use. We furtherextendedjails
to correctly limit the binding of the INADDR ANY wild-
cardaddressto only thoseinterfacesvisible to the jail and
addedrestrictedsupportfor raw sockets. Finally, jails al-
low processeswithin themto runwith diminishedrootpriv-
ilege. With root insidea jail, applicationscanadd,modify
andremovewhatever �les they want(exceptfor devicespe-
cial �les), bind to privilegedports,andkill any otherjailed
processes.However, jail rootcannotperformoperationsthat
affect theglobalstateof thehostmachine(e.g.,reboot).

Virtual disks. Our designof virtual disksmadeit easy
notonly to beef�cient in diskuse,but to supportinter-vnode
disk spaceisolation. Jailsprovide little help: even though
eachjail hasits own subsetof the �lesystem namespace,
that spaceis likely to be part of a larger �lesystem. Jails
themselvesdo nothingto limit how muchdisk spacecanbe
usedwithin thehosting�lesystem.Disk quotasaren't useful
either: within the jail' s namespace,�les arenot restricted
to a singleuid or evensubsetof uids;they canbeownedby
anyone.

Our designusesBSD vnodedisksto createa regular �le
with a �x ed size and exposeit via a disk interface. We
createempty virtual disks by seekingto the end; that al-
locatesno actualblocksin the underlying�lesystem, so is
space-ef�cient in the typical casethat the virtual disk re-
mainsmostlyempty. These�x ed-sizevirtual diskscontain
a root �lesystem for eachjail, mountedat the root of each
jail' s namespace.Sincethe virtual disksarecontainedin
regular�les, they areeasyandef�cient to move or clone.

Control of vnodes. While enhancingthe Emulabsys-
tem with nodetypesotherthanphysical clusternodes,we
workedtopreserveuniformityandtransparency betweenthe
differentnodetypeswhereverpossible.Theresultis thatthe
systemis almostalwaysableto treata nodethe same,re-
gardlessof its type,exceptat the layersthatcomein direct
contactwith unavoidabledifferencesbetweennodetypes,or
whenwe aggregateexpensive actionsby operatingthrough
theparentphysicalnode.

An exampleof thetransparency is thestatemachinesused
to controlnodesof all types.While non-physicalnodeshave
signi�cant differencesfrom physical nodes,the statema-
chinesusedto managethemarealmostidentical. In addi-
tion, thesamemachineis usedfor Emulabvnodesaswell as
PlanetLabvirtual servers.Reusing—indeed,sharing—such
complex andcrucialcodecontributesto theoverallsystem's
reliability.

3.2 Virtual Links and LANs
3.2.1 DesignIssues
In a generalcontext, virtual links provide a way of multi-
plexing many logical links ontoa smallernumberof phys-
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Figure1: A network topologyillustratingrouting issuesdueto themulti-
plexing of virtual nodesandlinks. Large boxesrepresentphysical nodes
andlinks, while smallboxesandlines(with italic labels) representvirtual
nodesandlinks. Virtual network interfaces(vlinks), virtual LANs (vlans),
andphysicallinks (plinks)havenamesasshown.

ical links. In this light, virtual links can be usedto pro-
videahigher-degreeof connectivity to nodes,whetherthose
nodesarevirtual or physical. In thecontext of virtual nodes,
our discussionof virtual links includesnot only this multi-
plexing capabilitybut alsothenetwork namespaceisolation
issuesand the subtletiesof interconnectingvirtual nodes
within, andbetween,physicalnodes.

Theinterestingcharacteristicsof virtual links are:
Level of virtualization. Virtual link implementations

canpresenteithera virtual link layerby providing a virtual
Ethernetdeviceor avirtual IP layerby usingmultipleIP ad-
dressesperphysical interface.Theformer is more¯exible,
allowing traf�c otherthanIP, but such¯exibility is oftennot
needed.

Encapsulation. Virtual links may or may not encapsu-
latetheir packets.Encapsulationis traditionallyusedeither
to transportnon-standardprotocolsover deployednetworks
(e.g.,tunnelingover IPv4) or to supporttransparent(to end
node)multiplexing capability (e.g.,802.1QVLANs). En-
capsulationusuallyimpliesa decreasein theMTU sizefor
theencapsulatedprotocolwhichcanaffect throughput.

Sharing of interfaces. Theendpoint of a virtual link as
seenby a virtual nodemaybeeithera sharedinterfacede-
vice or a private one. This may affect whetherinterface-
centric applicationslike tcpdumpcan be usedin a virtual
node.

Ability to co-locatevirtual nodes. Threefactorsrelated
to the implementationof virtual links in¯uencewhich, if
any, virtual nodesin the sametopologyor virtual nodesin
differenttopologiescanbeco-locatedonaphysicalnode.
First, if virtual links are implementedusing IP aliaseson
sharedphysical interfaces, then there are restrictionson
what addressescan be assignedto the interface. For ex-
ampletwo nodesin differenttopologiescouldnot have the
sameIP address.Virtual LANs provide anotherexample.
As shown in Figure1, virtual nodesB1, B2, andC0arepart
of a virtual LAN spanningtwo physical nodes. As such,
they musthave IP addressesin thesamesubnet.However,
mostOSesprohibit assigningaddressesin thesamesubnet
to the sameinterface. Hence,B1 andB2 could not be co-
locatedasshown.
Second,even with per-vnodeinterfaces,it is possiblethat

two co-locatednodesin thesametopologymighthaverout-
ing “short-circuited”by theOSif it recognizedthatbothin-
terfacesreferto thelocalhost.For example,traf�c between
A0 andA2 mightbedelivereddirectlyratherthanfollowing
thetopology.
Finally, if virtual links usea sharedrouting table,thentwo
co-locatednodescannothave differentnext hop addresses
for thesamedestination.For example,in the �gure, pack-
etssentfrom A0 to C0will passthroughhostB twice. B0's
next hopfor C needsto beA while B1'sneedsto beC. This
is known asthe “revisitation” problem[22]. Further, even
with separaterouting tables,incoming packets to B need
context to determinewhich routingtableto use.This infor-
mationneedsto be conveyed in the packet, either through
encapsulationor “f ake” link addresses.

3.2.2 Emulab Virtual Links
Virtual network interfaces. While the BSD jail mecha-
nism doesprovide somedegreeof network virtualization
by limiting network accessto speci�c IP addresses,it falls
short of what we need. In particular, though jails have
their own distinct IP addresses,thoseIP addressesareas-
sociateddirectly with sharedphysical interfaces,and thus
have problemswith interface-orientedapplicationssuchas
tcpdump . Further, whenpacketsleaveaphysicalhostthey
losetheidentityof thevirtual nodethatwasthemost-recent
hopof thepacket,meaningthatjails cannotimplementnode
revisitation. Fake MAC addresses,usedby somenetwork
emulators,arealso inadequate;spaceconstraintspreclude
moredetailhere.

To solve theseproblems,wedevelopeda virtual Ethernet
interfacedevice (“veth”). Thevethdriver is anunusualhy-
brid of a virtual interfacedevice, an encapsulatingdevice
and a bridging device. It allows us to createunbounded
numbersof Ethernetinterfaces(virtualization), multiplex
themon physical interfacesor tie themtogetherin a loop-
backfashion(bridging)andhave themcommunicatetrans-
parentlythroughour switch fabric (encapsulation).Virtu-
alizationgivesus per-jail interfacesabove the physical in-
terfaceto which we canapply jail-speci�c ipfw/dummynet
rulesor on which the jail processescanoperate.Bridging
allows thecorrectroutingof packetsat thelink level sothat
virtual interfacesonly receive thepacketsthat they should.
Encapsulationpreservesthevirtual link informationneces-
saryto implementrevisitationwhencrossingphysicallinks,
withoutmakingany assumptionsabouttheswitchingfabric.

Although there exist virtual ethernetdrivers, bridging
code,andencapsulationdevices,to our knowledgewe are
the�rst to integratethethreeconceptsinto one.

Virtual routing table. While virtual Ethernetdevicesare
suf�cient to enableconstructionof virtual Ethernettopolo-
gies, they arenot suf�cient to supportarbitrary IP topolo-
gies. This is dueto sharedIP infrastructure,in particular,
theroutingtable. In BSD routingtables,it is only possible
to have oneentryperdestination.But with a physicalnode
hostingmultiple jails representingdifferentvirtual nodesat
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differentpointsin the topology, we needto beableto sup-
port multiple routesto (next hopsfor) a singledestination.
Wehaveadoptedandextendedthework of Scandariatoand
Risso[20] which implementsmultiple IP routing tablesto
supportmultiple VPN endpointson a physicalnode.Rout-
ing tablesareidenti�ed by a small integerroutingtableID.
We usetheseIDs asthegluethatbind togetherjails, virtual
interfacesandroutingtables.

3.2.3 Realistic IP Addr essAssignment
In anEmulabexperiment,usershavetheoptionof eitheras-
signing IP addressesthemselvesor letting Emulabchoose
IP addressesautomatically. Most experimenterschoosethe
latter, asmanualassignmentcanbetediousanderror-prone.
Sometopologiesderived from the real Internetinclude IP
addresses.However, mosttopologygeneratorsareintended
for usewith simulationandthereforedo not includethem.
Additionally, requiring usersto always designateIP ad-
dresseswould violateour goalof generalityandwould pre-
cludetheuseof new experimentalgenerators.

Ourobjective in assigningIP addressesis to lay themout
in a realisticfashion.In the Internet,ISPsaretypically as-
signedblocks of IP addresses.TheseISPsthen delegate
subnetswithin theseblocksto smallerISPsandcustomers.
IP addressesassignedin a mannerapproximatingthis have
threekey strengths:(1) TheIP addressesareintuitive to ex-
perimenterswhenthey needto �nd out how packetsmove
throughtheir topology. (2) Thesizeof routingtablescanbe
greatlyreducedusingstandardCIDR routing. (3) Realistic
IP addressescauserealisticbehavior from dynamicrouting
protocolssuchasOSPFandBGP.

To assignaddressesin blocksliketheinternet,wemustto
take into accountwhatever hierarchicalpropertiestheinput
topologyhas.To infer this hierarchy, we searchfor groups
of nodesin thetopologygraphthatarestrongly-connected,
with a relatively smallnumberof connectionsto therestof
the graph. Hierarchy inferenceis a problemin many do-
mains.Ouroverallstrategy for solvingthisproblemis to re-
cursively dividethegraphintosub-partitions.Others[10, 7]
useasimilar strategy to performdatabasemapqueries.

IP addressassignmentis doneusingthefollowing steps:
1. Invert thegraph.Take eachLAN asa vertex andeach

host as a hyper-edgein the new graph. For the purposes
of this algorithm, a link is considereda specialcaseof a
LAN, with only two members.This is necessarybecause
while ahostcanbemulti-homed,aLAN canbelongto only
onesubnet.Thegraphinversionprocessis describedmore
formally in [29].

2. Partition thegraph. Numbereachpartition,allocating
theminimumnumberof bits requiredto representthenum-
berof partitions.

3. Recursively partition by repeatingsteptwo on each
partition,continuinguntil we reacha partition of sizeone,
or exhausttheavailablebit space.

4. Associatea subnetwith each partition. Numbereach
LAN within eachpartitionandeachnodewithin eachLAN.

5. Combinethenumbersfrom ourrepeatedapplicationof
steptwo with the two numbersfrom stepfour to give each
interfaceauniqueIP address.

Currently, the algorithm usedto divide the graph is a
heuristicfor theNP-completegraph-partitionproblem.This
graphpartitioningalgorithm,whichisusedin steptwo,must
begiventhenumberof partitionsto create.If therearemore
or lessthantheidealnumberof partitions,thequalityof the
partitioningis poor. A poor partitioningleadsto unrealis-
tic IP addressassignment.Ontheotherhand,thepartitioner
weuse,METIS [15], is fast,runningin sub-secondtimesfor
mostpartitionings.We searchfor a partitionsizethatmin-
imizesthe averagenumberof borderroutersin eachparti-
tion.

The keystoneof the searchis the scoringalgorithm. A
borderin this context is a cut edge. Thereforethe costof
thebordersis theaggregateweightof thecut edges.How-
ever, the numberof cut edgesis not enough. In mostcir-
cumstances,therewill bemorecut edgesasthenumberof
partitionsincreases.This meansthat it is not very usefulto
simply countup theaggregateweightcut, becausethis will
bias the scoringtowardssmall numbersof partitions. In-
stead,it is usefulto �nd theaveragebordersize(cutweight)
per partition. c is the aggregate cut-edgeweight, p is the
numberof partitions,andthescoreS = c

p .
We arein the processof evaluatingan alternative to the

above search;theuseof ratio-cuts.Theuseof ratio cutsis
usefulin the�eld of VLSI design[26] andwe areadapting
it for networking. A ratio cut is a cut which minimizesthe
ratio scoreon a particulargraph. The ratio scoreof a cut
dependsuponthe weight which is cut andthe sizesof the
partitions. If c is theaggregatecut-edgeweightof a bipar-
titioning, andjAj andjB j arethenumberof verticesin the
associatedtwo sub-partitions,theratioscoreR = c

jA j�j B j .
Thoughthe ratio cut problemis in NP, several methods

exist to give approximations[26, 17] in linear time. These
heuristicsareapromisingapproachto betterpartitioning.

It is anontrivial taskto quantitatively evaluatehow realis-
tic anIP addressassignmentis. However, thereasonthatIP
addressesareassignedby block is to facilitateCIDR rout-
ing. This meansthat assignmentscanbe evaluatedby the
improvementthey gainwhenusingCIDR routing.

We found real world topologiesmappedby Rocketfuel
[31] and sinceRocketfuel retainsthe IP addressesin the
topologiesit maps,we usedthe actualassignmentas our
benchmark.We alsocompareagainsta naive IP addressas-
signerwhichchoosestheaddressesarbitrarily.

Themechanismfor comparisonis a routeoptimizer. The
optimizer searchesthe graphand aggregatesroutesinto a
subnetwhenever thoseroutesare in the samesubnetand
have thesame�rst hop.

Table 1 shows that the currentalgorithm is much bet-
ter thanarbitraryassignment,but thereis still roomfor im-
provement.Findingtheratio-cutis wherethatimprovement
will likely befound.
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Topology Real Emulab Random
VSNL (India) 219 304 403
EBONE(Europe) 10841 12532 20096
Exodus(US) 21113 19722 26140
Tiscali (Europe) 8810 15450 19863

Table1: Aggregatenumberof routesafteroptimization

4 AutomatedResourceAssignment
Emulab automaticallymaps an experimenter's requested
virtual topology onto the available physical resources. It
decideswhich virtual nodesto placeonto which physical
nodesin suchawayasto avoid overloadinghostsandlinks.
This problem has beenshown to be NP-hard[19]. The
virtual andphysical resourcesto be mappedincludehosts,
routers,switches,andthe links that connectthem. Exper-
imenterrequests,suchas nodeswith specialhardware or
software,mustbe satis�ed, andbottlenecklinks andother
scarceresourcesin the physical topology shouldbe con-
served when physical resourcesare shared,as they are in
Emulab;in contrast,relatedsystemssuchasModelNet[24],
donotspace-sharetestbeds.

Emulab �nds an approximatesolution to the network
testbedmapping problem by taking a combinatorialop-
timization approach. It uses a complex solver called
assign [19] that is built arounda simulatedannealing
core. We found,however, thatEmulab's existing assign
wasnotsuf�cient for mappingvirtual nodeexperiments.

First,weneedednew ¯exibility in specifyinghow virtual
nodesareto bemultiplexed(“packed”) ontophysicalnodes.
To get ef�cient useof resources,we found it necessaryto
add�ne-grainedresourcedescriptions.Also, assign tra-
ditionally doesconservative resourceallocation; that is, it
assignsnodesandlinks with the assumptionthat they will
alwaysfully utilize resources.While this makessensefor
artifact-freeemulation,it is contraryto our goal of using
feedbackto provide large-scaleemulation.

Second,assign had scalingproblemsdue to the fact
thatvirtualizationallows for topologiesanorderof magni-
tudelargerthanone-to-oneemulation.Sinceit mustberun
everytimeanexperimentis swappedin or re-mappedaspart
of auto-adaptation,runtimesin thetensof minuteswerein-
terferingwith theusabilityof thesystemandmakingauto-
adaptationtoo cumbersome.To combatthis,we exploit the
naturalstructureof thevirtual topologiesgivento assign .

4.1 Flexible ResourceSpeci�cation
assign mustusesomecriteria to determinehow densely
it can pack virtual nodesonto physical nodes. assign
alreadyhad the ability to use a coarse-grainedpacking,
in which each physical node has a speci�ed number of
'slots', andeachvirtual nodeis assumedto occupy a sin-
gle slot. It becameclear that this would not be suf�-
ciently �ne-grained for many applications,including our
auto-adaptationscheme,becausedifferentvirtual nodeswill

have differentrolesin theexperiment,andthusdifferentre-
sourceconsumption.

So, we addedmore packing schemesto assign . In
one,virtual nodescan�ll morethanoneslot;experimenters
canusethis whenthey have anintuitive knowledge,for ex-
ample,that servers in their topologywill requiremorere-
sourcesthanclients.Anotherpackingschememodelsmul-
tiple independentresourcessuchasCPU cyclesandmem-
ory, andcanbe usedwhenthe experimenterhasestimated
or measuredvaluesfor the resourceneedsof the virtual
nodes.This schemeis extensible. It canbeappliedto any
otherresourcethatcanberepresentednumerically, suchas
asinterruptloador disk bandwidth.It canevenbeusedfor
higher-level metrics,suchassustainableevent ratefor dis-
creeteventsimulatorssuchasns.

The resource-modelingschemeis particularlyusefulfor
feedback-basedauto-adaptation.Thevaluesfed in for CPU
and memoryconsumptionof a virtual node,for example,
cansimply be obtainedby taking measurementsof a run-
ning application. The maximumor steady-stateusagecan
thenbe usedasinput to the mappingprocess.Thecoarse-
grainedandresource-basedpackingcriteriacanbeusedin
any combination.

In additionto packingnodes,virtual links mustbepacked
ontophysical links. Thoughthetwo areconceptuallysimi-
lar, thereareadifferentsetof issuesto addressfor link pack-
ing Someof theseissuesexist for one-to-oneemulation,but
therearealsosomenew challengesthat comewith virtual
emulation.

Link mapping issuesthat one-to-oneand virtual emu-
lation have in common.First,physicalnodesin aEmulab-
basedtestbedhave multiple interfacesonto which the vir-
tual links mustbepacked. Second,the topologyof theex-
perimentalnetwork is typically largeenoughthat it is com-
prisedof multiple switches.Theseswitchesareconnected
with links thatbecomeabottleneck,sothemappingmustbe
carefulto avoid over-usingthem.

Link mapping challengesthat arise with virtual emu-
lation. First,whenmappingvirtual-nodeexperiments,links
betweentwovirtualnodesthataremappedto thesamephys-
ical nodebecome“intra-node”links thatarecarriedoverthe
node's “loopback” interface. Although thebandwidthon a
loopbackinterfaceis high,therearepracticallimits on it, so
assign musttake this �nite resourceinto account.

Second,one of the guiding principlesof assign has
historicallybeenconservative resourceallocation;whenas-
signinglinks, it ensuresthatthefull bandwidthspeci�edfor
the link will alwaysbe available. This is at oddswith our
goal of providing best-efforts, large scaleemulation. For
example,an experimentermay have a topologycontaining
a clusterof nodesconnectedin a LAN. Thoughthe native
speedof this LAN is 100Mpbs,thenodesin this LAN may
never transmitdataat the full line rate. Thus, if assign
were to allocatethe full 100Mbpsfor the LAN, much of
that bandwidthwould be wasted. To make moreef�cient
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resourceutilization possible,we have addeda mechanism
sothatestimatedor measuredbandwidthscanbepassedto
assign . As with noderesources,this bandwidthcanbe
measuredaspartof auto-adaptation.

Finally, assign currently makes the assumptionthat
links aresymmetric;that is, that they usethe sameband-
width in both directions. Clearly, thereare large classes
of applicationsfor which this assumptionis false. In
mostclient-server applications,for example,serverstrans-
mit muchmoredatathanthey receive. Requiringtheband-
width to bespeci�edasa singlenumbercausessomeof the
bandwidthinto the server to be wasted,sinceit will never
beused.Sincethis clearly resultsin lessef�cient resource
use,weareextendingassign to supportasymmetricband-
width speci�cations.

4.2 Impr oving assign 's Scaling
4.2.1 Searching the Solution Space
Our �rst attemptsat tackling scalingissueswereaimedat
improving theway in which assign searchesthroughthe
solutionspace.assign reducesits searchspaceby �nding
groupsof homogeneousphysicalnodesandcombiningthem
into equivalenceclasses.This strategy breaksdown with a
high degreeof multiplexing, however, becausea physical
nodethathasbeenpartially �lled is no longerequivalentto
an empty node. We have addressedthis by making these
equivalenceclassesdynamicasassign runs.Theresultis
thatassign canavoid largeportionsof thesolutionspace
whichareequivalentdonotneedto besearched.

Another improvementto the searchstrategy camefrom
theobservation that, in a goodsolution,two nodesthatare
adjacentin thevirtual topologywill have a high probability
of beingplacedonthesamephysicalnode.So,wemodi�ed
the function assign usesto selecta new mappingto try
for a virtual node. In our modi�ed version,ratherthanse-
lectinga randomphysicalnode,we, with someprobability,
selecta physical nodethatoneof thevirtual node's neigh-
borshasalreadybeenassignedto. This improvementmade
a dramaticdifferencein solution quality, leadingto much
tighterpackingandexhibiting muchbetterbehavior in clus-
teringconnectednodestogether.

4.2.2 Coarseningthe Virtual Graph
Though these changesto the searchstrategy improved
assign 's runtime and solution quality, the runtime was
still muchtoo long to be acceptablefor our purposes.Our
strategy for makingthisproblemmoretractableis to exploit
topologicalfeaturesof thevirtual topology.

Weexpectthatmostlargevirtual topologieswill bebased
on the structureof the Internet; thesemay comefrom ac-
tual Internet“maps” from toolslikeRocketfuel[21] or from
topology generatorsdesignedto createInternet-like net-
works,suchasGT-ITM [31] andinet [28]. Thekey realiza-
tion is that suchnetworks tendto have subgraphsof well-
connectednodes,suchas ISPs,ASes,andenterprises.In

addition,we expect that many topologieswill have LANs
thatrepresentclusters,groupsof workstations,etc.

We exploit the structureof the input topologyby apply-
ing a coarseningpre-passto the virtual graphbeforerun-
ningassign . Thisreducesthesolutionspacethatassign
mustsearch,reducingits runtime.Thegoalof this pre-pass
is to �nd setsof virtual nodesthat,in a goodmapping,will
likely be placedon a singlephysical node. A new virtual
graphis thengenerated,with eachof thesesetscombined
into asinglenode.These“conglomerates”retainall proper-
tiesof their constituentnodes;for example,theCPUneeds
of eachconstituentaresummedtogethertoproducetheCPU
requiredfor theconglomerate.

We have implementedtwo coarseningalgorithms. The
�rst stemsfrom therealizationthatmany topologiescontain
LANs representinggroupsof clientsor farmsof servers.An
optimal mappingwill almostalwaysplaceasmany mem-
bersof theseleaf LANs ontoa singlephysicalnodeaspos-
sible.So,we�nd leafLANs, andcombineall memberswho
areonlymembersof thatLAN singlevirtual node.

The second algorithm uses a graph partitioner,
METIS [15], to partition up the virtual graph. We choose
a numberof partitionssuchthat the averagepartition will
�t on the “smallest”availablephysicalnode. We thenturn
eachpartitionreturnedby thepartitionerinto avirtual node.
The quality of the partitions returnedby the partitioner
aredependenton the extent to which separableclustersof
nodesarepresentin the graph. Sincewe are focusingon
Internet-like topologieswith someinherenthierarchy, we
expectgoodresultsfrom thismethod.

The coarseningalgorithms(particularlyMETIS) do not
know the intricaciesof themappingproblem,suchascon-
straintsonnodetypes,resourceusage,andlink bandwidths.
This is one reasonthey are able to run much fasterthan
assign itself. This leavesus with the problemthat they
may returnsetsof nodesto clusterthat cannotbe mapped
ontoany physical resources;for example,they mayrequire
too muchCPU power or have morebandwidththana sin-
gle nodecanhandle.Oncethecoarseningalgorithmhasre-
turnedsetsof nodes,weuseamultidimensionalbin-packing
approximationalgorithm to pack theseinto the minimum
numberof mappablevirtual nodes.

There are many ways in which thesecoarseningalgo-
rithms can make clustering decisionsthat result in sub-
optimal mapping.However, in our domainobtaininga so-
lution in reasonabletime is moreimportantthanobtaininga
near-optimalsolution. Themappingsobtainedby assign
will alwaysbevalid, but it is possiblethatsometopologies
arecoarsenedin suchaway themappingdoesnotmake the
mostef�cient useof resources.Thebiggestpotentialprob-
lem is fragmentation,in which the coarseningpassmakes
conglomerateswhosesizesdo not packwell into thephys-
ical nodes. We take measuresto try to avoid this circum-
stance,by carefullychoosingour targetconglomeratesize.
In practice,the worst fragmentationwe have seencaused
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Figure2: Medianruntimeof assign with andwithout a coarseningpre-
pass.

only a13%increasein physicalresourcesused.
To evaluateournew resourcemapperaswell asto under-

standthe effectsof the coarseningpre-pass,we compared
runsof assign with andwithout thepre-pass.Theseruns
mappedtransit-stubtopologiesgeneratedby GT-ITM [31]
onto Emulab's physical topology. Each test was run ten
times. In all cases,the runtime of the pre-passitself was
negligible comparedto theruntimeof assign .

Figure2 shows the medianruntimesfor thesetestson a
1.5GHz PentiumIV. We canseethat the time savingsare
signi�cant aswescaleupthenumberof virtual nodes,going
from a factorof 14 at 100 nodesto a factorof 28 at 1000
nodes. The absoluteresult is alsogood: it takes just 200
secondsto map1000nodes.

This speedup,of course,doesnot comewithout a cost.
Figure3 shows thedecreasein solutionquality, in termsof
thequality of link mappings.Intra-nodelinks connecttwo
virtual nodesmappedto the samephysical node; they do
not useup sharedswitchresources,sohaving a largenum-
berof themis anindicatorof a goodmapping.Inter-switch
links, on the other hand,are an indicator of a poor map-
ping, becausethey consumethe sharedresourceof inter-
switch links. Thoughthe pre-passdoescauseassign to
�nd somewhat worsemappings,the differencesaretolera-
ble, andthespeedupis a clearwin. In over 70%of thetest
cases,thenumberof intra-nodelinks foundwhenusingthe
pre-passwaswithin 10%of thenumberfoundby assign
by itself. Theworstrunwaswithin 16%.

5 Exploit PhysicalHierar chy
In addition to the previously describedrouting and map-
ping problems,a numberof moregeneralbut severe“sys-
tem” scalingissuesarose,whichpreventedusfrom reaching
largesizeuntil we addressedthem. Somearesystem-wide
issuesthatarethebyproductsof theorderof magnitudein-
creasein the potentialsize of an experiment. Othersare
per-nodeissuesthataretheresultof increasingtheresource
consumptionon a node. In bothcases,we devisesolutions
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Figure3: Numberof intra-nodeandinter-switch links foundby assign .
Largernumbersof intra-nodelinks arebetter, andsmallernumbersof inter-
switchlinks arebetter.

thatexploit thephysicalstructureandrealitiesof thephysi-
cal testbedinfrastructure.

Most system-wideproblemshave to do with accessing
centralizedservicesandtheuseof unreliableprotocols,pri-
marily during initial experimentsetup. The system-wide
scalingproblemsencounteredhereareessentiallythesame
issuesfacedwhen increasingthe numberof physical ma-
chinesin the testbed. For example,sharinga single NFS
�lesystem doesnot scalewell. We areconstantlyaddress-
ing thesetypesof issuesas we expandinto larger virtual
nodeexperiments.Ultimately, virtual nodegrowth will con-
tinueto outpacephysical resourcegrowth by 1–2ordersof
magnitude.However, by leveragingthe closerelationship
betweenvirtual nodesandtheirhostwesigni�cantly reduce
theburdenonthecentralinfrastructureashighlightedby the
following examples.

Nodesin Emulabretrieve their con�gurationinformation
at boot time from a centralserver. The most straightfor-
ward way to boot virtual nodesis to have them individu-
ally performthis self-con�guration. However, someinfor-
mationaboutthevirtual nodesis requiredby thehostin or-
der to bootstrapthem. So, we areable to save substantial
server loadby having thephysicalhostdownloadthecom-
plete con�guration for eachof its virtual nodes,and then
populateacacheof this informationinsidethevirtual nodes.
Additionally, setupinformationthat is thesamefor all vir-
tual hostscanoftenbereplicatedmoreef�ciently , possibly
even asthe side-effect of anotheroperation.For example,
customizationof password andgroup�les is actuallydone
on thephysicalhostandis propagatedto virtual nodesasa
consequenceof cloninga root �lesystem.

Anothertypeof proxyingis usedin theEmulabeventsys-
tem. This systemis usedto scheduleand then distribute
eventsto agentson nodes,enablingdynamiccontrol over
aspectsof an experimentsuchas modifying link parame-
ters and startingand stoppingtraf�c generatorsand other
programs.Traditionally, eachevent agenton a nodeholds
anopenTCPconnectionto theeventserver. To reducethe
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connectionload, virtual nodesinsteadconnectto a proxy
runningonthephysicalhost.Thisproxyholdsasinglecon-
nectionto thecentraleventserver, listenfor andforwarding
eventsfor all of its virtual nodes.

To reducethe load on the NFS server, insteadof having
eachvirtual nodemount it directly, the physical host per-
forms themount,andthenre-exportstheshared�lesystem
to eachvirtual node.

Oneof themostcompute-intensive partsof instantiating
an experiment is calculatingrouting tablesfor all of the
nodes.ThoughEmulabsupportsdynamicrouting through
theuseof aroutingdaemonsuchasgated or zebra , most
experimentersprefertheconsistency andstabilityofferedby
computingroutingtablesoff-line beforetheexperimentbe-
gins. Typical algorithmsfor doingthis, however, have run-
timesrangingfrom O(V 2 � lg(V ) + V � E) (Dijkstra's al-
gorithmwith a Fibonacciheap)to O(V 3) (Dijkstra's algo-
rithm with a linear-arraypriority queue),with respectto the
numberof vertices(nodes)andedges(links) in thetopology
graph.To solve thisproblem,weparallelizeroutecomputa-
tion acrossall of thephysicalnodesin theexperiment,with
eachphysicalnodebeingresponsiblefor the routing tables
of thevirtual nodesit hosts.We distributeonecopy of the
topologyto eachphysicalhost,andrunDijkstra'salgorithm
sourcedfromeachvirtual nodehostedonthatphysicalnode.
ThustheroutecalculationtimebecomesO(V 2 �n), wheren
is thenumberof virtual nodeshostedoneachphysicalnode.
In practice,with the sizeof virtual topologiesthat arefea-
sible to run on Emulabandthe level of virtual-to-physical
multiplexing possible,this time never exceedsa few sec-
onds.

TheoriginalEmulabsystemcouldnot reliably instantiate
an experimentlarger thanabout100 nodes.Our improve-
mentsin Emulaballow experimentsof up to at least two
thousandnodesto be reliably instantiated.A fundamental
limitation on speedof instantiationis that vnodeconstruc-
tion is not parallelizablewithin a singleuniprocessorhost.
However, vnodeon distinctphysical nodescanbesetupin
parallel.To demonstratethedegreeto whichthisparallelism
canbesuccessfullyexploited,weperformedasimpletestin
whichanexperimentconsistingof asingleLAN wasrepeat-
edly instantiated,eachtime addingonephysicalnodehost-
ing 10 vnodesto theLAN. In thebasecaseof onephysical
nodewith 10 vnodesin theLAN, setup,includingtopology
mapping,nodecon�gurationandstartup,required194sec-
onds. At 80 vnodeson 8 physical nodes,it took 290 sec-
onds,a50%increasein time for an800%increasein size.

6 Feedback-DirectedResourceAllocation
Maximum scalability is achieved whenEmulab's physical
nodesand networks can be divided as �nely as possible,
eachphysical resourceproviding supportto as many em-
ulatedand/orsimulatedentitiesaspossible. However, for
theseemulatedand simulatedenvironmentsto be worth-
while to mostEmulabusers,they mustbe accuraterecre-

ationsof devicesin therealworld. Meetingour scalability
goalandourrealismconstraintatthesametimemeansmak-
ing virtual nodesthatare“just realenough”from thepoint
of view of softwaresystemsundertest.

Finding the proper balancebetweenscalability and �-
delity is noteasy:theidealtradeoff thatis “just realenough”
is inherentlyspeci�c to thesoftwarebeingtested.Therefore,
to �nd theappropriateresourcemappingsfor auser'sexper-
iment, our techniqueis to automaticallysearchfor a map-
ping thatminimizesphysical resourceusewhile preserving
�delity accordingto application-independent(provided by
the system)and/orapplication-dependent(provided by the
user)feedback.

A userof thetestbedhastwooptionsfor adaptingtheirex-
periment:amanual,single-stage“training” runthatrequires
little effort by theuser;anda multi-stageautomaticexperi-
mentadapterthatrequiresadditionaleffort. The�rst option
doesnot requiretheexperimentto be fully automated,and
is thussuitablefor an interactive style of experimentation.
Userscansimply log in to their nodes,run their programs,
and,whenthey have determinedthat theexperimentis in a
representative state,click a button to recorda pro�le. This
pro�le is thenusedin subsequentrunsto drive theresource
mapping. Of course,the simplistic manualapproachwill
notwork for largetopologies,soweoffer thesecondoption
andrequiretheuserto follow thesesteps:

Our feedback-driven adaptationtechniqueautomatically
�nds virtual-to-physicalmappingsthatprovidetheuser'sre-
quiredlevel of emulation�delity while allowing Emulabto
make maximally ef�cient useof its resources.Thereis a
risk, however, that themappingssetup by theadapterwill
fail to providesuf�cient �delity to theuser'ssoftwareduring
productionruns,e.g.,becausetheusermodi�es thesoftware
or is driving it in adifferentway. Emulabreliesonrun-time
feedbackto detectsuchcasesandsignaltheuseraboutpos-
sibleproblemswith hisor herexperiment.

6.1 Auto-Adaptation
Ensuring application �delity when multiplexing virtual
nodescanbeachievedquickly andaccuratelythroughmon-
itoring of the application's steadystateresourceusageand
feedingthis databackinto assign . Utilizing application
independentmetrics,like CPUandmemoryusage,we can
automaticallyadaptthe packingof virtual resourceson to
physicalhosts.This is donein a way thatminimizesphys-
ical resourceusewhile leaving suf�cient headroomfor the
vhost's steadystateresourceconsumption. Any available
application-speci�cmetricscan thenbe usedto re�ne the
mappingto accountfor lack of precisionin the low level
data.

Wegatheranumberof resourceusestatisticsto feedback
to theadaptationmechanism.TheseincludeCPUuse,inter-
rupt load, disk activity, network traf�c rates,andmemory
consumption.CPUandmemoryinformationarealsogath-
eredatvnodegranularity, whichis how weareableto deter-
minetheresourcedemandfor individual vnodes.Theother
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globalstatisticsallow usto ensurethatthesystemasawhole
is notoverloaded.

Initially, there is no feedbackdata to work from, so a
bootstrapphaseis doneto get somecleanresourceusage
data. Bootstrappingis simply a matterof forcing a one-to-
onemappingby having eachvnodereserveanentirepnode.
Oncethebootstrapresourcedatahasbeencollected,thesys-
temcanincreaseor decreasethereservationsuntil it arrives
at a maximally densepackingfactor with vnoderesource
usethat is consistentwith theone-to-onemapping.At this
point, theuserwill probablywantto increasethesizeof the
topology. Thesimplestapproachwould beto usetheboot-
strapdatafor nodesthatwill remainin theexperimentand
perform a bootstrapon the newly addednodes. Alterna-
tively, the usercandivide nodesinto resourceclasses(e.g.
Client/Server) which areinitialized usingdataderivedfrom
previousruns.

A secondstyleof adaptation,usingthesamemechanism,
is to startwith a densemappingof a topologyandthenex-
pandit. A densemappingis achievedby providing noinitial
feedbackdata,allowing assign to mapstrictly on theba-
sisof availablephysicalnodeandlink characteristics.In this
con�guration, therecanbe no training run to gatherclear
resourceusagedata. Instead,feedbackdataare provided
by theapplication-independentmetrics(pushingtheexper-
iment away from obvious overloadconditions)or with in-
teractive guidancefrom theuser. This form of adaptationis
usedwith largetopologieswheretherearenotenoughphys-
ical resourcesto mapit one-to-one.

Using a similar mechanismand a modi�ed version of
nse[5], anEmulabexperimentcanincorporatepurelysimu-
latednodesandnetworks.As describedin athesis[6], these
simulatedentitiescan now be transparentlyspreadacross
physical nodes,just as vnodesare dispersed.Sincethese
simulatednodesinteractwith realtraf�c, thesimulatormust
keepupwith realtime. Detectingwhenvirtual timehassig-
ni�cantly fallen behindreal time givesus a way to detect
overloadthat is morestraightforward thanwith vnodes,al-
though“f alling behind” doesnot turn out to be black and
white. Our infrastructurecan adaptively remapsimulated
networks similarly to the way it handlesvirtualizednodes
andlinks.

6.2 Fidelity Results
In this sectionwe make a preliminaryevaluationof theef-
fect on emulation�delity of increasingco-locationof vir-
tualnodesonphysicalnodes,usingboth�ne grainmeasure-
mentsandrealapplications.

Micr obenchmarks

To get a lower-level view of �delity with increasingco-
location,we performedanexperimentin which we ran the
pathrate [3] bandwidth-measurementtool betweenpairs
of nodesco-locatedon the samephysical host. Eachpair
of nodeswas connectedwith a T1-speed(1.5Mbps)link.

Wemeasuredthebandwidthfoundby pathrate aswein-
creasedthenumberof nodepairsfrom oneto ten.Acrossall
runs,pathrate measuredthecorrectbandwidthto within
1Kbps,with astandarddeviationacrossrunsof pathrate
of 0.004.

Applications
We ran a synthetic peer-to-peer �le sharing application
calledKindex, that is modeledafter a peermusic�le shar-
ing network suchasKaZaa.Kindex maintainsa distributed
peer-to-peerindex of �le contentsamonga collection of
peerservers. It alsokeepstrackof replicasof a �le among
peersandtheirproximity, to expeditesubsequentdownloads
of thesame�le. In oursimpli�ed experiment,westartase-
ries of 60 clientssequentially. Eachof 60 clientsuploads
a single �le' s information to the global index, and starts
randomlysearchingfor other �les, fetchingthosenot pre-
viously fetchedinto its localdisk. Eachclientgeneratesbe-
tween20 to 40 requestsper minutefor �les, whosepopu-
larity follows a Zipf distribution. Eachclient hassuf�cient
spaceto hold all 60 �les. Henceafter the experimenthas
run for a while, all clientsendup cachingall �les, at which
timewestoptheexperiment.

The network topology consistsof six 10Mbps campus
LANs connectedto a core 40MbpsLAN of routerswith
100msroundtripbetweenthemselves. EachcampusLAN
is connectedto a routervia a3Mbps,20msRTT link.

Weplottedtheaggregatebandwidthdeliveredby thesys-
temto all its usersasa time line. For this,we measuredthe
total sizeof �les downloadedby all usersin every 10 sec-
ond interval. We expect that initially downloadsareslow,
but as popular �les are cachedwidely, subsequentdown-
loadsaremorelikely to besatis�ed from a peerwithin the
samecampus,driving up the aggregate bandwidthdue to
thehigherspeedlinks. However, dueto the fetch-oncebe-
havior of clients,asmore�les aredownloadedby all users,
downloadbecomelessfrequent,driving down theaggregate
bandwidth.

We ran the experimentin four con�gurations. First, we
emulatedthe topology on just physical nodesto establish
a baseline. We then repeatedthe experimentusing vir-
tual nodeswith co-locationfactorsof 10, 15 and20 virtual
nodesper physical node. Figure4 shows the results. The
baseline (pack-00)shows theexpectedbehavior, aggregate
bandwidthincreasingto a peakand then taperingoff. At
a co-locationfactor of 10, one campusLAN mappedper
physicalnode,thebehavior is indistinguishablefor thebase
line. However, aswe increasetheco-locationto 15 and20,
sincepeershave to supply�les over the fasterLAN links,
theloadon thelocaldisk rises.This is thereasonfor there-
ducedpeakbandwidthandits shift to theright, causingthe
curve to be¯attened.

In orderto demonstrateapplicationtransparency, we ran
unmodi�ed gated routingdaemonson all nodesin a 416
vnodehierarchicaltopology on 22 PCsand automatically
generatedOSPFcon�gurationscripts.Oncewe veri�ed the
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Figure4: Cumulative systembandwidthfor co-locationfactorsof 0, 10,
15 and20. ªAll peersonlineº is the point in time whereall 60 peersare
runninganddownloading®les.

connectivity betweensomeleafnodesacrossthediameterof
the topology, we causeda link failure in the interior to see
how OSPFwould routearoundthe failure. Beforethe fail-
ure,a routebetweentwo leaf nodeswassymmetricwith 11
hops.Wefounda5 seconddowntimein onedirectionand9
secondsin thereversedirectionafterwhichalternate12hop
pathswereestablished.Theforwardandreversepathswere
differentin onehop. Whenwe removed the link failure, it
took 22 and28 secondsrespectively for the routepathsto
be restored.Finally, we rebootedtwo interior nodesin the
topology. gated restoredall the routesin a little over a
minute.

6.3 Adaptation Results
Weevaluatedour feedbacksystemin two scenarios:aJava-
basedwebserverandclientsandtheBittorrentpeer-to-peer
�le distributionsystem.

We �rst rana Java-basedwebserver on onehostwith 69
clients continually downloadinga 64KB �le. The clients
wereseparatedinto threedifferenttypesbasedon their link
characteristics.Nineclientswereevenlyspreadacrossthree
links on a singlerouterusing2Mb LANs in order to sim-
ulateconventionalcablemodemclients. Forty clientswere
directlyconnectedto asinglerouterusing2Mb multiplexed
links to simulateconventionalDSL modems. Finally, 20
clientsweredirectlyconnectedto asinglerouterusing56Kb
multiplexed links, to simulatephonemodemclients. The
feedbackloop requiredthreeiterationsto reachan accept-
able application�delity , the resultsare shown in Table 2.
The �rst iteration is a one-to-onemappingthat allows the
systemto geta cleansetof feedbackdata.Theseconditer-
ationpackedthe74 vnodesonto7 pnodesandresultedin a
dropin performancebecausetheCPUintensiveservernode
was co-locatedwith several client nodes. The �nal itera-
tion ampli�es thefeedbackdataby 20%,whichis enoughto
isolatetheserver andreturntheapplicationmetricsto their
original one-to-onevalues,without allocatinganymorepn-
odes.It shouldbenotedthat thebadmappingfound in the

Metric 2Mb 2Mb 56Kb
LAN Link Link

74vnodeson 74pnodes
Avg. TransactionRate 1.19 2.29 0.09
Avg. ResponseTime(s) 0.84 0.43 10.67

Packedonto 7 pnodesafter �rst iteration
Avg. TransactionRate 1.10 1.85 0.09
Avg. ResponseTime(s) 0.91 0.53 10.77
Packedonto 7 pnodesafter seconditerations
Avg. TransactionRate 1.19 2.29 0.09
Avg. ResponseTime(s) 0.84 0.43 10.70

Table2: Performanceof clientscontinuallydownloadinga 64KB ®le in
differentvnodemappings.

seconditerationcould have beenavoidedwith higherpre-
cision monitoring. However, in our context a bad initial
remappingis abene�t becauseit denotesthelowerboundon
thenumberof requirednodesandwe alwayswish to mini-
mizethenumberof physicalnodesrequiredfor a topology.

To demonstratescalinga realapplicationto largetopolo-
giesthatcannot�t in a one-to-onemappingon our existing
infrastructure,we ran the BitTorrent peer-to-peer�le dis-
tribution programon a 310 nodenetwork packed onto 74
physicalnodes.Thetopologyconsistedof 300clientscom-
municatingover 2Mb LANs or links, a single“seed”node
with a100Mblink, andnineroutersthatformedthecore.To
bootstrapthemappingweusedfeedbackdatafrom asmaller
topologyfor theclients,sincetheir resourceusagewasde-
pendentonthelink constraintsandnotthenumberof clients
in the system.However, the resourceuseof the seednode
androutersis tied to the sizeof the network, so they were
left one-to-one.In total, it took19minutesto instantiatethe
topology:sevenminutesfor assignto mapthevirtual topol-
ogy onto thephysical topologyandtwelve minutesto load
disks onto the machines,reboot,and setupthe individual
virtual nodes.

Theadaptationmechanismcanalsoaccomodateapplica-
tionsthathave throughputconstraintsaswell astiming sen-
sitivity. We testedthe Darwin StreamingServer sendinga
100Kbpsvideoandaudiofeedto 20 clients. Whenpacked
denselyto 2 physicalnodes,theinterpacket gapvarianceis
high, but if we set the estimatedbandwidthfor the client
links to 100Mb,sparservirtual to physicallink mappingre-
sults.This in turn forcesvirtual nodesto relocateontoother
physicalnodes,raisingthetotalnumberphysicalnodesto 6
(seeTable3). The oversubscriptionof network bandwidth
thusclearsapathfor timesensitivepackets.

7 RelatedWork

The ModelNet network emulator[24] achieves extremely
large scaleby foregoing ¯exibility andoptionallyabstract-
ing away detail in the interior of a network topology. Edge
hostsrun the user's applicationson genericoperatingsys-
tems,usingIP aliasinganda socket interpositionlibrary to

12



Mapping Videogap (ms) Audio gap (ms)
Min Max Min Max

Oneto one 0.93 90.99 48.23 210.96
PhysicalLink Shared 0.04 470.3 0.07 531.27
PhysicalLink Unshared 0.54 91.99 30.88 232.10

Table3: Interpacket gap of clientsreceiving a 100Kbpsvideo andaudio
streamin differentcon®gurationswherethephysicallink is sharedandnot
shared.Thevaluesarethemedianof ®ve runs.

give a weak notion of virtual machine,called a VN. The
VNs routetheir traf�c throughoneor morephysical“core”
machinesthatemulatethelink characteristicsof theinterior
topology. ModelNethasemulatedtopologiesin excessof
10,000links. However, it cannotemulatearbitrarycompu-
tation in thecoreof a topology, which excludessimpleap-
plicationslike tracerouteaswell asmorecomplex services
like user-con�gurable dynamicrouting, unlesssupportfor
eachfeatureis hardwiredin (ashasrecentlybeendonefor
DSR)[23].

Compatedto Emulab,ModelNetis lesstransparentto ap-
plicationsandit is harderto provide performancemonitor-
ing, becauseit currently usesonly a very weak notion of
virtual machine.For example,it doesnot virtualize�lesys-
tem namespace,VN' s cannotbe multihomed,and it pro-
videsno network bandwidthisolationbetweenVNs on the
samephysical host. ModelNet and the new Emulab are
clearly complementary—ModelNetis perfect for generic
network interiors,while the new Emulabis strongin other
ways. Therefore,we and the ModelNet teamplan to in-
tegrateModelNetinto Emulab,dynamicallyallocatingand
con�guring Modelnet“cores” for partsof thetopologythat
useonly genericrouterfunctions.

The Virtual Internet architecture[22] is a partially-
implementedmodel targetedto deploying virtual IP net-
worksasoverlaynetworksontheliveInternet.TheVI work
identi�ed mostof the issueswith link virtualizationat the
IP layerthatweencounteredat theethernetlevel. It focuses
on correctimplementationof virtual links whennodescan
simultaneouslyparticipatein multiple topologies(concur-
rence),asmultiple nodesin a singletopology(revisitation)
andwhennodesin a virtual topologycanthemselvesactas
basenodesfor othertopologies(recursion).It doesnot vir-
tualizeothernoderesources.

Virtual machineshave a long history, but we discuss
only a few recentexamplesthathave beenusedspeci�cally
to implementnetwork emulationenvironments.

The “vimage” virtual network infrastructurework [14,
30] is similar to our FreeBSDjail-basedimplementation.
Ratherthanvirtualize piecesof the network stack,the au-
thors virtualize the entire stackand associatean instance
with eachjail. While conceptuallycleaner, the complete
duplicationof all network resourcesraisessomeissueswith
kernelmemoryfragmentation.Their implementationpro-
videssomebasiccontroloverCPUusagethatourscurrently
doesnot. Althoughtheir topologiescanspanmultiplephys-
ical machines,andnew work is creatinga GUI-basedcon-

�guration tool [8], they do not have theautomationsupport
to controllargetopologies.

The vBET emulationenvironment[9] is built aroundan
enhancedversionof UML [2], a Linux virtual machinethat
runsasa processon unmodi�ed Linux. UML's baseper-
formanceis poor, obtaining 20–50%of baseLinux per-
formanceon benchmarksinvolving signi�cant I/O [1]. In
contrastto our approachwhich usesnative network mech-
anisms,vBET simulateshubandrouterdevices,which, for
example,cannotbroadcast.vBET doesnot supporttopolo-
giesspanningmultiple physical machines,so cannotemu-
latelargetopologies.

PlanetLab[18] is a geographicallydistributed network
testbed,with machinestime-sharedamongmutually un-
trustingusers.PlanetLabusesLinux vservers[13] enhanced
with a customkernel module that provides enhancedre-
sourceisolation, including CPU and network bandwidth.
Nodevirtualizationis constrainedby thefactthatthenodes
aresubjectto therestrictionsof thesiteatwhichthey reside.
For example,sincethey cannotassumemorethana single
routableIP addressis availablepernode,IP namespaceis
not virtualized. Currently, it is impossibleto reliably au-
tomatecon�gurationof evenmodestnumbersof PlanetLab
vserversif overall setupspeedis a requirement[12], appar-
entlydueto defectsin thecentralPlanetLabservice.

In the longertermthenew Xen VMM offerssomecom-
pelling featuresto network emulators.Xen providesgood
isolationandcontrol of CPU,memoryanddisk resources,
thoughnetwork controlsarenot fully realized. It purports
to hostup to 100 simultaneousactive virtual machineson
“modern servers,” and supportsseveral popularoperating
systems.

Other. ACME, the“ApplicationControlandMonitoring
Environment” [16], providesscalablecontrol andmonitor-
ing infrastructure,including distributedsensorsandactua-
tors. ACME or its ideaswould beanalternateway for Em-
ulab to provide online monitoring of overloadconditions,
shouldgreaterscalabilityberequired.

Our CPU Broker [4] work has partially inspired our
feedback-basedapproach,and several principlesare simi-
lar. The broker mediatesbetweenmultiple real-timetasks
andan RTOS; usingfeedbackandpolicies,it adjustsCPU
allocationsaccordingly. It connectsto its monitoredtasks
non-invasively, with user-providedproxiestransformingre-
sourceusedatainto predictions. The CPU Broker reallo-
catesresourceson a �ne time scale,while Emulabreallo-
catesatacoarsetimescale.

8 Discussionand Conclusion

Our resourceallocationandmonitoring techniquesdo not
assurethe timelinessof events. In general,assuredtime-
linessis expensive to provide, requiringreal-timeschedul-
ing of CPU andlinks. However, we do provide two ways
to addressthe issue,with anotherplanned.First, theuser's
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application-speci�cmetrics,if they canbegatheredon un-
multiplexednodes,serveasasafetymechanismto catchar-
bitrary performancein�delities. Second,theusercanspec-
ify an a shortertime period (the default is 1 second)over
which the monitoringdaemonwill average,asit looks for
overload.Of course,thedaemonmaythenconsumeexcess
resourcesitself, but sinceit runson the user's own nodes,
the testbedinfrastructureis not threatened.Finally, we are
addinga kernelmechanismthatwill reportif any resource
useoververy �ne timescales,e.g.,1–10msecs,hasexeeded
a user-settablethreshold. Given this mechanismandtypi-
cal Internetlatencies,a usercanquitecon�dent that timing
effectsregardingnetwork I/O have not affectedhis experi-
ment.

In general, evaluation of packet timeliness and CPU
schedulingeffects remainto be done,but by offering the
userapplication-level metricsdirecting adaptation,that is
not essential.Exhaustive validation of the link emulation
�delity needsto be done, similar to the inter-packet ar-
rival and time-varianceanalysiswe do for mixed simu-
lated/emulatedresources[6]. Anotherissuesis thatour en-
capsulationdecreasestheMTU by afew bytes,whichcould
affect someapplications.Many switchesandNICs support
largerMTU sizes,includingours;weareimplementingthat.
In general,we couldandwill addwell-known OSresource
isolationmechanismssuchasproportional-sharescheduling
andresourcecontainers.Finally, our supportis limited to
FreeBSD,yet many want Linux or Windows. Clearly, we
couldport our work to Linux vservers,but we preferto ex-
ploretheXenalternative.

In conclusion,we have shown that,by relaxingthecon-
straintsof conservative resourceallocation,we cansigni�-
cantly increasethescaleof topologiesthatwe cansupport,
or lower therequiredphysical resources,with minimal loss
of �delity . In the future we will gatheringexperienceon
how experimentersusethefeedbackandadaptationsystem,
andevolve oursystemaccordingly.
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