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Abstract

Network emulationis valuablelargely becauseof its abil-
ity to studyapplicationsrunningon real hostsand “some-
whatreal” networks. However, conseratively allocatinga
physicalhostor network link for eachcorrespondingirtual
entity is costly andlimits scale. We presenta systemthat
can faithfully emulate,on relatvely low-end PCs, virtual
topologiesover anorderof magnituddargerthanthe phys-
ical hardware, whenrunningtypical classeof distributed
applicationsthat have modestresourcerequirements.The
new Emulabvirtualizeshosts,routers,andnetworks, while
retaining neartotal applicationtranspareng good perfor
mance delity , responsienesssuitablefor interactve use,
high systemthroughputandef cient useof resourcesOur
key designtechniquesreto usetheminimumdegreeof vir-
tualizationthatprovidestransparengto applicationsfo ex-
ploit the hierarcly foundin realcomputemetworks,to per
form optimistic automatedesourceallocation,andto use
feedbackto adaptvely allocateresources.The entire sys-
temis highly automatedmakingit easyto useevenwhen
scalingto thousand®f virtual nodes.This paperdescribes
thesystem$ motivation,designandpreliminaryevaluation.

1 Intr oduction

Network experimentatiorervironmentsthat emulatesome
aspect®f theenvironment—netwrk testbeds—plagnim-

portantrole in the designandvalidationof distributedsys-
temsandnetworking protocols.In contrasto simulateden-
vironments testbeddike Emulab[27] and PlanetLab[18]

provide more realistic testing groundsfor developing and
experimentingwith software. Emulatedervironmentsim-

plementvirtual network con gurationsatopreal hardware:
this meansthat experimenterscan usereal operatingsys-
temsandothersoftware,run their applicationsunmodi ed,

andobtainactual(not simulated)performanceneasures.
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A primarychallengédor futureemulationervironmentss
scale.Becausemulatedervironmentsaresupportedy ac-
tual hardware,an emulatedsystemthatis “larger” thanthe
underlying physical systemrequiresthe careful allocation
andmultiplexing of atestbeds physicalresourcesTo avoid
experimentahrtifacts theoriginal Emulabusedstrictly con-
senative resourceallocation. It mappedvirtual network
nodesandlinks one-to-onentodedicated®Csandswitched
Ethernetlinks. We have four motivationsfor relaxingthis
constraintallowing controlledmultiplexing of virtual onto
physical resources.First, someapplicationssuchas peer
to-peersystemsor dynamiclP routing algorithmsrequire
large topologiesor nodesof high degreefor evaluation,yet
arenotresource-hungrySecondmuchresearctandeduca-
tionalusesimply doesnotneedperfectperformancedelity ,
or doesnot needit on every run. Third, suchmultiplexing
provides more ef cient useof sharedhardware resources;
for example,virtual links rarely usetheir maximumband-
width andsowastethe underlyingphysicallink. Fourth, it
makessmall-scaleemulationclustersnuchmoreuseful.

In this paperwe presentnewn techniqueghat allow net-
work emulationervironmentgo virtualizeresourcesuchas
hosts routers,andnetworksin waysthatpresere high per
formancehigh delity , andneartotal transparengcto appli-
cations.Oneof our primarymotivationis scale:i.e.,to sup-
port larger and more complex emulatedervironments,and
alsoto allow asingletestbedo emulatemoresucherviron-
mentsat the sametime. Our techniquesallow a testbecdto
betterutilize its physical resourcesandallow a testbedto
emulatekinds of resourceshatit may not have (e.g.,hosts
with very large numbersof network interfaces). One goal
of our techniquess to presere the performancedelity of
emulatedresourcesput our approachcan also be usedin
caseswhereusersdo not requirehigh delity, e.g.,during
earlysoftwaredevelopment;jn educationpr in mary kinds
of reliability studies. Our techniquesprovide bene ts to
bothtestbedperatorswho canprovide betterserviceswith
fewer hardware resourcesand users,who have improved
accesso testbedsindtheir expandedservices.



Our motivatinggoalis thatthe overall systemscaleswell
with increasingsizeof virtual topologies.Scalabilityis not
only aboutspeedandsize,but alsoconcerngeliability and
ease-of-useOur primary dimensionsare: i) “swapin” per
formance: the time to reliably instantiatean experiment,
which affects systemthroughputand Emulabs interactie
usagemodel; ii) monitoring, control, and visualizationof
testbedexperiments,both by the userandthe system;iii)
resourceuse—thenumberof physical machinesand links
requiredfor a particularvirtual topology;iv) theuserstime
spentin customizinginstrumentatiorand managemenin-
frastructure.

However, no matterhow scalablethe systemwe require
two constraintgo be met. Oneis thatthe emulationsystem
be,asmuchaspossible transpaentto applications Even
if they dealwith the network or OS ervironmentin anid-
iosyncraticmanneywe shouldnot requirethemto be mod-
i ed, recompiledyelinked,or evenrunwith magicerviron-
mentvariables.Secondwe mustprovide good(not perfect)
performance delity, so that experimenterscan trust their
results.

To meettheseggoals,we multiplex virtual entitiesontothe
physicalinfrastructureusingfour key designtechniques:

Using the minimum degreeof virtualizationthat will
provide sufcient transparengto applications.In our case,
this meansthat the majority of the OS and network mech-
anismsusedby virtual entitiesare identical to the native
mechanisms.

Exploiting hierarcly, bothin real computernetworks
(which the users virtual topology representsindin the
physical realizationof thosenetworks. Our resourceallo-
catorrelieson implicit hierarcly in the virtual topologyto
reduceits searchspaceandour IP addressassignetinfers
hierarcly in orderto provide realistic IP addresses.Our
testbedcontrol systemexploits the hierarcly betweenvir-
tual nodesandtheir physical hosts;for example,by exten-
sive proxying, caching,andactingon mary virtual entities
simultaneously

Optimisticautomatedesourceallocation. The system
or the usermakesa “bestguess”at the resourcesequired,
which are fed into a powerful resourceassignerthat uses
combinatoriabptimization.

Useof feedbacko adaptvely allocateresourcesBoth
in trainingrunsandduringnormaluse,system-lgel andop-
tional application-speci cmetricsare monitored. The met-
rics are usedto detectoverloador (sometimesunderload
conditions,andto guideresourceae-allocation|f required.
Emulabcanautomaticallyexecutethis adaptve processy
leveragingits high degreeof automation.

This papermakesthe following contrikutions: (1) It de-
scribeslevels of virtualizationthat are appropriatefor this
domain,anddiscussesomeof the designtradeofs. (2) It
shavs how to solve the NP-hardresourceassignmenprob-
lemfor networksof thousandsf entities,anddescribesiow
to support exible speci cationof arbitraryresources(3) It

presentsa new feedback-directetechniqueto supportvir-
tualizationandscaling.(4) It describes new algorithmfor
assigningrealistic IP addresses(5) It providesa prelimi-
nary experimentalevaluationof variousaspectf the sys-
tem. (6) The systemit describegprovidesa usefulnew fa-
cility, and,with the exceptionof auto-adaptatioris proven
in public productionuse.

Therestof this paperis organizedasfollows. Section2
providesbackgroundon Emulabandits use. Section3 de-
scribesour nodeandnetwork virtualizationmechanismsas
well asour algorithmto assignlP addressehierarchically
Section4 coversautomatedesourceassignmentand Sec-
tion 5 outlineshow we exploit hierarcly afterresourcesre
allocated.Sectionst describe®our feedback-directeddap-
tationandpresent&xperimentatesults.Section7 describes
relatedwork, andwe thendiscusdimitationsof our system,
futurework, andconclude.

2 TestbedContext

The Emulab software is the managemensystemfor a
network-rich PC clusterthat provides a space-and time-
sharecpublicfacility for studyingnetworkedanddistributed
systemsOneof Emulabs goalsis to transparentlyntegrate
a variety of differentexperimentalervironments. Histori-
cally, Emulabhassupportedhreesuchervironments:em-
ulation, simulation,andlive-Internetexperimentation.This
paperfocuseson our work to expandit into a fourth envi-
ronment,yirtualizedemulation.

An “experiment”is Emulabs centraloperationalentity.
An experimenterrst submitsa network topologyspeci ed
in an extendedns syntax. This virtual topology can in-
cludelinks andLANSs, with associatedharacteristicsuch
asbandwidth lateng, andpaclet loss. Limiting andshap-
ing thetrafc onalink, if requestedis doneby interpos-
ing “delay nodes”betweerthe endpointsof the link, or by
performingtraf c shapingon the nodesthemseles. Spec-
i cations for hardware and software resourcesanalsobe
includedfor nodesn thevirtual topology

Once the testbedsoftware parsesthe speci cation and
storesit in the databaseit startsthe procesof “swapin” to
physical resources Resourceallocationis the rst step,in
which Emulabattemptgo mapthevirtual topologyontothe
PCsandswitcheswith thethree-vay goalof meetingall re-
sourcerequirementsminimizing useof physicalresources,
and running quickly. In our casethe physical resources
have a complex physical topology: multiple typesof PCs,
with eachPC connectedria four 100Mbps Ethernetinter-
facesto switchesthatarethemselesconnectedvith multi-
gigabitlinks. Thetestbedsoftwaretheninstantiateghe ex-
perimenton the selectednachinesand switches. This can
meancon guring nodesandtheir operatingsystemssetting
up VLANSs to emulatelinks, andcreatingvirtual resources
ontop of physicalones.Emulabincludesa synchronization
serviceaswell asa distributedeventsystemthroughwhich
boththetestbedsoftwareanduserscancontrolandmonitor



experiments.

We have 3.5yearsof statisticson 700usersdoing10,000
swapins,allocating155,000nodes. An importantobsena-
tion is thatpeopletypically useEmulabinteractively. They
swapin anexperimentlog in to oneor moreof their nodes,
and spendhoursrunning evaluations,detuggingtheir sys-
tem,andtweakingparametersgr sometimespendustafew
minutesmakinga singlerun. Whendonefor the morning,
day, or run, they swap out their experiment,releasingthe
physicalresources.

This leadsto two points: speedof swapin matters,and
people “reuse” experimental con gurations mary times.
Thesepointsareimportantdriversof our goalsanddesign.

3 Minimal Effective Virtualization

Multiplexing logical nodesand networks onto the physical
infrastructureis our approachto scaling. Mrtualization is
thetechniquewe useto make the multiplexing transparent.
Ourfundamentagoalfor virtual entitiesis thatthey behae
asmuchlike their real-life counterpart@spossible.In the
testbedcontet, therearethreeimportantdimensiongo that
realism: functional equvalence,performancezquialence,
and “control equivalenc€. By the last, we meansimilar-
ity with respecto control by the testbedmanagemensys-
tem(enablingcodereuseandby theexperimentefenabling
knowledgereuseandscriptingcodereuse).This papercon-
centrateson the rst two dimensions functional realism,
whichwe call transpaency andperformanceealism.

Our designapproactisto nd theminimum/level of vir-
tualizationthat providestransparengto applicationswhile
maintaininghigh performance.If a virtualization mecha-
nismis transparento applicationsit will alsobetransparent
to experimenters'control scriptsandto their preconceied
concepts. We achiere both high performanceand trans-
pareng by virtualizing using native mechanismsmecha-
nismsthatarecloseto identicalto the basemechanisms.

For virtual nodeswe implementvirtualizationwithin the
operatingsystem,extendingFreeBSDs jail abstractionso
thatunmodi ed applicationsseea systemcall interfacethat
is identicalto the baseoperatingsystem. For virtual links
andLANs, we virtualizethe network interfaceandtherout-
ing tables. That allows us to provide key aspectof emu-
lated networks using native switch-supportednechanisms
suchas broadcastand multicast. Thesemechanismgjive
ushigh—indeedative—performancewhile providing near
functionalequivalenceto applicationsIn our currentvirtual
nodeimplementatiorwe give up resourcesolation,but we
aresavedby our higherlevel adaptve approacho resource
allocationanddetectionof overload.

3.1 Virtual Nodes
DesignAlter natives

Therearemary possiblewaysto implementsomenotion of
a“virtual node! Whichstrategy is choserdependsiponthe

requirementof the ervironmentrelative to the following
attributes:

Application transparency: the extent to which name
spacesreisolated.(Cantheapplicationrun unchanged?)

Application delity: the extent to which resourcesare
isolated.(Doesthe applicationgetthe resourcest needgo
functioncorrectly?)

Systemcapacity: theamountof virtualizationoverhead.
(How mary vnodescanwe host?)

System exibility: thelevel of virtualization(canwerun
multiple OSs?)andthe degreeof portability (canwe runon
awide rangeof hardware?)

Here,we brie 'y summarizesomeof the alternatvesfor
virtual nodeimplementations.

The big hammerin thevirtualizationtoolbox s the clas-
sic virtual machinemonitor (VMM). ClassicVMMs like
VMware [25] provide completevirtualization of an archi-
tecture,typically presentingan instanceof the underlying
physicalhardware. Full virtualizationprovidesthe ultimate
in “exibility, allowing arbitrary unmodi ed operatingsys-
temsandtheir applicationgo run on the samehostconcur
rently. But full virtualizationcomesata costbothin perfor
manceandhostresources.

A recenttrend, representetby Xen [1], is so-calledpar-
avirtualization in which the VMM presentsan architec-
turethatis largely the sameasthe underlyinghardware,but
in somecasesprovides abstractionghat are more closely
alignedwith OS expectations.Sincethe architecturds not
a completevirtualization,OSesmustbe “ported” to run on
the VMM architecture.Onceported,an OS andits appli-
cationstypically performmuch betterthanundera classic
VMM. However, thereis still considerablesostto running
anapplicationinsideits own instanceof anOS comparedo
runningit in aprocesn atraditionalOS.

A third alternatve is to make modi cations to an exist-
ing operatingsystemto provide limited virtualization fea-
turesfor processesTechniquesisedhereinclude overrid-
ing library interfaces(ModelNet[24]), interceptingsystem
calls (UML [2]), or addingfeaturesto the OS kernel(BSD
jails [11], Linux vseners[13]). The emphasids typically
on providing namespacée.g., lesystemor network) isola-
tion ratherthan resourceisolation sincethe latter is much
harderandoften not needed.Someresourcesolationmay
beavailablecourtesyof pre-eisting mechanism# theker
nel. Herewe achieve very low virtualizationoverheadand
transparengfor applicationsput requireOS modi cations
andmostlik ely give up resourcasolation.

Finally, in mary ervironments,it is sufcient to justrun
multiple copiesof anapplicationasmultiple processesn a
singlemachine. This stratgy is notin generatransparento
applications Applicationswill needto bemodi ed, or con-

gured atruntime, to re ectthatthey aresharingresources
with otherinstancese.g.,acon g le thattellsit how much
memoryto use,whereto getor storeits datain the lesys-
tem,whatnetwork portsto use,andhow to identify itself to



otherprogramsThereis novirtualizationoverheatecause
the “virtualization” is static,embodiedn the con guration
le orprogramitself. Thusyougetthehighestperformance,
sinceapplicationsarerunning“directly onthehardware; at
theexpenseof almostary level of isolation.

Emulab Virtual Nodes:the Abstraction

A virtual nodeis a rst classobjectin Emulab. Abstract
virtual nodeshave vekey attributes:

1. They aremultiplexed ontophysicalhosts.

2. They have independenhamespacesachhasits own
hostnameinterfaces)P addressesputingtable, lesystem,
andprocessspace.Two virtual nodesrunningon the same
hostcannotseeeachother

3. Eachvirtual nodecanbe controlledindependentlyof
the physicalnodehostingit. Virtual nodescanbeindividu-
ally booted,rebooted andhalted. Userscanlogin directly
to the virtual nodesusingssh and Emulabs event system
candirectly controla virtual node. Emulabstate-machine-
driven“nodelifecycle” controlandmonitoringsystentreats
eachvirtual nodeindependently

4. Thereis strongcommunicatiorisolationbetweervir-
tual nodeson a physical host: they cancommunicateonly
throughthe network. Thereis wealer isolation from the
host, so it canbootstrapand proxy servicesfor its virtual
nodes.

5. Virtual nodessupportcontrollable,shapedinks and
LANSs to othernodesbothvirtual andphysical.

Emulab Virtual Nodes:the Reality

Application transparengis importantin the Emulabervi-
ronment,requiringat leastnamespaceésolationbe present.
On the other hand, we anticipatedthat the initial network
applicationsrun inside virtual nodeswould have modest
CPUandmemoryrequirementsnakingresourcasolation—
exceptfor the network, which we alreadyhandle-lessim-
portant. Moreover, since physical nodesare dedicatedto
experiments,hostingonly vhodesfor that experiment,we
do provide inter-experimentresourcdsolation. Finally, we
hopedto achieve at leasta ten fold multiplexing factoron
relatively low-end PCs (600MHz, 256MB memory) ne-
cessitatinga lightweight virtualization mechanism. Con-
sideringtheserequirementsa process-leel virtualization
seemedhebestmatch.Givenour BSD heritageandexper
tise,we optedto designandimplementour virtual nodesby
extendingFreeBSDjails.

Jails. Jails provide lesystem and network namespace
isolationandsomedegreeof superuseprivilegerestriction.
A jailed processandall its descendentare restrictedto a
uniqueslice of the lesystemnamespacasingchroot This
notonly giveseachjail a custom,virtual root lesystem but
alsoinsulateshemfrom the lesystem actiities of others.
Jails also provide the mechanismfor virtualizing and re-
strictingaccesgo the network. Whenajail is createdjt is
givenavirtual hostnamenda setof IP addressethatit can

bindto (thebasegail implementatiorallowedasinglelP ad-
dresswith ajail, we addedthe ability to specifymultiple IP
addresses)TheselP addresseareassociatedvith network
interfacesoutsideof thejail context andcannotbe changed
from within the jail. Hence,jails areimplicitly limited to
a setof interfacesthey may use. We further extendedjails
to correctly limit the binding of the INADDR_ANY  wild-
cardaddresgo only thoseinterfacesvisible to the jail and
addedrestrictedsupportfor raw soclets. Finally, jails al-
low processewithin themto runwith diminishedroot priv-
ilege. With root insidea jail, applicationscanadd, modify
andremove whatever les they want(exceptfor device spe-
cial les), bindto privilegedports,andkill ary otherjailed
processesHowever, jail rootcannotperformoperationghat
affect the globalstateof thehostmachine(e.g.,reboot).

Virtual disks. Our designof virtual disks madeit easy
notonlyto beef cient in diskuse butto supportinter-vnode
disk spaceisolation. Jails provide little help: eventhough
eachjail hasits own subsetof the lesystem namespace,
that spaceis likely to be part of a larger lesystem. Jails
themselesdo nothingto limit how muchdisk spacecanbe
usedwithin thehosting lesystem. Disk quotasarent useful
either: within the jail's namespace, les arenot restricted
to asingleuid or evensubsebf uids;they canbe ownedby
aryone.

Our designusesBSD vnodedisksto createa regular le
with a x ed size and exposeit via a disk interface. We
createempty virtual disks by seekingto the end; that al-
locatesno actualblocksin the underlying lesystem, sois
space-etient in the typical casethat the virtual disk re-
mainsmostly empty These x ed-sizevirtual diskscontain
aroot lesystem for eachjail, mountedat the root of each
jail's namespace. Sincethe virtual disks are containedin
regular les, they areeasyandef cient to move or clone.

Control of vnodes. While enhancingthe Emulabsys-
tem with nodetypesotherthan physical clusternodes,we
workedto presere uniformity andtransparencbetweerthe
differentnodetypeswherever possible Theresultis thatthe
systemis almostalwaysableto treata nodethe same,re-
gardlessof its type, exceptat the layersthatcomein direct
contactwith unavoidabledifferencedetweemodetypes,or
whenwe aggreate expensve actionsby operatingthrough
theparentphysicalnode.

An exampleof thetransparengis thestatemachinesised
to controlnodesof all types.While non-plysicalnodeshave
signi cant differencesfrom physical nodes,the statema-
chinesusedto managehemare almostidentical. In addi-
tion, thesamemachinds usedfor Emulabvnodesaswell as
PlanetLabvirtual seners. Reusing—indeedsharing—such
complex andcrucialcodecontributesto theoverall systems
reliability.

3.2 Virtual Links and LANs

3.2.1 Designlssues

In a generalcontet, virtual links provide a way of multi-
plexing mary logical links onto a smallernumberof phys-
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Figurel: A network topologyillustrating routing issuesdueto the multi-

plexing of virtual nodesandlinks. Large boxesrepresenphysical nodes
andlinks, while smallboxesandlines (with italic labelg representirtual

nodesandlinks. Virtual network interfaceg(vlinks), virtual LANs (vlans),

andphysicallinks (plinks) have namesasshavn.

ical links. In this light, virtual links can be usedto pro-

vide ahigherdegreeof connectity to nodeswhetherthose
nodesarevirtual or physical. In thecontet of virtual nodes,
our discussiorof virtual links includesnot only this multi-

plexing capabilitybut alsothe network namespacesolation
issuesand the subtletiesof interconnectingvirtual nodes
within, andbetweenphysicalnodes.

Theinterestingcharacteristicsf virtual links are:

Level of virtualization. Virtual link implementations
canpresentitheravirtual link layerby providing a virtual
Ethernedevice or avirtual IP layerby usingmultiple IP ad-
dresseger physicalinterface. The formeris more exible,
allowing traf ¢ otherthanlP, but such exibility is oftennot
needed.

Encapsulation. Virtual links may or may not encapsu-
late their paclets. Encapsulations traditionally usedeither
to transporinon-standargrotocolsover deployed networks
(e.g.,tunnelingover IPv4) or to supporttransparenfto end
node) multiplexing capability (e.g.,802.1QVLANS). En-
capsulatiorusuallyimplies a decreasén the MTU sizefor
theencapsulategrotocolwhich canaffect throughput.

Sharing of interfaces. Theendpointof avirtual link as
seenby a virtual nodemay be eithera sharednterfacede-
vice or a private one. This may affect whetherinterface-
centric applicationslike tcpdumpcan be usedin a virtual
node.

Ability to co-locatevirtual nodes. Threefactorsrelated
to the implementationof virtual links in uencewhich, if
ary, virtual nodesin the sametopologyor virtual nodesin
differenttopologiescanbe co-locatedon a physicalnode.
First, if virtual links are implementedusing IP aliaseson
sharedphysical interfaces, then there are restrictionson
what addressesan be assignedo the interface. For ex-
ampletwo nodesin differenttopologiescould not have the
samelP address.Virtual LANs provide anotherexample.
As shavnin Figurel, virtual nodesB1, B2, andCO arepart
of a virtual LAN spanningtwo physical nodes. As such,
they musthave IP addressed the samesubnet.However,
mostOSesprohibit assigningaddresse the samesubnet
to the sameinterface. Hence,B1 and B2 could not be co-
locatedasshown.

Secondeven with pervnodeinterfaces,it is possiblethat

two co-locatechodesn thesametopologymight have rout-
ing “short-circuited”by the OSif it recognizedhatbothin-
terfacegeferto thelocal host.For example,trafc between
A0 andA2 mightbedelivereddirectly ratherthanfollowing
thetopology

Finally, if virtual links usea sharedroutingtable,thentwo
co-locatednodescannothave differentnext hop addresses
for the samedestination.For example,in the gure, pack-
etssentfrom AO to COwill passthroughhostB twice. BO's
next hopfor C needgo be A while B1'sneedgo beC. This
is known asthe “revisitation” problem[22]. Further even
with separaterouting tables,incoming pacletsto B need
contet to determinewhich routingtableto use. This infor-
mationneedsto be corveyed in the paclet, eitherthrough
encapsulatioor “fake” link addresses.

3.2.2 Emulab Virtual Links

Virtual network interfaces. While the BSD jail mecha-
nism doesprovide somedegree of network virtualization
by limiting network accesgo speci ¢ IP addressest falls
short of what we need. In particular thoughjails have
their own distinct IP addresseghoselP addressesare as-
sociateddirectly with sharedphysical interfaces,andthus
have problemswith interface-orientedpplicationssuchas
tcpdump . Further whenpacletsleave a physicalhostthey
losetheidentity of thevirtual nodethatwasthe most-recent
hopof thepaclet,meaninghatjails cannoimplementode
revisitation. Fake MAC addressesjsedby somenetwork
emulators,are also inadequate spaceconstraintgreclude
moredetailhere.

To solve theseproblemswe developeda virtual Ethernet
interfacedevice (“veth”). The vethdriveris anunusuahy-
brid of a virtual interfacedevice, an encapsulatinglevice
and a bridging device. It allows us to createunbounded
numbersof Ethernetinterfaces(virtualization), multiplex
themon physical interfacesor tie themtogetherin a loop-
backfashion(bridging) andhave themcommunicatdrans-
parentlythroughour switch fabric (encapsulation).Virtu-
alizationgives us perjail interfacesabove the physical in-
terfaceto which we canapply jail-speci ¢ ipfw/dummynet
rulesor on which the jail processesanoperate.Bridging
allowsthe correctrouting of pacletsatthelink level sothat
virtual interfacesonly receie the pacletsthatthey should.
Encapsulatiorpreseresthe virtual link informationneces-
saryto implementrevisitationwhencrossingphysicallinks,
withoutmakingary assumptionabouttheswitchingfabric.

Although there exist virtual ethernetdrivers, bridging
code,andencapsulatiormevices,to our knovledgewe are
the rst to integratethethreeconceptsnto one.

Virtual routing table. While virtual Ethernetdevicesare
sufcient to enableconstructionof virtual Ethernettopolo-
gies, they arenot sufcient to supportarbitrary IP topolo-
gies. This is dueto sharedlP infrastructure,in particulay
theroutingtable. In BSD routingtables,it is only possible
to have oneentry perdestination.But with a physicalnode
hostingmultiple jails representinglifferentvirtual nodesat



differentpointsin the topology we needto be ableto sup-
port multiple routesto (next hopsfor) a singledestination.
We have adoptedandextendedthework of Scandariatand
Risso[20] which implementsmultiple IP routing tablesto
supportmultiple VPN endpointson a physicalnode.Rout-
ing tablesareidenti ed by a smallintegerroutingtablelID.
We usetheselDs asthe gluethatbind togethejails, virtual
interfacesandroutingtables.

3.2.3 RealisticIP AddressAssignment

In anEmulabexperimentusershave theoptionof eitheras-
signing IP addressethemseles or letting Emulabchoose
IP addresseautomatically Most experimentershoosethe

latter, asmanualassignmentanbetediousanderrorprone.
Sometopologiesderived from the real Internetinclude IP

addressedHowever, mosttopologygeneratorgreintended
for usewith simulationandthereforedo notincludethem.
Additionally, requiring usersto always designatelP ad-

dressesvould violate our goal of generalityandwould pre-

cludethe useof new experimentalgenerators.

Ourobjective in assigningP addresseis to lay themout
in arealisticfashion.In the Internet,ISPsaretypically as-
signedblocks of IP addresses.TheselSPsthen delaggate
subnetswithin theseblocksto smallerISPsandcustomers.
IP addresseassignedn a mannerapproximatinghis have
threekey strengths(1) ThelP addresseareintuitive to ex-
perimenteravhenthey needto nd out how pacletsmove
throughtheirtopology (2) Thesizeof routingtablescanbe
greatlyreducedusingstandardCIDR routing. (3) Realistic
IP addressesauserealistichehaior from dynamicrouting
protocolssuchasOSPFandBGP

To assigraddressei blockslik e theinternet,we mustto
take into accountwhatever hierarchicalpropertieghe input
topologyhas. To infer this hierarcly, we searchor groups
of nodesin thetopologygraphthatarestrongly-connected,
with arelatively smallnumberof connectiongo the restof
the graph. Hierarcly inferenceis a problemin mary do-
mains.Our overall strateyy for solvingthis problemis to re-
cursively dividethegraphinto sub-partitionsOthers[10, 7]
useasimilar stratgyy to performdatabasenapqueries.

IP addressssignmenis doneusingthefollowing steps:

1. Invertthegraph. Take eachLAN asavertex andeach
hostas a hyperedgein the new graph. For the purposes
of this algorithm, a link is considereda specialcaseof a
LAN, with only two members. This is necessarpecause
while ahostcanbe multi-homedaLAN canbelongto only
onesubnet.The graphinversionprocessds describedmore
formally in [29].

2. Partition thegraph Numbereachpartition,allocating
the minimum numberof bits requiredto representhe num-
berof partitions.

3. Recusively partition by repeatingsteptwo on each
partition, continuinguntil we reacha partition of sizeone,
or exhaustthe availablebit space.

4. Associatea subnetwith ead partition. Numbereach
LAN within eachpartitionandeachnodewithin eachLAN.

5. Combinghenumberdrom ourrepeatecpplicationof
steptwo with the two numbersfrom stepfour to give each
interfacea uniquelP address.

Currently the algorithm usedto divide the graphis a
heuristicfor the NP-completegraph-partitiorproblem.This
graphpartitioningalgorithm,whichis usedn steptwo, must
begiventhenumberof partitionsto create If therearemore
or lessthantheidealnumberof partitions,the quality of the
partitioningis poor A poor partitioningleadsto unrealis-
tic IP addressssignmentOn theotherhand thepartitioner
weuse METIS [15], is fast,runningin sub-secontimesfor
mostpartitionings. We searchfor a partition sizethatmin-
imizesthe averagenumberof borderroutersin eachparti-
tion.

The keystoneof the searchis the scoringalgorithm. A
borderin this contet is a cut edge. Thereforethe cost of
the bordersis the aggrgate weight of the cut edges.How-
ever, the numberof cut edgesis not enough. In mostcir-
cumstancegherewill be morecut edgesasthe numberof
partitionsincreasesThis meanghatit is not very usefulto
simply countup the aggreyateweightcut, becausehis will
bias the scoringtowards small numbersof partitions. In-
steadjt is usefulto nd theaveragebordersize(cutweight)
per partition. c is the aggreate cut-edgeweight, p is the
numberof partitions,andthescoreS = %

We arein the procesf evaluatingan alternatve to the
above searchthe useof ratio-cuts. The useof ratio cutsis
usefulin the eld of VLSI design[26] andwe areadapting
it for networking. A ratio cutis a cut which minimizesthe
ratio scoreon a particulargraph. The ratio scoreof a cut
dependauponthe weight which is cut andthe sizesof the
partitions. If c is the aggreate cut-edgeweight of a bipar
titioning, andjAj andjB| arethe numberof verticesin the
associatedwo sub-partitionstheratio scoreR = ﬁ'

Thoughthe ratio cut problemis in NP, seseral methods
exist to give approximationg26, 17] in lineartime. These
heuristicsarea promisingapproactto betterpartitioning.

It is anontrivial taskto quantitatvely evaluatehow realis-
tic anIP addressssignmenis. However, thereasorthatIP
addresseareassignedy block is to facilitate CIDR rout-
ing. This meansthat assignmentgan be evaluatedby the
improvementthey gain whenusingCIDR routing.

We found real world topologiesmappedby Rocketfuel
[31] and since Rocletfuel retainsthe IP addressedn the
topologiesit maps,we usedthe actualassignmengs our
benchmarkWe alsocompareagainsta naive IP addresss-
signerwhich chooseshe addressearbitrarily.

Themechanisnior comparisonis arouteoptimizer The
optimizer searcheshe graphand aggreatesroutesinto a
subnetwhenerer thoseroutesare in the samesubnetand
have thesamerst hop.

Table 1 shows that the currentalgorithmis much bet-
ter thanarbitraryassignmentbut thereis still roomfor im-
provement.Findingtheratio-cutis wherethatimprovement
will likely befound.



| Topology | Real [ Emulab| Random|

VSNL (India) 219 304 403

EBONE(Europe) | 10841 | 12532 | 20096
Exodus(US) 21113| 19722 | 26140
Tiscali(Europe) | 8810 | 15450 | 19863

Tablel: Aggregatenumberof routesafteroptimization

4 Automated Resouice Assignment

Emulab automaticallymaps an experimenters requested
virtual topology onto the available physical resources. It
decideswhich virtual nodesto place onto which physical
nodesin suchaway asto avoid overloadinghostsandlinks.
This problem hasbeenshavn to be NP-hard[19]. The
virtual and physical resourcego be mappednclude hosts,
routers,switches,andthe links that connectthem. Exper
imenterrequestssuchas nodeswith specialhardware or
software, mustbe satis ed, and bottlenecklinks and other
scarceresourcesn the physical topology should be con-
sened when physical resourcesare shared,asthey arein
Emulab;in contrastrelatedsystemsuchasModelNet[24],
do not space-shartestbeds.

Emulab nds an approximatesolution to the network
testbedmapping problem by taking a combinatorialop-
timization approach. It usesa comple solver called
assign [19] thatis built arounda simulatedannealing
core. We found, however, that Emulabs existing assign
wasnotsufcient for mappingvirtual nodeexperiments.

First,we neededhew exibility in specifyinghow virtual
nodesareto bemultiplexed(“packed”) ontophysicalnodes.
To getefcient useof resourcesye found it necessaryo
add ne-grainedresourcedescriptions.Also, assign tra-
ditionally doesconserative resourceallocation;that s, it
assignsnodesand links with the assumptiorthat they will
alwaysfully utilize resources.While this makes sensefor
artifact-freeemulation, it is contraryto our goal of using
feedbacko provide large-scaleemulation.

Second,assign had scalingproblemsdueto the fact
thatvirtualizationallows for topologiesan orderof magni-
tudelargerthanone-to-oneemulation.Sinceit mustberun
everytimeanexperimentis swappedn or re-mappedspart
of auto-adaptatiormuntimesin thetensof minuteswerein-
terferingwith the usability of the systemandmakingauto-
adaptatiortoo cumbersomeTo combatthis, we exploit the
naturalstructureof thevirtual topologiesgivento assign

4.1 Flexible Resouice Speci cation

assign mustusesomecriteriato determinehowv densely
it can pack virtual nodesonto physical nodes. assign
already had the ability to use a coarse-grainegacking,
in which each physical node has a speci ed number of
'slots’, and eachvirtual nodeis assumedo occupy a sin-
gle slot. It becameclear that this would not be suf-
ciently ne-grained for mary applications,including our
auto-adaptatioschemebecausdifferentvirtual nodeswill

have differentrolesin the experiment.andthusdifferentre-
sourceconsumption.

So, we addedmore packing schemedo assign . In
one,virtual nodescan Il morethanoneslot; experimenters
canusethis whenthey have anintuitive knowledge,for ex-
ample,that senersin their topologywill requiremorere-
sourceghanclients. Anotherpackingschememodelsmul-
tiple independentesourcesuchas CPU cyclesand mem-
ory, and canbe usedwhenthe experimentemasestimated
or measuredvaluesfor the resourceneedsof the virtual
nodes. This schemds extensible. It canbe appliedto ary
otherresourcehatcanbe representediumerically suchas
asinterruptload or disk bandwidth.It caneven be usedfor
higherlevel metrics,suchassustainablevent rate for dis-
creeteventsimulatorssuchasns

The resource-modelingchemds particularly usefulfor
feedback-baseduto-adaptationThe valuesfed in for CPU
and memory consumptionof a virtual node,for example,
cansimply be obtainedby taking measurementsf a run-
ning application. The maximumor steady-stat@sagecan
thenbe usedasinput to the mappingprocess.The coarse-
grainedandresource-basepackingcriteriacanbe usedin
ary combination.

In additionto packingnodesyirtual links mustbepacled
ontophysicallinks. Thoughthetwo areconceptuallysimi-
lar, thereareadifferentsetof issuego addressor link pack-
ing Someof theseissuesxist for one-to-oneemulation but
thereare alsosomenew challengeghat comewith virtual
emulation.

Link mapping issueshat one-to-oneand virtual emu-
lation have in common. First, physicalnodesin a Emulab-
basedtestbedhave multiple interfacesonto which the vir-
tual links mustbe pacled. Secondthetopologyof the ex-
perimentalnetwork is typically large enoughthatit is com-
prisedof multiple switches. Theseswitchesare connected
with links thatbecomeabottleneck sothemappingmustbe
carefulto avoid over-usingthem.

Link mapping challengesthat arise with virtual emu-
lation. First,whenmappingvirtual-nodeexperiments|inks
betweertwo virtual nodeghataremappedo thesamephys-
ical nodebecome'intra-node”links thatarecarriedoverthe
nodes “loopback” interface. Although the bandwidthon a
loopbackinterfaceis high, therearepracticallimits onit, so
assign musttake this nite resourcento account.

Second,one of the guiding principles of assign has
historicallybeenconserative resourcellocation;whenas-
signinglinks, it ensureshatthefull bandwidthspeci edfor
the link will alwaysbe available. This is at oddswith our
goal of providing best-eforts, large scaleemulation. For
example,an experimentemmay have a topology containing
a clusterof nodesconnectedn a LAN. Thoughthe native
speedodf this LAN is 100Mpbsthe nodesin this LAN may
never transmitdataat the full line rate. Thus,if assign
wereto allocatethe full 100Mbpsfor the LAN, much of
that bandwidthwould be wasted. To make more ef cient



resourceutilization possible,we have addeda mechanism
sothatestimatedr measuredandwidthscanbe passedo
assign . As with noderesourcesthis bandwidthcanbe
measure@spartof auto-adaptation.

Finally, assign currently makes the assumptionthat
links are symmetric;that is, that they usethe sameband-
width in both directions. Clearly, there are large classes
of applicationsfor which this assumptionis false. In
mostclient-sener applications for example,senerstrans-
mit muchmoredatathanthey receve. Requiringthe band-
width to be speci ed asa singlenumbercausesomeof the
bandwidthinto the sener to be wasted,sinceit will never
be used. Sincethis clearly resultsin lessef cient resource
useweareextendingassign tosupportasymmetridoand-
width speci cations.

4.2 Improving assign 'sScaling
4.2.1 Searhing the Solution Space

Our rst attemptsat tackling scalingissueswere aimedat
improving theway in which assign searcheshroughthe
solutionspaceassign reducests searctspaceby nding
groupsof homogeneoughysicalnodesandcombiningthem
into equivalenceclasses.This stratgy breaksdown with a
high degree of multiplexing, however, becausea physical
nodethathasbeenpartially lled is nolongerequialentto
an empty node. We have addressedhis by making these
equivalenceclasseslynamicasassign runs.Theresultis
thatassign canavoid large portionsof the solutionspace
which areequivalentdo not needto be searched.
Anotherimprovementto the searchstratgly camefrom
the obsenationthat,in a goodsolution,two nodesthatare
adjacenin thevirtual topologywill have a high probability
of beingplacedonthesamephysicalnode.So,we modi ed
the function assign  usesto selecta new mappingto try
for avirtual node. In our modi ed version,ratherthanse-
lectinga randomphysical node,we, with someprobability,
selecta physical nodethat one of the virtual nodes neigh-
borshasalreadybeenassignedo. Thisimprovementmade
a dramaticdifferencein solution quality, leadingto much
tighterpackingandexhibiting muchbetterbehaior in clus-
teringconnectedhodestogether

4.2.2 Coarseningthe Virtual Graph

Though these changesto the searchstratgly improved
assign 's runtime and solution quality, the runtime was
still muchtoo long to be acceptabldor our purposes.Our
stratgy for makingthis problemmoretractablds to exploit
topologicalfeaturesof thevirtual topology

We expectthatmostlargevirtual topologieswill bebased
on the structureof the Internet; thesemay comefrom ac-
tualInternet‘maps” from toolslike Rocketfuel[21] or from
topology generatorsdesignedto create Internet-like net-
works,suchasGT-ITM [31] andinet[28]. Thekey realiza-
tion is that suchnetworks tendto have subgraphof well-
connectechodes,suchas|SPs,ASes,and enterprises.In

addition, we expectthat mary topologieswill have LANs
thatrepresentlusters groupsof workstationsegtc.

We exploit the structureof the input topology by apply-
ing a coarseningore-pasgo the virtual graphbeforerun-
ningassign . Thisreduceshesolutionspacdhatassign
mustsearchreducingits runtime. The goal of this pre-pass
isto nd setsof virtual nodesthat,in agoodmapping,will
likely be placedon a single physical node. A new virtual
graphis thengeneratedwith eachof thesesetscombined
into asinglenode.These‘conglomeratestetainall proper
ties of their constituennodes;for example,the CPU needs
of eachconstituenaresummedogetheto producehe CPU
requiredfor the conglomerate.

We have implementedwo coarseningalgorithms. The
rst stemsrom therealizationthatmary topologiescontain
LANSs representingroupsof clientsor farmsof seners.An
optimal mappingwill almostalways placeas mary mem-
bersof theseleaf LANs ontoa singlephysicalnodeaspos-
sible.So,we nd leafLANs, andcombineall membersvho
areonly memberf thatLAN singlevirtual node.

The second algorithm uses a graph partitioner
METIS [15], to partition up the virtual graph. We choose
a numberof partitionssuchthat the averagepartition will
t onthe “smallest” available physical node. We thenturn
eachpartitionreturnedby the partitionerinto a virtual node.
The quality of the partitions returnedby the partitioner
aredependenbn the extent to which separablelustersof
nodesare presentin the graph. Sincewe are focusingon
Internet-like topologieswith someinherenthierarcly, we
expectgoodresultsfrom this method.

The coarseningalgorithms(particularly METIS) do not
know theintricaciesof the mappingproblem,suchascon-
straintson nodetypes,resourcaisageandlink bandwidths.
This is one reasonthey are able to run much fasterthan
assign itself. This leavesus with the problemthat they
may return setsof nodesto clusterthat cannotbe mapped
ontoary physicalresourcesfor example,they mayrequire
too much CPU power or have more bandwidththana sin-
gle nodecanhandle.Oncethe coarseninglgorithmhasre-
turnedsetsof nodeswe usea multidimensionabin-packing
approximationalgorithmto pack theseinto the minimum
numberof mappablevirtual nodes.

There are mary ways in which thesecoarseningalgo-
rithms can malke clustering decisionsthat result in sub-
optimal mapping. However, in our domainobtaininga so-
lution in reasonabléme is moreimportantthanobtaininga
nearoptimal solution. The mappingsobtainedby assign
will alwaysbevalid, but it is possiblethatsometopologies
arecoarseneth suchaway the mappingdoesnot make the
mostef cient useof resourcesThe biggestpotentialprob-
lem is fragmentationjn which the coarseningpassmales
conglomeratesvhosesizesdo not packwell into the phys-
ical nodes. We take measurego try to avoid this circum-
stancey carefully choosingour target conglomeratesize.
In practice,the worst fragmentatiorwe have seencaused
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Figure2: Medianruntimeof assign with andwithout a coarseningre-
pass.

only al3%increasen physicalresourcesised.

To evaluateour new resourcanappetraswell asto under
standthe effects of the coarseningore-passwe compared
runsof assign with andwithoutthe pre-passTheseruns
mappedtransit-stubtopologiesgeneratedby GT-ITM [31]
onto Emulabs physical topology Eachtestwas run ten
times. In all casesthe runtime of the pre-pasdtself was
neggligible comparedo theruntimeof assign

Figure 2 shawvs the medianruntimesfor thesetestson a
1.5GHz PentiumlV. We canseethatthetime savings are
signi cant aswe scaleup thenumberof virtual nodesgoing
from a factorof 14 at 100 nodesto a factorof 28 at 1000
nodes. The absoluteresultis alsogood: it takesjust 200
seconddo map1000nodes.

This speeduppf course,doesnot comewithout a cost.
Figure 3 shawvs the decreasén solutionquality, in termsof
the quality of link mappings.Intra-nodelinks connecttwo
virtual nodesmappedto the samephysical node;they do
not useup sharedswitch resourcesso having a large num-
berof themis anindicatorof agoodmapping.Interswitch
links, on the other hand, are an indicator of a poor map-
ping, becausehey consumethe sharedresourceof inter-
switchlinks. Thoughthe pre-pasgloescauseassign to

nd somavhatworsemappingsthe differencesaretolera-
ble, andthe speedups a clearwin. In over 70% of the test
casesthe numberof intra-nodelinks foundwhenusingthe
pre-passvaswithin 10% of the numberfound by assign
by itself. Theworstrun waswithin 16%.

5 Exploit Physical Hierar chy

In addition to the previously describedrouting and map-
ping problems,a numberof more generalbut severe “sys-
tem” scalingissuesarosewhich preventedusfrom reaching
large sizeuntil we addressethem. Someare system-wide
issueghatarethe byproductsof the orderof magnituden-
creasein the potentialsize of an experiment. Othersare
pernodeissueghataretheresultof increasingheresource
consumptioron a node. In both caseswe devise solutions
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Figure3: Numberof intra-nodeandinter-switch links found by assign .
Largernumbersf intra-noddinks arebetter andsmallemumbersf inter
switchlinks arebetter

thatexploit the physical structureandrealitiesof the physi-
caltestbednfrastructure.

Most system-wideproblemshave to do with accessing
centralizedservicesandthe useof unreliableprotocols pri-
marily during initial experimentsetup. The system-wide
scalingproblemsencounteredhereareessentialljthe same
issuesfacedwhen increasingthe numberof physical ma-
chinesin the testbed. For example, sharinga single NFS
lesystem doesnot scalewell. We are constantlyaddress-
ing thesetypesof issuesaswe expandinto larger virtual
nodeexperimentsUltimately, virtual nodegrowth will con-
tinue to outpacephysical resourcegrowth by 1-2 ordersof
magnitude. However, by leveragingthe closerelationship
betweervirtual nodesandtheir hostwe signi cantly reduce
theburdenonthecentralinfrastructureashighlightedby the
following examples.

Nodesin Emulabretrieve their con gurationinformation
at boot time from a centralsener. The most straightfor
ward way to boot virtual nodesis to have themindividu-
ally performthis self-con guration. However, someinfor-
mationaboutthevirtual nodess requiredby the hostin or-
derto bootstrapthem. So, we are ableto save substantial
sener load by having the physicalhostdowvnloadthe com-
plete con guration for eachof its virtual nodes,and then
populatea cacheof thisinformationinsidethevirtual nodes.
Additionally, setupinformationthatis the samefor all vir-
tual hostscanoftenbe replicatedmoreef ciently, possibly
even asthe side-efect of anotheroperation. For example,
customizatiorof passverd andgroup les is actuallydone
on the physicalhostandis propagtedto virtual nodesasa
consequencef cloningaroot lesystem.

Anothertypeof proxyingis usedn theEmulabeventsys-
tem. This systemis usedto scheduleand then distribute
eventsto agentson nodes,enablingdynamiccontrol over
aspectof an experimentsuchas modifying link parame-
ters and startingand stoppingtraf ¢ generatorsaand other
programs. Traditionally eacheventagenton a nodeholds
anopenTCP connectiorto the eventsener. To reducethe



connectionload, virtual nodesinsteadconnectto a proxy
runningonthe physicalhost. This proxy holdsasinglecon-
nectionto the centraleventsener, listenfor andforwarding
eventsfor all of its virtual nodes.

To reducethe load on the NFS sener, insteadof having
eachvirtual nodemountit directly, the physical host per
formsthe mount,andthenre-exportsthe sharedlesystem
to eachvirtual node.

Oneof the mostcompute-intensie partsof instantiating
an experimentis calculatingrouting tablesfor all of the
nodes. ThoughEmulabsupportsdynamicrouting through
theuseof aroutingdaemorsuchasgated orzebra , most
experimenterprefertheconsisteng andstability offeredby
computingroutingtablesoff-line beforethe experimentbe-
gins. Typical algorithmsfor doingthis, however, have run-
timesrangingfrom O(V2 Ig(V) + V E) (Dijkstra's al-
gorithmwith a Fibonacciheap)to O(V 3) (Dijkstra's algo-
rithm with alineararraypriority queue)with respecto the
numberof vertices(nodes)andedgeglinks) in thetopology
graph.To solve this problem,we parallelizeroutecomputa-
tion acrossall of the physicalnodesin the experimentwith
eachphysical nodebeingresponsibldor the routing tables
of thevirtual nodesit hosts. We distribute onecopy of the
topologyto eachphysicalhost,andrun Dijkstra's algorithm
sourcedrom eachvirtual nodehosteconthatphysicalnode.
Thustheroutecalculatiortime become®©(V? n), wheren
is thenumberof virtual nodeshostedon eachphysicalnode.
In practice,with the size of virtual topologiesthat arefea-
sible to run on Emulabandthe level of virtual-to-ptysical
multiplexing possible,this time never exceedsa few sec-
onds.

Theoriginal Emulabsystemcouldnotreliably instantiate
an experimentlarger thanabout100 nodes. Our improve-
mentsin Emulaballow experimentsof up to at leasttwo
thousandhodesto be reliably instantiated.A fundamental
limitation on speedof instantiationis that vnodeconstruc-
tion is not parallelizablewithin a single uniprocessohost.
However, vnodeon distinct physical nodescanbe setupin
parallel. To demonstratéhedegreeto whichthis parallelism
canbesuccessfullyexploited, we performeda simpletestin
whichanexperimentconsistingof asingleLAN wasrepeat-
edly instantiatedeachtime addingonephysicalnodehost-
ing 10 vnodesto the LAN. In the basecaseof onephysical
nodewith 10 vnodesin theLAN, setup,ncludingtopology
mapping,nodecon guration andstartup,required194 sec-
onds. At 80 vnodeson 8 physical nodes,it took 290 sec-
onds,a50%increasén time for an800%increasen size.

6 Feedback-DirectedResouice Allocation

Maximum scalability is achiezed when Emulabs physical
nodesand networks can be divided as nely as possible,
eachphysical resourceproviding supportto as mary em-
ulatedand/orsimulatedentitiesas possible. However, for
theseemulatedand simulatedervironmentsto be worth-
while to most Emulabusers,they mustbe accuraterecre-
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ationsof devicesin therealworld. Meetingour scalability
goalandourrealismconstrainfitthesameime meansnak-
ing virtual nodesthatare“just realenough”from the point
of view of softwaresystemsaindertest.

Finding the proper balancebetweenscalability and -
delity is noteasy:theidealtradeof thatis “just realenough”
isinherentlyspeci c tothesoftwarebeingtested.Therefore,
to nd theappropriateesourcanappingdor ausers exper
iment, our techniqueis to automaticallysearchfor a map-
ping thatminimizesphysical resourceusewhile preserving

delity accordingto application-independerfprovided by
the system)and/orapplication-dependerfprovided by the
user)feedback.

A userof thetestbecdastwo optionsfor adaptingheir ex-
periment:amanual single-stagétraining” runthatrequires
little effort by the user;anda multi-stageautomaticexperi-
mentadapterthatrequiresadditionaleffort. The rst option
doesnot requirethe experimentto be fully automatedand
is thus suitablefor aninteractve style of experimentation.
Userscansimply log in to their nodes run their programs,
and,whenthey have determinedhatthe experimentis in a
representayie state,click a buttonto recordapro le. This
pro le is thenusedin subsequenunsto drive the resource
mapping. Of course,the simplistic manualapproachwill
notwork for largetopologies sowe offer the seconcbption
andrequiretheuserto follow thesesteps:

Our feedback-drien adaptationtechniqueautomatically

nds virtual-to-physicalmappingghatprovide theusersre-
quiredlevel of emulation delity while allowing Emulabto
make maximally ef cient useof its resources.Thereis a
risk, however, thatthe mappingssetup by the adaptemwill

fail to provide sufcient delity totheuserssoftwareduring
productionruns,e.g.,becaus¢heusermodi es thesoftware
oris driving it in adifferentway. Emulabrelieson run-time
feedbacko detectsuchcasesandsignalthe useraboutpos-
sible problemswith his or herexperiment.

6.1 Auto-Adaptation

Ensuring application delity when multiplexing virtual
nodescanbeachieved quickly andaccuratelfthroughmon-
itoring of the applications steadystateresourceusageand
feedingthis databackinto assign . Utilizing application
independentnetrics,like CPU andmemoryusagewe can
automaticallyadaptthe packingof virtual resourceson to
physical hosts. This is donein a way that minimizesphys-
ical resourceusewhile leaving sufcient headroonfor the
vhosts steadystateresourceconsumption. Any available
application-speci cmetricscan then be usedto re ne the
mappingto accountfor lack of precisionin the low level
data.

We gatheranumberof resourceisestatisticgo feedback
to theadaptatioomechanismThesancludeCPUuse,inter
rupt load, disk activity, network trafc rates,and memory
consumption.CPUandmemoryinformationarealsogath-
eredatvnodegranularity whichis how we areableto deter
minetheresourcedemandor individual vnodes.The other



globalstatisticzallow usto ensurghatthesystemasawhole
is notoverloaded.

Initially, thereis no feedbackdatato work from, so a
bootstrapphaseis doneto get somecleanresourceusage
data. Bootstrappings simply a matterof forcing a one-to-
onemappingby having eachvnoderesere anentirepnode.
Oncethebootstragesourcalatahasbeencollected thesys-
temcanincreaseor decreas¢heresenationsuntil it arrives
at a maximally densepackingfactor with vnode resource
usethatis consistentith the one-to-onemapping. At this
point,theuserwill probablywantto increaseahesizeof the
topology The simplestapproachwould beto usethe boot-
strapdatafor nodesthatwill remainin the experimentand
perform a bootstrapon the newly addednodes. Alterna-
tively, the usercandivide nodesinto resourceclassege.g.
Client/Serer) which areinitialized usingdataderived from
previousruns.

A secondstyle of adaptationusingthe samemechanism,
is to startwith a densemappingof a topologyandthenex-
pandit. A densenappingis achiezedby providing noinitial
feedbaclkdata,allowing assign to mapstrictly ontheba-
sisof availablephysicalnodeandlink characteristicsin this
con guration, there can be no training run to gatherclear
resourceusagedata. Instead,feedbackdataare provided
by the application-independemetrics(pushingthe exper
iment avay from obvious overloadconditions)or with in-
teractive guidancefrom the user This form of adaptations
usedwith largetopologieswvheretherearenotenoughphys-
ical resource$o mapit one-to-one.

Using a similar mechanismand a modi ed version of
nse[5], anEmulabexperimentcanincorporatepurelysimu-
latednodesandnetworks. As describedn athesig6], these
simulatedentitiescan now be transparentlyspreadacross
physical nodes,just as vnodesare dispersed. Sincethese
simulatechodesnteractwith realtraf ¢, thesimulatormust
keepupwith realtime. Detectingwhenvirtual time hassig-
ni cantly fallen behindreal time givesus a way to detect
overloadthatis morestraightforvard thanwith vnodesal-
though*“falling behind” doesnot turn out to be black and
white. Our infrastructurecan adaptvely remapsimulated
networks similarly to the way it handlesvirtualized nodes
andlinks.

6.2 Fidelity Results

In this sectionwe make a preliminaryevaluationof the ef-
fect on emulation delity of increasingco-locationof vir-
tualnodeson physicalnodesusingboth ne grainmeasure-
mentsandrealapplications.

Micr obenchmarks

To get a lowerlevel view of delity with increasingco-
location,we performedan experimentin which we ranthe
pathrate  [3] bandwidth-measuremetuaol betweerpairs
of nodesco-locatedon the samephysical host. Eachpair
of nodeswas connectedwith a T1-speed(1.5Mbps)link.
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We measuredhebandwidthfoundby pathrate  aswein-
creasedhenumberof nodepairsfrom oneto ten. Acrossall
runs,pathrate  measuredhe correctbandwidthto within
1Kbps,with astandardleviationacrosgunsof pathrate

of 0.004.

Applications

We ran a synthetic peerto-peer le sharing application
calledKindex, thatis modeledafter a peermusic le shar

ing network suchasKazZaa.Kindex maintainsa distributed
peerto-peerindex of le contentsamonga collection of
peerseners. It alsokeepstrack of replicasof a le among
peersandtheir proximity, to expeditesubsequerdownloads
of thesamele. In oursimpli ed experimentwe startase-
ries of 60 clientssequentially Eachof 60 clientsuploads
a single le' s information to the global index, and starts
randomlysearchingor other les, fetchingthosenot pre-
viously fetchedinto its local disk. Eachclientgeneratebe-
tween?20 to 40 requestgper minutefor les, whosepopu-
larity follows a Zipf distribution. Eachclient hassufcient

spaceto hold all 60 les. Henceafter the experimenthas
run for awhile, all clientsendup cachingall les, atwhich
time we stopthe experiment.

The network topology consistsof six 10Mbps campus
LANs connectedo a core 40MbpsLAN of routerswith
100msroundtrip betweenthemseles. EachcampusLAN
is connectedo aroutervia a 3Mbps,20msRTT link.

We plottedthe aggreyatebandwidthdeliveredby the sys-
temto all its usersasatime line. For this, we measuredhe
total sizeof les downloadedby all usersin every 10 sec-
ondinterval. We expectthatinitially downloadsare slow,
but as popular les are cachedwidely, subsequentown-
loadsaremorelikely to be satis ed from a peerwithin the
samecampus,driving up the aggregjate bandwidthdue to
the higherspeedinks. However, dueto the fetch-oncebe-
havior of clients,asmore les aredownloadedby all users,
downloadbecomdessfrequentdriving down theaggreate
bandwidth.

We ran the experimentin four con gurations. First, we
emulatedthe topology on just physical nodesto establish
a baseline. We then repeatedthe experimentusing vir-
tual nodeswith co-locationfactorsof 10, 15 and 20 virtual
nodesper physical node. Figure 4 shavs the results. The
baseline (pack-00)shaows the expectedbehaior, aggreate
bandwidthincreasingto a peakandthentaperingoff. At
a co-locationfactor of 10, one campusLAN mappedper
physicalnode thebehaior is indistinguishabldor thebase
line. However, aswe increasehe co-locationto 15 and20,
sincepeershave to supply les over the fasterLAN links,
theloadonthelocal diskrises.Thisis thereasorfor there-
ducedpeakbandwidthandits shift to theright, causingthe
curveto be attened.

In orderto demonstrat@applicationtranspareng we ran
unmodi ed gated routing daemonon all nodesin a 416
vnode hierarchicaltopology on 22 PCsand automatically
generatedSPFcon gurationscripts.Oncewe veri ed the
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Figure4: Cumulative systembandwidthfor co-locationfactorsof 0, 10,
15and20. 2All peersonline®is the point in time whereall 60 peersare
runninganddownloading®les.

connectvity betweersomeeafnodesacrosgshediameteiof

thetopology we causedh link failurein theinterior to see
how OSPFwould routearoundthe failure. Beforethe fail-

ure,aroutebetweentwo leaf nodeswassymmetricwith 11
hops.Wefounda5 seconddowntimein onedirectionand9

secondsn thereversedirectionafterwhich alternatel 2 hop
pathswereestablishedTheforwardandreversepathswere
differentin onehop. Whenwe removedthelink failure, it

took 22 and 28 secondgespectiely for the route pathsto

be restored.Finally, we rebootedwo interior nodesin the
topology gated restoredall the routesin a little over a
minute.

6.3 Adaptation Results

We evaluatedour feedbacksystemin two scenariosa Java-
basedvebsener andclientsandthe Bittorrentpeerto-peer
le distribution system.

We rst ranaJava-basedvebsener on onehostwith 69
clients continually downloadinga 64KB le. The clients
wereseparatedhto threedifferenttypesbasedon their link
characteristicaNine clientswereevenly spreacacrosghree
links on a singlerouterusing2Mb LANSs in orderto sim-
ulatecorventionalcablemodemclients. Forty clientswere
directly connectedo asinglerouterusing2Mb multiplexed
links to simulatecorventional DSL modems. Finally, 20
clientsweredirectly connectedo asinglerouterusing56Kb
multiplexed links, to simulatephonemodemclients. The
feedbackoop requiredthreeiterationsto reachan accept-
able application delity, the resultsare shavn in Table 2.
The rst iterationis a one-to-onemappingthat allows the
systemto geta cleansetof feedbackdata. The secondter-
ation pacledthe 74 vnodesonto 7 pnodesandresultedin a
dropin performancéecaus¢he CPUintensve senernode
was co-locatedwith several client nodes. The nal itera-
tion ampli es thefeedbaclkdataby 20%,whichis enougho
isolatethe sener andreturnthe applicationmetricsto their
original one-to-onevalues,without allocatinganymore pn-
odes. It shouldbe notedthatthe badmappingfoundin the
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Metric 2Mb | 2Mb | 56Kb
LAN | Link Link
74vnodeson 74 pnodes
Avg. TransactiorRate 1.19| 2.29 0.09
Avg. Responsdime(s) | 0.84| 0.43| 10.67
Packed onto 7 pnodesafter rst iteration
Avg. TransactiorRate 1.10| 1.85 0.09
Avg. Responsdime(s) | 0.91| 0.53| 10.77
Packed onto 7 pnodesafter seconditerations
Avg. TransactiorRate 1.19| 2.29 0.09
Avg. Responsdime(s) | 0.84 | 0.43| 10.70

Table 2: Performanceof clients continually downloadinga 64KB ®le in
differentvnodemappings.

seconditeration could have beenavoided with higherpre-
cision monitoring. However, in our contet a bad initial
remappingds abene tbecausé denoteshelowerboundon
the numberof requirednodesandwe alwayswish to mini-
mizethe numberof physicalnodesrequiredfor atopology

To demonstratscalinga realapplicationto large topolo-
giesthatcannott in aone-to-onenappingon our existing
infrastructure,we ran the BitTorrent peerto-peer le dis-
tribution programon a 310 node network pacled onto 74
physicalnodes.Thetopologyconsistedf 300 clientscom-
municatingover 2Mb LANSs or links, a single“seed” node
with a100Mblink, andnineroutersthatformedthecore. To
bootstraghemappingwe usedfeedbacldatafrom asmaller
topologyfor the clients, sincetheir resourceusagewasde-
pendenbnthelink constraintandnotthenumberof clients
in the system.However, the resourceuseof the seednode
androutersis tied to the size of the network, sothey were
left one-to-oneln total, it took 19 minutesto instantiatehe
topology: sevenminutesfor assigrnto mapthevirtual topol-
ogy onto the physicaltopologyandtwelve minutesto load
disks onto the machinesreboot, and setupthe individual
virtual nodes.

The adaptatiormechanisntanalsoaccomodatapplica-
tionsthathave throughputconstraintaswell astiming sen-
sitivity. We testedthe Darwin StreamingSener sendinga
100Kbpsvideo andaudiofeedto 20 clients. Whenpacled
denselyto 2 physicalnodestheinterpaclet gap varianceis
high, but if we setthe estimatedbandwidthfor the client
links to 100Mb, sparsewirtual to physicallink mappingre-
sults. Thisin turnforcesvirtual nodego relocateontoother
physicalnodesyaisingthetotal numbermphysicalnodesto 6
(seeTable3). The oversubscriptiorof network bandwidth
thusclearsa pathfor time sensitve paclets.

7 RelatedWork

The ModelNet network emulator[24] achieves extremely
large scaleby foregoing exibility andoptionally abstract-
ing away detail in theinterior of a network topology Edge
hostsrun the users applicationson genericoperatingsys-
tems,using|P aliasinganda soclet interpositionlibrary to



Mapping Videogap (ms) | Audio gap(ms)

Min Max | Min Max
Oneto one 0.93 90.99| 48.23| 210.96
PhysicalLink Shared 0.04 470.3| 0.07| 531.27
PhysicalLink Unshared| 0.54 91.99 | 30.88| 232.10

Table 3: Interpaclet gap of clientsreceving a 100Kbpsvideo andaudio
streamin differentcon®gurationsvherethe physicallink is sharedandnot
shared Thevaluesarethe medianof ®veruns.

give a weak notion of virtual machine,calleda VN. The
VNs routetheirtraf ¢ throughoneor morephysical“core”

machineghatemulatethelink characteristicef theinterior

topology ModelNethasemulatedtopologiesin excessof

10,000links. However, it cannotemulatearbitrarycompu-
tationin the core of atopology which excludessimpleap-
plicationslik e tracerouteaswell asmorecomple services
like usercon gurable dynamicrouting, unlesssupportfor

eachfeatureis hardwiredin (ashasrecentlybeendonefor

DSR)[23].

Compatedo Emulab,ModelNetis lesstransparento ap-
plicationsandit is harderto provide performancemonitor
ing, becausét currently usesonly a very weak notion of
virtual machine.For example,it doesnot virtualize lesys-
tem namespaceyYN's cannotbe multihomed,and it pro-
videsno network bandwidthisolationbetweenVNs on the
samephysical host. ModelNet and the nev Emulab are
clearly complementary—ModelNeis perfectfor generic
network interiors, while the nev Emulabis strongin other
ways. Therefore,we andthe ModelNetteamplanto in-
tegrateModelNetinto Emulab,dynamicallyallocatingand
con guring Modelnet“cores” for partsof thetopologythat
useonly genericrouterfunctions.

The Virtual Internet architecture[22] is a partially-
implementedmodel targetedto deplgying virtual IP net-
worksasoverlaynetworksonthelive Internet. TheVI work
identi ed mostof the issueswith link virtualizationat the
IP layerthatwe encountereattheethernetevel. It focuses
on correctimplementatiorof virtual links whennodescan
simultaneouslyparticipatein multiple topologies(concur
rence),asmultiple nodesin a singletopology (revisitation)
andwhennodesin avirtual topologycanthemselesactas
basenodesfor othertopologies(recursion).It doesnot vir-
tualizeothernoderesources.

Virtual machineshave a long history, but we discuss
only afew recentexamplesthathave beenusedspeci cally
to implementnetwork emulationenvironments.

The “vimage” virtual network infrastructurework [14,
30] is similar to our FreeBSDjail-basedimplementation.
Ratherthanvirtualize piecesof the network stack,the au-
thors virtualize the entire stack and associatean instance
with eachjail. While conceptuallycleaney the complete
duplicationof all network resourcesaisessomeissueswith
kernel memoryfragmentation. Their implementationpro-
videssomebasiccontrolover CPUusagehatourscurrently
doesnot. Althoughtheirtopologiescanspanmultiple phys-
ical machinesandnew work is creatinga GUI-basedcon-
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guration tool [8], they do not have the automatiorsupport
to controllargetopologies.

The vBET emulationenvironment[9] is built aroundan
enhancedersionof UML [2], a Linux virtual machinethat
runsasa processon unmodi ed Linux. UML's baseper
formanceis poor, obtaining 20-50% of baseLinux per
formanceon benchmarksnvolving signi cant 1/0 [1]. In
contrastto our approachwhich usesnative network mech-
anismsVvBET simulateshubandrouterdevices,which, for
example,cannotbroadcastvBET doesnot supporttopolo-
gies spanningmultiple physical machinesso cannotemu-
latelargetopologies.

PlanetLab[18] is a geographicallydistributed network
testbed,with machinestime-sharedamong mutually un-
trustingusers PlanetLahused_inux vseners[13] enhanced
with a customkernel module that provides enhancede-
sourceisolation, including CPU and network bandwidth.
Nodevirtualizationis constrainedy the factthatthe nodes
aresubjecto therestrictionsof thesiteatwhichthey reside.
For example,sincethey cannotassumemnorethana single
routablelP addresss available pernode,IP hamespaces
not virtualized. Currently it is impossibleto reliably au-
tomatecon guration of evenmodestnumbersof PlanetLab
vsenersif overall setupspeeds arequiremenfl2], appar
ently dueto defectsin thecentralPlanetLalservice.

In the longertermthe new Xen VMM offers somecom-
pelling featuresto network emulators. Xen provides good
isolationand control of CPU, memoryanddisk resources,
thoughnetwork controlsare not fully realized. It purports
to hostup to 100 simultaneousactive virtual machineson
“modern seners, and supportsseveral popular operating
systems.

Other. ACME, the“Application ControlandMonitoring
Environment”[16], providesscalablecontroland monitor
ing infrastructure,including distributed sensorsand actua-
tors. ACME or its ideaswould be analternatewvay for Em-
ulab to provide online monitoring of overload conditions,
shouldgreaterscalabilityberequired.

Our CPU Broker [4] work has partially inspired our
feedback-basedpproachand several principlesare simi-
lar. The broker mediatesbetweenmultiple real-timetasks
andan RTOS; usingfeedbackandpolicies, it adjustsCPU
allocationsaccordingly It connectgo its monitoredtasks
non-irvasiely, with userprovided proxiestransformingre-
sourceusedatainto predictions. The CPU Broker reallo-
catesresource®n a ne time scale,while Emulabreallo-
catesatacoarsdime scale.

8 Discussionand Conclusion

Our resourceallocationand monitoring techniquesdo not
assurethe timelinessof events. In general,assuredime-
linessis expensve to provide, requiring real-timeschedul-
ing of CPU andlinks. However, we do provide two ways
to addresgheissue,with anothemlanned.First, the users



application-speci cmetrics,if they canbe gatheredon un-
multiplexednodes sene asa safetymechanismo catchar
bitrary performancen delities. Secondthe usercanspec-
ify an a shortertime period (the default is 1 second)over
which the monitoringdaemonwill average,asit looks for
overload. Of course the daemormaythenconsumeexcess
resourcestself, but sinceit runson the users own nodes,
the testbedinfrastructures not threatenedFinally, we are
addinga kernelmechanisnthatwill reportif ary resource
useoververy ne timescalesg.g.,1-10msecshasexeeded
a usersettablethreshold. Given this mechanismand typi-
cal Internetlatenciesa usercanquite con dent thattiming
effectsregarding network I/O have not affectedhis experi-
ment.

In general, evaluation of paclet timelinessand CPU
schedulingeffects remainto be done, but by offering the
userapplication-l@el metricsdirecting adaptation that is
not essential. Exhaustve validation of the link emulation

delity needsto be done, similar to the interpaclet ar

rival and time-varianceanalysiswe do for mixed simu-
lated/emulatedesource$6]. Anotherissueds thatour en-
capsulatiordecreasethe MTU by afew bytes,which could

affect someapplications.Many switchesandNICs support
largerMTU sizesjncludingours;we areimplementinghat.

In generalwe couldandwill addwell-knovn OSresource
isolationmechanismsuchasproportional-sharecheduling
andresourcecontainers.Finally, our supportis limited to

FreeBSD,yet mary want Linux or Windows. Clearly we

could port our work to Linux vseners,but we preferto ex-

plorethe Xen alternatve.

In conclusionwe have shavn that, by relaxingthe con-
straintsof conserative resourceallocation,we cansigni -
cantly increasehe scaleof topologiesthat we cansupport,
or lower the requiredphysicalresourceswith minimal loss
of delity. In the future we will gatheringexperienceon
how experimentersisethefeedbaclkandadaptatiorsystem,
andevolve our systemaccordingly
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