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Learning objectives by weekend

I Cover Ch22 and Ch23 of my book

I The notion of Linear and Branching time

I The notion of Kripke structures

I LTL and CTL Syntax

I Distinguishing Kripke structures through LTL formulae

I Distinguishing Kripke structures through CTL formulae



Kripke structures

I They are convenient to employ as models of concurrent
systems

I Being nite-state models, almost all veri cation problems of
interest turn out to be decidable

I KS are four-tuples: hS; sg; R; Li
I Sisa nite set of states
I sp is an initial state

I R S Sisatotal relation known as the reachability
relation (total relations viewed as a directed graph ensure
that every state has an exit)

I L:S! 2Pisalabeling function, with P being a set of
atomic propositions (for us, atomic propositions are
propositional variables)

I The fact that we choose one initial state is a matter of
convenience.



lllustration of Kripke Structures
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Figure: Figure 1: Two Kripke structures and some of their (in nite)
computations. In the KS on the left, the assertion "Henceforth (a_ b)"
is true of every computation.



Motivation for Computation Trees
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Figure: Figure 2: It is important to distinguish systems that may
possess the same set of computations, and yet make different
internal choices along a computation. Evaluating formulae based on
computation trees helps make such distinctions.



The rst two computation trees are for the KSs of
Figure 2. The third computation tree is for the
left-hand side KS of Figure 1




Computational Tree Logic (CTL) helps make
distinctions of KSs based on their Computation Trees

Examples of CTL queries:

I Informal: “Whenever b is offered at some state s, is there a
computation starting at s in which c is guaranteed to be
offered?”

I Formal: AG (b -> (EF c¢))

I This CTL formula helps distinguish between the two KSs of
Figure 2.

I There is no LTL formula that helps distinguish between the
two KSs of Figure 2.

I Wrong version of above formula: (AG b) -> (EF c¢)

I Similarly, (AG (EF (EG a))) distinguishes between the KSs
of Figure 1



LTL vs CTL... and all those other Temporal Logics!

I LTL and CTL evolved around the 80's (CTL was proposed
in Emerson's PhD dissertation under Clarke)

I Both “camps” felt their TL was superior

I They have a common (and non-empty) intersection
I All safety properties are in this intersection

Safety: has deeper de nitions — see Alpern, Henzinger, ...
Colloquially: A safety property is one whose violation can
be exhibited by a nite computation

I Invariance: Violation known at a state (“assert”)

I Converting safety properties to invariance: use history
variables, then express it as an assert over “true history
variables” and history variables

Liveness: Requires an in nite computation (a loop, in a
nite-state system) to exhibit a liveness violation.
Liveness properties serve as great temporal abstraction
mechanisms

Important class of liveness properties: fairness properties



LTL vs CTL, Automata, Safety, Liveness,
Expressiveness, Complexity

I These liveness properties can be expressed in LTL but not
CTL:

I Justice, Weak Fairness:
<>[request -> [J<>response

I Compassion, Strong Fairness:
[I<>request -> []<>response

I These liveness properties can be expressed in CTL but not
LTL:

I AG (EF resettable)
I Incorrect attempt at mapping this to LTL is in the next slide

I All of LTL can be translated to Blichi automata
I Something in BA that can't be expressed as LTL:

“In all odd moves, produce a; in even moves, optionally
produce a b



LTL vs CTL - One Example, and an Incorrect
Translation

8

Figure: AG (EF x) is true, yet there is a computation where x is
permanently false

I A KS where AG(EF x) is true (CTL) but G(F x) is not (LTL)

I For LTL, all paths (computations) of the KS must satisfy the
formula

I For CTL, the computation tree beginning at the initial state
must satisfy the formula



LTL vs CTL: Complexity, Ease of building model
checkers

I Complexity:
I LTL checking and CTL checking: Linear in num. states
I Num states is an exp quantity (in program len., num of
bits,..)
I LTL: exp in formula length (CTL is linear)
I Many formulae are not exp long
I Ease of building model checkers:
I Explicit state LTL : SPIN
i Implicit state LTL : NuSMV (algorithm came later)
I Explicit state CTL : Algorithm came earlier; now less
mention
I Implicit state CTL : NuSMV
I On-the-y explicit state: SPIN, Murphi (but for safety)
I Ofine for LTL: Used to be several
I Ease of handling abstraction:
I LTL: robust under over-approximation (non-determinism)
I CTL: not robust under over-approximation (but can work
with 8 CTL (how many model-checkers support it?)



Temporal Logics in General

I Expressiveness is one thing

I Ease of handling large models is an important
consideration

I Building models is not often easy

I Cost is often justi ed; e.g., Cache coherence protocols
I Often not; e.g., large thread programs, say with lots of API
functions, and even legacy code

I Combining Software Testing and Model Checking
I Combining Static Analysis and Model Checking



Some more facts

I CTL: requires the path and state modalities to be used
together

I CTL*: can use them separately
I Relationship with machine comparison operations:

I Simulation and bisimulation equivalence



LTL Syntax

X'
("1U" o)
(‘W' )

a propositional variable
negation of an LTL formula
parenthesization
disjunction

henceforth '

eventually ' (“future”)
next'

"quntl’'

' 1 weak-until ' 5



LTL Semantics

Let = 0= sy;s4;:::, where the superscript 0in °
emphasizes that the computational sequence begins at state
Sg. By the same token, let i = Si; Si+ 1, .+, hamely the in nite
sequence beginning ats;. By | ' we mean' is true with
respect to computation ; 6 ' means' is false with respect
to computation . Here is the inductive de nition for the
semantics of LTL:

F X iff X is true at s (written sg(x))

o iff 6"

FQO) iff F

F'a_'2 it F'1_ F'2

F G iff 'F ' foreveryi O

EF iff ' forsomei O

E X iff 1

E(U"y) iff XE',forsomek Oand 1" forallj<k
FCOW'p) iff FG1_ F(1U'2)



LTL Example: G(F x)

F GRxiff 'F Fx,foralli 0
'"'F Fx iff 1E x, forsomej i

Putting it all together, we obtain the meaning as:

X is true in nitely often—meaning, beginning at no
point in time is it permanently false.



CTL Syntax

()
AG
AF
AX
EG
EF
EX
Al 1U 7]
E[ 1U 2]
Al 1 W 7]
E[ 1+ W 2]

a propositional variable

negation of

parenthesization of

disjunction

on all paths,
on all paths,
on all paths,
on some path,
on some path,
on some path,
on all paths,
on some path,
on all paths,
on some path,

everywhere along each path
somewhere on each path
next time on each path
everywhere on that path
somewhere on that path
next time on that path

L until 5

L until 5

1 weak-until ,

1 weak-until »



CTL: Computation Tree Conventions
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CTL Semantics for the Propositional Subset

F X iff X is true ats( ) (written s( )(x))
F: iff 6

FO o E

F 1_ 2 iff F 10r F o



AG

AG:

EAG iff F and i1EAG foralo | ().
|

Does this recursion de ne a unique semantics?

I * E Fmla” recurs, since there are only a nite number of

computation trees.

We are employing standard nitar y mutual recursion for
which a x ed-point semantics can be given.



AG

AG is given the greatest x ed-point semantics. When

“ F Fmla” recurs, substitute true for the second
occurrence, unravel the formula up to and including the
second occurrence, obtaining a closed-form solution.

One can see that AG indeed computes the nitar y
conjunction computed by the following equivalent
formulation: E AG iff - F forall 2 ( ).

Therefore, AG evaluates at every state of the
computation tree and takes the conjunction of the results.



AF

EFAF iff E or J1fE AF forall0

Here, the least x ed-point is what is intended.

j

(

)



EG

EEG iff E and E EG forsomeO0

Here, the greatest x ed-point is what is intended.

j

(

).



EF

FEF iff FE or JfFEF forsome0 j ( ).

Here, the least x ed-point is what is intended, thus obtaining a
nitar y disjunction along some path.



AU

FA[1U 5] iff F por F pand JF A[1U
forall0 j

Here, the least x ed-point is what is intended. The least
x ed-point ensures that the recursion will “bottom out” with 5
holding somewhere along all paths.

(

).



EU

FE[1U 5 iff F por F pand JF E[1U
forsome 0 |

Here, the least x ed-point is what is intended. The least
x ed-point ensures that the recursion will “bottom out” with 5
holding somewhere along some path.

(

).



lllustration of AG(EF x) on a KS

Consider a Kripke structure with states f sq; s1; S»g and
reachability relation sO! s1,s0! s2,sl! s0,ands2! sO.
The labeling over one variable x is L(s2) = fxg,
L(sl) = L(s0) = fg. In other words,
s2(x) = true;sl(x) = false;s0(x) = false.

sl

0l A0



AG(EF x) illustration

We show how to evaluate AG (EF x):

SO F AG (EFx) =" sOF (EFx)
N sl F AG(EFx)
N s2 F AG(EFx)

sl F AG (EFx) =" slF (EFx)
N sO0 F AG(EFx)

s2F AG (EFx) =" s2F (EFx)
"N s0 F AG(EFx)

Let
R = hsO F AG(EFx); s1 F AG(EFx); s2 E AG(EFX) i

Also let # 1, # », and # 3 represent tuple component selectors.
Then we have the following recursion in terms of R which
represents the above “tuple of solutions:”



AG(EF x) contd

R=hsOfE (EFx) ™ #1(R) ™ #,(R);
sl (EFx) M #,(R);
s2 F (EFx) N #o(R)
i.



Approximants of AG(EF x)

Ro=hT; T; Ti.
R1=hsO0 F (EFX); s1F (EFX); s2F (EFX)i.

R, =hsOfF (EFX) » s1F (EFx) * s2 F (EFx);
slE (EFx) ™ sOF (EFx);
s2F (EFx) » sOF (EFx)
i
R3=hsOfF (EFX) » sl1F (EFx) * s2 F (EFx);
sOF (EFx) » sl (ERx) N s2 F (EFx);
SOF (EFx) M s1F (EFx) ™ s2F (EFx)
i

The GFP has been attained.
Now to solve for EF x



EF x

Now, we need to solve for EFx. Proceeding as before, de ne
S=hsOF (EFx); s1F (EF); s2F (EFx)i:
The recursive equation for S is

S=hsOF x _ #1(S)_#2(S);
S1E X _ #0(S);
S2F X _ #0(S)
i

The LFP iteration proceeds as follows:



LFP iteration of EF x
Sog=hF; F; Fi

Si=hsOFx _F _F; slgx _F; s2Fx _ Fi.
i.e.,

S1=hsOF x; S1F x; S2F Xxi.

So=hsOF x _ S1F x _ S2F X,
SlF x _ sOF x;
s2E X _ sOF X
i

S3=hsOF x _ S1F x _ S2F X,
SOEX _S1E X _ S2F X,

SOF x _SlF X _ S2F X



AG(EF x) nally...

So now, coming back to R, the item of interest, and substituting
for S in it, and simplifying, we get:

R=hsOF x _ s1F x _ S2F X,
SOFE X _Sl1E X _ S2EF X,
SOEX _Sl1EX _ S2E X
i

and so, sO F AG(EFx) is(sOF x _ s1F x _ s2F X).



The CES Algorithm (Ch23) follows this




The CES Algorithm lllustration

Formula Subformula
number | Formula List

1 (AG (OR (NOT T1)(AF C1))) | (2)

2 (OR (NOT T1)(AF C1)) (35)

3 (NOT T1) 4)

4 T1 nil

5 (AF C1) (6)

6 Cl nil

Figure: Formula and its Subformulas




lllustration on several diagrams, some of which are KS
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Of these nine state machlnes, which of them are KSs and which
aren't? Find LTL/CTL formulae that distinguish them pairwise.



