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Slow Queries
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Slow queries result from internal reasons:
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 nature of complexity
 Jlack of indexes
e poorly-written SQL statements...
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Intermittent Slow Queries (iSQs)
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Intermittent Slow Queries (iSQs)
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Slow queries result from external reasons:

e |nstance CPU intensive workload
e Host I/O bottleneck
e Accompanying slow SQL...



> 100 BUs

WEM
Taobao.com

TRALWL
Pt

col
NIAORZ

BB
ooy =

Motivations: More or Less
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Motivations: Definition of iSQs

X, : one particular query execution time
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Thresholds are set empirically on Alibaba Database



Impact of iISQs

Most of iSQs are interactive queries

iISQs -> Poor user experience -> Revenue loss
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Diagnosing Root Causes of iSQs in the Cloud

DB Instance

Physical Machine

Multiple database instances may reside on the same physical
machines, which can cause resource contentions.

~
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Diagnosing Root Causes of iSQs in the Cloud

Cloud Features I Resource Type
Instance Migrations CPU
Database Expansions
Storage Decoupling... RN — 1/0...

f

.

Complexity infrastructures of cloud databases make it harder for
DBAs to diagnose root causes of iSQs.
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Outline

What's iSQ?

Why it's challenging?

How to diagnose it?

Evaluation
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Challenges: Anomaly Diversity

Different types of database Key Performance Indicators (KPls)
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Current binary anomaly detectors generally overlook and over-
generalize the types of anomalies.
. .
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Challenges: Labeling Overheads

Tens of thousands of iSQs per day in Alibaba Database

Scan hundreds of KPIs to find out the root cause of an iSQ
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Manually labeling root causes is massive work; Reproducing
known root causes in a testbed experiment is not feasible.
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Challenges: Interpretable Models

Being able to explain or narrate what causes the problem
when it arises is essential in cloud databases

4 N
An inevitable trade-off exists between a model's accuracy and its

interpretability to human.
. J
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ISQUAD

Intermittent Slow Queries
Anomaly Diagnoser
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ISQUAD Overview
| Offiine Analysis & Explanation |

Historical Intermittent
Slow Queries & KPlIs

Anomaly Extraction Dependency Cleansing BCM lllustration

: cPU IO | CPU 10 i . CPU .. MO i iCesedlisal |
s A® exe | ! A1 AO @xe . . iSal AO @ e  InClstercl:sql sz
S Ae exe | | s@ AO @kxe | | 52 4O @xen | S ;
 S;3 A® e®@e@ | | i3 AO eee® | | o fsa3 A0 e @@ I
5t A® e@x | | (4 AO ee@x ! | (S¥ AO ¢6x |

Online Root Cause Diagnosis & Update :Optionali |

|

Incoming Intermittent Anomaly Extraction Dependency Cleansin Cluster Assignment Root Cause :Upda:e :
Slow Queries & KPIs Y i Y s - | ! a-.
| cPU 1O i CPU  1/O | | isQxis matched withCl | : :

| Sax A ® @ x & | isax AO @k ® . | >cCase#l:isQl l I :
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ISQUAD Overview

Historical Intermittent
Slow Queries & KPlIs

BCM lllustration
Case #1:iSQ1

Anomaly Extraction Dependency Cleansing

. o | |
! 501 A ® @ % ¢ | el AO @ x ¢ o o sl AGT @ % @i | InCluster C1:i5Q1, isQ2 |
| 502 A® @x® I | S AO e@xe | | 02 AO @ ei | Subspace: i
53 A® e@@ :I i3 AO eee | i3 AO eee |
I S A® e@% iy | S04 AO e@% ! | iS¢ AO & @ !
55 oo eee | s ee eee | aliee el | footCoseDsatsbeng |
7ot o s e o R
| | -

! Optionalg

i i Update :
Incoming Intermittent pdate

Slow Queries & KPIs

Anomaly Extraction Dependency Cleansing Cluster Assignment

CPU 1/O
iSax A O @ x ¢

CPU I/O
iSQx A® @ %k &

iSQx is matched with C1
- Case #1:iSQ1
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ISQUAD Overview

Historical Intermittent
Slow Queries & KPlIs

BCM lllustration

Case #1:i5Q1
In Cluster C1:iSQ1, iSQ2
Subspace:

Anomaly Extraction Dependency Cleansing

Update :

Incoming Intermittent
Slow Queries & KPIs

Anomaly Extraction Dependency Cleansing Cluster Assignment

i CPU I/O CPU 1/O .I iSQx is matched with C1
L5 _A® @k | | S AO @x i | >Cae#lisal |
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ISQUAD Overview

Historical Intermittent
Slow Queries & KPlIs

Anomaly Extraction Dependency Cleansing BCM lllustration

CPU  1/0 cu o kL CPU . 1[0 &4 1Case#lisal -
iSQ1 A ® O % ¢ iSQ1 A O @ x ¢ a1 iSQ1 A O @ % 0;: ISn Eluster.CI: iSQ1, iSQ2
iSQ2 A O® O x ¢ iS22 AO @ % ¢ iS22 AO @ % & ubspace:

|

I

) i Update : '

Incoming Intermittent . . ! o'
. A ly Ext t Y R >

Slow Queries & KPls nomaly Extraction Dependency Cleansing | Root Cause | a-:

! CPU I/O i i CPU 1/O : E iSQx is matched with C1 :I : :

| Sx A® @ x e I | iSx AO @ % o | I: > Case #1:5Q1 : | .
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ISQUAD Overview

Historical Intermittent
Slow Queries & KPlIs

Anomaly Extraction Dependency Cleansing BCM lllustration

' Case #1:i5Q1
In Cluster C1:iSQ1, iSQ2
Subspace:

Ciisas AO ¢ @ %! I
|

Incoming Intermittent
Slow Queries & KPIs

Update : II

Anomaly Extraction Dependency Cleansing Cluster Assignment

CPU 1/O
iSax A O @ x ¢

iSQx is matched with C1

| CPU  1/O
: - Case #1:iSQ1

iSQx A ® @ % ¢

20



Anomaly Extraction

Anomaly Extraction

| CPU  1/0
L iSQl A ® @ k¢ |
L iSQ2 A® @ X% e |

a3 A® e@@ |
i iS04 A ® & @ &k |

KPls are important to locate iSQs' root causes.
The anomaly types of KPlIs should be paid attention to.

CIEC
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Anomaly Extraction
Anomaly Light-Weight Method

Spike mm) Robust Threshold [sigmod 2018]
Multiple KPIs —

Level-Shift =) T-Test

Anomaly Method F1-Score (%) Time (s)
Robust Threshold 98.7 0.19
Spike
dSPOT [KDD 2017] 81.0 15.11
T-Test 92.6 0.23
Level-Shift
iSST [ISSRE 2018] 60.7 6.06
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Dependency Cleansing

CPU 1/O !
iSQ1 A O @ x ¢ :

iS22 AO @ % ¢
isQa3 AO e 00O |
iS4 AO & @ % !

Dependency Cleansing

(

One anomalous KPI is usually accompanied by another one or
more anomalous KPIs.

\
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Dependency Cleansing

Based on the association rule mining between two KPIs to
determine whether the two KPIs have a correlation

|AN B

confidence(A — B) =

|A]

Precision (%) Recall (%) F1-Score (%)
Confidence 90.9 100 95.2
MI [Sigmod 2016] 100 40 57.1

Gain Ratio [Infocom 2016] 87.5 70 77.8
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TOPIC: Type-Oriented Pattern Integration
Clustering

........................................

Similar symptoms are correlated to the same root cause.

25



TOPIC: Type-Oriented Pattern Integration

Clustering

e KPI Type — KPIs are classified into eight types by DBAs

e Anomaly Pattern — Similarity calculate by matching coefficient

e Clustering main idea — hierarchically merge similar pattern

I Hierarchical Clustering B DBSCAN

[ K-means Cluste

ring

[ TOPIC

Clustering ACC

NMI

CIEC
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BCM lllustration

BCM lllustration

' Case #1:iSQ1

' In Cluster C1:i5Q1, iSQ2 |
. Subspace: !
| | [ ¥

' Root Cause: DBA Labeling |

Bayesian Case Model (BCM) is a framework for extracting
prototypical cases and feature subspace [neurips 2014].
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BCM lllustration

iSQUAD: Case-Subspace Representation ° |n|t|a| |a behng root cause

e VVisualization case and
feature (anomaly KPI)

L‘WM '+
; ﬂ L subspace
it =l | e New coming iSQ's root

Case: New Coming iSQ: ’

mysql.delete-ps tep.rt mysql.delete-ps tep.rt ‘ . )
cause modification

Cluster Root Cause: New iSQ Root Cause:

Instance /O Intensive Workload Input If Modify o I_a b e | | N g nNnew C | U Ste 'S

Similarity o:

L 067 M08 B
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ISQUAD Prototype Are Used in
Alibaba Cloud Database

[ Offline Analysis & Explanation }

Historical Intermittent
Slow Queries & KPlIs

Anomaly Extraction Dependency Cleansing BCM lllustration

CPU  I/O CPU - 1/0 A CPU....YO. . i Casedl:Bal o
iSQl A ® O k< ¢ iSQ1 A O @ % ¢ | Clé iSQ1 AO @ % ¢ i Isn Eluster.Cl: iSQ1, iSQ2
52 A® &x¢ SQ2 A O @ % ¢ L iS2 AO @ x ¢ ubspace:

: Optionalg
 Update :

Cluster Assignment

CPU 1/O
iSQx A O @ % ¢

iSQx is matched with C1
- Case #1:iSQ1

CPU /O |
SOX A ® @ x &
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Outline

What's iSQ?

Why it's challenging?

How to diagnose it?

Evaluation
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ISQUAD Accuracy

iISQ ground truth labeled by DBAs End to end performance

No. | Root Cause Offline | Online BEE DBSherlock [ iSQUAD

1 Instance CPU Intensive Workload 27.6% | 34.5% 100 N

2 | HostI/O Bottleneck 172% | 17.2% 804 i

3 | Instance I/O Intensive Workload 09% | 158% <o

4 | Accompanying Slow SQL 8.6% 9.0% “oa’ 50 - k N N\ N\

5 Instance CPU & I/O Intensive Workload | 8.1% 48% &

6 Host CPU Bottleneck 7.5% 4.1% @ 40-

7 | Host Network Bottleneck 6.9% 4.1% U‘—'_ N N\

8 | External Operations 6.9% 3.5% 20+

9 Database Internal Problem 3.4% 3.5% l

10 | Unknown Problem 2.9% 3.5% 0- 4

N
1 2 3 5 6 7 8 9 10
Root causes are not included in DBSherlock isigmod 20161
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More in Our Paper

e iSQUAD Efficiency

e BCM Effectiveness

* Parameter Sensitivity

e Contribution of Components
 Multiple Root Causes

e Generality of iISQUAD

e Root Causes to Actions
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ABSTRACT

With the growing market of <loud datahases, careful detection and
elimmination of shrw quevies ae of grest imporance o service sta-
Wility. Previcoss studies foves on optimising the show geerses that
wesalt from intemal rrasoms (e.g., poorty-written $QLs). In this
work, we discover a different set of sdow queries which might be
more haardous 10 detabane users Shan other sk queries, We aame
vuch queries Intermitient Show (meries (). because they usa-
alty result from inferminent performance iesues that are external
e 1 dutabane o machine bevels). Diagnosing root caes of
150 b & tough but very valusble bk

This paper presents ISQUAD. Interminent Slow (4Uery Asomnaly
Diagnoner,  lramewnrk that can dagnose the ool causes of 1508
with 3 loose pequirement for heman interveation. [ 10 the com-
plexity af this tsse, & machise learning sppeosch comes 10 light

iy b s he 4

but it faces ch of versatiliy, lab d and
interprvtabiliy. To tackle S challenges. we design four com-
possuts, L., Anomaly Exiaction, Dependency Cleansing, ‘hpr
“lustering (TOPIC)
Madel. ISQUAD consists of an effime clustering & !u-\ln»dlh
stage and an oaline root camie diagmnaris 4 update vage DRAs
moed 10 label each (SO clusier only oace st the offline stage un.
less & new type of iSQs emerges at the online stage. Our evalu.
ations on real world datanets from Alibaba OLTP Datahase show
that BQUAD scharves an S0 oot cawe diagnoss average F1-
score of $0.4%, ased outperfonns existing diagsonic Wols in lems
of accuracy and efficiency.

PYLIN Refervnce Farmat:

MM, 2 Vin S g . Wing. C heng. X Jiang. B Mo, € Lo, ¥, Li

[t A — ]

Clonsd Ditabuses. FYLDN, | M8 1176-1189, 3000,
oeg10, TR 1111891 26
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Thin work i Beemed mder the Crostive Commoss Asrdbstion
BandComeneronsd SoDenmvatrves 410 International Lacemse To view 4 0ogy
of thin beoemas, Vi bt ipratrvas ommens crpliraseny-ac i V. Por

- 3 vy emasing
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L INTRODUCTION

The prowiag cloud database services, such a8 Amaros Kels-
thonal Database Scrvice, Asure SQL Database, Google Cloud SQL.
and Alibaba OLTP Database, are critical infrastructures. that sup-
m daily um-»m ..-1 usincsses of emerpeises. Service mm

enue n......:hnm.m.. Therefoee. datshascs we aluays ol
Constant manitoring. where the detection and elimination of slow
powrm w..r,.,, importance fo service stability. Mout datshase
SOU &nn. watomatically bog

on tisme b
over & wier-defined threshold [7. .. -:u- querics. Some
sk gerrses st from internal reasons, such 4 sature of com
plexity. lack of indexes and poorly wrinien SOL stabements, which
cam be watomutically anadyzed and opeimized |13/ 1214 £2] Many
‘oehver sdow qeries, however, result from infermitient performance
inswrs that av exsernal (e g . ot databang o0 mackine bevels), and we
name them Inbermitient Slow Queries (505

Usuallly, Qs are the candinal vympoom of performance issues or
wven failures i cloud databases. As iSOQn are istormisient. sorvice
drelopers and cstomen cxpect them o e poapunsive s sormal
wheee sudden incteases of lteocy have bape mpasts. Foe cxams-
ple. during ing. an S0 may d web page
Joading delay. 1t Bas o4 reporied that every .14 of hading de-
lay would cou Amases 1% i sabes, and every 0.5 of additional
load dielay fer Google search pesults weuld led 10 3 20 deop i
wraffic [10] We obtain several performance issoe records carefully
noted by DBAs of Alihaba OLTP Database o 3 yoar span when &
performance iusue oecers, 8 bart of SQ3 laax for mimaes. As &
miatter of fact, manually dapmouing root causes of IS0 takes e
of minates, which is both time conveming ssd crror-prone.

Disgaosing roet causes of 505 gets crucial and challeaging is
choud. FinL 15Q eccurronces bodome iscreamiagly commen. Mul-
tiphe dutsbane instances may peside on e wame physical machines
for better stilization, which i tum can cause inser-datshane re-
v contentions. Socoed, oot causes of SO vary greatly. lo-
frastrucoures of cloud databases are more complex than thone of
o-promise databases [29], making it harder for DA 10 diagnase
sous caunes. Preciacly, this complesity can be trigperd by inatssce
migrations, expansions, stoeage decoupling, s, Thied, massive
database inatasmes in clowd make (505 great in pogulation. For ex-
ample, o of thousands of (S(s are gencrated ia Alibsha OLTP
Ditabusss pet day. b sddion, roughly 53% of entorpeise work-
loads are foeecasted to be in the cload by 2000 [12]. This wend
makes it crisical o efficiently diagnose the root casses of iS0s

10t week, we aim b diagnose oot caises of (SO8 in clood
Astubases with masismal busman isaervention. We lears shoot vymp-

178
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Database Autonomy Service(DAS)

https://www.alibabacloud.com/help/product/63907.htm

42 million+ SQL 4 PB storage ] 27 TB memory ]

33
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_ @ ]DES
Autonomy Service

Collect Abnomal Root Cause Repair /
Data Detection Analysis Optimization
Metrics Abnomal SQL - ;‘:;3:?::: SL?HL_." Track Execution
Timing Anomaly y Performance
Detection
Poor Index
Logs L = _ Automatic Index
‘ Optimization
Increased Flow
Locks Log Anomaly
Detection Resource Auto-Scaling Find abnormal
Contention and roll back
SQLs automatically
Poor Parameters Parameter
Seasonality Optimization
Tables Identification Slow response
clients
Storage
Events resource Optimization
bottlenecks Evaluate and
deposit it in the
knowledge base
Feedback
DAS = Data i Machine & Expert - Automatic
Learning Experience Execution
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HA ISQ in DAS
* The SQL for the HA (High-availability) of DBs:

INSERT INTO X VALUES Y ON DUPLICATE KEY UPDATE id = ${id};

HA SOL e | J—
turn to iSQ »igPerception » ISQUAD » Planning & Action »Knowledge GraphI
Autonomous Root Cause Analysis Automatic SQL Throttling :
Detection/Forecast Automatic SQL
Optimization
Auto-Scalin

Healthy Status Potential Problem |Major/Warning/Notified/Minor| Healthy Status

< 10s

T1 T2 T3 T4
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DAS — Autonomy center

Autonomy Center (D loniCurrent exceptions will be 1 within five minutes.} Auto-refresh @ (1) Switch Settings
'ype<{®) All (5) ' Exceptional Events (1) | Optimization Events {0) | | Elastic Scaling Events (4) | Others (0) Last 1 Hour | Last 12 Hours = Last 24 Hours Last2? Days MECSEectE  May 1B, 2020 11:11:29 - May2s 2020111128 @
Allgvents v
May 24, 2020 May 24, 2020
20 11:31:00 20:42:00 120%
80 100%
50 |
{ BO%
ap
60%
30
40%
20
10 A { ! 1 20%
5 ¥ B s e rrerd et | . oAl |t bie o B aes B v vt M ”
May 20, 2020 00:00 May 22, 2020 00:00 May 24, 2020 00:00
“w Active Sessions =, CPU Utilization = 10PS Usage
—
Exceptions Exception Snapshots
| Exception Analysis
Exception Cause Category Related Metrics
‘CPU-intensive Workload Metric Changes Instance CPU Metrics T mysal.cpu_usage T 87.83% @
mysgl.innodb_rows_inserted T 473.74% @
DML-operated Row Metrics T
mysglinnedb_rows_updated T 307.49% ®
DML Statement Changes mysal.gps  187.58% @
mysaglinsert_ps T 439.89% @
DML Executions Metrics T mysal.update ps T 335.24% @

mysql.tps T 364.78% @
mysal.select ps T 43.71% @

Thread Surge Thread Pool Metrics T mysgl.active_session * 637.98% @ 36



DAS — Automatic SQL Throttling

| Center (D

urrent anormaty will be detected within frve minutes.) Auto-refresh @ Settings

Type:®) Al (1) || Exceptional Events 1) (| Optimization Evants {0 | Auto-Scaling Events () || Others (J)

Subscription sattings

Last 1 Hour WECESRLLTCN Last 2 Days  Last 7 Days  Aug 14, 2020 12:00:50 Aug 15, 2020 120050 D

(W) All events Events with suggesticns
16:23:00

80

o
Aug 14, 2020 16:23 Aug 14, 2020 15:38 Aug 14, 2020 15:53 Aug 14, 2020 16:08 Aug 14, 2020 16:23 Aug 14, 2020 16:38

~. Active Sessons " CPU Utilizetion "w IOPS Usage

Anormaly Detection Root Cause Analysis and Suggestions

| SQL Statements to be Throttled

SQL Template Quantity

SELECT min(id), max(id) FROM task_event WHERE
amt_modified < ? AND begin_time > ? AND source IN 4554
(?) AND id >=? AND id <= ?

| SQL Statements to be Killed

Problem Description

0% 3.0

High Resource Consumption and Poor Performance.
Duration Percentage: 98.41%

Anormaty Detection Root Cause Anabysis and Suggestions

Anomaly Analysis
Causmo Canegory

CPU-intansive Workdoad Metric Changes.

Thread Suge

DML-cpenated Row Matrics T

DML Exscutions Metrics T

irstance CPU Maetrcs 1

Thread Pool Metrics T

Resated Matrics

mysglinnodt_rown_insertod T 1964313 @
mysqlinnoct_rows_read T 7EZE1E.02%

mysglaciect_pa T 22206.76% @
mysqlogs T 9835.70% @

mysglcpu_usge T BOS6.28% O

mynglactive_seasion T ER0EIW @

View the SQL that is limiting View SQL Statements Being Executed

Suggestions

If the SQL statement continues

to be submitted, we

recommend that you perform

SQL throttling.

Status

Enable Throttling
Disable Throttling

AR

CIEC

™
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DAS — Automatic SQL Optimized

| Problematic SQL Statement (Statistics Duration: Aug 12, 2020, 20:48:23 to Aug 13, 2020, 20:48:23)

SELECT min(id), max(id)

FROM task_event

WHERE gmt_modified <« '2020-86-21"'
AND begin_time > '2020-07-09"
AND source IN (285)
AND id == 15673
AND id <= 8015673

SOL Template DB Executions ||

SELECT min(id), max(id) FRO... eno 4886

| SQL Statement Optimization
Diagnostics ID 5f3536842f13dbBeeaebclde

Execution Status Executed

Index Recommendation

Quggestion  patabase Name Suggestion Details
ype
Table Name: task_event
Create
eno Index:
Index

Avg Execution  Max Execution
Duration (s)I  Duration (s)

21.675 64.25

Recommended Program High

DDL Statement

Avg Lock Wait
Duration (s}

0.016

Max Lock Wait
Duration ()"

1.335

Avg Scanned Max Scanned Avg Returned
Rows Rows Rows [

999.80K 1000000 1.00

Revenue 322954.58 Times

Apply Ignore

ALTER TABLE "enc’.'task_event’ ADD INDEX "idx_source_begintime’ (‘'source’, 'begin_time’)

idx_source_begintime(source,begin_time)

Max Returned
Rows

Terminated E

CIEC
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DAS — Auto Scale

| Autonomy Center (Documentation)(Current anormaly will be detected within five minutes.) Auto-refresh @ Settings Subscription settings

Type:(@) All (2) Exceptional Events (0} Optimization Events (1) | | Auto-Scaling Events (1) Others (0)

Last 1 Hour Last24 Hours Last 2 Days Aug 8, 2020 12:05:45 - Aug 15, 2020 12:05:45 9 m

(®) Alevents = | Events with suggestions

Aug 13, 2020
160 .10:24:05 160%
140 H 140%
r“ Aug 13, 2020 09:28
Yeg = Active Sessions 138.11 120%
100 l".— « CPU Utilization 100% 100%
80 « IOPS Usage 0.77% 80%
60 60%
40 40%
20 ' l 20%
4] . 0%
Aug 13, 2020 04:00 Aug 13, 2020 08:00 Aug 13, 2020 12:00 Aug 13, 2020+~ =7

" Active Sessions ~» CPU Utilization ~w |QOPS Usage

Suggestions

| Problems and Suggestions

Problems The instance load is high and the performance is insufficient. Suggestions We recommend that you upgrade the specifications.

Specification Recommendation

Original Specifications 2 Cores, 4G (rds.mysql.s2.large) Recommended Type 4 Cores, 8G (rds.mysgl.s3.large)




Conclusion

Motivation: identify the problem of Intermittent Slow Queries in
cloud databases

Challenge: anomaly diversity, labeling overheads, interpretable

Solution: Anomaly Extraction, Dependency Cleansing, TOPIC, and
Bayesian Case Model

Deployment: iSQUAD prototype are used in Alibaba Database
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vinzheng.yz@alibaba-inc.com
minghua.mmh@alibaba-inc.com
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How it works on Aliyun CImEs
Database Autonomy Service DAS

Perception Layer Analysis Layer Decision Layer Execution Layer

.......................................

Feature Detection

Seasonality detection

E 4 ‘ \ Changepoint detection '
i \ ' Trend detection v [T

Meanshift detection
Offline Data R , ----------------- : iSQUAD Clustering Tasks
~ Historical TimeSeries Data | | Learning the timeseries usual behavior! RS UUUR | ; Anomaly Reason |
5 | - : ! ' i Recommendation

« SQL Limit
« SQL Optimize
« AutoScale

Instance Metrics Data

v SQL Historical Data
Event Historical Data

Autonomous Forecast

(L) N
~247) (Fitthe Best Model) . Streaming TimeSeries
~wous - Get the best Model to forecast . ! Data
' the next 24 hours

Statistics Model Sets
Bayesian Model Sets
Deep Learning Model Sets
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