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Challenges

• Frequent enclave interaction
• High overheads on computation

and storage
• Severe information leakage

Design space exploration

Enclage Index

Evaluations

• Possible design choices for encrypted storage categorized in
five dimensions

• Bolded for Enclage Index
• Tagged with an asterisk mask for Enclage Store
• The trade-off of security, functionality and performance
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DingTalk Paper

• A B+-tree-like index
• Three-tier hierarchical architecture
• Page-level encryption
• Index execution logic in enclave
• Fix enclave memory usage

• A heap-file-like table
store

• Append-only strategy
• Delta-decryption

protocol for saving time
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Optimizations

• Reduction of EPC page swapping overhead
• Mitigation of enc/decryption cost
• Avoidance of unnecessary of OCalls

The impact of sizes

Scalability to Multiple Cores

Different Decryption Protocols


